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About This Book

This book contains detailed information about PATROL® Agentandis
intended for PATROL system administrators. This book explains how the
PATROL Agent interacts with other PATROL components, and gives
getting started and configuration information. It also describes
configuration utilities and Management Information Base (MIB) utilities
used with the PATROL Agent.

Note

This book assumes that you are familiar with your host operating system.
You should know how to perform basic actions in a window
environment, such as choosing menu commands and dragging and
dropping icons.

How This Book Is Organized

This book is organized as follows. In addition, aglossary of terms and an
index appear at the end of the book.

Chapter/Appendix | Title Description

1

“Structure of PATROL” provides an overview of the features and
components of PATROL

“Starting and Stopping describes how to start the agent
the PATROL Agent”
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Chapter/Appendix | Title Description
3 “Background About provides an overview on controlling the
Configuring the PATROL | configuration of the agent, the process of
Agent” configuration, and the methods available for
configuration
4 Chapter 4, “Establishing | describes how to set up accounts and ports and
Accounts and Ports” specify which applications and instances use
which accounts
5 Chapter 5, “Managing describes how to manage the PATROL Agent's
Console Connections” relationship with various consoles and utilities.
6 Chapter 6, “Support of discusses how the PATROL Agent supports an
Clusters and Failovers” application in cluster environment and what type
of failover tolerance it provides
7 Chapter 7, “Loading and | describes how to manage when, if, and how the
Monitoring Applications” | PATROL Agent monitors an application
8 “Using pconfig to describes how to configure the agent from the
Configure the PATROL command line
Agent”
9 “Using xpconfig (Unix) describes how to configure the agent using the
to Configure the xpconfig GUI for Unix
PATROL Agent”
10 Chapter 10, “Using describes how to configure the agent using the
wpconfig (Windows) to wpconfig GUI for Windows
Configure the PATROL
Agent”
11 “PATROL Agent Logs” describes the format, location, and type of history
data, event data, and log data stored by the
PATROL Agent
12 “PATROL Agent describes three agent command line utilities
Parameter History” which allow you to dump parameter history data,
event data, and repair corrupted history data
13 “PATROL Agent describes methods for maintaining security for
Security” the agent
14 Chapter 14, “PATROL describes how the PATROL Agent and PATROL
Agent and SNMP SNMP Master Agent interact and what type of
Concepts” information the agents gather and send
15 Chapter 15, “SNMP describes how to use PATROL's built-in SNMP

Configuration and
Implementation Using
PEM”

support to send traps based on PATROL events
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Chapter/Appendix

Title

Description

16 Chapter 16, “SNMP provides an overview of PSL support for SNMP
Configuration and
Implementation Using
PSL’

17 Chapter 17, “Managing describes multiple methods for implementing
Parameter Overrides” parameter overrides

A Chapter , “List of lists each PATROL Agent variable, describes
PATROL Agent each’s purpose, and points to where you can find
Variables” additional information

B “Changing Variablesina | describes how to change variables manually
File Manually”

C “Configuring a DCOM describes how to set up the PATROL Agent for
Interface to the PATROL | use with the Distributed Component Object
Agent” Model (DCOM) programming interface

D “PATROL SNMP MIB” describes the MIB tables contained in

$PATROL_HOME/lib/patrol.mib

E “Power Management describes the how the PATROL Agent supports
Support” OnNow and ACPI power management

F “Support for Regular describe metacharacters used for regular
Expressions” expressions

G “Managing Unix describes how to store Unix environment
Environment Variables” | variables in a shell script file that will not be

overwritten by subsequent installations

H “Managing describes how to alter some of the PATROL

Performance” Agent processes to achieve better performance.
Glossary “Glossary” lists PATROL specific terminology
Index “Index” lists index entries
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Related Documentation

BMC Software products offer several types of documentation:

» online and printed books
e onlineHdp
* release notes

In addition to this book and the online Help, you can find useful
information in the publications listed in the following table. As“Online
and Printed Books’ on page -xxvii explains, these publications are
available on request from BMC Software.

Category Document Description
installation PATROL for Windows Installation contains the installation instructions for
documents Guide PATROL Console for Windows,

PATROL Agent for Windows, and
Knowledge Modules.

PATROL for Unix Installation Guide

contains the installation instructions for
PATROL Console for Unix, PATROL
Agent for Unix, and Knowledge
Modules.

PATROL for OpenVMS Installation
Guide

contains the installation instructions for
PATROL Agent for OpenVMS and
Knowledge Modules.

console documents

PATROL for Windows User Guide

provides instructions on how to use the
PATROL Console for Windows to
customize PATROL object classes and
attributes

PATROL Console for Unix User
Guide

provides instructions on how to use the
PATROL Console for Unix to customize
PATROL object classes and attributes

supplemental
documents

PATROL Agent for Windows 2000
Release Notes

contains the latest updates to PATROL
Agent for Windows

PATROL Agent for Unix Release
Notes

contains the latest updates to PATROL
Agent for Unix
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Online and Printed Books

The books that accompany BM C Software products are available in
online format and printed format. You can view online books with
Acrobat Reader from Adobe Systems. The reader is provided at no cost,
as explained in “To Access Online Books.” You can also obtain
additional printed books from BMC Software, as explained in “To
Request Additional Printed Books.”

To Access Online Books

Online books are formatted as Portable Document Format (PDF) files.
You can view them, print them, or copy them to your computer by using
Acrobat Reader 3.0 or later.You can access online books from the
documentation compact disc (CD) that accompanies your product or
from the World Wide Web.

In some cases, installation of Acrobat Reader and downloading the
online books is an optional part of the product installation process. For
information about downloading the free reader from the Web, go to the
Adobe Systems site at http://www.adobe.com.

To view any online book that BM C Software offers, visit the support
page of the BMC Software Web site at http://www.bmc.com/support.html.
Log on and select a product to access the related documentation. (To log
on, first-time users can request a user name and password by registering
a the support page or by contacting a BMC Software sales
representative.)

To Request Additional Printed Books
BMC Software provides a core set of printed books with your product

order. To request additional books, go to
http://www.bmc.com/support.html.
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Online Help
You can access Help for a product through the product’s Help menu. The

online Help provides information about the product’s graphical user
interface (GUI) and provides instructions for completing tasks.

Release Notes

Printed release notes accompany each BMC Software product. Release
notes provide up-to-date information such as

e updatesto theingtallation instructions
e last-minute product information

The latest versions of the release notes are a so available on the Web at
http://www.bmc.com/support.
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Conventions

The following conventions are used in this book:

e Thisbook includes specia elements called notes, warnings,
examples, and tips:

Note
Notes provide additional information about the current subject.

Warning
Warnings alert you to situations that can cause problems, such as loss of
data, if you do not follow instructions carefully.

Example
An example clarifies a concept discussed in text.

Tip
A tip provides useful information that may improve product performance
or make procedures easier to follow.

« Al syntax, operating systemterms, and
literal exanples are presented in this
t ypef ace.

* Ininstructions, boldface type highlights information that you enter.
File names, directories, and Web addresses also appear in boldface

type.

e The symbol => connects items in a menu sequence. For example,
Actions => Create Test instructs you to choose the Create Test
command from the Actions menu.

e Thesymbol > denotes one-step instructions.
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In syntax, path names, or system messages, italic text represents a
variable, as shown in the following examples:

The table table nane is not avail abl e.

system/instance/file_name

In syntax, the following additional conventions apply:

— A vertical bar (|) separating items indicates that you must
choose one item. In the following example, you would choose a,
b, or c:
al b|] c

— Andlipsis(...) indicates that you can repeat the preceding
item or items as many times as necessary.

— Square brackets ([ ] ) around an item indicate that theitem is
optional.

The following table shows equivalent mouse buttons for Unix users
and Windows users:
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Unix Button | Windows Button Description

MB1 left mouse button Click this button on an icon or
menu command to select that
icon or command. Click MB1 on a
command button to initiate action.
Double-click an icon to open its
container.

MB2 not applicable Click this button on an icon to
display the InfoBox for the icon.
To simulate MB2 on a two-button
mouse, simultaneously press the
two buttons (MB1 and MB3).

MB3 right mouse button Click this button on an icon to
display its pop-up menu.

Note
If you have a one-button mouse (such as an Apple Macintosh mouse),
assign MB1 to that button. You should also define a user-selectable
combination of option and arrow keysto simulate MB2 and MB3. For
details, refer to the documentation for your emulation software.
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Structure of PATROL

This chapter lists the components of PATROL and provides an overview
of the PATROL architecture. It also gives background information about
the PATROL Event Manager Engine (the component of the PATROL
Agent that manages events), lists the services avail able from the PATROL
Agent, and tells you how to request services from the PATROL Agent.
This chapter contains the following sections:

Roleof the PATROL Agent . ...t 1-2
Purpose of PATROL. .. ..ot 1-2
Overview of the PATROL 3.x Architecture. ................ 1-3

Componentsof PATROL . ...t 1-6
PATROL Components. . .......oiie i ie i neenns 1-6
Non-PATROL Components. . ..o iii e 1-9

PATROL Agent Directory and File Structure. . ................. 1-10
PATROL_HOME Directory Structure. .. .................. 1-10
FilesUsed by the PATROL Agent. ... ... .. 1-11

Event Management withthe PATROL Agent. . ................. 1-14
Services Provided by the PATROL Agent . .. ............... 1-14
Overview of thePEM Engine . .......................... 1-16
Management Services fromthe PEM Engine ............... 1-17
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Role of the PATROL Agent

This section describes how the PATROL Agent works with a number of
different PATROL and non-PATROL system components.

Purpose of PATROL

PATROL isasystems, applications, and event management tool. It
provides an environment where you can monitor the status of every vital
resource in the distributed environment you are managing.
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Overview of the PATROL 3.x Architecture

Figure 1-1 shows the relationship between the PATROL Agent and other
PATROL and non-PATROL componentsin a PATROL 3.x environment.
The agent’s interactions with these components is described in the
following sections.

Figure 1-1 The PATROL Agent in a 3.x PATROL System

Local system with a PATROL Agent and PATROL
Knowledge Modules monitoring its operating
system and applications and connecting to the
PATROL Console and, optionally, to an SNMP

Local Computer

Console.
PATROL PATROL The PATROL Agent and PATROL Knowledge
Agent Operating Modules on the remote system are monitoring the
X r 1 operating system and an application and are
Operating Perform System ¢ connected to the PATROL Console on the local
System | Agent | system.
Knowledge L — —
™ PATROL ! »
. . L
— | Agent | Application |4 > User
Application Lo Interface
Knowledge A ¢ »
PATROL SNMP
SNMP s
Manager
v
PATROL [€
Console

Remote System with PATROL monitoring the
Remote Computer operating system and an application. The PATROL
Agent communicates with the PATROL Console on

the local system.
Operatin
Sp stemg PATROL Operating |
Y led Agent System [
Knowledge ~ Perform User
| Agent | Interface
Application ¢ L — — Jd
r 7 -
Knowledge PATROL Application (¢
[ Agent | i e e
|
PATROL
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Overview of the PATROL 7.x Architecture

Figure 1-2 shows the relationship between the PATROL Agent and other
PATROL PATROL componentsin a PATROL 7.x environment. The
difference is that the agent talksto 7.x consoles through the PATROL
Console Server and an RTserver or RTserver cloud.
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Figure 1-2 The PATROL Agent in a 7.x PATROL System

Console Systems PATROL Console for
Unix or PATROL

Console for
Microsoft Windows

PATROL Central —
Microsoft Windows

Edition Install classic console
« PATROL Central versions of PATROL
Operator — Microsoft Solutions (KMs) for
Windows Edition systems being
Web browser managed.

¢ Other console modules

Common Services

PATROL Central — Web

Edition

¢ PATROL Central
Operator — Web Edition

¢ Other console modules

RTserver
Cloud

[
==

PATROL Console Server

Managed Systems

PATROL Agent
(version 3.5)

Install PATROL solutions
(KMs) for resources on
each system.

PATROL products and solutions may require additional files installed throughout the infrastructure.
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Components of PATROL

This section lists and describes the components provided as part of
PATROL and provides an overview of the products from other vendors

that you can integrate with PATROL.

PATROL Components

Table 1-1 Patrol Components (Part 1 of 4)
Component Purpose Dependencies
PATROL Central Like other PATROL Consoles, PATROL Central Operator - « PATROL
Operator - Microsoft Windows Edition provides a window into your Console Server
Microsoft PATROL environment. PATROL Central Operator - Microsoft | © PATROL Agent

Windows Edition

Windows Edition works with only the PATROL 7.x
architecture; it does not work with the PATROL 3
architecture.

PATROL Central
Operator - Web
Edition

PATROL Central Operator - Web Edition is a web-based
application that provides a window into your PATROL
environment. PATROL Central Operator - Web Edition works
with only the PATROL 7.x architecture; it does not work with
the PATROL 3 architecture.

¢ PATROL
Console Server
¢ PATROL Agent

PATROL Console
Server

The PATROL Console Server is used by PATROL 7.x
consoles to communicate with PATROL Agents on managed
systems. A primary feature of PATROL monitoring is that you
can create views and organize objects according to a
specific business need. The PATROL Console Server
provides persistency support for those views. In addition,
persistent views are maintained in a common format so you
can use the same view with multiple 7.x consoles.

e PATROL Agent

* PATROL
Knowledge
Modules
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Table 1-1

Patrol Components (Part 2 of 4)

Component

Purpose

Dependencies

PATROL
Operator Console

The graphical work space from which you issue commands
and manage the distributed environment monitored by
PATROL. The PATROL Console displays all of the monitored
computers and applications.

With the PATROL Operator Console you can perform these
tasks:
« define which applications you want PATROL to monitor

* monitor and manage computers and applications through
the PATROL Agent and PATROL Knowledge Modules

« monitor the PATROL Agent’s use of resources

< run predefined or user-defined commands and tasks
against monitored machines

¢ run state change action commands on the PATROL
Console machine when a state change occurs on a
monitored computer

< log on to any managed computer (only for Unix and
OpenVMS.)

« start and stop PATROL Agents remotely
* view parameter data
« retrieve historical data stored by the PATROL Agent

¢ PATROL Agent

* PATROL
Knowledge
Module

PATROL
Developer
Console

With the PATROL Developer Console, you can do everything
you can do with the PATROL Operator Console, plus the
following:

¢ build new KMs and customize existing KMs

« customize menu commands and application parameters
modify agent knowledge in memory

transfer knowledge to an agent

edit or replace KM files

send an additional KM file to an agent machine

start the PATROL Agent configuration utility

commit changes to agents

* PATROL Agent

e PATROL
Knowledge
Module

PATROL Event
Manager (PEM
Console)

With the PEM Console, you can do the following:
e view events

¢ manage events and use events to control your
environment

trigger events

generate event statistics

acknowledge events

delete events

close events

e PATROL Agent

e PATROL
Knowledge
Module
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Table 1-1

Patrol Components (Part 3 of 4)

Component

Purpose

Dependencies

PATROL
Integration
Products

Provides an interface between PATROL Agent and third
party enterprise management systems such as HP
OpenView Network Node Manager.

¢ PATROL Agent

* PATROL
Knowledge
Module

PATROL Agent

The core piece of the PATROL architecture that monitors
and manages host computers. The PATROL Agent consists
of Perform Agent executables (BDS_SDService.exe, which is
registered as a service on Windows platforms, and
bgscollect.exe) and the PATROL Agent executable
(patrolagent.exe), which is registered as a service. On the
OpenVMS platform, the Agent does not use the Perform
Agent executables.

The PATROL Agent performs the following tasks:

¢ runs commands to collect system or application
information; the information is collected according to
applications and parameters defined in Knowledge
Modules

 stores information locally for retrieval by the PATROL
Console

« loads specified Knowledge Modules (KMs) at start-up,
runs menu commands, and updates InfoBoxes on the
PATROL Console

e acts as a service provider for event management

* PATROL
Knowledge
Module

PATROL
Knowledge
Module

A set of files from which a PATROL Agent receives
information about all of the resources, such as databases
and file systems, running on a monitored computer.

PATROL KMs provide information to the PATROL Agent
about:

« the identity of objects

e parameters

< actions to take when an object changes a state

* how to monitor the application

¢ PATROL Agent

Agent Query

You can view information about monitored objects through
Agent Query. Using this function, you can work with objects
outside the PATROL Console window. Instead of viewing
objects as icons, you view their names in a tabular format.
Results of queries are displayed in the Query Results
window. You can save queries, then load and reissue them
when needed.

e PATROL Agent

e PATROL
Knowledge
Module

« PATROL
Console
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Table 1-1 Patrol Components (Part 4 of 4)
Component Purpose Dependencies
PATROL Script Included as part of the PATROL Developer Console is the « PATROL Agent

Language (PSL)

PATROL Script Language (PSL) that you can use to write
parameters, commands, tasks, recovery actions, and
discovery procedures for the PATROL Agents. PSL is a
fourth-generation language that is both compiled and
interpreted, which is similar to programming languages such
as C++, C, and Perl. PSL is the native language of PATROL
KMs.

PSL Compiler

You can use the PSL Compiler to check the syntax of PSL
and to build a PSL library.

¢ PATROL Agent

e PATROL
Developer
Console

PSL Debugger

You can use the PSL Debugger to debug PSL scripts.

e PATROL Agent

e PATROL
Developer
Console

PATROL
Command Line
Interface

The PATROL Command Line Interface (CLI) is a program for
retrieving object and event information from a PATROL
Agent. CLI is designed to connect to a PATROL Agent in
instances when a GUI interface is unavailable or when the
user is logged onto a host using a terminal emulator (without
a TCP/IP stack).

CLI has both interactive and non-interactive modes. You can
start CLI from a command line and manually submit
commands to the CLI. You can also call the CLI within a
script and have it execute commands that you provide on
the command line or in additional CLI script files.

¢ PATROL Agent

¢ PATROL
Knowledge
Module

¢ PATROL
Console

Non-PATROL Components

The PATROL Agent can run with console products (managers) and
agents from other vendors. These managers and agents can communicate
with the PATROL Agent through SNMP or through the PATROL API.
For more information, see Chapter 14, “PATROL Agent and SNMP
Concepts,” and “ Event Management with the PATROL Agent.”

BMC Software, Inc., Confidential and Proprietary Information

Structure of PATROL 1-9



PATROL Agent Directory and File Structure

The PATROL Agent creates several important directories and files on the
PATROL host's disk drive. These files are automatically generated at run
time and range from temporary files used for error logging to permanent

filesthat store historical information.

PATROL_HOME Directory Structure

The PATROL_HOVE directory isthe directory in which the PATROL
installation process installs PATROL and in which the PATROL
executables and utilities run, write, and read information. The directory
contains binaries, knowledge, sounds, images, application defaults, help
files, and utilities. The directory is represented as $SPATROL_HOME in
Unix and %PATROL_HOME% in Windows. Figure 1-3 shows the
PATRCL_HOME directory structure.
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Figure 1-3 PATROL_HOME Directories and Files

I PATROL_HOME

bin

5

ﬂ know edge
ﬂ hi story

Note
This brief discussion of PATROL's directory structure is not exhaustive.
The directories depicted in Figure 1-3 and the files listed in Table 1-2 are
the primary directories and filesin aPATROL installation. In your
PATROL implementation, additional files and directories may exist
depending upon which platform you run on and which components you
install.

Files Used by the PATROL Agent

Table 1-2 lists the types of files used by the PATROL Agent and the
directory in which it stores these files.
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Table 1-2

PATROL Agent File Usage (Part 1 of 2)

File Type

Unix Path

Windows Path

Description and
Examples

executable, shared library

$PATROL_HOME/bin

%PATROL_HOME%\bin

binary directory

agent configuration file
(default)

$PATROL_HOME/lib/config.default

%PATROL_HOME%\lib\config.default

agent startup default
configuration file

event catalog

$PATROL_HOME/lib/knowledge/StdEve
nts.cty

%PATROL_HOME%\lib\knowledge\Std
Events.ctg

Standard Events Catalog

message catalogs

$PATROL_HOME/lib/nIs/C/1

%PATROL_HOME%\lib\nIs\C\1

directory of message
catalogs

PSL and OS scripts
(shipped)

$PATROL_HOME/lib/psl

%PATROL_HOME%\lib\psl

directory for shipped PSL
and OS (and other
KM-defined command types)
scripts

KMs and Standard Event
Catalogs

$PATROL_HOME/lib/knowledge

%PATROL_HOME%\lib\knowledge

directory for shipped KMs
and Standard Events
Catalog

commit lock

$PATROL_HOME/lib/commit.lock

%PATROL_HOME%\lib\commit.lock

file created temporarily
during a Commit operation

agent configuration files
(customized)

$PATROL_HOME/config/
config_hostname-portnumber

%PATROL_HOME%\config\
config_hostname-portnumber

agent configuration files

history file and indices

$PATROL_HOME/log/history/
hostname/portnumber/ annotate.dat, dir,
param.hist

%PATROL_HOME%\log\history\
hostname\portnumbe>\ annotate.dat,
dir, param.hist

history file and indices

PEM event log

$PATROL_HOME/log/PEM_
hostname_portnumber.log, archive

%PATROL_HOME%\log\PEM_
hostname_portnumber.log, archive

files containing all events for
the PATROL Event Manager
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Table 1-2 PATROL Agent File Usage (Part 2 of 2)

Unix Path Description and
File Type Windows Path Examples
PEM event lock /$PATROL_HOME/log/PEM_hostname_ | lock on an Event Manager

portnumber.log-lock

%PATROL_HOME%\log\PEM_host
name_portnumber.log-lock

file

Error log for the Agent $PATROL_HOME/log/PatrolAgent-hostn
ame-portnumber.errs.~iter~

%PATROL_HOME%\log\PatrolAgent
-hosthame-portnumber.errs.~iter~

file containing agent error
messages, and so on.
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Event Management with the PATROL Agent

The PATROL Agent uses its PATROL Event Manager (PEM) engine for
event management. You can access an agent’s PEM Enginein the
following ways:

from the PATROL Console, PEM Console for Unix, or any of the
PATROL Integration products

from any PATROL Knowledge Module loaded on the agent by using
the PATROL Script Language (PSL)

from a C program, using the PATROL API

from the command line, using the PATROL Command Line Interface

Services Provided by the PATROL Agent

Through the PEM Engine, the PATROL Agent provides the following
event management services:

view, filter, and sort events
define and access event knowledge through event catalogs
An event catalog is a subset of a PATROL Knowledge Module.

trigger events from PSL, a C program, the command line, or a PEM
Console

send ActiveX scripts to the PATROL Scripting Host to run (for
Windows only) with the PSL execut e function

For more information on using the PATROL Scripting Host, refer to
the PATROL Script Language Reference Guide.
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» configure commands (standard or user created) for execution by the
agent when an event istriggered

When the event is triggered, the agent checks the event catalog to
determine whether a Notification command is defined. If it is, the
agent executes the command.

e schedule commands (standard or user created) for execution by the
agent when an event is escalated

When the event is escalated, the agent checks the event catalog to
determine whether an Escalation command is defined. If itis, the
agent executes the command.

e store events, even when no console is registered to receive them

* manage events through acknow edge/ cl ose/ del et e
Acknowledging an event can trigger commands (standard or user
created). The PEM Engineis configured to determine which events
trigger which commands for execution by the PATROL Agent. The
agent checks the event catal og to determine whether an
Acknowledge command has been defined. If it has, the agent
executes the command when the event changes status to
acknowledged.

e generate reports of event statistics

e archive events

» send SNMP traps when an event that is configured with
SEND_TRAPistriggered

« make requests of externa SNMP agents and listen for SNMP traps
(SNMP management functions)

» respond to SNMP requests from external SNM P managers and send
SNMP traps (SNMP agent functions)
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Overview of the PEM Engine

Figure 1-4 on page 1-16 shows how the PEM Engine works with other
PATROL components.

Figure 1-4 The PEM Engine with Other PATROL Components

C Programs
PATROL API
Library
PATROL Agent KM
L -
> » Event Catalogs
PEM and Standard
S Events
providing
PSL > event
Processes management| J Event
services [ > .
Repository
A A
PEM PEM PEM
View View View
PATROL PEM Console PATROL
Console for UNIX Integration
(emcons) Products (for

management systems)
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Management Services from the PEM Engine

Use Table 1-2 to determine methods available for requesting event

management services from the PEM Engine.

Note

Not all PATROL Integration products share the same functionality.

Table 1-3  Methods to Request Event Management Services
To
Request
this
Service... Use This Method...
PEM PATROL
PATROL |Console |Integration Command
Console 2 |for Unix?; |products® |PATROL APIY |PSL® Line

access event [JEvent Editor N/A PemnGetEvent |PemnGetEvent event_catalog PatrolCli event
knowledge Class() Class() _get() get

PemnGetEvent |PemnGetEvent PatrolCli event

ClassList() ClassList() class
archive events N/A N/A N/A PemnEvent event_archive() PatrolCli event
and transfer Archive() remote_file_ dump
files transfer()
define event Event Editor N/A N/A PemnDefine N/A N/A
knowledge EventClass()

PemnSetEvent
ClassCmd()

display events, flEvent Details Event Details Event Details PemnAddDiary() event_query() PatrolCli
event Diary, indow window window PemnReceive() event_range_ event listen
and event Event Diary Event Diary Event Diary query() PatrolCli
Expert Advice fwindow window window event query

Event Expert
dvice window

Event Expert
Advice window

Event Expert
Advice window

filter and query JEvent List Event List Event List PemnReceive() event_range_ PatrolCli event
events indow window window PemnEvent query() query
RangeQuery() event_query()
PemnEvent remote_event_quer
Query() y0
manage eventsfjEvent List Event List Event List PemnEvent event_range_ PatrolCli event
(for example, indow window window Manage() manage() class
with PemnEvent PatrolCli event
acknowledge/ RangeManage() delete
close/delete) PatrolCli event
acknow-
ledge
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Table 1-3

Methods to Request Event Management Services

To
Request
this
Service... Use This Method...
PEM PATROL

PATROL |Console |Integration Command

Console 2 [for Unix?; |products® |PATROL API9 |PSL® Line
obtain a report Event Event Event PemnGetReport() event_report() PatrolCli event
on Event Repository Repository Repository event_check() report
Statistics indow window window
schedule IN/A N/A N/A PemnEvent event_ N/A
events Schedule() schedule()
sort events Event List Event List N/A N/A N/A N/A

indow window

trigger events IN/A Event Trigger N/A PemnSend() event_trigger() PatrolCli event
specific to your dialog event_trigger2() send

application,
events specific
to your KM, or
user events

remote_event_
trigger()

8 Refer to the appropriate PATROL User Guide

b Refer to the PATROL Event Manager Console for Unix User Guide

¢ Refer to the appropriate the PATROL Integration products documentation set

d Refer to the PATROL Application Program Interface Reference Manual

€ Refer to the PATROL Script Language Reference Manual
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Starting and Stopping the PATROL
Agent

This chapter explains the tasks for properly starting and stopping the
PATROL Agent on supported platforms. This chapter contains the
following sections:

Methods for Startingthe PATROL Agent ..................... 2-3
Default Port Number .. ... .. .. . 2-3
SAtUP ProCESS. . . oo 2-3
Command Line Arguments for Starting the PATROL Agent ... 2-4

Methods for Stoppingthe PATROL Agent. .................... 2-8
Stoppingthe PATROL Process .........cociiiiiinnn .. 2-8
Improper Shutdown .. ............ e 2-9
PATROL Configuration Utility (pconfig) .................. 2-10

Starting the PATROL AgentonUniX.................cooun.. 2-11
Starting the PATROL AgentforUnix ..................... 2-12

Stopping the PATROL AgentonUnix. ....................... 2-13
Stopping the PATROL Agent for Unix with aScript. ......... 2-14
Stopping the PATROL Agent for Unix with a

Configuration Utility Script . .......................... 2-15

Starting the PATROL AgentonWindows . .................... 2-16
PATROL Agent Configuration Utility . .................... 2-16
Modes for Running the PATROL Agent for Windows ........ 2-17

Specifying an Account for the PATROL Agent for Windows. . . 2-18
Starting the PATROL Agent for Windows with Services Applet 2-20
Starting the PATROL Agent for Windows from

CommandPrompt. ... 2-20
Active Directory SUPPOrt. .. ... oot 2-22
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Publishingto Active Directory. .. ..., 2-22

Information Stored in Active Directory . ................... 2-23
Stopping the PATROL AgentonWindows. . ................... 2-24
Stopping the PATROL Agent for Windows with
ServicesApplet. . ... 2-24
Stopping the PATROL Agent for Windows from the
CommandLine..........c.iiuiiiiiiii i 2-25
Starting the PATROL AgentonOpenVMS .................... 2-27
Syntax of PATROLSSTARTURPCOM ..................... 2-27

Batch Process Startup of the PATROL Agent on OpenVMS. . . .2-27
Starting the PATROL Agent on OpenVMS from the

CommandLine..........c.iuuiiiiiiiiiiinnn 2-27
Starting the PATROL Agent on OpenVMS in a Batch Process. .2-29
Stopping the PATROL Agenton OpenVMS. ................... 2-30
Syntax for PATROL$SHUTDOWN.COM. ................. 2-30

Stop the PATROL Agent on OpenVMSin aBatch Process. . . .. 2-30

Stopping the PATROL Agent on OpenVMS from the
CommandPrompt. ...t 2-31

Stopping the PATROL Agent on OpenVMS in aBatch Process .2-32

BMC Software, Inc., Confidential and Proprietary Information

2-2

PATROL Agent Reference Manual



Methods for Starting the PATROL Agent

PATROL provides two methods to start the agent. Each method involves
adifferent PATROL interface. You can start a PATROL Agent from

* thecommand line
e avariety of PATROL components

The platform determines which method you will use to start the PATROL
Agent. The agent supports startup scripts for most platforms.

Default Port Number

Prior to PATROL version 3.4, the default port number was 1987. For
version 3.4 and later, it is 3181. If you want to connect to other PATROL
products that use the previous default port number, you will have to
specify -p 1987 when starting the agent.

Startup Process

During startup, the PATROL Agent performs the following processes:

* readslicensefile

e opensand reads history database

» opensand reads PATROL event logs

e opens PATROL error log

» loads KMswith preloaded statuses

e startsthe PATROL SNMP Master Agent (if the variable is set)

You should introduce sleep logic to ensure that all the agent processes are
running prior to starting other application and system processes.
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Command Line Arguments for Starting the PATROL Agent
Table 2-1 lists command line arguments for the PATROL Agent.

Table 2-1  Command Line Arguments for Starting PATROL Agent
(Part 1 of 3)

Argument Function
-config changefile processes a pconfig-style configuration file
name -batch

Multiple files are specified by separating them with
commas (no intervening spaces). Use standard
input if “-” is specified instead of a file name.

The -batch argument causes the agent to exit after
processing configuration options instead of starting
up. It is optional.

-help displays a list of command line arguments

-i disables heartbeat

-id name The -id option allows you to override the Agent
service name that is registered with the RTserver.
By default, PATROL Agents register with the
RTserver as hostname_portno. For example,
starting a PATROL Agent on host nebula with the
following command:

PatrolAgent -p 4321 -rtserver tcp:nebula:4321
registers the Agent with the service name
NEBULA_4321.

Use this feature if you have several hosts with the
same name in different domains that are all running
PATROL Agents and using the same RTserver. If
each host tried to register with the same RTserver
using the default service name, only one host could
register. The -id option allows you to register an
Agent with the RTserver under a different name
than the default.

-km KM name loads initial KM
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Table 2-1  Command Line Arguments for Starting PATROL Agent

(Part 2 of 3)

Argument

Function

-OLMP

PSL Optimizer Options: -O[L#][M#][P#]
Optimization level [L#]

0—no optimization

1—enable level 1 optimization

2—enable level 2 plus level 1 optimization

3—enable level 3 plus level 2 optimization
Maximum Level Allowed [M#]

0-3—maximum allowable optimization level
Optimization print level [P#]

O—disable optimization printing

1—print optimization statistics

2— level 1 plus print process instruction execution

count
3—level 2 plus print program flowgraph

-p portNo

-port portNo

agent connection port (default port is 3181)

-profiling profileNo

activates PSL profiling

Valid profileNo are any of the following numbers or
a sum of any of those numbers (use the sum to
indicate more than one type of profiling):

0—No profiling

1—Process-level profiling

2—Function-level profiling

4—Cumulative

8—Save at exit

For more information about PSL profiling, see the
PATROL Script Language Reference Manual.
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Table 2-1
(Part 3 of 3)

Command Line Arguments for Starting PATROL Agent

Argument

Function

-rtserver
protocol:host:portNo,
protocol2:host2:portNo2

tells the agent which RTserver(s) to connect to, for
example: PatrolAgent -rtserver tcp:nebula:2059.

The Agent connects to the first RTserver in the list.
If the connection breaks, the Agent connects to the
next RTserver in the list.

You can also use the RTSERVERS environment
variable for this purpose.

You must define an RTserver if you want to view
Agent data from PATROL Central Operator -
Microsoft Windows Edition or PATROL Central
Operator - Web Edition (PATROL 7.x consoles). If
you do not start the Agent with the -rtserver option
or set the RTSERVERS environment variable,
PATROL 7.x consoles and the PATROL Console
Server cannot communicate with the PATROL
Agent.

-share-sys-output

shows the same system output window for all
consoles that connect to the agent

* reports the OS version number of the machine
that the patrolagent.exe is built

» shows the version number of the PatrolAgent
executable.

accepts upper and lowercase ‘v’

-RegServer

registers COM server and exits

-UnregServer

unregisters COM server and exits (the PATROL
installation automatically registers COM server)

RTSERVERS Environment Variable

The RTSERVERS environment variable tells the agent which
RTserver(s) to connect to, for example: tcp:nebula:2059.

The agent connects to the first RTserver in thelist. If the connection
breaks, the agent connects to the next RTserver in thelist.
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You must set the RTSERVERS environment variable in either of the
following situations:

e Youwant to view PATROL Agent datafrom a PATROL 7.x console.
e Thereisno RTserver installed on a computer in the same subnet.
e TheRTserver isnot using the default port number of 2059.
The PATROL Console Server, PATROL Agent, and PATROL 7.x
consoles can detect RTservers within their own subnets, but they cannot
detect RTservers outside of their own subnets. If you have installed one
of those components in a subnet that has no RTserver, the only way it can
communicate with an RTserver isif you define the RTSERVERS
environment variable.
The format of the RTSERVERS environment variable is as follows:

tcp: computer_name: port_number
where computer_name is the name of a computer running an RTserver (a

member of the RTserver cloud), and port_number is the port number that
it isusing to broadcast.
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Methods for Stopping the PATROL Agent

PATROL provides three methods to stop the agent, and each method uses
adifferent PATROL interface:

the command line

avariety of PATROL utilities, particularly the pconfig +KILL option
discussed in Chapter 8, “Using pconfig to Configure the PATROL
Agent”

the PATROL Developer Console (click the host icon and select
Developer => Kill Agent)

Stopping the PATROL Process

When you stop the PATROL Agent, it performs the following processes:

writes the process cache

writes history cache

waits for child processes to terminate (These may take moretimeto
terminate)

closes network connections

stops all other related processes

If you quit the PATROL Agent from an OS shutdown script, you should
introduce sleep logic to ensure that the agent completely stops prior to
the OS shutdown because the agent waits for child processes to end.
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Improper Shutdown

Quitting the agent improperly can cause problems including corruption
of history files and event log files. Following are common methods of
improperly stopping the PATROL Agent:

e The computer crashes.

e The computer is shutdown properly, but the PATROL Agent is still
running.

e The PATROL Agent processis interrupted using the 'kill -9'
command which forces the agent to stop without giving it a chance to
closeitsfiles.

Note
BMC Software recommends that you add logic to stop the PATROL
Agent as part of your system shutdown scripts.

Repairing Corrupted History

For more information on repairing corrupt history databases, see “Fixing
a Corrupted History Database” on page 12-20.
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PATROL Configuration Utility (pconfig)

Syntax

Options

The advantages of stopping the agent with the PATROL Configuration
utility include:

e It does not require system administrator or root access.
e It provides a standard method that works across all platforms.

Note
Access Control List settings can prevent your account from accessing the
configuration utility.

The basic syntax of the stop command for the pconfig utility is

pconfig +KILL [options]

The following table lists the options available for +KILL.

Option Description

-host hostname stop the agent on a particular host

-debug print debug information

-Ip specify local port in a fire wall that separates utility
and agent

-port portnumber stop the agent that is listening on a particular port

+tcp use TCP communication protocol

+verbose print function calls and results—not as detailed as
debug
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Starting the PATROL Agent on Unix
ThePat r ol Agent script starts the PATROL Agent on the Unix
operating system. You can specify the communication port between the
PATROL Console and the PATROL Agent.
The syntax of the Pat r ol Agent command is asfollows:
. | OPT/ PATROL/ PATROL3/ Pat r ol Agent -p portNo
where por t No indicates the TCP/IP communications port to use when
connecting to the PATROL environment. The port number is optional. If

no port number isindicated, use the default port number, 3181.

For a complete list of command line arguments, see “ Command Line
Arguments for Starting the PATROL Agent” on page 2-4.
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Starting the PATROL Agent for Unix

Summary: In this task, you will start the PATROL Agent on a Unix machine.

Before You Begin

Before you start the PATROL Agent for Unix, make sure you have
performed the following actions:

e Verify that you are logged on the Unix host where you want to start
the PATROL Agent.

e Veify that the port you want to use is available. To verify port
availability, type the following command in the command line and
press Enter:

netstat -na | grep portNo

« Verify that you have changed to the directory containing the
PATROL Agent startup script.

To Start the PATROL Agent for Unix

» Type the following command in the command line and press Enter:
./ Patrol Agent -p portNo

A message notifies you that the PATROL Agent is bound to the UDP port
and TCP port you specified. The port number allows you to specify a
UDP port and a TCP port on which the PATROL Agent will accept
connections from PATROL Console. The port number is optional. If you
do not specify a port, the PATROL Agent will use the default port
number, 3181.

Note
Use the same port for both UDP and TCP.
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Stopping the PATROL Agent on Unix

You can create a script to automatically stop the agent during a normal
shutdown procedure. However, you do not want to perform an absolute
stop (kill -9) because it forces the agent to quit before it can properly
close its open files.

Note
The two types of shutdown scriptsin the stopping tasks are offered as
examples. They are not necessarily robust or complete solutions for
every environment.
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Stopping the PATROL Agent for Unix with a Script

Summary:

»

In this task, you will use command line script to stop the PATROL Agent
on aUunix host.

You can use the PATROL Agent process ID to stop the agent. Create a
script that resembles the following example:

# run this script as root to avoid perm ssion probl ens
# get the process ID for the Patrol Agent process
pid='ps -ef | grep Patrol Agent | awk '{print $2}"°

# kill the agent

kill $pid

# all ow agent to shutdown before OS renpbves resources
sl eep 2

Note
The short sleep command gives the agent time to closeits files and child
processes before the operating system starts to remove resources as part
of its normal shutdown procedure. Experiment with your sleep interval.
It will vary based on hardware, processes running external to PATROL,
number of applications, instances, and parameters running, and other
environmental factors.
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Stopping the PATROL Agent for Unix with a Configuration Utility Script

Summary:

»

In this task, you will use a script to call the PATROL configuration
utility, pconfig, which will stop the PATROL Agent on a Unix host.

You can use the PATROL utility, pconfig, to stop the agent. Create a shell
script that resembles the following example:

# change to the PATROL installation directory
cd / OPT/ PATRCL/ PATROL3
# run the script to setup your environnent. This
# syntax assumes sh or ksh. For csh, use "source
# ./.patrolrc"

./ patrolrc.sh
# change to the binary directory
cd $PATROL_HOVE/ bi n
# execute pconfig to kill the agent
./Ipconfig +KILL +verbose -port portnunber -host
host nane
# all ow agent to shutdown before OS renpbves resources
sl eep 2

Note

The short sleep command gives the agent time to close up itsfiles and
shutdown its child processes before the operating system starts to remove
resources as part of its normal shutdown procedure. Experiment with
your deep interval. It will vary based on hardware, processes running
external to PATROL, number of applications, instances, and parameters
running, and other environmental factors.
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Starting the PATROL Agent on Windows

This section describes the following methods of starting the PATROL
Agent on Microsoft Windows operating systems:

e thecommand line
e the Windows Services Applet

The platform determines which method you will use to start the PATROL
Agent. The agent supports startup scripts for most platforms.

PATROL Agent Configuration Utility

You can use the PATROL Agent Configuration utility to configure a
PATROL Agent to use a specified user account and select an security
library.

If no domain nameis specified in the User Name text box, the domain
name where the user signed on is used. A domain hame can be added
explicitly, for example,

DOMAIN_NAME\user/encrypted password

The utility checksto see that the specified user account has all the
required rights to do the following:

e act as part of the operating system
* increase Quotas

* logonasaservice

« replace aprocess level token

« logonlocaly

e profile system performance

e debug programs

If the user account does not have the correct rights, a notification dialog
is displayed. To modify an account’s rights, open the Windows User
Manager, modify the rights for the user account accordingly, and run the
Configuration utility again.
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Modes for Running the PATROL Agent for Windows

The PATROL Agent for Windows can be run either as a service or asan
interactive console application. When run as a service, the agent does not
provide textual feedback during its execution. When run as a console
application, it isinteractive. The agent provides textual feedback during
execution, allowing you to perform diagnostics on its operation.
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Specifying an Account for the PATROL Agent for Windows

Summary: In this task, you will select a user account for the PATROL Agent.

Note

If you have already overridden the /AgentSetup/defaultAccount (creating
an agent configuration change file), this task does not have any effect. It
changes the value of /AgentSetup/defaultAccount in the config.default
file, which is overridden by the value stored in agent configuration
changefile.

Step1  Choose Start => Programs=>BMC PATROL => Agent Configure.

The PATROL Agent Configuration dialog box is displayed.

Figure 2-1 The PATROL Agent Configuration Dialog Box

A PATROL Agent Configuration [ ]

Thiz utility configures the PATROL Agent to use a default account 0k I
with which to execute commands.

“Mate: this utility has to be run under an account that has the Cancel |

advanced uzer right ‘Act as part of the operating system', so that a
zpecified uzer account can be successfully authenticated

Fleaze specify a valid uzer account to be uzed as the default g
account.

Fleaze enter password to authenticate the uger.

The ESI library is & shared library that is loaded by PATROL at
startup to provide varying degrees of user authentication and
message enciyption For more information on ESI, see the PATROL
APl Reference Manual

The PATROL Security directory allows the uger to place the
patrol.conf file in a secure directory.  Thiz allows the uzer to give
limited access to both congoles and agents running on the system,
See the release notes for further important security information.

User Mame: I

Password: I

ESI Library: I Browse |
|

Browse |

FATROL Security:

Step 2 Provide the following information:
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e your user name for the host you are running
e your password.
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Starting the PATROL Agent for Windows with
Services Applet

Summary:

Step 1

Step 2

Step 3

In thistask, you will use the Windows Services utility to start the
PATROL Agent on a Windows host.

For Windows NT, choose Start => Settings => Control Panel.

For Windows 2000, choose Start => Settings => Control
Panel => Administrative Tools.

Double-click the Servicesicon.

The Services dialog box is displayed.

Figure 2-2 Windows NT Services Applet Dialog Box

Services [ %]

Service Status Startup
Metwark DDE DSDM Marual =]
MT LM Security Support Provider Started M anual Start |
WT Meter Started Automatic
Patrol Event Log Monitor Started Automatic Stop |
Patral Process Monitor Started Automatic

: geht Automatic J ﬂl
Flug and Flay Started Automatic e |
Protected Storage Started Automatic —

Femote Procedure Call [RPC) Locator M anual Sl |
Remote Procedure Call [RPC) Service Started Automatic LI 2=

Hii Eratiles. . |
Startup Parameters:
| Help |

For Windows NT, select the Patrol Agent service, enter any command
line arguments in the Startup Parameters field, then click Start.

For Windows 2000, select the Patrol Agent service, then select
Action => Properties, enter any command line argumentsin the Start
parameters field, then click Start.

The PATROL Agent service starts.
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Starting the PATROL Agent for Windows from
Command Prompt

Summary:  Inthistask, you will start the PATROL Agent on a Windows host.

Before You Begin

Before you start the PATROL Agent for Windows, make sure you have
performed the following actions:

» Verify that you are logged on to the host where you want to start the
PATROL Agent.

e Verify that no PATROL Agent isalready running. From the
command line, enter “net st art” and press ENTER to view the
services that are running.

To Start the PATROL Agent using the Command Line

» Type the following command in the command line and press Enter :
Pat rol Agent -p portNo

A message notifies you that the PATROL Agent is bound to the UDP port
and TCP port you specified. The port number allows you to specify a
UDP port and a TCP port on which the PATROL Agent will accept
connections from PATROL Console. The port number is optional. If you
do not specify a port, the PATROL Agent will use the default port
number, 3181.

For a complete list of command line arguments, see “ Command Line
Arguments for Starting the PATROL Agent” on page 2-4.

Note
The same port is used for both UDP and TCP.
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Active Directory Support

The PATROL Agent supports the Windows 2000 directory service,
Active Directory. The Active Directory

» gtoresinformation about objects in the enterprise

e usesastructured data store as the basis for alogical, hierarchical
organization of directory information

e integrates security through

— logon authentication
— access control to objectsin the directory

A single network logon provides an authorized network user with
access to resources anywhere on the network.

Publishing to Active Directory

In a homogeneous Windows 2000 environment, each PATROL Agent
automatically publishes its existence to the Active Directory during start
up. The agent uses the Service Connection Point feature in the Active
Directory. When the agent isinstalled, it creates a
serviceConnectionPoint (SCP) object in the Active Directory and sets the
attributes. The agent updates these attributes only if either the port
number or machine name changes.

PATROL Agent service clients, such as PATROL QuickView, search for
aparticular agent’s SCP object based on SCP keywords. Once the client
finds the specified object, it uses the object properties to locate, connect
to, and authenticate a PATROL Agent.
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Information Stored in Active Directory

For a PATROL Agent to publish its service to the Active Directory, it

must supply

e aport number

« afully qualified domain name

The agent’sinformation is stored in the following Service Connection

Point object’s attributes:

Table 2-2  Service Connection Point attributes set by the PATROL Agent

Attribute

Description

keywords

the company name and GUID

Example: company name
Software/46df95f0-ab3f-4edf-bd80-
6beB8383clfed

the PatrolAgent product and GUID

Example:
PatrolAgent/c5bcd9e0-fb22-45e1-a2f9-
990283a96¢42)

serviceDNSName

the DNS name of the service’s host computer

serviceDNSNameType

the serviceDNSName is host name, not SRV
recorder

serviceClassName

the name of patrolagent service

Example: PatrolAgent

serviceBindingInformation

the port number that the agent is listening to

Once the client locates the SCP object for
patrolagent service, it can query for this
information and locate the port number, then
connect to the agent.
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Stopping the PATROL Agent on Windows

You can properly stop the PATROL Agent on Windows using one of
three methods, each featuring a different utility:

e Windows Services Applet
e« command line
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Stopping the PATROL Agent for Windows with

Services Applet

Summary:

In thistask, you will use the Windows Services utility to stop the

PATROL Agent on a Windows host.

Step1  For Windows NT, choose Start => Settings => Control Panel.

For Windows 2000, choose Start => Settings => Control

Step 2

Pand => Administrative Tools.
Double-click the Servicesicon.

The Services dialog box is displayed.

Figure 2-3 Windows NT Services Applet Dialog Box

Services [ %]

Service Status Startup
Metwark DDE DSDM Marual =]
MT LM Security Support Provider Started M anual Start |
WT Meter Started Automatic
Patrol Event Log Monitor Started Automatic Stop |
Patral Process Monitor Started Automatic

: geht Automatic J ﬂl
Flug and Flay Started Automatic e |
Protected Storage Started Automatic —

Femote Procedure Call [RPC) Locator M anual Sl |
Remote Procedure Call [RPC) Service Started Automatic LI 2=

Hii Eratiles. . |
Startup Parameters:
| Help |

Step 3 For Windows NT, select the Patrol Agent service, then click Stop.

For Windows 2000, select the Patrol Agent service, then select

Action => Stop.

The PATROL Agent service is stopped. When the computer restarts, the
Patrol Agent service starts up again.
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Stopping the PATROL Agent for Windows from
the Command Line

Summary: In thistask, you will use the NET STOP command to stop the PATROL
Agent on a Windows host.

» Type the following command at the command line and press Enter:

net stop patrol agent
The command and its arguments are not case sensitive.

A message notifies you that you have stopped the PATROL Agent.
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Starting the PATROL Agent on OpenVMS

The PATROL$STARTUP. COMDCL command procedure starts the
PATROL Agent on the OpenVMS operating system. You can specify the
port at which the PATROL Agent will accept communication from the
PATROL Console.

Syntax of PATROL$STARTUP.COM

The syntax of the PATROL$STARTUP. COMcommand is as follows:

@ATROL$HOVE: [ MANAGE] PATROL$STARTUP. COM por t No

where por t No indicates the TCP/IP communications port to use when
connecting to the PATROL environment. If no port number isindicated,
the default port number 3181 is used.

If the logica name PATROL$HOME has not been defined, use the
appropriate path to execute the command; the PATROL$STARTUP. COM
DCL command procedure then makes all the required logical name
definitions.

Batch Process Startup of the PATROL Agent on OpenVMS

You can start the PATROL Agent for OpenVMS from the command line
or in abatch process. For instructions on starting the PATROL Agent for
OpenVMSin abatch process, see “ Starting the PATROL Agent on
OpenVMSin aBatch Process’ on page 2-29.
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Starting the PATROL Agent on OpenVMS from
the Command Line

Summary: In thistask, you will start the PATROL Agent on an OpenVMS host.

Before You Begin

Before you start the PATROL Agent on OpenVMS, make sure you have
performed the following actions:

» Verify that you are logged on to the OpenVM S host where you want
to start the PATROL Agent.

« Veify that thereis no PATROL Agent already running on the port at

which you want to start. To verify, type the following command at
the command line and press Enter:

SHOW SYSTEM PROCESS=pat r ol agt *

» Verify that you have changed to the directory containing the
PATROL Agent startup command file.

To Start the PATROL Agent on OpenVMS

» Type the following command at the command line and press Enter:

@ATROL$HOVE: [ MANAGE] PATROL$STARTUP. COM por t No
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Starting the PATROL Agent on OpenVMS in a Batch Process

Summary:

Before You Begin

In this task, you will start the PATROL Agent on an OpenVMS host in a
batch process.

Before you start the PATROL Agent on OpenVMS in a batch process,
make sure that you start the TCP/IP system first by using:

SUBM T/ NOPRI NT/ USER=PATROL
PATROLDI SK4: [ PATROL. MANAGE] PATROL$STARTUP/
PARAMETERS=3181

If the TCP/IP package is started in a batch process, use the
SYNCHRONI ZE command to delay the PATROL startup until the TCP/IP
package startup has completed.

To Start the PATROL Agent on OpenVMS

Step 1

Step 2

Open the system-specific startup procedure
SYS$SMANAGER: SYSTARTUP_VMS. COMin atext editor.

Insert the following lines into the system-specific startup procedure
SYS$SMANAGER: SYSTARTUP_VMS. COMafter the commands used to start
the TCP/IP package:

SUBM T/ NOPRI NT/ USER=PATROL
PATROLDI SK4: [ PATROL. MANAGE] PATROL$STARTUP/
PARAMETERS=3181
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Stopping the PATROL Agent on OpenVMS

The PATROL$SHUTDOWN. COMDCL command procedure stops the
PATROL Agent on the OpenVMS operating system. Because multiple
PATROL Agents can run on asingle host, you must specify the port on
which the agent is running.

Syntax for PATROL$SHUTDOWN.COM

The syntax for the PATROL$SHUTDOWN. COMcommand is as follows:

@ATROL$HOVE: [ MANAGE] PATROL$SHUTDOWK. COM por t No

where por t No indicates the TCP/IP communications port used to
connect to the PATROL environment.

If the logica name PATROL$HOME has not been defined, use the
appropriate path to execute the command; the PATROL$SHUTDOWN. COM
DCL command procedure then makes al the required logical name
definitions.

Stop the PATROL Agent on OpenVMS in a Batch Process

You can stop the PATROL Agent on OpenVMS from the command line
or in abatch process. For instructions on stopping the PATROL Agent for
OpenVMSin abatch process, see “ Stopping the PATROL Agent on
OpenVMSin aBatch Process’ on page 2-32.
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Stopping the PATROL Agent on OpenVMS from the Command Prompt

Summary: In this task, you will stop the PATROL Agent on an OpenVMS host.

Before You Begin

Before you stop the PATROL Agent on OpenV M S, make sure you have
performed the following actions:

e Verify on which port the PATROL Agent isrunning. To verify, type
the following command at the command line and press Enter:

SHOW SYSTEM PROCESS=pat r ol agt *

» Verify that you have changed to the directory containing the
PATROL Agent startup command file.

To Stop the PATROL Agent on OpenVMS

» Type the following command at the command line and press Enter:

@ATROL$HOVE: [ MANAGE] PATROL$SHUTDOWK. COM por t No
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Stopping the PATROL Agent on OpenVMS in a Batch Process

Summary: In this task, you will stop the PATROL Agent on an OpenVMS host in a
batch process.

To Stop the PATROL Agent for OpenVMS

Step1  Open the system-specific shutdown procedure
SYS$MANAGER: SYSHUTDOWN_VMS. COMin atext editor.

Step 2 Insert the following lines into the system-specific shutdown procedure
SYSSMANACGER: SYSHUTDOWN VIMS. COM

Stop the agent using PATROL logical arguments:

@PATROLSHOVE: [ MANAGE] PATROL$SHUTDOMWN 3181

Stop the agent using disk and path:

@PATROLDI SK4: [ PATROL. MANACE] PATROL$SHUTDOMN 3181
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Background About Configuring the
PATROL Agent

This chapter provides background information about configuring the
PATROL Agent. It gives an overview of controlling the configuration of
the PATROL Agent, the process of configuration, and the methods and
options available when configuring. It also provides referencesto
information about common tasks you perform when configuring the
PATROL Agent. This chapter discusses the following topics:

Controlling the Configuration of PATROL Agents .. ............ 3-2
Essential Controls for Configuring PATROL Agents ......... 3-2
OverridingtheDefault Values. . ........... ..ot 35
Override Parameters and the PATROL Agent Configuration . . . 3-6
Variablesthat CannotBeChanged ....................... 37
When Changes to the Configuration Take Effect. ... ......... 3-7

Processfor Configuringthe PATROL Agent .. ................. 39
Methods for Specifying Files and Changing Variables. .. ..... 3-10
Options for Changing Valuesfor Variables................. 311
Determining the Method for Changing Variables . ........... 311
Creating User-Defined Variables. . ....................... 312
Displaying License File Expiration Warnings. . . ............ 312

Controlling the Configuration of PATROL Agents

PATROL Agent configuration is controlled by the values contained in
variables. The variables are contained in configuration files. You can use
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» default variables
e customized variables

Note

The maximum size of asingle agent configuration variableis 1K.

Essential Controls for Configuring PATROL Agents

The configuration utilities combine the contents of the config.default and
the change file associated with the PATROL Agent. Values for variables
in the change file override the values for variables in config.default. If a
variable is not included in the change file, the PATROL Agent getsits
value from config.default. Figure 3-1 shows the process flow of
configuring agent variables using config.default and the change file.

Figure 3-1 Configuring Agent Variables with the Default and Change File

PATROL Agent Configuration

.cfg Change File (Binary)

$PATROL_HOME/ conf i g_host nane- por t

v

config.default

Changes
Confi guration
Uility

Getting Configuration Information from a PATROL Agent

You can use existing configuration information from a PATROL Agent.
Using existing information from a PATROL Agent gives you an updated
change file. You can now edit or apply any changes. Figure 3-2 shows
the process flow to obtain an agent’s current configuration information.
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Figure 3-2  Getting Configuration Information from a PATROL Agent

PATROL Agent Configuration
Change File (Binary)

.cfg
Changes

44— Configuration
Uility $PATROL_HOVE/ conf i g_host nane- por t

A

Getting Configuration Information from Another Change File

You can specify the file that has the changes you want to use. You can
edit or apply these changes. Figure 3-3 shows the process flow of how to
obtain configuration information from a change file.

Figure 3-3  Getting Configuration Information from Another Change File

<«— Configuraton 4————
.cfg Utility

Changes Changes
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Purging the PATROL Agent Configuration

You can purge the target PATROL Agent configuration files and replace
them with new ones constructed from the default configuration, then
apply the changes specified in the change file. Figure 3-4 shows the
process flow of how to purge an agent’s configuration.

Figure 3-4 Purging the PATROL Agent Configuration

PATROL Agent Configuration

.cfg » Configuration
Utility
Changes
config.
default
Default

Applying a Change File to an Agent

Change File (Binary)

/’+
/ $PATROL_HOME/ confi g_host name- por t

Figure 3-5 shows the process flow of how you can apply achangefile to

an agent.

Figure 3-5 Applying a Change File to an Agent

cfg | 3 Configuration
Utility

Changes

»

PATROL Agent Configuration
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Reloading the Default Configuration

You can reload the default configuration under the following conditions:

» If the config.default file is newer than the existing configuration files,
you can reload the default configuration.

e |If you want to modify only the underlying default configuration, and
you do not want to remove or modify any of the changes that were
applied to the configuration, you can reload the default
configuration.

Theresult is a configuration database built from the new default
configuration plus the changes that had been previously applied. Figure
3-6 shows the process flow of how you can reload an agent’s default
configuration.

Figure 3-6 Reloading an Agent’s Default Configuration

» Configuraton —»p
Utility PATROL Agent Configuration
Change File (Binary)

Conﬁg. $PATROL_HOVE/ conf i g_host name- por t

default

Default

Overriding the Default Values

You can override the configuration variables in the PATROL Agent. By
overriding the variables, you can make sure that multiple PATROL
Agents have the same values for al variables, regardless of the version of
the config.default file that they use.
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Sending Defaults

You can send a complete set of variables to the PATROL Agent to use as
the defaults. This causes all variables to be saved in the configuration
database as override (non-default) variables. The original defaults for the
agent (read from the config.default file) are till in the configuration
database but are overridden by the defaults you send.

Getting True Defaults

You can get the compl ete set of variables to use as the defaults from the
PATROL Agent. When you get the true defaults from a PATROL Agent,
you get a complete set of variables for the object, including default
variables and override (non-default) variables.

Override Parameters and the PATROL Agent Configuration

In PATROL, override parameters allow an Operator console to make
changes to certain attributes of parameters without requiring a Developer
console. For instance, changing the alarm ranges of a parameter. These
changes supersede properties set by the PATROL KM .

Changes made using override properties are stored in the agent
configuration and in the memory value of the parameter. For more
information on using override parameters, see Chapter 17, “Managing
Parameter Overrides,” or the following books:

»  PATROL Console for Windows 2000 User Guide, Il—Monitoring and
Managing with PATROL

« PATROL Console for Unix User Guide.
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Variables that Cannot Be Changed

Table 3-1 lists the values for the variables that cannot be changed:

Table 3-1  Variables That Cannot be Changed

Item Variables
PATROL Agent Setup /AgentSetup/_name_
PATROL Agent setup type [AgentSetup/_type_

PATROL Agent tuning name

/AgentSetup/AgentTuning/_name_

PATROL Agent tuning type

/AgentSetup/AgentTuning/_type_

SNMP name

/snmp/_name_

SNMP type

/snmp/_type_

When Changes to the Configuration Take Effect

Every operation that changes the configuration of a PATROL Agent also
changes the data and index configuration files as well as the variablesin

the agent’s memory. The new variables take effect immediately. The
change does not affect variables that must be acted upon at startup.

The following variables do not require the PATROL Agent to be restarted

for changes to take effect:

« [AgentSetup/appl.inst.OSdefaultA ccount

« [AgentSetup/appl.OSdefaultAccount

o /AgentSetup/appl.OSdefaultAccountAppliesToCmds
e /AgentSetup/application namefilterList

»  /AgentSetup/application namefilterType

e [AgentSetup/AgentTuning/agentPriority

e [AgentSetup/AgentTuning/appl CheckCycle

e [AgentSetup/AgentTuning/getProcsCycle

e /AgentSetup/AgentTuning/procCachePriority

e /AgentSetup/AgentTuning/procCacheSchedPriority
e [AgentSetup/AgentTuning/pslInstructionM ax

e [AgentSetup/AgentTuning/pslInstructionPeriod

e [/AgentSetup/AgentTuning/rungSchedPolicy
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e /AgentSetup/AgentTuning/rungDelta

» /AgentSetup/AgentTuning/rungDeltal ncrement
e [AgentSetup/AgentTuning/rungMaxDelta
e [/AgentSetup/AgentTuning/userPriority
e [/AgentSetup/defaultAccount

e /AgentSetup/disabledKMs

» /AgentSetup/historyRetention

e /AgentSetup/paramHistCacheSize

« [AgentSetup/paramHistCacheTimer

e [/AgentSetup/pemPFSnmpEidRange

e [AgentSetup/pemPFSnmpEndTime

»  /AgentSetup/pemPFSnmpEvClass

»  /AgentSetup/pemPFSnmpNode

e /AgentSetup/pemPFSnmpNseverity

« [AgentSetup/pemPFSnmpOrigin

e [/AgentSetup/pemPFSnmpPattern

e [AgentSetup/pemPFSnmpStartTime

*  /AgentSetup/pemPFSnmpStatusM ask
e /AgentSetup/pemPFSnmpTypeM ask

e /AgentSetup/prelcadedKMs

e /AgentSetup/preloadedK M sArch

e Jsnmp/piV1im_list

e /snmp/sysContact

e /snmp/sysLocation

e /snmp/sysName

»  OSdefaultAccount

e OSdefaultAccountAppliesToCmds

Warning

Do not use the PATROL Console to edit the following variables:
/A gentSetup/defaultAccount and OSdefaultAccount. See “Modifying the
Default Account Variable’ on page 10-18.
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Process for Configuring the PATROL Agent

Figure 3-7 shows the process flow for configuring the PATROL Agent by
changing the appropriate variables. The variables are contained in
configuration files.

Figure 3-7 Process Flow for Configuring the PATROL Agent

Start the PATROL Agent

1}

Find the variable
you need to change

J

Specify the file
where you want to
change the variable

)

Change the variable
in the appropriate file
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Methods for Specifying Files and Changing Variables

Use Table 3-2 to determine the methods available for specifying the files
to use and for changing the variables to configure the PATROL Agent.

Table 3-2 Methods for Specifying Files to Use for Changing Variables

Method for Specifying Files and Changing
Environment Variables

UNIX (native) pconfig—See Chapter 8, “Using pconfig to
Configure the PATROL Agent”

UNIX pconfig—See Chapter 8, “Using pconfig to
Configure the PATROL Agent.”

xpconfig—See Chapter 9, “Using xpconfig (Unix)
to Configure the PATROL Agent,” and Chapter 10,
“Using wpconfig (Windows) to Configure the
PATROL Agent.”

Windows wpconfig—See Chapter 10, “Using wpconfig
(Windows) to Configure the PATROL Agent.”

pconfig—See Chapter 8, “Using pconfig to
Configure the PATROL Agent.”

Warning

Avoid applying changes to more agents than you need when using
pconfig, xpconfig, or wpconfig variables.
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Options for Changing Values for Variables

Table 3-3 shows the options to use for changing the values for variables.

Table 3-3  Options for Changing the Values of Agent Variables

Task You Want to Perform Command to Use in the File

Append the specified values with the | APPEND
values for this variable in the agent

Delete the variable text DELETE

Merge the specified values with the MERGE
values for this variable in the agent

Replace the values in the agent with REPLACE
the specified values

Determining the Method for Changing Variables
There are two ways you can change the value for a variable:

« manualy, using atext editor
e graphically, using the GUI configuration utility

Use Table 3-4 to find instructions on changing variables using the
method you prefer.

Table 3-4  Methods for Changing Variables

Method To Change the Variables Chapter to go to

Manually editing the variable in the change file,
using a text editor.

From a GUI environment, using a GUI Chapter 9, “Using xpconfig (Unix) to Configure the
configuration utility. PATROL Agent” or Chapter 10, “Using wpconfig
(Windows) to Configure the PATROL Agent”
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Creating User-Defined Variables

You can define variables for your own specialized requirements. If you
define your own variables, they should be of the form

"/ pat h/ vari abl e_nane" =val ue. If the specific path does not
exist, it is created and the variable set equal to value.

User-defined variables are stored by the PATROL Agent until their values
are requested by Knowledge Module applications, parameters, or SNMP
requests. User-defined variables can be completely unrelated to how the
PATROL Agent functions. For example, you could specify values for
variables such as numerical constants for calculations, lists of names or
ID codes, part numbers, and so forth.

Displaying License File Expiration Warnings

You can use the /numLicenseDays variable to control when to display a
warning that your license file is about to expire. By default, the following
warning is displayed 30 days before the license expires:

“Warning: %d day[s] remaining for PATROL licenseto expire."

You can define the warning to be displayed on a day that isless than or
equal to the number of days before the license expires as defined in
/numLicenseDays. You can output the warning to the following locations:
e System Output window

e PATROL Agent error log file

e Unix command prompt

You can get or set this variable by typing the following commands in the
system output window:

9%PSL set ("/ nunli censeDays", nunberof days) ;
9%PSL print(get("/nunlLi censebDays"));
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Establishing Accounts and Ports

This chapter describes how to set up accounts and ports and specify
which applications and instances use which accounts. This chapter
discusses the following topics:

ACCOUNES. . e 4-2
Setting the PATROL Agent Default Account ............... 4-2
Setting the PATROL Agent Default Account Shell .. ......... 4-2
Setting the PATROL Agent Account for Applications .. ...... 4-3
Adding TimeZonestoPATROL ................ ... 4-4
Setting the PATROL Agent Account for Instances . .......... 4-4
Default Accountsfor XPC Servers ... ... ..oooiiiinnt. 4-5
Using the Application-Specific Account for Commands .. .... 4-5
Setting the Default Account for Trusted Clients .. ........... 4-7

POrtS . . 4-8
Setting the Default Port Number onUnix Only. ............. 4-8
Setting aLocal Port for RemoteCalls. .................... 4-9
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Accounts

The PATROL Agent must use avalid account to run parameters, recovery
actions, and application discovery. By default, it uses the account used to
install PATROL. However, you can change the account that the agent
runs under. You can also designate the agent to use particular accounts
for applications and instances.

In environments where trusted connections are supported, you can assign
an account to be used by a trusted connection that does not have an
account on a particular host.

Setting the PATROL Agent Default Account

The /AgentSetup/defaultAccount variable specifies the user account that
the agent runsfor all parameters, recovery actions, and application
discovery procedures when an account is not specified for these

commands.

Formats and Type of
Data

text string, not applicable

Default Value

account used to install PATROL Agent

Minimum and
Maximum

not applicable

Dependencies

none

Recommendation

none

Setting the PATROL Agent Default Account Shell

You can use the /AgentSetup/defaultAccountShell configuration variable
to specify which shell the PATROL Agent uses for the process spawned
by the PATROL Agent default account.
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Format and Type of text string (shell name)

Data

Default Value none

Minimum and none

Maximum

Dependencies none
value must contain a complete path, such as
"/bin/sh"/ or the PATROL Agent will not work

Recommendation properly.

Thisvariableis not available in the config.default file. You must create
this variable manually by using wpconfig (Windows), xpconfig (Unix),
or aPSL pconfig script such as the following:

9%PSL pconfi g(" REPLACE",
"/ agent Set up/ def aul Account Shel | ", "new shel | ");

If the variable is set to NULL, the agent defaults to the shell given in the
password file of the default account. If the value does not contain a
complete path, the PATROL Agent will not work properly.

Setting the PATROL Agent Account for Applications

The /AgentSetup/appl.OSdefaultA ccount variable specifies the account
that the agent uses when it runs all parameters and recovery actions for
this application or application instance. You can override this account by
specifying an account in a command.

Formats and Type of text string, not applicable

Data

Default Value NULL (use PatrolAgent's defaultAccount)
Minimum and not applicable

Maximum

Dependencies none

Recommendation none
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Adding Time Zones to PATROL

You can use the /AgentSetup/timeZone configuration variable to define
time zones that do not exist in the PATROL Agent time zone table. If you
are using a system that runsin atime zone not recognized by PATROL,
you can add the time zone and its offset to the /AgentSetup/timeZone
variable. When the PATROL Agent finds the timeZone variable, it will
add the contents to its time zone table and use the new time zone(s) data
to calculate date and time.

TimeZone/OffsetValue
TimeZone= the name of the time zone
OffsetValue = the offset value, in minutes, for the
Format and Type of specified time zone. Begin the OffsetValue with a
Data + or - sign.
Default Value NULL
Minimum and none
Maximum
Dependencies none
Recommendation none

If you define the timeZone variable as TZ1/+200,TZ2/-100, the PATROL
Agent recognizes TZ1 and TZ2 astime zone strings and will use their
corresponding offset values for date conversion calculation. By default,
the value of the variableis NULL.

Setting the PATROL Agent Account for Instances

The /AgentSetup/appl.inst.OSdefaultAccount variable specifies the
account that the agent uses when it runs all parameters and recovery
actions for this application instance. You can override this account by
specifying an account in a command.

Formats and Type of text string, not applicable
Data

Default Value NULL (use PatrolAgent's defaultAccount)
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Minimum and not applicable
Maximum

Dependencies none
Recommendation none

Default Accounts for XPC Servers

You can use the /AgentSetup/XPC/< xpcserver> .xpc_defaultAccount to
specify a default account for each xpc server. When the xpc processis
spawned in PatrolAgent, it checksto seeif thereis a default account for
that xpc process and switches the user to that account before executing
that process. If the account is not defined, the xpc server runs under the
PATROL Agent default account.

Format and Type of text string
Data <xpcserver>.xpc_defaultAccount
Default Value none
Minimum and none
Maximum
Dependencies none
Recommendation none
Note

Thisvariable is available only for Microsoft Windows platforms.

Using the Application-Specific Account for Commands

The /AgentSetup/appl.OSdefaultA ccountAppliesToCmds variable
determines whether menu commands run against instances of this
application use the account specified by either
appl.inst.OSdefaultAccount or appl.OSdefaultAccount. Otherwise, menu
commands use the account with which the console logs into the agent.
You can override this account by specifying an account in acommand.
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Formats and Type of boolean, yes or no

Data

Default Value no (do not run as *.0OSdefaultAccount)
Minimum and not applicable

Maximum

Dependencies none

Recommendation none

Setting the Default Account for Trusted Clients

The /AgentSetup/tr ustedConnectionsAccount variabl e specifies the default
account that the agent assigns to atrusted client connection that does not
have an account on the box. First, the agent tries the account for the
trusted user. If the account is not available, the agent uses the account
specified by trustedConnectionsA ccount.

Note

Thisvariable is applicable only to installations using supported external
authentication services, currently Kerberos 5.

Formats and Type of text string, not applicable

Data
patrol
If the agent fails to get the client’s account, and
this variable is not set or set to a non-valid
account, the agent rolls back to
"username/encryptedPassword" scheme used on

Default Value non-trusted connections

Minimum and not applicable

Maximum

Dependencies none

Recommendation none
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Ports

The agent allows you to specify the default port on Unix and specify the
port used to communicate through afirewall in a secure environment.

PATROL aso allows you to establish ports for sending and receiving
SNMP trap information.

Setting the Default Port Number on Unix Only

The PATROL _PORT environment variable specifies the PATROL Agent
port number on Unix only. This variable applies only if the port number
has not been specified by another means.

Hierarchy for Unix Agent Port Number

Following is the hierarchy for the PATROL Agent port number on Unix:

1)) -p command line option is specified, use command line value
2.) "patrolagentsubagent” defined in /etc/services

3.) environment variable PATROL_PORT

4.) hard-coded default (3181)
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Setting a Local Port for Remote Calls

The /AgentSetup/local PortFor RemoteOpen variabl e specifies the local
UDP port number for the agent. The PSL remote_open( ) function uses
this information to work through a firewall.

Formats and Type of
Data

numeric, port number

Default Value

" " (not defined)

Minimum and

not applicable

Maximum
Dependencies none
Recommendation none
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Managing Console Connections

This chapter describes how to manage the PATROL Agent’s relationship
with various consoles and utilities, and control access to the agent. This
chapter discusses the following topics:

The Agent-Console Relationship. ........................... 5-2
Displaying and Logging PEM Connection Messages. . ... .... 5-2
Changing the Unix Display Environment . ................. 5-3
Controlling System Output Window Display ............... 5-3
Setting the Agent to Run without a Console Connection . . . ... 5-4
Designating an IP Address for Connections on Systems with

Multiple Network Cards. . .. ..., 55
Recognize Additional IPAddresses. . ..................... 5-7
ConnectionsUsingDHCP. .. ............ ... ... oo 5-8

Controlling Accesstothe Agent. ............ ..o nn.. 59
Backing Up Your Configuration Files Before Defining an ACL . 5-9
Defining AccessControl Lists. ... ... coci oo it 5-9
Enabling System Output Window Display ................. 5-13
HostName and UserName Attribute Conventions. . .. ........ 5-13
Connection Modesand Accounts .. ...........covvuieun..n 5-15
ReqUIrEd ACCESS. . ..o oot e e e 5-16
Restoring Accessin Caseof Lockout ..................... 5-16
Examplesof ACLUSage. . ...t 5-17
Access for Agent Configuration Utility Started through the

Developer Console . . ..ot e 5-18
Access for Agent Configuration Utility Started from the

CommandLine. .........c.oouuiiiiiiiiiinn 5-19
Access for PATROL Event Manager Console. .............. 5-19
Access for the Knowledge Module Scripts .. ... ............ 5-20
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Accessfor PEM Applications . ............. ... 5-21
Error MESSages. . ..o v 5-21

The Agent-Console Relationship

The PATROL Agent can manage several aspects of its relationship with
various types of PATROL Consoles and other utilities. Some aspects
include:

» what types of consoles connect to it

« what types of PEM messages the agent sends to the PEM Console
« where Unix applications display their information

« how the agent behaves if no consoles connect to it

» who can connect to it

Displaying and Logging PEM Connection Messages

The /AgentSetup/suppressConsol el nfoMsgMask variable controls
whether PEM messages are logged in the PEM Log and are displayed in
the PEM Console or excluded from the log and not displayed in the PEM
Console. Suppressing messages is sometimes necessary because various
applications generate numerous events.

Specify the connection modes for which the
Agent blocks informational messages.
C—configuration
D—developer
O—operator
Values P—PEM
Default Value P (PEM)
Minimum and not applicable
Maximum
Dependencies none
To view all messages and record them in the log
Recommendation file, set this variable equal to an empty string (" *).
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Changing the Unix Display Environment

The /AgentSetup/defaultDisplay variable specifies where Unix
applications display their output. If a parameter, recovery action, or
application discovery procedure runs an X windows application and the
agent is not associated with aterminal, the application uses this display
value to determine where to send its output.

Format and Type of text string (no spaces), not applicable
Data
Default Value :0 (colon zero, which is not defined)
Minimum and not applicable
Maximum
Override DISPLAY environment variable
Dependencies none

In most circumstances, you do not need to
Recommendation change this variable.

Controlling System Output Window Display

You can use the /AgentSetup/suppressSystemOutputMsgMask
configuration variable to suppress or allow the display of KM-related
messages in the system output window.

Format and Type of Boolean (yes, no)
Data

Default Value no

Minimum and none

Maximum

Dependencies none
Recommendation none
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Setting the Agent to Run without a Console Connection

The /AgentSetup/sessionsl nitMayFail variable determines whether the
PATROL Agent will run if no sessions to the PATROL Console can be

established.

Format and Type of
Data

Boolean, yes or no

Default Value

no

Minimum and
Maximum

not applicable

Dependencies

none

Recommendation

In most circumstances, you do not need to
change this variable.

Set this variable to yes on remote agents. This
enables the agent to monitor an application and
collect information from the applications’
inception. It ensures that the history is complete.
The console does not have to connect to the
remote agent until it is ready to retrieve the
agent’s history.

Note

This variable does not apply for PATROL Central Operator — Microsoft
Windows Edition or PATROL Central Operator — Web Edition.
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Designating an IP Address for Connections on Systems with

Multiple Network Cards

If an agent is running on a machine that has multiple network interface
cards (perhaps one dedicated to a private network and another dedicated
to a public network), you must instruct the agent about which oneto use
when connecting to consoles and other utilities.

Note

You must create the BindToAddress and PortConnect Type variables. They
are not created during the installation of the PATROL Agent.
See Appendix A for more information about these variables.

Specify Network Card IP Address

The /AgentSetup/BindToAddr ess configuration variable specifies which
IP Address, and thus which network card, the PATROL Agent usesto
communicate with consoles or other utilitiesin a system with multiple

network cards.

Format and Type of
Data

numeric, |IP address

Default Value

none

The PATROL Agent uses any IP address
available. If more than one IP address is
available, PATROL uses both. This results in
intermittent connections.

Minimum and
Maximum

not applicable

Dependencies

AgentSetup/PortConnectType determines the
communication protocol used when establishing
a connection through the port specified by this
variable

Recommendation

If you type in the wrong IP address (make a
typographical error), the agent does not start.
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Incorrect IP Address

If the IP address is incorrect, the agent does not start. Instead, it writes
error messages, similar to the following ones, to the PATROL Agent
Error Log.

DAY MON DD HH: MM SS CCYY Pat rol Agent - F- El NTERNAL: Sess Init failed:
err = -14/10049 Anot her agent is probably running on the sane port
I D 102061: DAY MON DD HH: MM SS CCYY: Exiting due to error of type
El NTERNAL

| D 102062: DAY MON DD HH: MM SS CCYY: Patrol Agent termnating

Set Communication Protocol

The /AgentSetup/PortConnect Type configuration variable specifies the
communication protocol for a connection established through the port
specified by the BindToAddress configuration variable.

The valid communication protocols for
establishing a connection include:
TCP—use only TCP
UDP—use only UDP

Value BOTH—use either TCP or UDP
Default Value BOTH

Minimum and not applicable

Maximum

AgentSetup/BindToAddress sets the IP address
for which PortConnectType determines the
Dependencies communication protocol

Recommendation none
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Recognize Additional IP Addresses

The /AgentSetup/I PAddresses configuration variable lists all the possible

| P addresses through which the agent can communicate. This variable
enables the agent to run on and communicate from a server with multiple
network interface cards (NIC). The agent will not accept packets that
originate from |P Addresses that it does not recognize.

Format and Type of numeric, IP address
Data

Default Value none

Minimum and not applicable
Maximum

Dependencies none
Recommendation none
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Connections Using DHCP

PATROL components can connect and operate in a Windows
environment that uses Dynamic Host Configuration Protocol (DHCP).
However, the PATROL components and the DHCP environment must be
properly configured.

PATROL Console Conditions

For the PATROL Console to run in a DHCP environment, the console
must reference the host where the PATROL Agent is running by host
name. If an agent shuts down and the DHCP server reassignsits IP
address, the console can reconnect because the host name remains the
same.

Warning

The host where the PATROL Console is running must support
“nslookup” and “ping” features by both host name and | P address.

PATROL Agent Conditions

Reconnecting

For the PATROL Agent to run in DHCP environment, the environment
must meet the following conditions:

e The PATROL Agent must be able to obtain its own IP address during
startup.

e ThelP address of the PATROL Agent cannot change while the agent
iS running.

The agent stores and usesits |P address to execute internal and external
commands. Another reason for these conditionsis that the session layer
rejects all packets with 1P addresses that the agent does not recognize.

If an agent shuts down and the DHCP |ease expires, the agent may lose
its current 1P address and be reassigned another one by the DHCP server.
To reconnect, manually restart the agent and update the connection from
the PATROL Console (use MB3 to choose Update Connection).
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Controlling Access to the Agent

Through an access control list (ACL), the agent allows you to define the
following:

« who has access to the agent

e what hosts have access to the agent

« what type of PATROL consoles and utilities have access to the agent
and any combination of these three types of control.

Note
The actual log ons are subject to account and password validation. Even
with the most lenient access control list (all users from all hostsin any
type of mode), you cannot log on with an unknown account.

Backing Up Your Configuration Files Before Defining an ACL

Before creating an ACL, back up your Agent Configuration File
(config.default), which contains installation default values, and your
Agent Configuration Change File (user-defined_filename.cfg), which
contains any customizations that you've made to agent configuration
variables. Copy and save these files outside the PATROL directory
structure.

Backing up these files ensures that you can restore the agent to its
previous state if your ACL definitions produce unexpected or undesirable
results.

Defining Access Control Lists

The /AgentSetup/accessControlList variable controls which users are
authorized to connect to an agent in which modes from which hosts.

BMC Software, Inc., Confidential and Proprietary Information

Managing Console Connections 5-9



Format and Type of
Data

For each access control list (ACL), the format is a
comma-separated list of entries. Each entry has
the following format:

UserName/HostName/Mode

UserName—the name of a local account that the
connecting console may request to use. It
defaults to *. For more information, see
“HostName and UserName Attribute
Conventions” on page 5-13.

HostName—a machine (console) that is
authorized to connect to this agent. It defaults to
*. For more information, see “HostName and
UserName Attribute Conventions” on page 5-13.

Mode—a list of application and application
modes that are authorized to access the agent.
C—Configure (pconfig, wpconfig, xpconfig)
D—Developer (console)
O—Operator (console)
P—PEM (event manager console)
R—Allow operator overrides
S—System Output Window Display
See Table 5-1, on page 5-11
Note
If the Mode value is missing from an individual
ACL entry, it defaults to O.

Default Value

**/CDOPS

Minimum and
Maximum

not applicable

Dependencies

none

Recommendation

See the following sections
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The following table explains the agent connection modes:

Table 5-1 Access Control List Connection Modes

Mode Description

C The C (configure) mode controls the context of

commands that are executed on the PATROL

Agent. The following commands are executed using

the console connection account:

* commands executed from the System Output
window

* KM menu commands

» agent configuration commands

¢ OS commands and tasks

¢ PSL commands and tasks

Note

If a command is executed from the system
command line, the command executes using the
credentials of the user logged-on to the system.

D and O The D (developer) and O (operator) connection
modes control the connection type between the
agent and console:

» D allows a developer connection to the agent
» O allows an operator connection to the agent

Note
The user must have rights to log on locally to the
agent system to connect with the console.

P The P (PEM) connection mode controls access to

the agent using the PEMAPI. The P mode does not

control the availability of the PATROL Event

Manager. The P mode controls the following types

of access to the PATROL Agent:

» access from applications that use PEMAPI
functions to connect to the PATROL Agent

» connection to the PATROL Agent using the
remote PSL functions
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Table 5-1 Access Control List Connection Modes

Mode Description

R The R mode allows operator overrides on agents
and consoles only if the following variable is set to
true in patrol.conf:

allowoverrideparameter

Note
This mode is only available for 3.5 agents and
consoles.

S The S (System Output Window Display) mode
allows display of system output window if the
following variable is set to 1:
/AgentSetup/EnableSysOutputAclCheck

Note

The defaultaccount should have C mode access to the PATROL agent.

Changing Connection Mode Behavior

By default, the PATROL Agent runs discovery, collection, and
recovery actions as the defaultaccount, and commands executed from
the System Output window, InfoBoxes, and menus are executed
using the consol e connection account.

The default behavior is changed by using the following PATROL
Agent variables:

/AgentSetup/appl.OSdefaultAccount” = {
REPLACE="user" },

/A gentSetup/appl.inst.OSdefaultAccount” = {
REPLACE="user" },

IAgentSetup/appl.OSdefaultAccountAppliesToCmds' = {
REPLACE="no" },
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Enabling System Output Window Display

You can use the /AgentSetup/Enabl eSysOutputAcl Check configuration
variable to control whether S mode of the /AgentSetup/accessControlList
variable can allow a user to view the system output window. If
EnableSysOutputAcl Check is set to 1 and a user account has S mode
permissions set in accessControlList, then the user is alowed to display
the System Output window.

Format and Type of Boolean (1,0)
Data

Default Value 1

Minimum and none
Maximum

Dependencies none
Recommendation none

HostName and UserName Attribute Conventions

UserName

In an ACL entry, you can use a number of masking techniques for the
host name and user name attributes.

Note
Use the same naming convention in the ACL host name that you used
when setting up connections to agents. If you used short namesin the
connections, use short namesin the ACL entries. If you used fully
qualified namesin the connections, use fully qualified namesin the ACL
entries. The ability of PATROL to associate a short name with afully
gualified name depends upon how your DNS server is set up. Using the
same naming convention ensures that your ACL entries work properly
regardless of how your DNS server is set up.

The name of alocal account that the connecting console may request to
use. Valid valuesinclude
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HostName

*—any username (assuming the account exists)
username—an actual hame of an account

If the HostName value is not provided for an ACL entry, it defaultsto *.

A machine (console) that is authorized to connect to this agent. You can
specify a hostname by using the fully qualified name, the short name, or
apartial name (pattern) created with a wildcard specification in which
the first character isa ™', with other characters following.

*—any host name (assuming the host exists)

hosthame—an | P Address, range of addresses, or actual name of the host
indicating that this entry isfor that host only

To define arange of |P Addresses for the hostname value, define any
string in the form of and IP Address and specify what bits need
to be allowed, such as A.B.C.D|ein which eisanumber between
0 and 32 that specifies which bits are set in a 32-bit number.

Examples:

*/172.19.0.0]16/CDOP
All hosts with IP Addresses matching the first 16 bits (172.19)
are connected.

*/172.19.20.30|24/CDOP
All hosts with IP Addresses from 172.19.20.0 — 172.19.20.255
are connected.

*/172|8/CDOP
All hosts whose IP Addresses start with 172 are connected.

*/172.19.]16/CDOP
All hosts whose IP Addresses start with 172.19. are connected.

*parital_hostname—awildcard specification, in which the first character
is an asterisk followed by other characters.

If the HostName value is not provided for an ACL entry, it defaultsto *.
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Connection Modes and Accounts

Table 5-2 describes how the various consoles and utilities connect to the
agent and what type of account each uses. The accounts to connect to the

agent include

* connection account—account used to connect 3.x consoles to the
PATROL Agent and 7.x consoles to the PATROL Console Server

e default account—account stored in /AgentSetup/defaultAccount
agent configuration variable

e gystem log-on account—account used to log on to the operating
system and used to access the PATROL Console

Table 5-2  Connection Modes and Accounts Used by the Agent’s Clients

Client Mode | Account Used

developer console D connection account

* operator console o

» PATROL Central Operator - Microsoft

Windows Edition
« PATROL Central Operator - Web
Edition

* Xxpconfig C When started from the command line, these

« wpconfig utilities use the system log-on account.

* pconfig
When started from within a developer console,
these utilities use the system log-on account.

pconfig( ) C When this function is run by a parameter,
recovery action, or application discovery, it uses
the default account.
When this function is run by a Menu command or
an Infobox command, it uses the connection
account.

PATROL Event Manager (PEM) P system log-on account

User-coded client that uses PATROL
API
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Required Access

Be careful not to restrict the agent, which uses the default account
(/AgentSetup/defaultAccount), or the configuration utilities (xpconfig,
wpconfig, and pconfig) from performing configuration changes on the

agent.

To be able to configure an agent and run knowledge module scripts that
contain the pconfig() function, the default account must have
configuration access from the host on which the agent is running.

"/ Agent Set up/ accessControl List" = {
REPLACE="def aul t Account/*/ C, | ogonAccount/*/C " }

Restoring Access in Case of Lockout

If the ACL isimproperly set up, all user accounts can be denied access to
the agent.

To restore access to the agent, you must remove the Agent Configuration
Change File from the PATROL directory structure. For information about
the Agent Configuration Change File, see “Essentia Controlsfor
Configuring PATROL Agents’ on page 3-2.

Warning

If you delete the Agent Configuration Change File rather than moveit,
you will lose al customizations made to thefile.
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Examples of ACL Usage

These examples illustrate common uses of access control lists.

Allow a User From Any Machine that Matches the Pattern

To permit any host whose name ends in “.acme.com” to connect as an
operator console and log on as user “ safeuser”, you would enter

"/ Agent Set up/ accessControl List" = {
REPLACE="saf euser/*. acnme.com O }

Allow Any User From a Machine

To permit any user on the machine “ secure.acme.com” to connect in
either developer or operator mode and log on with any existing account,
enter

"/ Agent Set up/ accessControl List" = {
REPLACE="*/ secure. acne. com DO' }

Allow Any Administrator on the Administrator Machine or an Administrator on Any
Machine that Matches the Pattern

To permit any administrator (whose name begins with “Admin”) on the
machine “admin.acme.com” to connect in devel oper, operator,
configuration mode or to permit an administrator (Admin_3) to logon
from any machine in the * .acme.com domain in configuration mode,
enter

"/ Agent Set up/ accessControl Li st" = { REPLACE
=" Admi n*/adm n. acne. com DOC, Adm n_3/*. acnme. com C' }
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Access for Agent Configuration Utility Started through the
Developer Console

When you access the PATROL Agent with the Agent Configuration
utility through the PATROL Developer Console (use MB3 to choose
Development => Agent Configuration), the utility uses the account that
was used to log on to the operating system. The utility does not use the
account that the console used to connect to the agent.

Warning

At least one account, the account that is used to log on to the console,
must have developer and configuration access mode.

To perform devel opment and configuration actions, the following two
conditions must be met:

e Theaccount’s ACL entry must include both Developer (“D”) and
Configure (“C") access.

e Theuser must log on to the operating system and the devel oper
consol e using the same account.

To permit a user (patrol_adm_4) to perform configuration and
development tasks from any machine, enter

"/ Agent Set up/ accessControl List" = { REPLACE =
"patrol _adm 4/*/CD' }
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Access for Agent Configuration Utility Started from the
Command Line

When either pconfig, wpconfig, or xpconfig is started from the command
line, the operating system logon account is used to identify the session.
Similarly, when xpconfig or wpconfig is started from a console or the
Agent’s system output window on a console, the same rule applies.

Note
You cannot start the wpconfig utility from the system output window on
PATROL Console for Windows. To start wpconfig, use MB3 to choose
Development => Agent Configuration.

Access for PATROL Event Manager Console

The PATROL Event Manager Consol e uses different accounts depending
upon how it is started.

Started from Console
Unix

The PATROL Event Manager Console is accessed through the PATROL
Console and it shares the consol €'s connection to the agent. If the console
can connect to the agent, the ACL cannot prevent the Event Manager
Console from receiving events.

Windows

The PATROL Event Manager Console is built into the PATROL
Deveoper Console for Windows. The PEM Console does not establish a
separate connection with the agent and is not affected by ACL entries
that contain the PEM access mode (P).

When the PATROL Event Manager Console uses the PATROL Console's

connection to the agent, it does not register asa PEM application and is
therefore not affected by the PEM mode in an ACL entry.
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Started from Command Line

Unix

When the Patrol Event Manager Console is started from the command
line as a separate process, independent of the console, the PEM Console
uses the OS logon account. When started from the command line, you
can restrict its access to the agent by excluding the PEM mode vaue
from ACL entry.

Windows
The PATROL Event Manager Console application cannot be started from

the command line. The application is built into the PATROL Console for
Windows.

Access for the Knowledge Module Scripts

Many application Knowledge Modules use pconfig( ) in their PSL scripts
to edit and add agent configuration variables. The PSL pconfig()
function uses the PATROL Agent default account
(/AgentSetup/defaultAccount).

To ensure that PSL pconfig( ) function executes successfully, assign the
default account Configuration access, (C).
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Access for PEM Applications

If the access control list does not include PEM access (P), the agent will
deny accessto all applications that communicate with the PATROL
Agent through the PEM API including:

«  PATROL® Adapter for Microsoft Office
«  PATROL® QuickView
«  PATROL® Integration products

Error Messages

PATROL Console

When the agent denies a connection based upon the access control list, it
writes an application-specific error message.

When based upon the access control list, the agent denies a connection
attempt from the PATROL Console (operator or devel oper), the agent
sends the following message to the console’'s System Output window:

Not aut horized to connect to this agent.
Connection with ‘hostname’ on port portNo was shut down
by the agent.

Controlling Events Displayed in PEM

You can use the allowsendparamonly variable to prevent events from
being generated and displayed in the PATROL Event Manager for
applications and instances when parameters change stateto OK. The
allowsendparamonly is defined in the [AGENT] stanza of the
patrol.conf file.

Format and Type of text string (true, false)
Data
Default Value none
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Minimum and none
Maximum

Dependencies none
Recommendation none

The allowsendparamonly variable has the following values:

e true events are not generated or displayed for applications and
instances when a parameter changesto an OK state.

» false: events are generated and displayed for applications and
instances when a parameter changesto an OK state.

Note

You must manually create this variable in your patrol.conf file.
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Support of Clusters and Failovers

This chapter discusses how the PATROL Agent supports an application
in acluster environment and what type of failover tolerance it provides.
This chapter contains the following sections:

Cluster and Failover Concepts . . .. ..o v i ii i 6-3
Control SCript. . ..ot e 6-3
CIUSEEY . 6-3
Cluster NOde . . ..o e 6-3
Cluster Application . ........... .o, 6-3
Cluster Management Software (CMS). .................... 6-4
Fallover .. ... 6-4
(011 o 6-4
Package ... 6-5
Virtual IPAAAress . .. ..o 6-5

Examples of Third Party Cluster Software. .................... 6-5

PATROL Cluster Compatibility and Failover Tolerance .......... 6-6

Faillover Behavior. . .......... . . i 6-7
DEsCHiptioN. . ..ot e 6-7
HIustration . . ... 6-9

PATROL AgentlIssuesandConcerns. .. ...........coovivnn... 6-12
One Virtual 1P Address For Each Group or Package. . ........ 6-12
PATROL Must Recognizethe Virtual IP Address. ........... 6-12
Local KM Customizations. . ..., 6-13

Basic Set Up of the PATROL Agent inaWindows Cluster. .. ..... 6-14
Using the PATROL Cluster Configuration Wizard . .......... 6-14
Manually Configuring the PATROL Agent for Clustering . . . .. 6-15

Define the PATROL Cluster-Specific Environment Variables. . . 6-17
Create and Register a New Service for the PATROL Agent .. ..6-18
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Define the PATROL Agent asaMember of theGroup .. ... ... 6-20

Basic Set Up of the PATROL AgentinaUnix Cluster............ 6-23
Configure PATROL Agent to OperateinaCluster ........... 6-23
Define the PATROL Cluster-Specific Environment Variables. . .6-25
Define the PATROL Agent as a Member of the Package. ... ... 6-26

PATROL Cluster-Specific Environment Variables for History and

Configuration. ... e 6-28
Variables. . ... 6-28
OpEralioN ... e e 6-29
Example . ... 6-30
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Cluster and Failover Concepts

This section defines some common terms and concepts that are used in
the description of the PATROL Agent’s support for cluster environments.

Control Script

In aUnix environment, a control script governs the movement of a
package from one host to another. It literally controls the failover
process.

Cluster

A cluster is acollection of two or more host computers that can connect

and control common disk storage. Each cluster is controlled by a cluster

management system (which can range from a control script on Unix to a
third party application on Windows) that operates within the cluster.

Cluster Node

Each host computer that shares physical disks or other storage devices
and that are registered with the cluster management software (or control
script) are referred to as cluster nodes.

Cluster Application

A cluster application consists of all the necessary file structures that
support the application. Cluster applications can run on any number of
hosts that are logically grouped to form a cluster. They are commonly
referred to as packages on Unix systems and groups on Window systems.
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Cluster Management Software (CMS)

Failover

Group

Each cluster is controlled by cluster management software (CMS)
operating within the cluster. The CM S controls the fail-over process.
CMS ranges from third-party software applications to internally
customized control scripts.

When the cluster application on a cluster node quits servicing requests,
the CM S node shuts down the cluster application and disconnects
(Windows) or unmounts (Unix) the physical disk storage that supports
the cluster application. The CM S then designates another host to run the
cluster application. The receiving host takes control of the physical disk
storage and restarts the cluster application contained in the failover group
(Windows) or package (Unix).

Failover support is the ability to move arunning cluster application from
one cluster node to another with minimal data loss. The cause of the
failover can range from scheduled maintenance to hardware or software
failure.

A group isalogical grouping of application files and resourcesin a
Windows environment. It consists of all necessary file structures required
to run acluster application and make it available to the end user. In the
DNS server or other host name/I P Address resol ution table, you must
assign avirtual |P Address to the group. The cluster management
software identifies the group by itsvirtua 1P Address.
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Package

A package isalogical grouping of application files and resourcesin a
Unix environment. It consists of all necessary file structures required to
run acluster application and make it available to the end user. In the
DNS server or other host name/IP Address resolution table, you must
assign avirtual |P Addressto the package. The control script identifies
the package by itsvirtual |P Address.

Virtual IP Address

Each cluster application (also referred to as a package on Unix and a
group on Windows) is assigned at least one |P address. This P Address
is used by the end-user front-end application for locating the application
on the network. It isavirtual P Addressthat is not associated with a
physical location, but is associated with an application. The addressis
referred to as either “virtual” or “soft” because of its ability to be active
on any host currently supporting the cluster application.

Examples of Third Party Cluster Software

Some examples of third party clustering software include:

e MC ServiceGuard by Hewlett Packard

e High Availablity Cluster Multi-Processing for AIX by IBM
e Sun Cluster the E6000 servers by Sun

e Windows Cluster Management Software
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PATROL Cluster Compatibility and Failover

Tolerance

Failover tolerance is the ability to have an application that is running on
one node in a cluster environment stop running on that node and have
another node take over running the application. An application may quit
running on a node for reasons such as:

e application failure

* hardware resource failure

o software resource failure

« load balancing software moves application
e administrator moves application

The PATROL Agent provides failover tolerance by

< monitoring all hosts in the cluster using the same configuration
information

» recording the application history in the same history database for all
hosts in the cluster

The PATROL Agent’sfailover tolerance preventsirregularities and gaps
from occurring in the agent’s history files for the cluster application. It
saves you from having to manually reconcile two history files because an
application failed on one host and another host took over, creating a
separate set of history files.

The PATROL Agent uses three environment variables to provide failover
support, including:

e PATROL_CONFIG_PORT—contains the fully qualified path to the
configuration file stored on a drive shared to the cluster

« PATROL_HISTORY_PORT—contains the fully qualified path to the
history file stored on a drive shared to the cluster

e PATROL_VIRTUALNAME_PORT—contains the virtual sever
name that is used by the Patrol Agent instead of the hostname to
store the PATROL configuration and historical data.
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Failover Behavior

Description

The PATROL Agent supports failover in the manner described and

illustrated here.

Table 6-1 describes the sequence of events that occur during afailover in
acluster environment and how the PATROL Agent behaves. This
description uses Windows cluster terminology but also applies to Unix

clusters.

Table 6-1 PATROL Agent Behavior in a Cluster Environment (Part 1 of 2)

Events

Description

lllustration

Request

A user requests that the cluster application be started. A
request can occur at anytime, including startup.

Figure 6-1

Start up

The cluster management application runs the application on
host Al. It starts the group which starts the cluster application
and starts the PATROL Agent defined within the group. The
agent reads the configuration file stored on a shared drive and
starts up based on the file information.

Figure 6-1

Run

The cluster application performs services and writes data to
the shared disk drive. The agent monitors the application and
writes history to the file specified by
PATROL_HISTORY_PORT.

Figure 6-1

Service
Interrupted

The cluster application is unable to access resources that it
requires to run. The reason for this interruption can range from
the failure of hardware or software to a forced failover by a
system administrator.

Figure 6-2

Shutdown

The cluster management software shuts down the cluster
application and the PATROL Agent monitoring it on host A1.

Figure 6-2
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Table 6-1 PATROL Agent Behavior in a Cluster Environment (Part 2 of 2)
Events Description lllustration
Failover The cluster management software starts the group on B2, Figure 6-3
which starts the cluster application and the PATROL Agent.
Note: Local KM customizations stored on Al are not
available for the PATROL Agent on B2.
Resume The cluster application performs services and writes data to Figure 6-3

the shared disk drive. The agent on host B2 monitors the
application now running on B2 and writes history to the file
specified by PATROL_HISTORY_port.
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llustration

Figure 6-1, Figure 6-2, and Figure 6-3 graphically depict how the
PATROL Agent behaves during afailover in a cluster environment.

Figure 6-1 Request, Start Up, and Run a Cluster Application

1 & 2) A user requests services from Oracle. On
Host_A1, the CMS starts Oracle, which loads database
tables from the shared drive, J:. Simultaneously, CMS
starts the PATROL Agent, which reads configuration
data from the shared drive K:.

3) Oracle reads and writes data to database tables.
The agent writes data to its history database.

@

PATROL Agent d

Oracle.exe Oracle.exe PATROL Agent
NT.km

%a .%&

NT.km —
-p 3181 L | -p 3181
~ Host B2  PATROL Agent
PASE%LE ﬁ\r%ent Oracle.km
p 3888 J: Shared Disk -p 8888
for Oracle

K: Shared Disk

for PATROL
data

Environment Variables
PATROL_HISTORY_8888=K:\history
PATROL_VIRTUALNAME_8888=PATROL_Disk
PATROL_CONFIG_8888=K:\config
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Figure 6-2 Experience Service Interruption and Shutdown of Cluster Application

4) Oracle is unable to complete transactions for any
number of reasons
5) The CMS shuts down on Host_A1l Oracle and the
PATROL Agent and disconnects/unmounts the shared
drives.

The icon for the PATROL Agent grouped with Oracle
goes offline.

é Oracle exe Oracle.exe R
PATROL Agent PATROL Agent
NT.km - NT.km
p 3181 \ o Pl
\ %HHHHHH\H\H .
. */ﬁ ~ Host B2  PATROL Agent
PATROL Agent M~ Oracle.km
Oracle.km . : -p 8888
J: Shared Disk
P 888? for Oracle
~ 4,
~ 0,@10 ~_
~ fo
~N 0/0'
~ Ty 5
~ Q@@
™~ < K: Shared Disk
- for PATROL
. . data
Environment Variables

PATROL_HISTORY_8888=K:\history ~ @
PATROL_VIRTUALNAME_8888=PATROL_Disk
PATROL_CONFIG_8888=K:\config
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Figure 6-3 Failover and Resumption of Cluster Application

6) The CMS transfers processing of the group to
Host_B2.

On Host_B2, the CMS starts the Oracle, which loads
database tables from the shared drive, J:, and starts the
PATROL Agent, which reads configuration data from the
shared drive K:.

7) Oracle reads and writes data to database tables.

The agent writes data to its history database.
The icon for the PATROL Agent grouped with Oracle

comes online.

PATROL Agent Oracle.exe Oracle.exe /:‘_‘ PATROL Agent
NT.km g NT.km
_p 3181 (TSI 'p 3181

~ Host B2  PATROL Agent
PA(-DI—E((?II& ﬁrgnent M~ Oracle.km

-p 8888 J: Shared Disk P 8888
for Oracle

Ty
)

K: Shared Disk
for PATROL

. . data
Environment Variables
PATROL_HISTORY_8888=K:\history ~ @@
PATROL_VIRTUALNAME_8888=PATROL_Disk
PATROL_CONFIG_8888=K:\config
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PATROL Agent Issues and Concerns

The major concerns with a PATROL Agent in a cluster environment that
supports failovers concern virtual 1P addresses and local KM
customizations.

One Virtual IP Address For Each Group or Package

For PATROL Console applications and utilities to communicate with the
agent after agroup or package has failed over to another host, you must
assign avirtual |P Addressto the cluster application. A virtual |P address
assigned to your DNS server or other host name/I P address resolution
table guarantees that the console application can communicate with the
agent regardless of which host it is running on.

PATROL Must Recognize the Virtual IP Address

The cluster application’s virtual 1P address must be included in thislist of
IP addresses for the agent. Thislist is set in /AgentSetup/| PAddresses.
PATROL does not accept communication packets from |P addresses that

it does not recognize.
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Local KM Customizations

Local customizations are stored in the Knowledge Module with a host
name designation. The only name that can be used isthe actual host
name of the PATROL Agent host. For this reason, it isimportant to use
the actual host name when adding a PATROL Agent to the devel oper
console. Using the actual host name ensures that the PATROL Agent
loads the customizations.

Local customizations made using this method will not behave
consistently when a failover occurs.

Note
BMC Software recommends that you make local customizations with an
operator console with modified patrol.conf entry. These customizations
are stored in the Agent Configuration File. For information on modifying
patrol.conf, see PATROL Console for Microsoft Windows 2000 User
Guide, I1l—Customizing PATROL.
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Basic Set Up of the PATROL Agent in a
Windows Cluster

The information in this section provides a general idea of the processes
involved in setting up a Windows cluster environment and integrating
PATROL into that environment. Procedures and steps describing how to
set up third-party software are intended as a general outline of the
process for that product and are not intended as step-by-step instructions.

You can configure the PATROL Agent for your Windows cluster in the
following ways:

e usethe PATROL Cluster Configuration Wizard to automate the
process of configuring the PATROL Agent into your Windows
Cluster environment

« manually configure the PATROL Agent to work in your Windows
Cluster environment

Using the PATROL Cluster Configuration Wizard

The PATROL Cluster Configuration Wizard provides an easy-to-use
interface that allows you to configure the PATROL Agent for failover in
aMicrosoft Cluster Server environment. While guiding you through the
configuration process, the wizard collects the required configuration data
and updates the system environment to integrate the PATROL Agent into
the cluster.

If you configure your environment with the PATROL Cluster
Configuration Wizard, you need only one PATROL Agent executable on
your hard drive; however, you will have one PATROL Agent executable
loaded into memory for every application you want to monitor on the
cluster. To allow for using only one PATROL Agent executable, the
PATROL Cluster Configuration Wizard replicates the original PATROL
Agent entry in the Windows NT Registry and then modifies the display
name and port number of the new PATROL Agent entries.
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For additional information about the PATROL Cluster Configuration
Wizard, see the PATROL For Microsoft Windows Servers Getting
Sarted.

Manually Configuring the PATROL Agent for Clustering

Setting up PATROL to run in a Windows cluster environment consists of
several standard tasks. The standard cluster administration tasks and the
PATROL -specific tasks are described in general terms. This section
provides a high-level overview of building a Windows cluster and
integrating PATROL into that environment.

The manual process defined in this chapter requires you to run multiple
PATROL Agent executables on your CPU if you want to monitor more
than one application on the cluster.

Install the Application on each Cluster Node

Install the cluster application on the local disk. In the Windows
environment, the executable must be installed on the local disk.

Install the PATROL Agent on each Cluster Node

Install the PATROL Agent on the local disk of the node. You should have
at least two separate agent executables installed on the node:

e oneto monitor the node's operating system
» oneto monitor the cluster application

Install the agent once. Include only those K nowledge M odules that
support the application and the operating system. Then see “ Create and
Register aNew Service for the PATROL Agent” on page 6-18 for
information on setting up a second agent to monitor the cluster
application.
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Assign a Unique Port Number

During installation of the agent on each node, assign a unigue, listening
port number to the PATROL Agent bound to the cluster application. This
port must be the same across all nodes within the cluster.

Distribute License File

Duplicate the license file on each node. Use the naming convention
“license” without the host name as an extension. During startup, the
PATROL Agent searches for “license.hostname,” using its own host
name. If it can’t find thefile, it searches for “license” without an
extension.

If you duplicate alicense file and do not delete or change the file's host
name extension, the agent cannot find the license and will not start.

Define the PATROL Cluster-Specific Environment Variables
Create and set the PATROL Cluster-Specific variables. For more

information, see “Define the PATROL Cluster-Specific Environment
Variables’ on page 6-17.

Create and Register a New Service for the PATROL Agent
Set up a separate PATROL Agent process that can be bound to the cluster

application. For more information, see “ Create and Register a New
Service for the PATROL Agent” on page 6-18.

Define the PATROL Agent as a Member of the Group
Associate the PATROL Agent process with the cluster application. For

more information, see “ Define the PATROL Agent as aMember of the
Group” on page 6-20.
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Define the PATROL Cluster-Specific Environment Variables

Summary:

Step 1
Step 1

Step 1

In this task, you will define the PATROL cluster-specific environment
variables on each node. This action ensures that all the agentsin a cluster
read their configuration information and write their history information
to the same set of files.

Perform the following tasks on each node in the cluster, then reboot each
node. Rebooting enables each system to read the new variables and store
them in memory.

From the Windows Taskbar, select Start => Settings => Control Panel.
Double-click the System icon and select the Environment tab.

Enter the variable name and value in the appropriate fields and click Set.
The variables and their values are listed below. Repeat this step for the
remaining variables.

PATROL_VIRTUALNAME_PORT=Virtual ServerName
PATROL_HISTORY _PORT=Drive:\History Directory
PATROL_CONFIG_PORT=Drive:\Config_Directory

For more information about specific variables, see “PATROL
Cluster-Specific Environment Variables for History and Configuration”
on page 6-28.

BMC Software, Inc., Confidential and Proprietary Information

Support of Clusters and Failovers 6-17



Create and Register a New Service for the PATROL Agent

Summary:

Step 1

Step 2

Step 3

Step 4

In thistask, you will create a PATROL Agent executable and register it as
aservice so that you can dedicate it to monitoring a cluster application.
Thistask involves copying and renaming the agent’s executable and then
registering the service in the Windows Services Applet.

Perform the following task on each node in the cluster.
Copy the Patrol Agent.exe in %PATROL_HOME%\bin directory.

Rename the executable. Use a name that indicates that the agent is an
executable dedicated to monitoring an application.

Paste the executabl e into the %PATROL_HOME%Y\bin directory.

Note

Name the executable the same on every node in the cluster.

Pat r ol Agent - appl i cati on_nane. exe

Install the executable at the command line, navigate to the
%PATROL_HOME%\bin directory, and enter the following command:

Pat r ol Agent -application_nane -install

The system acknowledges that the service installed successfully.

Tue MON DD HH: MM SS CCYY Patr ol Agent - appl i cati on_nane
PI D 318 Success 1000:
The Patrol Agent Service was successfully installed.
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The Patrol Agent COM Server registered sucessfully

Note
The PatrolAgent COM Server can only be registered once. Additional
attempts to register it will fail; however, the multiple agent processes will
run.

Step 5  From the Windows Taskbar, select Start => Settings => Control Panel.

Step 6  Double-click the Servicesicon and select application_name service from
thelist box. Click Startup.

Step 7 Inthe Startup Type pane, select the Manual radio button and click OK.
The service displays Manual in the Startup column.
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Define the PATROL Agent as a Member of the Group

Summary:

In this task, you will add the new Patrol Agent service as a resource of
type “Generic Service’ to the cluster. Thistask is commonly referred to
as hinding the agent to the cluster application.

Note

This task description uses Windows Cluster Management Software as an
example. The steps describing how to set up the software are intended as

agenera outline of the process and are not intended as step-by-step

instructions.

Perform the following task on only the master node of the cluster. The
cluster software provides two methods for binding a service to a cluster:
GUI or command line. Regardless of which method you choose, you
must provide the information listed in Table 6-2.

Table 6-2  Cluster Administration Properties (Part 1 of 2)
Arguments Description
cluster.exe Cluster Administration Executable (command line

only)

clusterName

User-defined name of the cluster

RES Specifies the service as a resource of the cluster
"PatrolAgent for Description of the service

MyApplication”

/ICREATE /Group: Create a group and assign it a resource type.
ITYPE:

/ADDEP Establish a dependency between the service and

the cluster.

/Prop:RestartAction

Determines what the cluster does (shut down, wait,
etc.) if PATROL Agent service fails and is unable to
restart.

/Priv: ServiceName

Identify the service name of the PATROL Agent
service bound to the cluster application.
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Table 6-2  Cluster Administration Properties (Part 2 of 2)

Arguments Description

[Priv: Specify startup characteristics such as port number.

StartupParameters

/ON Make the PATROL Agent service available (online)
to the cluster.

Using Cluster Administration GUI

Add the new Patrol Agent service as aresource of type “ Generic Service”
to the cluster using the Cluster Administrator GUI.

Using the Command Line

To bind aPATROL Agent service to the cluster application, you must
issue a number of commands. Each command contains the name of the
cluster registration executable, the name of the cluster, RES, description
of the service, and various attributes.

Note
For each command, you must reenter the name of the cluster executable,
the name of the cluster, the resource option, and the service name.

Step1  Go tothe command line.

Step 2  Namethe service, designate it as aresource of the cluster, create a group,
and assign it aresource type of “Generic Service”.

cluster.exe clusterNane RES "Patrol Agent for
MyAppl i cation" / CREATE / Group: MyGroup / TYPE: "Generic
Servi ce"

Step 3 Add the disk that stores the PATROL Agent configuration and history
information as a dependency. This command instructs the cluster
software to bring up the disk with configuration information before it
attempts to start the PATROL Agent.
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Step 4

Step 5

Step 6

Step 7

cluster.exe clusterNanme RES "Patrol Agent for
MyAppl i cation" / ADDDEP: "Di sk MyG oupDi sk*"

Set the restart action. This command determines what the cluster does if
an application fails and is unable to restart. A value of one (1) indicates
that if the application is unable to restart, the cluster will continue to run.

cluster.exe clusterNane RES "Patrol Agent for
MyAppl i cation" /Prop: RestartAction=1

Identify the service name to the cluster software. The service name must
be identical to the service name assigned to the PATROL Agent
executable on each cluster node.

cluster.exe clusterNane RES "Patrol Agent for
MyApplication" /Priv
Servi ceNane="Pat r ol Agent - appl i cati on_nane"

Set the port number for the PATROL Agent bound to the cluster
application. This number must be the same as the number assigned as a
suffix to the PATROL cluster-specific environment variables.

For details about the PATROL cluster-specific environment variables, see

“Define the PATROL Cluster-Specific Environment Variables’ on page
6-17.

cluster.exe clusterNane RES "Patrol Agent for
MyApplication" /Priv StartupParaneters="-p Port#"

Set the service to be available (online) when the cluster is running.

cluster.exe clusterNane RES "Patrol Agent for
MyAppl i cation" /ON
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Basic Set Up of the PATROL Agent in a Unix
Cluster

The information in this section provides a general idea of the processes
involved in setting up a Unix cluster environment and integrating
PATROL into that environment. Procedures and steps describing how to
set up third-party software are intended as a general outline of the
process for that product and are not intended as step-by-step instructions.

Configure PATROL Agent to Operate in a Cluster

Setting up PATROL to runin aUnix cluster environment consists of
several standard tasks. The standard cluster administration tasks and the
PATROL -specific tasks are described in general terms. This section
provides a high-level overview of building a Unix cluster and integrating
PATROL into that environment.

Install the Application on a Shared Disk

Install the cluster application on a shared disk that’s available to the
entire cluster.

In Unix environments, the executable can be installed on the local disk.
Such an installation strategy may call for the purchase of additional
licenses and require additional administrative and maintenance tasks.

Install the PATROL Agent on each Cluster Node

Use the same installation strategy for the PATROL Agent that you used
for the cluster application.

Note
You should have at least one agent executable installed on the node's

local drive to monitor the node’s operating system. If you choose to
install the cluster application on the local disk, you'll also have oneto
monitor the cluster application.
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Assign a Unique Port Number

During agent installation on each node, assign a unigue, listening port
number to the PATROL Agent bound to the cluster application. If you
install the agent on each node, the port must be the same across all nodes
within the cluster.

Distribute License File

Duplicate the license file on each node. Use the naming convention
“license” without the host name as an extension. During startup, the
PATROL Agent searches for “license.hostname,” using its own host
name. If it can’t find thefile, it searches for “license” without an
extension.

If you duplicate alicense file with a host name extension and do not
delete or change the file's host hame extension, the agent will only be
able to find the license on the host from which the file originated. It will
not start on the other hosts in the cluster.

Define the PATROL Cluster-Specific Environment Variables
Create and set the PATROL Cluster-Specific variables. For more

information, see “Define the PATROL Cluster-Specific Environment
Variables’ on page 6-25.

Define the PATROL Agent as a Member of the Package
Associate the PATROL Agent process with the cluster application. For

more information, see “Define the PATROL Agent as aMember of the
Package” on page 6-26.
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Define the PATROL Cluster-Specific Environment Variables

Summary: In this task, you will define the PATROL cluster-specific environment
variablesin the .profile (Korn and Bourne shell) or .cshrc file (for
C shell) of the account used to start the agent. This action ensures that the
agent reads configuration information and writes history information to
the same set of files, regardless of which host it is running on.

Perform the following task on each node in the cluster. Then, reboot each
node. Rebooting enables each system to read the new variables and store
them in memory.

>> For Korn and Bourne shells, use the following format:

PATROL_VI RTUALNAME PORT=vi rtual server nane
PATROL_HI STORY_PORT=Drive:\H story Directory
PATROL_CONFI G PORT=Dri ve:\ Config_Directory

export PATROL_VI RTUALNAME PORT
export PATROL_HI STORY_PORT
export PATROL_CONFI G_PORT

>> For C shell, use the followi ng format:

set env PATROL_VI RTUALNAVE PORT virtual server nane
setenv PATROL_HI STORY_PORT Drive:\H story Directory
setenv PATROL_CONFI G PORT Drive:\Config Directory

For more information about specific variables, see “PATROL

Cluster-Specific Environment Variables for History and Configuration”
on page 6-28.
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Define the PATROL Agent as a Member of the Package

Summary:

»

In thistask, you will add the Patrol Agent service to the cluster
application’s control script for a package. Thistask iscommonly referred
to as binding the agent to the cluster application.

Note
The following code is a subset of the control script and does not

represent a complete script. It is provided to give you an idea of the type
and extent of changes you will need to make in HP’s MC ServiceGuard
or other Unix cluster management software.

Make the following additions to the customer_defined_run_cmds:

# Start of user-defined functions.
function custoner_defined run_cnds
Add custoner defined run commands.

PATROL Start command (substitute correct path
and port).

H HH~

su patrol -c¢ “/opt/PATROL3. 4/ Patrol Agent -p 3939
# End of Patrol Start command.

test _return 51
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>> Make the followi ng additions to the customer_defined _halt_cmds:

function custoner_defined run_cnds

{

# Add custoner defined halt conmands.
# PATROL halt command (substitute correct path
# and port).

PID=$% (ps -ef|awk ‘$NF=="3939" { print $2}’)
if[[ -n $PID]]
t hen
kill -TERM $PI D
fi

# End of Patrol Start command.

test_return 52

}
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PATROL Cluster-Specific Environment Variables

for History and Configuration

Variables

Table 6-3

To take advantage of failover tolerance for history files, you must create
and set the value of three environment variables. When creating and
writing to history files, the PATROL Agent searches for information in
these files.

Table 6-3 lists the PATROL cluster-specific environment variables and
describestheir purposes.

PATROL Cluster-Specific Environment Variables

Environment Variable

Description

PATROL_HISTORY
PATROL_HISTORY_PORT®?

the location of history files

If this variable is empty or doesn’t
exist, the agent writes the history
files to PATROL_HOME\log\history\
host\portnumber.

PATROL_VIRTUALNAME
PATROL_VIRTUALNAME_PORT?

an alias for the host name

If this variable is empty or doesn’t
exist, the agent uses the host name
to identify history data within the
history files.

PATROL_CONFIG
PATROL_CONFIG_PORT?

the location of the configuration
files

If this variable is empty or doesn’t
exist, the agent stores the
configuration file in
PATROL_HOME\config.

@ To manage multiple PATROL Agents running on separate ports, append the
port number to the variable name. This situation occurs when individual
PATROL Agents are bound to individual applications such as Oracle,
Exchange, Sybase, etc. Each agent uses a separate port number.
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Operation

When searching for configuration information and creating and writing
to the history database, the PATROL Agent uses the following logic to
check for the existence of PATROL cluster-specific variables.

Table 6-4  Operation of Configuration and History Environment Variables

Variable Type Exists? Description

Virtual Name yes PATROL_VIRTUALNAME_8888 exists, the agent writes
history using the virtual name as the host name. Using the
virtual name provides continuous history for an application
regardless of which host the application is running on.

The agent also uses the virtual host name to identify the
configuration file changes and the history database.
Configuration file changes are written to
PATROL_HOME\config\config_virtualname_port.cfg. The
history database is written to the subdirectory structure
history\virtualname\port, which will be located in the directory
pointed to by PATROL_HISTORY_PORT.

no The agent writes history using the actual host name. If the
application fails over, the agent writes history using the new
agent's name. Using the actual hostname creates gaps in the
results of any dump_hist commands because the command
does not recognize that the same application ran on different

hosts.

Configuration File yes PATROL_CONFIG_8888 exists, then the agent reads
configuration information from the location specified by this
variable.

no The agent reads from the default directory,

PATROL_HOME\config\config_virtualname or hostname-port

History Database yes PATROL_HISTORY_8888 exists, then the agent writes history
to the location specified by this variable

no the agent writes to the default directory,
PATROL_HOME\log\history\virtualname or hostname\port\
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Example

The following example illustrates how the environment variables would
be named for ahost using port 8888. It also depicts the directory
structure and file location.

Environment Variables

PATROL_HI STORY=K: \ doc\ wor k\ hi stdi r
PATROL_VI RTUALNAME=AI i asHost Nane
PATROL_CONFI G=K: \ doc\ wor k\ confi g

Directory Structure

For the values provided in the “ Environment Variables’ section of this
example, the PATROL Agent stores configuration information and
records the history datain the following directory structure:

K: \ doc\ wor k\ hi st di r\ Al i asHost Nane\ 8888\ annot at e. dat
K: \ doc\ wor k\ hi st di r\ Al i asHost Nane\ 8888\ par am hi st
K:\ doc\wor k\ confi g\config Al iasHost Nane- 8888

If these variables do not exist or they are empty, the PATROL Agent
stores configuration information and records the history datain the
following directory structure:

%PATROL_HOME% | og\ hi st or y\ Host Nane\ 8888\ annot at e. dat
YPATROL_HOME% | og\ hi st or y\ Host Nane\ 8888\ par am hi st
%PATROL_HOMVE% confi g\ confi g Host Nane- 8888
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Loading and Monitoring Applications

This chapter describes how to manage the PATROL Agent as it monitors
an application. The discussion includes:

« how toinstruct the agent to load a knowledge Module
« how to begin monitoring when the agent starts up

* how to monitor when a consol e with the application loaded connects
to the agent

e how to not monitor
This chapter also provides information on how to use agent configuration

variables asfilters to exclude or include certain applications and
application instances in the following topics:

Loading Knowledge Modules by Consoleand Agent . ........... 7-3
When the PATROL Agent Will Not Monitor Applications. . . . . 7-3
Version Arbitration. . ... 7-4

Application Status .. ... 7-6
SAIUSES . . oot e 7-6
ASSIgNINg Status. . . .. .o e e 7-6

Preloading Applications. . ... 7-7
Basedon ApplicationName ............ ... ...t 7-7
Based on Architecture . . ......... ... 7-8

Designating ApplicationsasStatic. .. ........................ 7-9

Disabling Applications. ............ ..o 7-9
Basedon ApplicationName ......................coou... 7-10
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Filter Processing Logic For DisablingKMs. . .................. 7-12
TYPES. oot e 7-12
Precedence .. ... 7-13
Example . ... .o e 7-14

Listing Loaded Applications. .............. . oo, 7-16
Runningdump_km_list ............ .. ... ... ... .. ... 7-16
EXample . ... 7-17

Sdlecting Which Instancesto Monitor . ....................... 7-18
Choosing an Inclusive or ExclusiveFilter . ................. 7-18

Editing List to Filter by Application or Regular Expression . .. .7-19
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Loading Knowledge Modules by Console and
Agent

A PATROL Operator Console and a PATROL Developer Console both
permit you to load and unload PATROL Knowledge Modules. If the
PATROL Agent has another version of a PATROL Knowledge Module
loaded, the PATROL Console uses its own version. The process through
which the PATROL Console and PATROL Agent determine which
version of a PATROL Knowledge Module to load is called version
arbitration.

Note
KM version arbitration does not apply to PATROL Central Operator —
Microsoft Windows Edition or PATROL Central Operator — Web Edition.

When the PATROL Agent Will Not Monitor Applications

The PATROL Agent will not monitor applications that you have loaded
from the PATROL Console when the following three conditions exist:

« The PATROL Agent does not have a PATROL Knowledge Module
that you loaded from a PATROL Operator Console.

e Theapplication classisincluded in the PATROL Agent's knowledge
module exclusion list. (The PATROL Knowledge Moduleis
disabled.)

e The application class definition specifies that the applications are
invalid for the PATROL Agent version and computer class.
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Version Arbitration

The process through which the PATROL Console and PATROL Agent
determine which version of aKM to load is called version arbitration.
Table 7-1, “PATROL Knowledge Module Version Arbitration,” on page
7-4 shows what version of aKM isloaded by the PATROL Agent under
different conditions.

Note
KM version arbitration does not apply to PATROL Central Operator —
Microsoft Windows Edition or PATROL Central Operator — Web Edition.

Table 7-1 PATROL Knowledge Module Version Arbitration (Part 1 of 2)

. B .
2 c o -5
S @ = o o
) )
Type of § < S = j
PATROL £ as - c 80
Console ° e 14 T > [
ThatLoads | © 3 E o j ox
PATROL 0w = 0 o
£=20 o £ c
Knowledge s 2 < skE sz
Module ¥ X5 <5 ¥ 2 | Result
PATROL Yes No No The PATROL Agent loads the local version of the
Operator KM into memory.
Console Yes No Yes The PATROL Agent ignores the PATROL
Operator Console’s request to load the KM.
Yes Yes No The PATROL Agent allows the PATROL Operator
Console to use the KM.
No No No The PATROL Agent does not collect information
for the KM.
No N/A Yes The PATROL Agent ignores the PATROL
Operator Console’s request to load the KM.
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Table 7-1 PATROL Knowledge Module Version Arbitration (Part 2 of 2)

D
25l 2 | 28
= 5 + T o
Type of 8 < S = j
PATROL = 3= - € g o)
- O o O = X
Console o O ° 2 [
ThatLoads | B %E o j ox
PATROL 0= ®) o
£20 Qax £ c
Knowledge s 2 = s E s C
Module ¥ X5 <& ¥ O | Result
PATROL Yes No No The PATROL Agent loads into memory the most
Developer recent version of the KM either locally or from the
Console PATROL Developer Console.
Yes No Yes The PATROL Agent ignores the PATROL
Developer Console’s request to load the KM.
Yes Yes No The PATROL Agent loads the KM from the
PATROL Developer Console into memory if the
KM is newer.
No N/A No The PATROL Agent loads into memory the KM
from the PATROL Developer Console.
No N/A Yes The PATROL Agent ignores the PATROL
Developer Console’s request to load the KM.
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Application Status

You can control how, when, and if the PATROL Agent monitors
applications by assigning each application aload status.

Statuses
Table 7-2 lists the application loading statuses for the knowledge
modules or knowledge module lists and the agent configuration variables
used to assign each status. The Disabled and Static statuses cannot be
applied to knowledge module lists (.kml).

Table 7-2 Knowledge Module Statuses in the PATROL Agent

Agent Configuration

Status Description Variable
Preloaded | The KM loads at startup and executes until the PATROL preloadedKMs
Agent stops. preloadedKMsArch
Disabled The KM will not load for any PATROL Console. disabledKMs
disabledKMsArch
Static The KM does not load until a PATROL Console with the staticApplications
same KM connects to the PATROL Agent; when the console
disconnects the KM remains loaded until the agent stops.
This status ensures that the agent’s history is continuous
and complete. It provides constant monitoring without having
to maintain a constant connection with a console.
Dynamic The KM loads when a PATROL Console with the same KM none

connects to the PATROL Agent and unloads when the
console disconnects (default).

If a knowledge module is not listed in one of the other
variables, its loading status defaults to this value.

Assigning Status

Assigning status to an application consists of entering the application’s
Knowledge Module file name, without the .km extension, in the

appropriate agent configuration variable list.
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Preloading Applications

The PATROL Agent allows you to assign a preloaded status to an
application. This status instructs the PATROL Agent to load an
application’s Knowledge Module and start monitoring it when the agent

starts up.

PATROL alowsyou to preload applications

* by name—Knowledge Maodule file name, without the .km extension
e by architecture—operating system and platform

Based on Application Name

The /AgentSetup/preloadedK M s configuration variable specifies which
Knowledge Modules the PATROL Agent automatically loads for all
operating systems and machine types when the agent starts up.

Example

"/ Agent Set up/ pr el oadedKMs" =
{ REPLACE=" ORACLE, SYBASE, | NFORM X"}

Format and Type of
Data

item_1,item_2,item_n (does not support
wildcards), Knowledge Modules

Default Value

none

By default, the PATROL Agent does not load any
of the application KMs; however, the
ALL_COMPUTERS.km and the KM for the
current machine type are always preloaded and
always static.

Minimum and
Maximum

not applicable

Dependencies

none

Recommendation

The file names must be on the same line.

BMC Software, Inc., Confidential and Proprietary Information

Loading and Monitoring Applications 7-7



Based on Architecture

The /AgentSetup/preloadedK MsArch configuration variable specifies
which Knowledge Modules are prel oaded for a specific operating system
or machine type.

Example
"/ Agent Set up/ pr el oadedKMsArch" =
{ REPLACE="/ NT. *, OS2. */ CPU, KERNEL/ "}

This variable consists of two fields enclosed in
forward slashes (//). Separate multiple entries
with a comma (,).

MachineList—a comma-separated list of machine
types or regular expressions

KMList—a case-sensitive, comma-separated list
of KMs (without .km file extension) or regular
expressions

/MachineList/KMList/ — load only on listed
machines and only listed KMs
/MachineList/IKMList/ — load only on listed
machines, load all except listed KMs
/'MachineList/KMList/ — load all except the
listed machines, load only listed KMs
/'MachineList/'KMList/ — load all except listed
machines, load all except listed KMs

You can also use the following format:
/MachineList/KMList/, IMachineList/KMList/—
load only on listed machines and only listed KMs

Format and Type of Implicit matches (using !) have a lower
Data precedence than explicit matches.
Default Value none

Minimum and not applicable

Maximum

Dependencies none

Recommendation none
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Designating Applications as Static

The /AgentSetup/staticApplications configuration variable specifies alist
of static applications. The applications in this comma-separated list are
marked as static once they are loaded on the console. The static
designation means that the KM will remain loaded in the agent’s memory
until the agent stops. Specify “dl” if you want all dynamically loaded
applications to be marked as being static.

Format and Type of item_1,item_2,item_n, Knowledge Modules
Data

non

The field contains an empty string . However,
by default the PATROL Agent marks the
ALL_COMPUTERS and common machine-type

Default Value Knowledge Modules as static.
Minimum and not applicable

Maximum

Dependencies none

If you want an application to remain in agent
memory once it is loaded, regardless of whether
Recommendation a console is connected, add it to this variable.

Disabling Applications

The PATROL Agent alows you to assign a disabled status to an
application. This status prevents the PATROL Agent from loading that
application’s Knowledge M odule and monitoring it.

PATROL alows you to disable applications

« by name—Knowledge Module file name, without .km extension
e by architecture—operating system and platform

Note
Disabling an application even prevents the PATROL Developer Console
from downloading the Knowledge Module into the memory of the agent.
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Based on Application Name

The /AgentSetup/disabledK M s configuration variable prevents
Knowledge Modules from being loaded by the agent regardless of
whether a console is a devel oper console.

Example
If you want to disable everything that begins with NT, OS2, and VMS,
use NT.*, OS2.*, and VMS.*, not NT*., OS2* ., and VM S*. The second
type of filter will not produce the desired result.

"/ Agent Set up/ di sabl edkKMs" = { REPLACE="NT. *, OS2. *,
VMS. *, bad_APPL"}

Format and Type of item_1,item_2,item_n, Knowledge Modules
Data
Default Value none

Minimum \ Maximum not applicable

Dependencies none

The ALL_COMPUTERS.km and the KM for the
current machine type cannot be disabled.

Recommendation The file names must be on the same line.
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Based on Architecture

The /AgentSetup/disabledK M sArch configuration variable specifies
which Knowledge Modules are prevented from being loaded for all
specified operating systems and machine types.

Example

"/ Agent Set up/ di sabl edKMsArch" =
{ REPLACE=/ NT. *, OS2. */ CPU, KERNEL/ }

Format and Type of
Data

This variable uses the same format as the
/AgentSetup/preloadKMsArch. For variable
format information, see the format section of
“Based on Architecture” on page 7-8.

Default Value

none

Minimum and

not applicable

Maximum
Dependencies none
Recommendation none
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Filter Processing Logic For Disabling KMs

The PATROL Agent builds filters to determine which applications it
should disable. The agent builds these filters out of regular expressions
and literal strings.

Types

The PATROL Agent Configuration Variables disabledK Ms and
disabledK M sArch support three types of filters

« Positive—isinclusive; the filter selects only those entities that match
aniteminthelist

* Negative—is exclusive; the filter rejects those items that match an
iteminthelist

e Implicit—is associative; the filter selects or rejects items because the
group or subset that the items belong to is selected or rejected; it
consists of the opposite of the explicit. For example, if in the
disabledK Ms variable you explicitly enter INT/NT_CPU, which
translates to “do not disable NT_CPU on NT systems,” you
implicitly state disable NT_CPU on all other systems, such as HP,
AlX, and OpenVMS.
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Precedence

The agent processes the filtersin the following order:

1 Positive
2 Negative
3 Implicit

When the agent finds a match based on afilter's specification, the match
takes precedence over filters with lower precedence, except in the case of
wildcard matches.

Note
Exact matches of alower filter order can override wildcard matches of a
higher filter order.

Entry order
The entry order of the clauses, separated by commas, does not affect the
precedence of thefilters.

Wildcard vs. Exact Matches

An exact match takes precedence over awildcard match and can override
the filter precedence. An exact match in a second or third order filter
overrides awildcard match in afirst order filter.

Example
The disabledK M sArch variable contains the following values:

INT/NT_*/, INT/INT_MEMORY,NT_CACHE/
Based upon this entry, all NT KMs are disabled except NT_MEMORY

and NT_CACHE because the exact match in the negative filter clause
takes precedence over the wildcard match in the positive filter.
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Exact Matches in Two or More Filters

Example

Filters

If an item matches exactly in the positive and negative filters, the
positive filter has precedence.

Example
The disabledK MsArch variable contains the following values.

/ NT/ NT_FI LESYSTEM . */,
/ NT/ ! NT_CPU, NT_CACHE, NT_FI LESYSTEM , /I Al X/ NT_FTP/

The NT_FILESY STEM application would be disabled (not loaded)
because the positive filter has precedence.

In the disabledK MsArch agent configuration variable, enter the
following list separated by commas:

[ NT/.*[, VNS .*,
/ NT/ | NT_CPU, NT_MEMORY/ , / | VMS/ VMS_QUEUE. *, VM5_PROCESS. */

The Windows agent builds three filters:

Positive Filter (/NT/.*/JAIX/.* /VMS/.*)—disables (does not |oad) all
KMson all systems Windows NT and OpenVMS systems

Negative Filter (/NT/INT_CPU,NT_MEMORY /)—does not disable
(loads) CPU and memory applications on Windows NT systems

Implicit Positive Filter (//'VMSVMS_QUEUE.*,
VMS PROCESS.*/)—explicitly enables (loads) the VM S queue
and process applications on OpenVMS systems, which implies
that these applications are disabled (not loaded) on Windows NT
systems
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Results

For all monitored systems, the PATROL Agent |oads the CPU and
memory applications on all Windows NT systems. The agent also loads
al queue and process applications on all OpenVMS systems. When the
agent loads these applications depends upon each application’s status
(preload, static, and dynamic).
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Listing Loaded Applications

Running dump_

To view alist of applications currently loaded in the PATROL Agent’'s
memory, run the dump_km_list utility.

Thedump_km_list utility provides the following information for each
application loaded in the agent’s memory:

application name

application version

application status (static or not)

number of consoles attached to the agent that have the application
loaded

km_list

» Type the following command at the PATROL Console system output
window and press Enter:

YOUVP KM LI ST

Note

This command is case-sensitive.
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Example

CCYY0509092435
CCYY0509092547
CCYY0509092547

CCYY0509092547
CCYY0509092547
CCYY0509092547
CCYY0509092547
CCYY0509092547
CCYY0509092547

CCYY0509092548
CCYY0509092548
CCYY0509092548
CCYY0509092548
CCYY0509092548
CCYY0509092548

The following example isfrom adump km_list.

=== End of |oaded KMIlist (44 entries) =
=== Loaded Know edge Modul es (Applications)==========
# Nane Version Static (# of
consol es)
1. ALL_COWUTERS 11.0 yes (3)
2: NT 1.109 vyes (2)
3: PATROL_NT 10. 20 no (3)
4: NT_SYSTEM 1.49 no (3)
5: NT_SERVER 1.39 no (2)
38: NT_Conposites 1.5 no (1)
39: NT_Conposi tesCol | 1.4 no (1)
40: NT_REG STRY 1.45 no (2)
41: NT_REG STRY_GROUP 1.37 no (2)
42: NT_REG STRY_KEYI NST 1.17 no (2)
=== End of |oaded KMIlist (42 entries) =

Warning
An operator console and a developer console are connected to the same
agent. The operator console then loads KM that is not loaded on the
developer console. When you run the dump km_list utility on either of
the consoles, the KM, which was loaded on the operator console but is
not loaded on the developer console, is displayed in thelist asversion
0.0.

The scenario described above does not apply to PATROL Central
Operator — Microsoft Windows Edition or PATROL Central Operator —
Web Edition.
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Selecting Which Instances to Monitor

Choosing an

The PATROL Agent allows you to monitor an application while allowing
you to include and exclude certain instances. The ability to filter
instances in or out gives you the flexibility to monitor exactly what you
want. This filtering feature permits you to enter the exceptions rather
than create exhaustive lists of instances that constitute the rule.

Inclusive or Exclusive Filter

The /AgentSetup/application_name.filter Type configuration variable
determines the type of filter for a corresponding filter list. You must
create thisvariable.

Example
To exclude three instances of an Oracle database, you must create afilter
typevariable, "/ Agent Set up/ ORACLE. fil ter Type"

={ REPLACE="excl ude"}, and a corresponding filter list variable,

"/ Agent Set up/ ORACLE. filterlList"

={ REPLACE=" ORACLE_A, ORACLE_B, ORACLE C'}.

exclude—if discovered, do not monitor
Values include—if discovered, monitor

Default Value exclude

Minimum \ Maximum not applicable

/AgentSetup/application_name.filterList specifies
items (application instances) that are monitored
(include) or not (exclude). Each filterList needs a
Dependencies filterType.

Create a configuration variable of this type with a
different application name for each application.

Valid application names are described in the
Recommendation Knowledge Module reference manuals.
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Editing List to Filter by Application or Regular Expression

The /AgentSetup/application_name.filterList configuration variable lets
you specify the set of application instances or regular expressions to |
include or exclude from monitoring, depending upon the type of filter.

Example
"/ Agent Set up/ FI LESYSTEM filterlList"
={ REPLACE="root, us.*,ora.*"}

Format and Type of item_1,item_2,item_n, application instances or
Data regular expressions

Default Value none

Minimum and not applicable

Maximum

/AgentSetup/application_name.filterType
determines whether the items listed by this
variable are monitored (included) or not
Dependencies (excluded).

Create a configuration variable of this type with a
different application name for each application.
Each filterList needs a -filterType.

Valid application names are described in the
Recommendation Knowledge Module reference manuals.
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Using pconfig to Configure the
PATROL Agent

This chapter discusses configuring the PATROL Agent from the
command line, the syntax of the pconf i g utility, and the optionsto use
for the task you want to perform. It also provides exampl es of
configuring the PATROL Agent from the command line using the
pconfi g utility. This chapter contains the following sections:

Overview of the pconfig Command Line Configuration Utility . ...8-2

Prerequisites for Configuring at the Command Line............. 8-2
Syntax of pconfig. ... 8-3
Specifying a Windows Domain Account Name ............. 8-5
Determining the Command String to Useforthe Task ........... 8-5
Determining the Optionto UsefortheTask. .. ................. 8-9
Examples of Configuring at the Command Line................ 8-10
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Overview of the pconfig Command Line
Configuration Utility

To configure the PATROL Agent at the command line, use the pconfi g
utility. The pconf i g utility allows you to manipulate the configuration
files used by the PATROL Agent. The utility also allows you to specify
which change file is applied to the configuration.

Prerequisites for Configuring at the Command

Line

Before you configure the PATROL Agent at the command line, make
sure that you have performed these tasks:

You have reviewed and understood Chapter 3, “Background About
Configuring the PATROL Agent.”

You know the change files you want to use (if any).

You have manually changed the variables that you needed to change
in the change files (if any).

You have started the PATROL Agent. For more information on
starting the agent, see Chapter 2, “ Starting and Stopping the
PATROL Agent.”

For Windows, you have set the variable called %°ATROL_ HOVE%

For Unix, you have run one of the following scripts from the
PATROL installation directory to set the variable called:

>, ./patrolrc.sh (for Kornand Bourne shell)
> source .patrolrc (for Cshdl)
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Syntax of pconfig

The format of the pconfi g utility isasfollows:

pconfi g+get [options]-save fil enane

[options] avail able for +get
-host host name

- debug

_|p

-port portnunber

+tcp

+ver bose

pconfi g- hel p

pconfi g+KI LL [options]

[options] available for +KILL:
-host host name

- debug

_|p

-port portnunber

+tcp

+ver bose

pconfi g+l i cense [options]filenane

[options] available for +license
-host host name

- debug

_|p

-port portnunber

+tcp

+ver bose
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pconfi g[ options] +PURGE [soptions][fil enane]

[options] avail able for +PURGE
-host host name

- debug

_|p

-port portnunber

+tcp

+ver bose

[ soptions] avail able for +PURGE
+Rel oad

pconfi g[ options] +Reload [soptions][fil enane]

[options] available for +Rel oad
-host host name

- debug

_|p

-port portnunber

+tcp

+ver bose

[ soptions] avail able for +Rel oad
+PURGE

pconfi g+RESTART [ opti ons]

[options] avail able for +RESTART
-host host name

- debug

_|p

-port portnunber

+tcp

+ver bose

pconfig -version

BMC Software, Inc., Confidential and Proprietary Information

8-4 PATROL Agent Reference Manual



Specifying a Windows Domain Account Name

When you want to specify a Windows domain account in the access
subagentcontrol list (ACL), be sure to use two backslashes (\\) between
the domain and the user name as shown in the following example. This
operation is performed on the command line of the pcofig utility.

donai n\ \ user nane/ */ *

The pconfig utility will not accept the Windows domain notation without
the backslashes.

Determining the Command String to Use for the
Task

Use Table 8-1 to find the pconf i g command string for the task you want
to perform. For information about the available options, see
“Determining the Option to Use for the Task” on page 8-9.
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Table 8-1

pconfi g Command Strings (Part 1 of 3)

Task to Perform

Command String to Use

Additional Information

Get a PATROL Agent's
configuration and save it
to a file.

pconfig +get [options] -save

filenanme

[options] available for +get

- host host nane

- debug

_|p

-port portnunber
+tcp

+ver bose

The resultant file contains
the change information only.
That is, this file can be used
to re-create the source
configuration when applied
with the confi g. def aul t
file. The default is st dout .

Note — If the file already
exists, the save option
appends the new information
to the end of the file. When
using the host option, you
can specify multiple host
names. Information on
multiple hosts is saved to the
same file.

Get Help on the options
for pconfi g.

pconfig -help

This provides a brief
description of the available
options.

Stop the PATROL
Agent.

pconfig +KILL [options]

[options] available for
+KI LL:

-host host name

- debug

_|p

-port portnunber

+tcp

+ver bose

This command can be used
to stop any agent that is
accessible on the network.
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Table 8-1

pconfi g Command Strings (Part 2 of 3)

Task to Perform

Command String to Use

Additional Information

Reload the
config.defaul t ifit
has been changed.

pconfig [options] +Rel oad
[ +PURCE] fil enane

[options] available for +Reload
-host hostname

-debug

_|p

-port portnumber

+tcp

+verbose

This option does not remove
or modify any changes
applied to the configuration;
it reapplies the underlying
default configuration file and
combines it with the
changes. The result is a
configuration database built
from the new default
configuration and from the
changes that had been
applied previously.

You must specify the files to
use to create the new
configuration. You can use
more than one file name
separated by a space, or you
can use - - forstdin.

Remove the existing
configuration from the
destination agent and
create another one from
the confi g. def aul t
file.

pconfig [options] +PURGE
[ +Rel oad fil enane]

[options] available for +PURGE
-host hostname

-debug

_|p

-port portnumber

+tcp

+verbose

You can save configuration
changes in a .cfg file.

Restart the PATROL
Agent.

pconfig +RESTART [opti ons]

[options] available for
+RESTART

-host host nane

- debug

_|p

-port portnunber

+tcp

+ver bose
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Table 8-1 pconfi g Command Strings (Part 3 of 3)

Task to Perform Command String to Use Additional Information

Send a license filetothe | pconfig +license [options]
PATROL Agent. fil enanme

[options] available for
+l i cense

-host host nane

- debug

_|p

-port portnunber

+tcp

+ver bose

Display the version -version This option provides the
information of pconfig. version of the pconfig utility.
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Determining the Option to Use for the Task

Use thetable to find the pconf i g option for the task you want to

perform.
Table 8-2 pconfi g Options (Part 1 of 2)
Option to

Task to Perform Use? Additional Information

Get Help on the options for -help You can use the -help option with another option

pconfi g. to get a description of that option.

Print error and status +verbose

information to stdout as the +v

utility runs.

Set the debugging level for -debug The default is 0.

pconfi g.

Specify the configuration filenamel You must separate the names of change files

change files to be used. [filename2...] with a blank space. This option cannot be used
with the +get option. The default is st di n.

Specify the host name of the -host name You can specify either the host name for the

agents. -ho agent from which you want to get a configuration
or the host name for the agents you want to
configure. The default is the name of the local
host.
You can specify multiple hosts using a
comma-separated list with no intervening space.
For more information, see “Examples of
Configuring at the Command Line” on page 8-10.

Specify the local port number -lp num You can specify either the local port for the agent

of the agents. from which you want to get a configuration or the
local port for the agents you want to configure.
The default local port number is 0.

Specify the port number of the | -port num You can specify either the port for the agent from

agents. -p which you want to get a configuration or the port
for the agents you want to configure. The default
port number for version 3.4 or later is 3181. The
default port number for version 3.3 or earlier was
1987.

Send a license file to a +license

PATROL Agent. +l
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Table 8-2 pconfi g Options (Part 2 of 2)

Task to Perform

Option to
Use?

Additional Information

Specify that the changes come

from st di n.

This option can be used in place of filel [file2...].

Display the version information | -version

of pconfi g.

This option provides the version of the pconfi g
utility.

@ Shortcut entries, where available, are listed below the option.

Examples of Configuring at the Command Line

The following command gets the configuration changes (not the default
values) from the PATROL Agent on port 3160, host hudson. The
change information is saved to the hud. cf g filein the conf i g directory.

pconfig +g -p 3160 -ho hudson -s /config/hud.cfg

The following command purges the configurations in the agents on port
3107 for hostscalled ni | e, ohi 0, and nonongahel a. It then builds
new configuration filesfromthe confi g. def aul t andthehud. cf g

files.

pconfig +P -p 3107 -ho nil e, ohi o, nonongahel a

/ config/hud. cfg
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Using xpconfig (Unix) to Configure
the PATROL Agent

This chapter includes tasks for configuring the PATROL Agent with the
xpconfig configuration utility. This chapter contains the following

sections:

Overview of the xpconfig Configuration Utility ................ 9-3

Prerequisites for Configuring with the xpconfig Utility. . ......... 9-4

Overview of xpconfig Functions . ........................... 9-5

Thexpconfig Primary Window . ............................ 9-7
Accessing the xpeconfig Primary Window . .. ............... 9-8
Closing the xpconfig Primary Window .. .................. 9-10
Cancelling Changes Not Applied. .. ...................... 9-10
Stoppingan Operation. .. ...ttt e 9-10
Returning to the xpconfig Primary Window . ............... 9-10
SelectingaChangeFile............ ... ... .. . ... 9-12
When Changes TakeEffect . .............. ... ... ...... 9-12
Reinitializingthe PATROL Agent . . .......... ..o in. .. 9-13
Reloading the config.default File and Change File for the

PATROL Agent. . ...t e e 9-15

Stoppingthe PATROL Agent. . .........coiiiiinnn... 9-17

Handling ChangeFiles. ......... ... ... . i i 9-18
Tasks Available for Handling Change Files. .. .............. 9-18
Opening an ExistingChangeFile ........................ 9-19
CreatingaNew ChangeFile .. ........ ... ... .o ... 9-21
Sending aComplete Set of Variables. . .................... 9-22
ViewingaChangeFile............ .. ... ... .. .. 9-23
SavingaChangeFile........... ... .. ... ... ... 9-24
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Applying the Changesto aPATROL Agent. ................ 9-26
Purging the Existing Configuration from a PATROL Agent . ...9-28

Sending aNew License FiletoaPATROL Agent . ........... 9-30
Handling Variables . . .......... . i e 9-32
Handling Variables from the Primary Window .............. 9-32
AddingaHosttotheHost List. .......................... 9-33
Adding New Variablesto the ChangeFile.................. 9-36
Deleting a Variable fromthe ChangeFile .. ................ 9-38
Resetting a Variableto ItsDefault Value . .. ................ 9-40
Handling Variables from the Edit Variable Dialog Box. ... .... 9-40
Modifying Variables Using the Edit Variable Dialog Box. . . . .. 9-41

Inserting a New Change Entry in the Edit Variable Dialog Box .9-44
Modifying a Change Entry in the Edit Variable Dialog Box . . . .9-46
Deleting a Change Entry from the Edit Variable Dialog Box . . .9-48
Modifying the Default Account Variable in the Change File. . . .9-49
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Overview of the xpconfig Configuration Utility

To configure the PATROL Agent on Unix, you can use the xpconfig
configuration utility. The xpconfig configuration utility allowsyou to
mani pul ate both the configuration files used by the PATROL Agent and
the variablesin those files.

You can perform the following tasks with the xpconfig utility:

e cancel changes

e stop an operation

e return to the primary window

« select achangefile

« apply changes

e reinitialize (restart) the PATROL Agent

» reload the config.default file and the change file
e stop the PATROL Agent

« dtart the xpconfig configuration utility

e exit the xpconfig configuration utility
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Prerequisites for Configuring with the xpconfig
Utility

Before you configure the PATROL Agent with the xpconfig
configuration utility, make sure you have completed these prerequisites:

e You have reviewed and understood Chapter 3, “Background About
Configuring the PATROL Agent.”

* You know the change files you want to use or the variables you want
to add, modify, or delete.

e You have started the PATROL Agent. (See Chapter 2, “ Starting and
Stopping the PATROL Agent.”) Starting the agent is only necessary
to apply changes to the agent or to get configuration changes from it.

« |f starting xpconfig from acommand line, you have set display
variables.

If you want to change values for variables, make sure you have
completed these prerequisites:

* You have write permission on the Agent Configuration Change File.
* You know the variables that you need to change in the change files.
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Overview of xpconfig Functions

Table 9-1 provides an overview of the menus and menu commands
included in xpconfig.

Table 9-1 Menus and Menu Commands for the xpconfig Utility (Part 1 of 2)

Menu Command Description
File Open... Creates a new PATROL Agent configuration by loading
the config.default file.
Save Saves the change file for the PATROL Agent.
Save As... Saves the change file for the PATROL Agent to a name
you specify.
Exit Closes the xpconfig window.
Edit Add... Displays the Add Variable dialog box to insert a new
variable into the configuration.
Modify... Displays the Modify Variable dialog box to modify an
existing variable in the configuration.
Reset to Default Resets the selected variable to its default value.
Delete Displays the Delete Variable dialog box to delete an
existing variable from the configuration.
Select All Selects all variables in the configuration.
Deselect All Deselects all variables in the configuration.
Delete All Deletes all variables in the configuration.
Host Add... Adds a host that is not on the Hosts box.
Delete Removes the selected host from the Hosts box.
Select All Selects all the host names in the Hosts box.
Deselect All Deselects all the host names in the Hosts box.
Delete All Deletes all the host names in the Hosts box.
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Table 9-1

Menus and Menu Commands for the xpconfig Utility (Part 2 of 2)

Menu Command Description
Options View... Use this command to view the contents of a change file.
You can search for entries while viewing the file.
Reload Reloads the config.default file and the change file for a
PATROL Agent.
Purge Removes the existing configuration from a PATROL

Agent and builds a new configuration from the
config.default file and the change file for the PATROL
Agent.

Reinitialize Agent

Displays the Reinitialize Agent dialog box to restart the
PATROL Agent.

Stop Agent Displays the Kill Agent dialog box to stop the PATROL
Agent.
License... Use this procedure to send a new license file to a

PATROL Agent on selected hosts.

Send Defaults

Use this procedure to send a complete set of variables
to the PATROL Agents to use as the defaults.
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The xpconfig Primary Window

The xpconfig window displays the current configuration. Highlighting a
host name on the left causes the Variables box on the right to display the
name and path of each variable associated with the host. Log messages
are displayed at the bottom of the xpconfig window.

Example of the xpconfig Primary Window

Figure 9-1 is an example of the xpconfig primary window.

Figure 9-1 xpconfig Primary Window

xpconfig: flocal/P33/patrol-mark/config/tdunson.cig

fAgentSetup/AgentTuning/__nane__

tinber fAgentSetup/AgentTuning/__type__
fAgentSetup/AgentTuning/agentPriority
fAgentSetup/AgentTuning/applChecklycle
fAgentSetup/AgentTuning/getProcsCycle
fAgentSetup/AgentTuning/procCachePriority
fAgentSetup/AgentTuning/procCacheSchedPriority
fAgentSetup/AgentTuning/pslInstructiontax
fAgentSetup/AgentTuning/pslInstructionPeriod
fAgentSetup/AgentTuning/rungbDelta

Patrol Agent Config...

Registering tion to “td * at port 1987 ...
Successful connection to 3.3 agent “tdunson’ at port 1987,
Get default variables from ‘tdunson” at port 1987,

Get configuration data from “tdunson’ at port 1987,
Default variables retrieved from “tdunson’ at port 1987,
Conparing default variables,,.

differ: /AgentSetup/defaultAccount

Totals: differ:l added:0 deleted:0.

Conpleted getting configuration data from “tdunson” at port 1987,
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Accessing the xpconfig Primary Window

You can start the xpconfig configuration utility and access the xpconfig
primary window from either a PATROL Developer Console or from
within a native Unix environment.

If you do not have either a PATROL Developer Console or Unix
environment, you must use the pconfig command-line configuration
utility. For information on the pconfig command-line configuration
utility, see Chapter 8, “Using pconfig to Configure the PATROL Agent.”

Accessing the xpconfig Primary Window from a PATROL Developer Console

The recommended method for starting the xpconfig configuration utility
and accessing the xpconfig primary window is through a PATROL
Developer Console.

To start the xpconfig configuration utility from a PATROL Devel oper
Console and access the xpconfig primary window, perform the following
action:

» Us ng MB3, click the icon for the machine running the PATROL Agent
and choose Development => Agent Configuration.

The system displaysthe xpconfig: host name window (the primary
window).

Accessing the xpconfig Primary Window from Within an Unix System

An dternate method of starting the xpconfig configuration utility and
accessing the xpconfig primary window is from within a native Unix
System environment.

To start the xpconfig configuration utility and access the xpconfig

primary window from an xterm session, use the xpconfig command at
the command line.
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Before You Begin

Before starting xpconfig from the command line, you must run one of the
following scripts from the PATROL installation directory:

./ patrolrc.sh (for Kornand Bourne shell) or sour ce
. patrol rc (for C shell). You also need to set the display variable.

Syntax of the Command for the xpconfig Configuration Utility

The command for the xpconfig configuration utility is xpconfig. The
format of the xpconfig utility is asfollows:

xpconfig [-host nanme[,...]] [-port num

Options for Starting the xpconfig Configuration Utility from the
Command Line

Use Table 9-2 to find the xpconfig configuration utility option for the
task you want to perform.

Table 9-2  Options for Starting the xpconfig from the Command Line

Option to
Task You Want to Perform | Use Additional Information
Specify the host names that -host name When the program exits, it saves the current host
are in the host list by default. list to use next time; however, the command line
arguments override these settings.
Specify the port number to be -port num The default port number for version 3.4 or later is
used. 3181. The default port number for versions 3.3 or
earlier was 1987.
Display version information for | -version
xpconfig

To Access the xpconfig Primary Window from the Command Line

Start the xpconfig configuration utility and access the xpconfig primary
window from an xterm session command line by performing the
following action:
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» Type the file name xpconfig and any host or port options and press

Enter.

The system displaysthe xpconfi g: host name window (the xpconfig
primary window).

Closing the xpconfig Primary Window

When you are finished making changes, choose File => EXxit. If you have
not saved the current file, you will get adialog box asking whether you
want to save your changes. If the current file is aready saved, the
program will exit.

Cancelling Changes Not Applied

To cancel any changes not applied and to return to the primary window,
click Cancel.

Stopping an Operation

Whileit is not recommended, if you feel you have received enough
information to consider an operation complete, you can click Stop to halt
the operation.

Clicking Stop does not abort the operation. The operation is considered
complete with whatever information is retrieved when you clicked Stop.

Returning to the xpconfig Primary Window

Before returning to the xpconfig Primary Window, you must decide
whether to save the unapplied changes, abandon these changes, or stop
viewing the change file. Choose one of the following methods based on
your decision.
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To Save Changes and Return to the xpconfig Primary Window
»> Perform one of the following actions:

¢ Choose File=>Close
* Click OK

If you added a new variable or changed a default variable, an asterisk (*)
is displayed to the left of the variable name in the primary window.

To Abandon Any Changes Not Yet Applied and Return to the xpconfig Primary Window

>> Click Cancdl.

To Stop Viewing the Change File and Return to the xpconfig Primary Window

>> Choose File => Exit.
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Selecting a Change File

How you select a change file depends on whether you know the path of

thefile.

To Select a Change File When You Do Not Know the File Path

Step 1

Step 2

Step 3

Step 4

Click Filter tolist only the configuration files.

Scroll the Directorieslist and double-click the appropriate directory
name.

Scroll the Fileslist and double-click the appropriate file name.

Click OK.

To Select a Change File When You Know the File Path

Step 1

Step 2

Type the file path and name in the Selection field.

Press Enter, or click OK.

When Changes Take Effect

Most of the PATROL Agent’s configuration variables take effect
immediately after you select Apply Configuration in the primary
window.

For a detailed listing of the variables that take effect immediately, see the
section “When Changes to the Configuration Take Effect” on page 3-7.

For information on reinitializing the PATROL Agent so that the other
variables take effect, see the section “Reinitializing the PATROL Agent”
on page 9-13.
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Reinitializing the PATROL Agent

Summary:  Usethis procedure to reinitialize (restart) the PATROL Agent from the
xpconfig configuration utility.

Before You Begin

Before you begin to reinitialize (restart) the PATROL Agent, make sure
that you have completed the following prerequisites:

* You have read and understood the sections “Overview of the
xpconfig Configuration Utility” on page 9-3, and “Overview of
xpconfig Functions’ on page 9-5.

* You have started the xpconfig configuration utility.

To Reinitialize (Restart) the PATROL Agent

Step 1 Inthe primary window of the utility, click the host where you want to
reinitialize (restart) the PATROL Agent.

The host is highlighted.
Step 2  Choose Options=> Reinitialize Agent.

The Restart Agent dialog box is displayed.

Figure 9-2 The Restart Agent Dialog Box

& Restart Agent

Are you sure you want to RESTART the agent(s)?

Yes Ho |

Step 3  Click Yes.
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The agent restarts and the system displays a series of messages regarding
the restart of the agent.

Step 4  If you have a PATROL Console running, in the console’s main window,
reconnect the PATROL Agent by using MB3 to click the icon for the
machine running the PATROL Agent and choosing Update Connection.

If you are using PATROL Central Operator - Microsoft Windows
Edition, use the Connect to Managed System command to update the
connection.
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Reloading the config.default File and Change File for the PATROL Agent

Summary:

Before You Begin

Use this procedure to rel oad the config.default file and the change file for
the PATROL Agent from the xpconfig configuration utility. This
procedure is helpful if the config.default has been modified.

Before you begin to rel oad the config.default file and the change file for
the PATROL Agent, make sure that you have completed the following
prerequisites:

* You have read and understood the sections “ Overview of the
xpconfig Configuration Utility” on page 9-3, and “ Overview of
xpconfig Functions’ on page 9-5.

* You have started the xpconfig configuration utility.

To Reload the config.default File and Change File for the PATROL Agent

Step 1

Step 2

In the primary window of the utility, click the host where you want to
reload the config.default file and the change file for the PATROL Agent.

The host is highlighted.
Choose Options => Reload.

The Reload Configuration dialog box is displayed.

Figure 9-3 The Reload Configuration Dialog Box

~t‘$ Reload Configuration

Are you sure you want to RELOAD the configuration database?

Yes Ho |
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Step 3  Click Yes.

The agent rel oads and shows the changes made to the config.default file
and the change file. Changes that require the agent to reinitialize are not

displayed.
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Stopping the PATROL Agent

Summary:  Usethis procedure to stop the PATROL Agent from the xpconfig
configuration utility.

Before You Begin

Before you stop the PATROL Agent, make sure that you have compl eted
the following prerequisites:

* You have read and understood the sections “Overview of the
xpconfig Configuration Utility” on page 9-3, and “Overview of
xpconfig Functions’ on page 9-5.

* You have started the xpconfig configuration utility.

To Stop the PATROL Agent

Step 1 At the primary window of the utility, click the host where you want to
stop the PATROL Agent.

The host is highlighted.
Step 2  Choose Options=> Kill Agent.

The Kill Agent dialog box is displayed.

Figure 9-4 The Kill Agent Dialog Box

Are you sure you want to KILL the agent(s)?

Yes Ho |

Step 3 Click Yes. The agent processis stopped.
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Handling Change Files

Changefiles are handled from the primary window of the xpconfig
configuration utility. The primary window is displayed when you start

the xpconfig configuration utility.

Tasks Available for Handling Change Files

You can perform the following tasks for handling change files from the
primary window of the xpconfig configuration utility.

Task To Perform

Section to Go to

Opening an existing change file.

“Opening an Existing Change File” on
page 9-19

Create a new change file from a
PATROL Agent’s configuration

“Creating a New Change File” on
page 9-21

Send a complete set of variables to
the PATROL Agents to use as the
defaults

“Sending a Complete Set of
Variables” on page 9-22

View a change file

“Viewing a Change File” on page 9-23

Save a change file

“Saving a Change File” on page 9-24

Apply the changes in a change file to
a PATROL Agent’s configuration

“Applying the Changes to a PATROL
Agent” on page 9-26

Purge (remove) the existing
configuration from a PATROL Agent
and create another one from the
config.default file and the change file

“Purging the Existing Configuration
from a PATROL Agent” on page 9-28

Send a license file to a
PATROL Agent

“Sending a New License File to a
PATROL Agent” on page 9-30
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Opening an Existing Change File

Summary:  Usethis procedure to open a previously saved configuration file
containing changes to the default configuration. This procedure is useful
if you want to apply specific changes to one or more PATROL Agents.

Before You Begin

Before you begin to open an existing change file, make sure you have
completed the following prerequisites:

* You have read and understood Chapter 3, “Background About
Configuring the PATROL Agent.”

* You have read and understood the sections “ Overview of the
xpconfig Configuration Utility” on page 9-3, and “Overview of
xpconfig Functions” on page 9-5.

* You have started the xpconfig configuration utility.
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To Open an Existing Change File

Step 1

Step 2

Step 3

At the primary window of the utility, choose File => Open.
The Configuration File dialog box is displayed. The default location

containing alist of fileswith the cfg extension is
$PATROL_CACHE/ confi g.

Figure 9-5 The Configuration File Dialog Box

{} Configuration File

/local/P33/patrol-nark/config/%,cfg

local/P33/patrol-ndREs
flocal /P33/patrol-ni

Click the configuration file that you want.
Click OK.
The primary window is displayed with the selected file in the title bar at

the top of the window. All of the variables are displayed in the Variables
list.
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Creating a New Change File

Summary:

Before You Begin

Use this procedure to create a new change file from an existing agent’s
configuration. This file contains the changes that have been made to the
default configuration and applied to the specified agent’s configuration.

Before you begin to create anew change file from a PATROL Agent’s
configuration, make sure you have completed the following prerequisites:

* You have read and understood Chapter 3, “Background About
Configuring the PATROL Agent.”

* You have read and understood the sections “ Overview of the
xpconfig Configuration Utility” on page 9-3, and “Overview of
xpconfig Functions” on page 9-5.

* You have started the xpconfig configuration utility.

To Create a New Change File

Step 1

Step 2

Step 3

At the primary window, use the up and down arrows to set the port
number for the PATROL Agent’s host.

Select the host from the list of hosts by scrolling the list and clicking the
host name.

Click the Get Configuration button at the bottom of the host list.

A series of messagesis displayed to show the progress of the operation.
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Sending a Complete Set of Variables

Summary:  Usethis procedure to send a complete set of variablesto the
PATROL Agents to use as the defaults.

Before you send a compl ete set of variables, make sure you have
compl eted the following prerequisites:

* You have read and understood the sections “ Overview of the
xpconfig Configuration Utility” on page 9-3, and “Overview of
xpconfig Functions” on page 9-5.

« You have started the xpconfig configuration utility.

To Send a Complete Set of Variables
Step 1  Usethe up and down arrows to set the port number for the agent’s host.
Step 2  Fromthelist of hosts, select the hosts to which you want to send a
complete set of variables for the PATROL Agent to use as the defaults.

Choose one of the following methods:

« Scroll thelist and click the host name of each host you want to
configure.

e Choose Host => Select All (or use MB3 to choose Select All when
the cursor isin the host name area) to select all the host namesin the
list.

Step 3 Choose Options=> Send Defaults.

A series of messagesis displayed to show the progress of the operation.
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Viewing a Change File

Summary:  Usethis procedure to view the contents of a change file. You search for
entries while viewing thefile.

Before You Begin

Before you begin to view a change file, make sure you have completed
the following prerequisites:

* You have read and understood the sections “Overview of the
xpconfig Configuration Utility” on page 9-3, and “Overview of
xpconfig Functions’ on page 9-5.

* You have started the xpconfig configuration utility.

To View a Change File and Search for Entries
Step 1  Choose Options=> View.

The View view only dialog box with the contents of the configuration
change file is displayed.

The configuration change file contains entries only for the variables
marked with an asterisk; the others are default variables with the default
value and are already in the config.default file.

Step 2 Begin asearch for entries by choosing Edit => Search.

Step 3 Typethetext to search for (the search function is case-sensitive), and
click OK.

Step 4  Exit the View view only dialog box by choosing File => EXxit.

The system displays the primary window.
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Saving a Change File

Summary:  Usethis procedure to save a changefile. You would perform this
procedure to apply these changes to one or more agents some timein the
future.

Before You Begin

Before you begin to save a change file, make sure you have compl eted
the following prerequisites:

* You have read and understood Chapter 3, “Background About
Configuring the PATROL Agent.”

* You have read and understood the sections “ Overview of the
xpconfig Configuration Utility” on page 9-3, and “Overview of
xpconfig Functions” on page 9-5.

« You have started the xpconfig configuration utility.

The change file you save contains entries only for the variables marked

with an asterisk; the others are default variables with the default value
and are aready in the config.default file.

To Save a Change File
Step1  Useone of the following methods:
« If you want to save the file to the same name, choose File => Save.
The changefileis saved.

e |If you want to save the file under a different file name,
choose File=> Save As.

The Configuration File dialog box is displayed. (See Figure 9-5 on
page 9-20.)

Step 2  Click the change file or type the name of the changefile.
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Step 3  Click OK.

The changefileis saved.
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Applying the Changes to a PATROL Agent

Summary:

Before You Begin

Once al the changes have been added to your configuration file, you can
apply them to one or more PATROL Agents by using the following
procedure. The configuration utility sendsthe new or changed variables
to the PATROL Agent. The PATROL Agent updates the change database
($PATROL_HOVE/ confi g/ confi g_host name- port).

Before you begin to apply the changein achangefileto a
PATROL Agent’s configuration, make sure you have completed the
following prerequisites:

e You have read and understood Chapter 3, “Background About
Configuring the PATROL Agent.”

* You have read and understood the sections “Overview of the
xpconfig Configuration Utility” on page 9-3, and “ Overview of
xpconfig Functions’ on page 9-5.

* You have started the xpconfig configuration utility.

* You have made the changes you want to apply.

Warning
Take care to only apply configuration changes that you intend to change.
Pay special attention to any asterisks that are displayed next to variables
listed in the Variables Box of the Primary Window. An asterisk means
that the variable has changed. Review all modified variables before
clicking the Apply Configuration button. If you do not want to apply the
change associated with a variable that is marked by an asterisk, you must
delete the variable from the Variables Box before clicking the Apply
Configuration button.
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To Apply the Changes
Step1  Usethe up and down arrowsto set the port number for the agent’s host.

Step 2 Fromthelist of hosts, select the hosts to be configured with this
configuration. Use one of the following methods:

» Scroll thelist and click the host name of each host you want to
configure.

The selected hosts are highlighted.

e Choose Host => Select All (or use MB3 to choose Select All when
the cursor isin the host name area) to select all the host namesin the
list.

The selected hosts are highlighted.

Step 3 Click Apply Configuration at the bottom of the window.

The changes are applied, and the system displays a series of messages
that show the progress of the operation.

Note
Modifying some variables require reinitializing the agent. Verify whether
any variable that you have modified has this requirement. Restart the
agent if thisistrue for one or more variables.
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Purging the Existing Configuration from a PATROL Agent

Summary:  You can purge, or remove, the existing configuration from a
PATROL Agent by using the following procedure. Purge is used to
restore PATROL Agent to its default as specified in config.default. The
information displayed in the Variable listing (xpconfig Primary Window)
is not changed.

Before You Begin

Before you begin to purge (remove) the existing configuration from a
PATROL Agent, make sure you have completed the following
prerequisites:

e You have read and understood Chapter 3, “Background About
Configuring the PATROL Agent.”

* You have read and understood the sections “Overview of the
xpconfig Configuration Utility” on page 9-3, and “ Overview of
xpconfig Functions’ on page 9-5.

* You have started the xpconfig configuration utility.

To Purge the Existing Configuration from a PATROL Agent

Step1  Usethe up and down arrowsto set the port number for the
PATROL Agent’s host.

Step 2  Fromthelist of hosts, select the hosts to be purged. Choose one of the
following methods:

e Scroll thelist and click the host name of each host you want to
configure.

e Choose Host => Select All (or use MB3 to choose Select All when
the cursor isin the host name area) to select all host namesin the list.

Step 3  Choose Options=> Purge.
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The Purge Configuration dialog box is displayed.

Figure 9-6 The Purge Configuration Dialog Box

{} ure Configuration

Step 4  Click Yes.

The configuration file is purged and the system displays a series of
messages that show the progress of the operation.
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Sending a New License File to a PATROL Agent

Summary:  Usethis procedure to send a new license file to a PATROL Agent on
selected hosts.

Before You Begin

Before you begin to send anew license file to a PATROL Agent, make
sure you have completed the following prerequisites:

* You have read and understood Chapter 3, “Background About
Configuring the PATROL Agent.”

* You have read and understood the sections “ Overview of the
xpconfig Configuration Utility” on page 9-3, and “ Overview of
xpconfig Functions” on page 9-5.

* You have started the xpconfig configuration utility.

* You know the name of the license file you want to send.

To Send a New License File to a PATROL Agent

Step 1  Usethe up and down arrows to set the port number for the
PATROL Agent’s host.

Step 2 Fromthelist of hosts, select the hosts to which you want to send the
license. Choose one of the following methods:

» Scrall thelist and click the host name of each host you want to
configure.

e Choose Host => Select All (or use MB3 to choose Select All when
the cursor isin the host name area) to select al host namesin thelist.

Step 3 Choose Options=> License.

The File Selection dialog box is displayed.
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Figure 9-7 The File Selection Dialog Box
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Step 4  Sdect thelicense file you want to send to the PATROL Agent.

Step5  Click OK.

The Send License File dialog box is displayed.

Step 6  Click Yes.

Thelicensefileis sent to the selected hosts and the system displays a
series of messages showing the progress of the operation.
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Handling Variables

Variables are handled from the primary window and the Edit Variable
dialog box of the xpconfig configuration utility. The primary window is
displayed when you start the xpconfig configuration utility. The Edit
Variable dialog box is displayed when you select a variable to edit.

Handling Variables from the Primary Window

The following table lists tasks that you can perform to handle variables
from the primary window of the xpconfig configuration utility.

Table 9-3  Tasks to Handle Variables from the Primary Window

Task to Perform Section to Go to

Add a host to the host list “Adding a Host to the Host List” on
page 9-33

Add new variables to the change file “Adding New Variables to the Change

File” on page 9-36

Delete a variable from the change file | “Deleting a Variable from the Change
File" on page 9-38

Reset a variable to its default value “Resetting a Variable to Its Default
Value” on page 9-40
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Adding a Host to the Host List

Summary:  Usethis procedure to add a host that is not on the host list.

Before You Begin

Before you begin to add a host to the host list, make sure you have
compl eted the following prerequisites:

* You have read and understood Chapter 3, “Background About
Configuring the PATROL Agent.”

e You have read and understood the section “ Overview of xpconfig
Functions’ on page 9-5.

* You have started the xpconfig configuration utility, and the primary
window is displayed.

To Add a Host to the Host List

Step1  With the mouse pointer over the host list box, use MB3 to choose Add,
or choose Host => Add.

The Add Hosts dialog box is displayed.
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Figure 9-8 The Add Hosts Dialog Box
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Step 2  Click /etc/host or ypcat host, depending on which list of hosts you want
to select from.

The system displays the appropriate host list.
Step 3 Perform one of the following actions:

» Select ahost fromthelist.

» Typeahost namein the Enter hostname field.
Step 4  Perform one of the following actions:

e To add the nameto the host list and remain in the Add Hosts dialog
box to select another name, click Apply.

The host is added to the host list.
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» To add the nameto the host list and close the Add Hosts dialog box,
click OK.

The host is added to the host list and the system displays the primary
window.
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Adding New Variables to the Change File

Summary:  Usethefollowing procedure to add a new variable to the change file.

Before You Begin

Before you begin to add a new variable to the change file, make sure you
have completed the following prerequisites:

You have read and understood Chapter 3, “Background About
Configuring the PATROL Agent.”

You have read and understood the section “ Overview of xpconfig
Functions’ on page 9-5.

You have started the xpconfig configuration utility, and the primary
window is displayed.

You know the variable you want to add.

To Add a New Variable to the Change File

Step1  Choose Edit => Add from the menu bar.

The Add Variable dialog box is displayed.

Figure 9-9 The Add Variable Dialog Box

OK | Apply | Cancel|  Help|

Step 2 Inthe Variablefield, type the variable name in the form
/path/variable_name. If the variable does not exit, it will be created.
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Step 3 Inthe Valuefield, type the variable's value. If the valueisalist, separate
the items by commas since the append, merge, and replace operations
require commas to distinguish the values.

Step 4  Perform one of the following actions:

» To add the new variable to the change file and |eave the Add Variable
dialog box open to add another variable, click Apply.

The variable is added to the changefile.

» To add the new variable, close the dialog box, return to the primary
window, and click OK.

The variable is added to the change file and the system displays the
primary window.
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Deleting a Variable from the Change File

Summary:  Usethe following procedure to delete a variable from the change file.

Before You Begin

Before you begin to delete a variable from the change file, make sure you
have completed the following prerequisites:

* You have read and understood Chapter 3, “Background About
Configuring the PATROL Agent.”

e You have read and understood the section “ Overview of xpconfig
Functions’ on page 9-5.

* You have started the xpconfig configuration utility, and the primary
window is displayed.

e You know the variable you want to del ete.

To Delete a Variable from the Change File

Step 1 From the xpconfig Primary Window, double-click the desired variable
listed in the Variable Box.

The variable (to be deleted) is displayed in the Edit Variable dialog box.
Step 2  Delete everything in the Change Field.
Step 3 Click the Delete Radio Button.
Step 4  Click the Apply Button.
Step 5  Click the OK Button.

The Edit Variable dialog box closes to reveal the xpconfig Primary
Window.
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Step 6  Select Options => View to verify that the message to be sent to the agent
includes a delete action for the variable.

Step 7  Click the Apply Configuration Button.

Step 8  Click the Get Configuration Button to verify that the variable is del eted.
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Resetting a Variable to Its Default Value

Summary:  Usethis procedure to reset avariable to its default value.

Before You Begin

Before you begin to reset avariable to its default value, make sure you
have completed the following prerequisites:

* You have read and understood Chapter 3, “Background About
Configuring the PATROL Agent.”

e You have read and understood the section “ Overview of xpconfig
Functions’ on page 9-5.

* You have displayed the xpconfig Primary Window.

* You know the variables to be reset to the default value.

To Reset a Variable to Its Default Value

Step1  From the xpconfig Primary Window, click the desired variable listed in
the Variable Box to highlight it.

The variable (to be reset) is displayed in the Edit Variable dialog box.
Step 2 Click the Edit Button.
Step 3 Click the Reset to Default Button.
Step 4  Click the Apply Configuration Button.

Step 5  Click the Get Configuration Button to verify the procedure.

Handling Variables from the Edit Variable Dialog Box

Table 9-4 presents tasks that you can perform to handle variables from
the Edit Variable dialog box of the xpconfig configuration utility.
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Table 9-4

Handling Variables from the Edit Variable Dialog Box

Task to Perform

Section to go to

Add a Change Entry in the Edit
Variable dialog box

“Inserting a New Change Entry in the
Edit Variable Dialog Box” on page
9-44

Modify a Change Entry in the Edit
Variable dialog box

“Modifying a Change Entry in the Edit
Variable Dialog Box” on page 9-46

Delete a Change Entry from the Edit
Variable dialog box

“Deleting a Change Entry from the
Edit Variable Dialog Box” on page
9-48

Modify the Default Account Variable in
the Change File

“Modifying the Default Account
Variable in the Change File” on page
9-49

Modifying Variables Using the Edit Variable Dialog Box

To modify one of the existing variablesin the changefile, first open the
Edit Variable dialog box by using one of the following methods:

e double-click the variable

e click the variable, then use MB3 to choose M odify
e click the variable, then choose Edit => M odify

The Edit Variable dialog box is displayed.
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Figure 9-10 The Edit Variable Dialog Box
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The variable name and value (or default value, if it isadefault variable)
are shown in the two fields at the top of the dialog box. You cannot edit
these fields. Any change entries for the variable are listed in the middle
of the Edit Variable dialog box.
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Methods for Modifying a Long Text Entry in the Edit Variable Dialog Box

If the value you want to enter is particularly long or in a separate file,
you can either type it or import it:

» Totypeavalue, click Change to see the Change applied directly
dialog box. You can type long values into this box and see more of
the text as you type.

e Toimport text, choose File=>Load. The Text File dialog box is
displayed.

You can restore the Change field to the value of the selected change
entry by clicking Undo.

1. Select aconfiguration file.

2. When you have edited thistext, choose File => Exit. You will get a
dialog box asking whether you want to save your changes.

3. Click Apply to add your modification to the change entry.
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Inserting a New Change Entry in the Edit Variable Dialog Box

Before You Begin

Summary:

Use this procedure to insert anew change entry for a variable that
aready has a change entry in the Edit Variable dialog box.

Before you begin to insert a new change entry in the Edit Variable dialog
box, make sure you have completed the following prerequisites:

* You have read and understood Chapter 3, “Background About
Configuring the PATROL Agent.”

e You have read and understood the sections “Overview of xpconfig
Functions” on page 9-5, and “Handling Variables’ on page 9-32.

* You have started the xpconfig configuration utility, opened a change
file, and accessed the Edit Variable dialog box by clicking the
variable for which you want to insert the change entry.

You can restore the Change field to the value of the selected change
entry by clicking Undo.

To Insert a Change Entry in the Edit Variable Dialog Box

Step 1

Step 2

Step 3

Step 4

Click an entry that is before or after where you want the new entry to go.

Use MB3to choose I nsert Before, Insert After, Edit => Insert Before,
or Edit => Insert After, depending on where you want the new entry to

go.
The system displaysaREPLACE = " " entry in the designated place.

Modify the new entry as described in “Modifying a Change Entry in the
Edit Variable Dialog Box” on page 9-46.

Perform one of the following actions:

« To apply the change and close the dialog, click OK.
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The entry is changed and the system displays the primary window.
« To apply the change and remain in this dialog, click Apply.

The entry is changed.
» To abandon any changes not applied yet, click Cancel.

The entry is canceled and the system displays the primary window.
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Modifying a Change Entry in the Edit Variable Dialog Box

Summary:  Usethis procedure to modify a change entry that is currently in the Edit
Variable dialog box.

Before You Begin

Before you begin to modify a change entry in the Edit Variable dialog
box, make sure you have completed the following prerequisites:

* You have read and understood Chapter 3, “Background About
Configuring the PATROL Agent.”

e You have read and understood the sections “Overview of xpconfig
Functions” on page 9-5, and “Handling Variables’ on page 9-32.

* You have started the xpconfig configuration utility, opened a change
file, and accessed the Edit Variable dialog box by clicking the
variable for which you want to modify the change entry.

You can restore the Change field to the value of the selected change
entry by clicking Undo.

To Modify a Change Entry in the Edit Variable Dialog Box
Step1  Click the entry you want to modify.
The entry is highlighted.

Step 2 Enter the new value in the Change field. If there is more than one value,
separate the values with commas.

Step 3 Perform one of the following actions:
» To apply the change and close the dialog, click OK.
The entry is changed and the system displays the primary window.

« To apply the change and remain in this dialog, click Apply.
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Theentry is changed.
« To abandon any changes not applied yet, click Cancel.

The entry is canceled, and the system displays the primary window.
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Deleting a Change Entry from the Edit Variable Dialog Box

Summary: If you do not want a specified change in the Edit Variable dialog box to
take effect, you can delete the entry.

If the Edit Variable dialog box has other entries that you do not delete,
deleting the one change entry does not delete the variable. However, if
you delete al change entries for avariable, the variable is deleted from
the changefile.

Before You Begin

Before you begin to delete a change entry from the Edit Variable dialog
box, make sure you have completed the following prerequisites:

* You have read and understood Chapter 3, “Background About
Configuring the PATROL Agent.”

e You have read and understood the sections “Overview of xpconfig
Functions” on page 9-5, and “Handling Variables’ on page 9-32.

* You have started the xpconfig configuration utility, opened a change

file, and accessed the Edit Variable dialog box by clicking the
variable for which you want to delete the change entry.

To Delete a Change Entry in the Edit Variable Dialog Box
Step 1  Click the entry you want to delete.
The entry is highlighted.

Step 2 Use MB3 to choose Delete, or choose Edit => Delete.
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Modifying the Default Account Variable in the Change File

Summary:  Usethefollowing procedure to modify the variable for the user account
that the PATROL Agent usesif an account is not explicitly specified.

Before You Begin

Before you begin to modify the default account variable, make sure you
have completed the following prerequisites:

* You have read and understood Chapter 3, “Background About
Configuring the PATROL Agent.”

e You have read and understood the section “ Overview of xpconfig
Functions’ on page 9-5.

* You have started the xpconfig configuration utility.
« You know the change you want to make for the default user account.

When the variable you select to change is the Default Account variable,
the Edit Variable dialog box changes.

e The Set Default Account field initially shows the current default
account user name.

e The Modify and Append buttons are unavailable because the default
account variable cannot take alist as a value.

To Modify the Default Account Variable in the Change File
Step1  Perform one of the following actions:

« To delete the current name, click Delete and then click Apply or
OK.

The current name is del eted.

e To change the current name, click Set Default Account.
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The Set Default Account dialog box is displayed.

Step 2 Typethe account name in the User Namefield.

Step 3 Typethe password in the Password field. The password is not displayed
asyou typeit.

Step 4  Click OK.

The system displays the new account name followed by the encrypted
password in the Set Default Account field.

Step 5  Perform one of the following actions:
» To apply the change and close the dialog box, click OK.
The nameis changed and the system displays the primary window.
» To apply the change and remain in this dialog box, click Apply.
The name is changed.
« To abandon any changes not applied yet, click Cancel.

The change is canceled, and the system displays the primary window.
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Using wpconfig (Windows) to
Configure the PATROL Agent

This chapter describes how you can use the wpconfig utility to configure
the PATROL Agent. This chapter discusses the following topics and

tasks:

Overview of the wpconfig Configuration Utility .. ............. 10-2

Prerequisites for Using the wpconfig Configuration Utility ...... 10-3

Overview of wpconfig Functions. . ......................... 10-3

Working with thewpconfigWindow . ....................... 10-6
Accessing thewpconfigWindow. . ...................... 10-7
Closing thewpconfigWindow. .. ....................... 10-8
Creating aNew Configuration. .. ....................... 10-8

Tasks Available for Using the wpconfig Utility . ............... 10-8
Retrieving a Configuration from a PATROL Agent. ......... 10-8
Getting a Configuration fromaPATROL Agent .. .......... 10-9
Adding a Variable to a PATROL Agent Configuration . ... ... 10-11
AddingaNew Variable . ............... ... ... .. 10-12
Modifying a Variable in aConfiguration. . ................ 10-14
Modifying an Existing Variable. ........................ 10-15
Modifying the Default Account Variable. . ................ 10-18
Deleting a Variable from a Configuration ... .............. 10-20
Deleting an Existing Variable . ......................... 10-21
Viewing ChangesinaConfiguration..................... 10-22
Applying aConfigurationto aPATROL Agent............. 10-25
Applying aConfigurationtoan Agent. . .. ................ 10-26
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Overview of the wpconfig Configuration Utility

The wpconfig utility provides the following functionality for the
configuration of a PATROL Agent:

get aconfiguration

add a new variable

modify an existing variable
delete an existing variable

view the changes you have made
apply the configuration

The wpconfig utility provides the following functionality for the
PATROL Agent:

reload
purge
reinitialize
stop (kill)
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Prerequisites for Using the wpconfig
Configuration Utility

Before you configure the PATROL Agent with the wpconfig
configuration utility, make sure you have completed these prerequisites:

e You have reviewed and understood Chapter 3, “Background About
Configuring the PATROL Agent.”

* You know the change files you want to use.

e You have started the PATROL Agent. (See Chapter 2, “ Starting and
Stopping the PATROL Agent.”)

If you want to change values for variables, make sure you have
completed these prerequisites:

* You have write permission on the change file.
e You know the variables that you need to change in the change files.

Overview of wpconfig Functions

Table 10-1 provides an overview of the menus and menu commands
included in wpconfig.
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Table 10-1

Menus and Menu Commands for the wpconfig Utility (Part 1 of 2)

Menu Command Description
File New Creates a new PATROL Agent configuration by loading
the confi g. def aul t file.

Open Opens an existing PATROL Agent configuration by
loading the confi g. def aul t file and the change file
you specify.

Save Saves the change file for the PATROL Agent.

Save As Saves the change file for the PATROL Agent to a name
you specify.

Exit Closes the wpconfig window.

Edit Undo Reverses the last action.

Cut Deletes the selected text and moves it to the clipboard.

Copy Copies the selected text to the clipboard.

Paste Inserts the text from the clipboard.

Select All Selects all variables in the configuration.

Add Variable Displays the Add Variable dialog box to insert a new
variable into the configuration.

Modify Variable Displays the Modify Variable dialog box to modify an
existing variable in the configuration.

Delete Variable Displays the Delete Variable dialog box to delete an
existing variable from the configuration.

Reset to Default Resets the selected variable to its default value.

View Toolbar Displays and hides the wpconfig Toolbar.

Status Bar Displays and hides the wpconfig Status Bar.
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Table 10-1 Menus and Menu Commands for the wpconfig Utility (Part 2 of 2)

Menu Command Description

Tools Get Configuration Displays the Get Configuration dialog box to open an
existing PATROL Agent configuration.

Apply Configuration Displays the Apply Configuration dialog box to send the
currently opened configuration to a PATROL Agent.

View Changes Displays the View Changes window to show the
changes made to the configuration.

Reload Agent Reloads the confi g. def aul t file and the change file
for a PATROL Agent.

Purge Agent Removes the existing configuration from a PATROL
Agent and builds a new configuration from the
config. def aul t file and the change file for the

PATROL Agent.

Reinitialize Agent Displays the Reinitialize Agent dialog box to restart the
PATROL Agent.

Kill Agent Displays the Kill Agent dialog box to stop the PATROL
Agent.

Update License Displays the Open dialog box to open a license file to
send to a PATROL Agent.

Options Include Default Specifies whether to include the default variables and
Variables their values when saving and applying configuration

changes. The default value for this option is of f so that
default variables are not included.

Purge Before Applying Specifies whether or not to purge a remote agent
configuration before applying a hew configuration. The
default value for this option is of f so that the remote
agent is not purged.

Help About wpconfig Displays the About box containing the version number
of wpconfig and other information about PATROL.
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Working with the wpconfig Window
The wpconfig window displays the current configuration in an interface
that is similar to Windows Explorer. You can navigate through the
variable name hierarchy in the tree on the left and view the names of the

variables in the current section in the list on the right. Log messages are
displayed at the bottom of the wpconfig window.

Example of the wpconfig Window

Figure 10-1 is an example of the wpconfig window.

Figure 10-1 wpconfig Window
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Figure 10-2 wpconfig Toolbar
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Accessing the wpconfig Window

You can start the wpconfig configuration utility and access the wpconfig
primary window using one of the following:

e Windows Start Menu Run utility
e Windows Explorer
e the DOS prompt

If you do not have either a PATROL Developer Console or Windows
environment, you must use the pconfig command-line configuration
utility. For information on the pconfig command-line configuration
utility, see Chapter 8, “Using pconfig to Configure the PATROL Agent.”

Access Control List

The agent access control list (ACL) defines the wpconfig connection
mode as configuration (C).

To Access the wpconfig Window

Step 1

Step 2

From the Windows Start Button, click Start => Run.
The Run dialog box is displayed.
Type “PATROL_HOME% bi n\ wpconfi g. exe and click OK.

The wpconfig window is displayed.

Note
In Step 2, the- v option can be used to display the version number of
wpconfig.
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Closing the wpconfig Window

You can close the wpconfig window by choosing File => Exit.

Creating a New Configuration

When wpconfig is started, a new configuration is created using the
variables and values specified in the local config.default file as default
variables. If a change file was specified, either as a command-line
argument or by double-clicking itsicon in the Open dialog box, then the
specified changes are loaded also.

Tasks Available for Using the wpconfig Utility

You can perform these tasks using the wpconfig configuration utility:

e retrieve aconfiguration from a PATROL Agent

e add avariable to a PATROL Agent configuration
« modify avariable in a configuration

e delete avariable from a configuration

e view changesin aconfiguration

e apply aconfiguration to a PATROL Agent

Retrieving a Configuration from a PATROL Agent

You can retrieve a configuration from aremote PATROL Agent. The
default variables for the PATROL Agent are retrieved as well as any
changes made to the PATROL Agent’s current configuration.
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Getting a Configuration from a PATROL Agent

Summary:  Usethis procedure to get a configuration from aremote PATROL Agent.

Before You Begin
Before you begin to get a configuration from the PATROL Agent, make
sure that you have completed the following prerequisites:

* You have read and understood the sections “Overview of the
wpconfig Configuration Utility” on page 10-2, and “Overview of
wpconfig Functions” on page 10-3.

* You have started the wpconfig configuration utility.
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To Get a Remote Agent’s Configuration
Step1  Perform one of the following actions:

e Choose Tools=> Get Configuration.
e Click the Get Configuration toolbar button.

The Get Configuration dialog box is displayed. The dialog box is
initialized using the values from the last agent communication.

Figure 10-3 The Get Configuration Dialog Box
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Step 2 Enter or select (from the drop down list) the host name of the remote
agent as well as the port and protocol to use when establishing the
connection.

Step3  Click OK.

The default variables for the PATROL Agent and any changes that have
been applied are displayed.
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Adding a Variable to a PATROL Agent Configuration

After you open or get a configuration and it is displayed in the main
window, you can edit the configuration by adding new variables. The
new variables are displayed with the existing variables in the list of
variables and their values. Any leading or trailing white spaceistrimmed
from the variable name and value string before being added to the
configuration. In addition, leading and trailing double-quotes are
trimmed from the value setting.
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Adding a New Variable

Summary:  Usethis procedure to a add a new variable to the agent’s configuration.

Before You Begin

Before you begin to add a new variable, make sure that you have
compl eted the following prerequisites:

* You have read and understood the sections “Overview of the
wpconfig Configuration Utility” on page 10-2, and “Overview of
wpconfig Functions’ on page 10-3.

* You have started the wpconfig configuration utility.

To Add a New Variable to the Configuration
Step 1  Perform one of the following actions:

¢ Choose Edit => Add Variable.
e Pressthelnsert key.

The Add Variable dialog box is displayed. The variable nameis
initialized using the current section in the variable name hierarchy.

Figure 10-4 The Add Variable Dialog Box
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Step 2 Typethe name of the variable and its value.

Step3  Click OK.

BMC Software, Inc., Confidential and Proprietary Information

10-12 PATROL Agent Reference Manual



The variable is added to the list of variables and their values. If avariable
with the same name already exists in the configuration, aprompt is
displayed for a different variable name.
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Modifying a Variable in a Configuration

After you open or get a configuration and it is displayed in the main
window, you can edit the configuration by modifying the variables. You
modify variables by editing the change entries for the variable in the
Change Entry dialog box, which can be accessed from the Modify
Variable dialog box.

When you modify avariable, any leading or trailing white spaceis
trimmed from the variable name and value string before being added to
the configuration. In addition, leading and trailing double-quotes are
trimmed from the value string.
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Modifying an Existing Variable

Summary:  Usethis procedure to modify an existing variable in a configuration.

Before You Begin

Before you begin to modify an existing variable, make sure that you have
compl eted the following prerequisites:

* You have read and understood the sections “Overview of the
wpconfig Configuration Utility” on page 10-2, and “Overview of
wpconfig Functions” on page 10-3.

* You have started the wpconfig configuration utility.

To Modify a Variable in the Configuration
Step 1  Perform one of the following actions:

¢ Click thevariablein thelist of variables and their values and choose
Edit => Modify Variable.

* Double-click the variable.

The Modify Variable dialog box is displayed. The didlog box is
initialized using the values from the variable you selected. The variable
name and any existing default value are displayed as read-only with the
change entries for the variable in a scrollable list box below them.
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Figure 10-5 The Modify Variable Dialog Box
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The toolbar in the Modify Variable dialog box, as shown in Figure 10-6,
is used to initiate editing operations for the change entriesin the list box.
The buttons allow the user to add, delete, move up, and move down the
entriesin the list.

Figure 10-6 Toolbar in the Modify Variable Dialog Box

add move down
= [
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Step 2 Perform one of the following actions:

« Double-click the change entry.
e Click the appropriate toolbar button.

The Change Entry dialog box is displayed.

Figure 10-7 The Change Entry Dialog Box
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Step 3 Specify the type of change entry you want and the value for the change.
Step 4  Click OK inthe Change Entry dialog box.
Step5  Click OK inthe Modify Variable dialog box.

The change entry is added to the variable and ared icon is displayed next
to the name of the variable that has been changed.
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Modifying the Default Account Variable

Summary:  After you open or get aconfiguration and it is displayed in the main
window, you can modify the default account variable. The variable name
for the default account variable is Agent Set up/ def aul t Account .

Before You Begin

Before you begin to modify the default account variable, make sure that
you have completed the following prerequisites:

* You have read and understood the sections “Overview of the
wpconfig Configuration Utility” on page 10-2, and “ Overview of
wpconfig Functions’ on page 10-3.

* You have started the wpconfig configuration utility.

Note

The pconfig and xpconfig utilities can also be used to modify this
account. See “Using xpconfig (Unix) to Configure the PATROL Agent”
on page 9-1 and “ Using pconfig to Configure the PATROL Agent” on

page 8-1.

To Modify the Default Account Variable
Step1  Perform one of the following actions:

* Click the default account variable in the list of variables and their
values and choose Edit => M odify Variable.

* Double-click the default account variable.

The Modify Variable dialog box is displayed.
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Figure 10-8 The Modify Variable Dialog Box
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Step 2 Double-click the existing change entry.

The Set Default Account dialog box is displayed.

Figure 10-9 The Set Default Account Dialog Box
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Step 3 Specify the user name and password for the default user account. You
must type the password twice for verification.

Step 4  Click OK inthe Set Default Account dialog box.
Step5  Click OK inthe Modify Variable dialog box.

The change entry is added to the variable and ared icon is displayed next
to the name of the variable that has been changed.

BMC Software, Inc., Confidential and Proprietary Information

Using wpconfig (Windows) to Configure the PATROL Agent  10-19




Deleting a Variable from a Configuration

After you open or get a configuration and it is displayed in the main
window, you can edit the configuration by deleting variables. The deleted
variables and their values are removed from the list of variables.

Deleting the variable meansthat it is not included when applying a
configuration to aremote agent or when saving to disk. Deleting does not
remove the variable from aremote agent’s configuration. To delete a
variable from aremote agent’s configuration, modify the variable to
include the “DELETE" change command in the variable’s change entry
list.

Note

You cannot delete default variables from the configuration. If you
attempt to delete a default variable, a warning message says that the
variable cannot be deleted, and the variable is left unchanged.
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Deleting an Existing Variable

Summary:  Usethis procedure to delete an existing variable from a configuration.

Before You Begin

Before you begin to delete an existing variable from the configuration,
make sure that you have completed the following prerequisites:

* You have read and understood the sections “Overview of the
wpconfig Configuration Utility” on page 10-2, and “Overview of
wpconfig Functions” on page 10-3.

* You have started the wpconfig configuration utility.

To Delete Variables from the Configuration
Step 1 Click the variables in the configuration variable list.
Step 2 Perform one of the following actions:

¢ Choose Edit => Delete Variable menu item.
e Pressthe Delete key.

The variable and its value is removed from the list of variables.
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Viewing Changes in a Configuration
After you have modified the configuration displayed in the main window,

you can view the resulting change file to be used when the configuration
is applied to aremove agent or saved to afile.
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Viewing Configuration Changes

Summary:  Usethis procedure to view the changes made in a configuration.

Before You Begin

Before you begin viewing changes, complete the following prerequisites:

* You have read and understood the sections “ Overview of the
wpconfig Configuration Utility” on page 10-2, and “Overview of
wpconfig Functions’ on page 10-3.

* You have started the wpconfig configuration utility.

To View the Configuration Changes
»> Perform one of the following actions:

e Choose Tools=> View Changes.
e Click the View Changes toolbar button.
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The View Changes dialog box is displayed.

Figure 10-10 The View Changes Dialog Box

i Yiew Changes E
PATROL_CONFIG |

"' gentS etup/defaulttcoount'’ = {
REPLACE = "patraladmin/44FD1ADAF4394 341 C3DAE1 7B21B401

1

"' gentS etup/pemCacheSize" = {
MERGE ="500"

'

v
4| | »

BMC Software, Inc., Confidential and Proprietary Information

10-24

PATROL Agent Reference Manual



Applying a Configuration to a PATROL Agent

After you have modified the configuration displayed in the main window,
you can apply the configuration to aremote PATROL Agent to update
the PATROL Agent’s configuration.

Some of the variables require the PATROL Agent to bereinitialized
before they take effect. For information on when changes to
configuration variables take effect, see “When Changes to the
Configuration Take Effect” on page 3-7.
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Applying a Configuration to an Agent

Summary:  Usethis procedure to apply a configuration to an agent.

Before You Begin

Before you begin to apply a configuration to an PATROL Agent, make
sure that you have completed the following prerequisites:

* You have read and understood the sections “Overview of the
wpconfig Configuration Utility” on page 10-2, and “Overview of
wpconfig Functions’ on page 10-3.

* You have started the wpconfig configuration utility.

To Apply a Remote Agent’s Configuration
Step 1  Perform one of the following actions:

e Choose Tools=> Apply Configuration.
e Click the Apply Configuration toolbar button.

The Apply Configuration dialog box is displayed. The dialog box is
initialized using the values from the last agent communication.

Figure 10-11 The Apply Configuration Dialog Box
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Step 2 Specify the host name of the remote agent as well as the port and
protocol to use when establishing the connection.

Step 3  Click OK.

The configuration for the PATROL Agent is updated.
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11

PATROL Agent Logs

This chapter describes the many log files to which the PATROL Agent
writes various information. For each type of log file, it discussesfile
location, contents, format, management, and aging. This chapter contains
the following sections:

PATROLEvENtLOg .. ... oot 11-3
EventsStored. . ... 11-3
CoNteNtS. . ..o 11-3
LOCAiON . . .ot 11-4

Setting Up the Event Log Fileand Size. ..................... 11-4
NamingtheEvent LogFile............................ 11-5
SettingtheEvent Log FileSize......................... 11-5

Managing the PATROL EventCache. ....................... 11-6
SettingtheCacheSize............. ... i, 11-6
Setting the Number of Events Stored inthe Cache. . ........ 11-7

Extracting Event Datafromthe PEM Log.................... 11-8
BeforeYouBegin........... ... . i 11-11
SYNAX . ot e 11-11
OPtiONS. ..ot 11-12
EXamples . ... 11-14
Troubleshooting. . ... 11-14

PATROL Event Archive. ........ ... it 11-15
CoNteNtS. . ..o 11-15
Location. . ... 11-15
OpEratioN . ..ot e 11-15
SElECtEVENES . . ..t 11-16
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PATROL AgentErrorLog . ... viiii e 11-16

CoNteNtS . . .o 11-16
Location . .. ... 11-17
SaMpPlE . . e 11-17
Limiting Size By Restricting the Number of Messages. . ... .. 11-18
LogFile Aging. ... i 11-18
Log Filesfor PATROL Single Sign-On for Windows2000. . ... .. 11-20
Agent Audit Log. . ..o 11-21
CoNtentS . . .o 11-22
Location . ... ... 11-22
SettingUp AuditLogging . .......coovv i 11-23
Keysand Valuesfor the Audit Log Variable .. ............. 11-24
AuditLogFileFormat . ............ ... ... i, 11-25
Sample AuditLogFile........... ... .. ... ... ... ... 11-27
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PATROL Event Log

The PATROL Agent records events in a proprietary format. The latest
events are stored in memory for quick access. This memory spaceis an
array of structuresthat is caled the PEM cache. As hew events are
created, older events are written to alog file called the PEM log.
PATROL provides a utility that enables you to extract information about
events from the log file.

Events Stored

In the Standard Event Catalog, which is accessible through the console,
you can determine whether an event is stored in the PEM log by setting
the event’s Life Expectancy. Storage optionsinclude delete if closed,
deleteif information, do not store, and store.

Contents

The PATROL Agent Event log records the following information for each
event:

Table 11-1 Information Stored in Event Log

Information Type Description

event ID the order in which the event occurred

status the event’s current status

type the type of event

node the host from which the event originated

origin the monitored object that triggered the event

time and date the time and date that the event occurred

event description a brief description of the nature of the event

event diary comments about what triggered this event or what
type of actions were taken in response to this event
Users add these comments and the event manager
time-stamps each entry.

BMC Software, Inc., Confidential and Proprietary Information

PATROL Agent Logs 11-3



Location
Table 11-2 indicates the filename and path of the event log files.

Table 11-2 Location of Event Log Files

File and Path for Unix

File Description | File Name and Path for Windows

event log file $PATROL_HOME/ | og/ PEM host_port. | og

%PATROL_HOME% | og\ PEM host_port. | og

Setting Up the Event Log File and Size
Theevent log fileis arepository that is stored locally on computers
monitored by PATROL Agents. It is not the same as the event cache,
which isin memory.

When the cache becomes full, events are removed from it and placed in
the repository file, which uses the foll owing naming convention:

PEM host nane_port. | og
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Naming the Event Log File

The /AgentSetup/pemL ogName configuration variable determines the
naming format of the event log. Thelog fileis stored in

PATROL_HOME\log.

Format and Type of
Data

text string (no spaces), not applicable

Default Value

PEM_hostname-portnum.log

Minimum and
Maximum

not applicable

Dependencies

none

Recommendation

If you change the name, use a name that
indicates the log’s purpose and origin.

Setting the Event Log File Size

The /AgentSetup/pemL ogSize configuration variable controls the
maximum size in bytes of the event log. The PEM log fileisacircular
file. When the filefills up, the agent deletes older events to accommodate

New ones.

Format and Type of
Data

numeric, bytes

Default Value

250 KB

Minimum and
Maximum

10240 bytes, none

Dependencies

none

Recommendation

A larger cache size improves the results in the
event history, but consumes more system
resources.
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Managing the PATROL Event Cache

PATROL allows you to manage the Event Cache by size or by number of
events per object. PATROL uses this variable to determine how to
manage event cache size, and if by event number, how many eventsit
should retain per object.

Setting the Cache Size

The /AgentSetup/pemCacheSize configuration variable determines the
sizein bytes of the cache used by the agent for event management.

Format and Type of numeric, bytes
Data

Default Value 500
Minimum and 10, 20480
Maximum

/AgentSetup/pemEvMemRetention determines
whether this variable has any effect. If the value
of pemEvMemRetention is greater than zero, the
Dependencies PATROL Agent ignores the value of this variable.

A larger cache size improves the performance of
the agent but consumes more memory.

To determine the value to use, estimate 200
Recommendation bytes per event.

Operation

An event istriggered. The agent gets the object of the incoming event
and reads the number of events stored for that object. If the number of
eventsis less than pemEvMemRetention, the agent saves the incoming
event in the cache. If the number is greater than or equal to the variable,
the agent transfers the oldest event to the log and saves the new event in
the cache. When the cache fills up, the agent increases the cache size by
half of its current size. The agent bases the cache's initial size on
pemCacheSize.
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Setting the Number of Events Stored in the Cache

The /AgentSetup/pemEvM emRetention configuration variable determines
the number of events the PEM engine keepsin memory for each object.

0—pemCacheSize configuration variable
determines the cache size used for event
management

n—pemEvMemRetention guarantees the last n

Values events are retained in memory
Default Value 0
Minimum and 0, none

Maximum

Dependencies

/AgentSetup/pemCacheSize is controlled by this
variable. If the value of this variable is greater
than zero, the PATROL Agent ignores the value
of the pemCacheSize variable.

Recommendation

Entering a value of 2 guarantees that the last two
events are in memory. PATROL stores the
remaining events on the local disk.

The more events stored in memory, the better the
performance of the agent, but the more memory
consumed. To determine the value to use,
estimate 200 bytes per event.

For example, if an agent monitors 400 objects
(applications, instances, parameters), the
pemEvMemRetention is 2, and the average
event size is 200 bytes, the resulting log is
approximately 160K.

Operation

When the cache is 100% full, the agent transfers 50% of the eventsto the
PEM log. During the transfer of events, the agent retainsin cache at least
one event for every object. During proper shutdown, the agent writes all
eventsin the cacheto the log.
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Extracting Event Data from the PEM Log

Usethedunp_event s command line utility to extract events from the
PEM log, convert them into ASCII format, and write them to atext file.

Note

The dump_events utility does not access the PEM cache and thus does
not extract the most recent events.

Every dumped event displays the following information by default:

e eventlD
e gtatus

* type

o date/time
* node

e origin

e event description
« eventdiary
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The following example is an extract of PEM t xt :

Example
15 OPEN STATE_CHANGE Wed Mar 30 09:39:41 1994

pal mtree CPU. CPU State Change: OK ALARM

Current state is inherited froman alert on gl obal
paranmeter ‘ CPUCpultil’.

16 OPEN STATE_CHANGE Wed Mar 30 09:39:41 1994

pal ntree SYSTEM SYSTEM St at e Change: OK ALARM
Current state is inherited froman alert on gl obal
paranmeter ‘ SYSCpultil’.

17 OPEN STATE_CHANGE Wed Mar 30 09:39:41 1994

pal mtree NETWORK. NETWORK St at e Change: OK warn
Current state is inherited froman alert on gl obal
paranmeter ‘NETSGet Attr’ .

18 OPEN STATE_CHANGE Wed Mar 30 09:39:42 1994

pal ntree FI LESYSTEM patrol -doubl oon St ate Change: OK
ALARM

Current state is inherited froman alert on gl obal
paraneter ‘FSCapacity’.

When you use dunp_event s, keep these limitations and guidelinesin
mind:

e Only one copy of dunp_event s isalowed toberun at atimeon a
single system. Otherwise the behavior is unpredictable.

e dunp_event s should run on the same host as the PATROL Agent
because both use the same lock file (ci rcul ar-fi | e- nane. | ock)
inthe / $PATROL_HOME/ | og directory for Uni x and
PEM_hostname_port. | og %PATROL_HOME% | og directory f or
W ndows.

« dunp_event s isinstalled with the agent; the PATROL
environment must be set up prior to executing it.

The following directories are used by thedunp_event s utility:
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Table 11-3 dump_events Utility Directory Structure

Unix

Windows

Description

$PATROL_HOVE/ | og

Y%PATROL_HOVE% | og

The default location of the lock file, which should be
non-NFS mounted.

$HOVE/ pat r ol

%HOMEDRIVE%\
%HOMEPATH%\
patrol

The default location of the ASCII file PEM t xt .
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Before You Begin

The PATROL environment must be set up prior to running dump_events.
You must set the PATROL_HOME environment variable. Table 11-4
describes how to define this variable for Unix and Windows.

Table 11-4 PATROL_HOME Environment Variable

For Unix, run...

. For Windows NT, select...
Environment

Variable For Windows 2000, select...

PATROL_HOME . .Ipatrolrc.sh (for Korn and Bourne shell)
source .patrolrc (for C shell)

Start => Settings => Control Panel => System =>
Environment; type the variable name
(PATROL_HOME), the value (the path), then click
Set.

Start => Settings => Control Panel => System =>
Advance, and click Environment Variables. Click
New and type the variable name
(PATROL_HOME), the value (the path), then, click
OK.

Syntax

Thedunp_event s utility has the following format:

dunp_events -s circular-file-full-name]
-d ASCII-file-full-name]
-t lock-file-dir-name]
-m  printf-fmt-string
-f]

vl

[
[
[
[
[
[_
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Options

The following table lists and defines the options for the dunp_event s
command line utility.

Table 11-5 Options for the dump_events Command Line Utility
(Part 1 of 2)

Option

Definition

-S

This option provides the full name of the event log file
(circular file) if different than the default.

The default is

$PATROL_HOVE/ | og/ PEM host - 3181. | og. for Unix and
%PATROL_HOVE% | og\ PEM host - 3181. | og. for
Windows. If you do not provide a directory, the default
directory is used.

This option provides the full name of the ASCII dump file if
different than the default. The default is

$HOVE/ pat r ol / PEM host - 3181. t xt . If you do not
provide a directory, the default directory is used.

-t

This option provides the directory name of the circular file
lock. The default is $PATROL_HOVE/ | og for Unix and
YPATROL_HOVE% | og for Windows. If you do not provide
a directory, the default directory is used.

This option enables the event-dumping and can be used if a
previous dunp_event s program was stopped.
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Table 11-5 Options for the dump_events Command Line Utility
(Part 2 of 2)

Option Definition

-m This option provides a user-defined format for event dump.
By default, the event manager uses the print format string
equivalent to

“9%4$s RPs YBPs Y$s %BPs YBPs WSs YBBs\n’.

The arguments have the following order:
. Event ID (%1%$s)

. Status (%23$s)

. Type (%3%s)

. Time (%4$s)

. Node (%5%s)

. Origin (%6%$s)

. Desc (%7%s)

. Diary (%8%s)

O~NO OIS WNPE

The following escape sequence is recognized in the
printf-fmt-string:

\n new line

\v vertical tab

\t tab

\r carriage return

-v Displays version information.
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Examples

Troubleshooting

dunp_events -m
"UB8%s %W Ps UBPs UBPs %Ps %Ps UBPs WRPs % Bs\n’

Note the single quotes around the string format. This command dumps
event fields in reverse order to the default, as follows:

N~ WDNE

Diary
Description
Origin
Node

Time

Type
Status
Event ID

dunp_events -m’'\t% \t% \t% \t% \t% \t%
\t9% \t%\n\n\n’

This command dumpsfields in the default order, separated by tabs. Three
new lines separate events.

If thedunp_event s utility fails, check the following items:

ThefilesPEM host - 3181. | og and PEM host - 3181. | og. | ock
on Unix and PEM host - 3181. | og- | ock on Windows have the
correct file privileges.

Your environment variables $HOVE, $PATROL_HOVE, and
$PATROL_ADM N are correct.

Your lock file directory is not NFS mounted.
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PATROL Event Archive

Contents

Location

Operation

PATROL provides a separate facility, the PEM Archivefile, to record and
store events based u