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About this document

This document supports z/OS (5694—A01) and z/OS.e (5655-G52).

This document contains information about Resource Access Control Facility
(RACF), which is a component of Security Server. The Security Server is comprised
of the following components:

* Resource Access Control Facility (RACF)
» DCE Security Server
« z/OS Firewall Technologies

+ Lightweight Directory Access Protocol (LDAP) Server, which includes client and
server function

* Open Cryptographic Enhanced Plug-ins (OCEP)
* Network Authentication Service
* PKI Services

For information about the other components, see the publications related to those
components.

This publication contains a description (including syntax and related information) of
macros provided with RACF. In addition, this publication provides information on
coding the interfaces used to invoke RACF from the RACF ISPF panels.

It does not document the RACROUTE macro and the independent RACF system
macros (such as RACHECK, RACDEF, and RACINIT) that are documented in
[Security Server RACROUTE Macro Reference,k RACF callable services and their
associated data areas are documented in |zZ0S Security Server RACF Callabld
-Service

Intended audience

This publication is intended for use by system programmers or installation
personnel for:

* Installing RACF

* Maintaining RACF databases

» Writing, testing, and installing RACF exits

* Modifying the RACF program product to satisfy the installation’s particular needs

Readers of this publication should be familiar with the information in [z/0S Security]
Server RACF Security Administrator’s Guide, |z/0S Security Server RACROUTH
Macro Reference} and [z/0S Security Server RACF System Programmer’s Guide}

[z/0OS Security Server RACF Auditor’s Guide, which describes the RACF report
writer, might also be useful.

How to use this document

The major sections of this document contain information on the RACF product
macros and interface information. Each description includes:

* A general description of the service that the macro performs,

» A table of syntax rules that you must follow when you code the macro,

© Copyright IBM Corp. 1994, 2002 Xi



Preface

A list of the parameters you can specify and an explanation of each parameter.

[Chapter 1, “RACF Customization Macros”}, provides information on the macros
that are part of the RACF product and are necessary to its operation. System
programmers can use these macros to tailor RACF to meet the needs of your
installation in various ways. For example, they can add additional classes to the
class descriptor table via the ICHERCDE macro.

[Chapter 2, “Panel Driver Interface”} describes how installations can implement
a panel driver interface between an application program and the RACF panels.
[Chapter 3, “Profile Name List Service Routine”} describes how installations
using TSO/E can use IRRPNLOO to call RACF to retrieve the names of profiles.
[Chapter 4, “Date Conversion Routine”} describes the Date Conversion
Routine, how to invoke it and the format of a Returned Converted Date.

|Chapter 5, “SMF Records”l contains information on SMF record types 80, 81,
and 83 as well as reformatted RACF SMF records.

|Chapter 6, “RACF SMF Data Unload Utility (IRRADUOO)”I, contains detailed
descriptions of the records produced by the RACF SMF data unload utility.
[Chapter 10, “RACF Database Unload Utility (IRRDBU00)”} contains detailed
descriptions of the records produced by the RACF database unload utility.
[Chapter 11, “The RACF Secured Signon PassTicket] describes the
PassTicket, an alternative to the RACF password.

[Chapter 12, “The RACF Environment Service”} contains the Environment
Service functions, descriptions, requirements and parameters.

+ [Appendix A, “ICHEINTY, ICHETEST, and ICHEACTN Macros’}, provides
information on the ICHEINTY macro and the macros that work as part of it:
ICHETEST and ICHEACTN. Very experienced programmers who want to write
their own code to interface with the RACF database can use these macros to do
so. Given the level of complexity of the ICHEINTY macro, however, it is
recommended that you use the RACROUTE REQUEST=EXTRACT macro
instead.

+ |Appendix B, “REXX RACVAR”} describes the RACF service for REXX EXECs
that provides information about the running user.

[Appendix C, “IBM-supplied class descriptor table entries’}, lists the class
entries supplied by IBM in the class descriptor table (ICHRRCDX).

- |Appendix D, “RACF database templates”} contains database templates.

- |Appendix E, “Event Code Qualifier Descriptions”} contains detailed
explanations of the SMF event code qualifiers.

[Appendix G, “Notices™, contains copyright and trademark information.

Where to find more information
Where necessary, this document references information in other publications. For
complete titles and order numbers for all elements of z0S™, see |z/0OS Informatior}

Softcopy publications

The RACF® library is available on the following CD-ROMs. The CD-ROM online
library collections include Library Reader™, which is a program that enables you to
view the softcopy documents.

SK3T-4269 z/OS Version 1 Release 4 Collection

Xii  z/0S V1R4.0 Security Server RACF Macros and Interfaces



Preface

This collection contains the set of unlicensed documents for the
current release of z/OS in both BookManager® and Portable
Document Format (PDF) files. You can view or print the PDF files
with the Adobe Acrobat reader.

SK3T-4272 z/0OS Security Server RACF Collection

This softcopy collection kit contains the Security Server library for
z/OS in both BookManager and Portable Document Format (PDF)
files. You can view or print the PDF files with the Adobe Acrobat
reader.

SK2T-2180 Online Library OS5/390 Security Server RACF Information Package

This softcopy collection contains the Security Server library for
08S/390. It also contains the RACF/MVS Version 2 product libraries,
the RACF/VM 1.10 product library, product documents from the
0S/390® and VM collections, International Technical Support
Organization (ITSO) documents (known as Redbooks™), and
Washington System Center (WSC) documents (known as orange
books) that contain information related to RACF. The collection
does not contain any licensed publications. By using this CD-ROM,
you have access to RACF-related information from IBM products
such as 0S/390, VM/ESA®, CICS®, and NetView®.

SK3T-7876 IBM eServer zSeries™ Redbooks Collection

This softcopy collection contains a set of documents called
Redbooks that pertain to zSeries subject areas ranging from
e-business application development and enablement to hardware,
networking, Linux, solutions, security, Parallel Sysplex® and many
others.

SK2T-2177 IBM Redbooks S/390® Collection

This softcopy collection contains a set of documents called
Redbooks that pertain to S/390 subject areas ranging from
application development and enablement to hardware, networking,
security, Parallel Sysplex and many others.

RACF courses
The following RACF classroom courses are available:

ES840 Implementing RACF Security for CICS/ESA® and CICS/TS
H3917 Basics of OS/390 Security Server RACF Administration
H3927 Effective RACF Administration

ES88A Exploiting the Features of O5/390 Security Server RACF

IBM provides a variety of educational offerings for RACF. For more information
about classroom courses and other offerings, do any of the following:

» See your IBM representative
+ Call 1-800-IBM-TEACH (1-800-426-8322)

Using LookAt to look up message explanations

LookAt is an online facility that allows you to look up explanations for most
messages you encounter, as well as for some system abends and codes. Using
LookAt to find information is faster than a conventional search because in most
cases LookAt goes directly to the message explanation.
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You can access LookAt from the Internet at:

[rttp://www.ibm.com/eserver/zseries/zos/bkserv/Tookat/|

or from anywhere in z/OS where you can access a TSO/E command line (for
example, TSO/E prompt, ISPF, z/OS UNIX System Services running OMVS). You
can also download code from the z/OS Collection (SK3T-4269) and the LookAt Web
site that will allow you to access LookAt from a handheld computer (Palm Pilot VIIx
suggested).

To use LookAt as a TSO/E command, you must have LookAt installed on your host
system. You can obtain the LookAt code for TSO/E from a disk on your zZ0OS
Collection (SK3T-4269) or from the News section on the LookAt Web site.

Some messages have information in more than one document. For those
messages, LookAt displays a list of documents in which the message appears.

Accessing z/OS licensed documents on the Internet
z/OS licensed documentation is available on the Internet in PDF format at the IBM

Resource Link™ Web site at:

[http://www.ibm.com/servers/resourcelink|

Licensed documents are available only to customers with a z/OS license. Access to
these documents requires an IBM Resource Link user ID and password, and a key
code. With your z/OS order you received a Memo to Licensees, (GI10-0671), that
includes this key code.

To obtain your IBM Resource Link user ID and password, log on to:
[ttp://www.ibm.com/servers/resourcelink|

To register for access to the z/OS licensed documents:
1. Sign in to Resource Link using your Resource Link user ID and password.
2. Select User Profiles located on the left-hand navigation bar.

Note: You cannot access the z/OS licensed documents unless you have registered
for access to them and received an e-mail confirmation informing you that
your request has been processed.

Printed licensed documents are not available from IBM.

You can use the PDF format on either z/OS Licensed Product Library CD-ROM or
IBM Resource Link to print licensed documents.

IBM systems center publications

IBM systems centers produce documents known as red and orange books that can
help you set up and use RACF. These documents have not been subjected to any
formal review nor have they been checked for technical accuracy, but they
represent current product understanding (at the time of their publication) and
provide valuable information on a wide range of RACF topics. They are not shipped
with RACF; you must order them separately. A selected list of these documents
follows. Other documents are available, but they are not included in this list, either
because the information they present has been incorporated into IBM product
manuals or because their technical content is outdated.

G320-9279 Systems Security Publications Bibliography
GG22-9396 Tutorial: Options for Tuning RACF
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GG24-3378 DFSMS and RACF Usage Considerations

GG24-3451 Introduction to System and Network Security: Considerations, Options, and
Techniques

GG24-3524 Network Security Involving the NetView Family of Products

GG24-3970 Elements of Security: RACF Overview - Student Notes

GG24-3971 Elements of Security: RACF Installation - Student Notes

GG24-3972 Elements of Security: RACF Advanced Topics - Student Notes

GG24-3984 RACF Macros and Exit Coding

GG24-4282 Secured Single Signon in a Client/Server Environment

GG24-4453 Enhanced Auditing Using the RACF SMF Data Unload Utility

GG26-2005 RACF Support for Open Systems Technical Presentation Guide

GC28-1210 System/390® MVS™ Sysplex Hardware and Software Migration

SG24-4704 0S/390 Security Services and RACF-DCE Interoperation

SG24-4820 0S/390 Security Server Audit Tool and Report Application

SG24-5158 Ready for e-business: 0S/390 Security Server Enhancements

SG24-5339 The OS/390 Security Server Meets Tivoli®: Managing RACF with Tivoli

Security Products

Other sources of information

IBM provides customer-accessible discussion areas where RACF may be discussed
by customer and IBM participants. Other information is also available through the
Internet.

IBM discussion areas

IBM provides ibm.servers.mvs.racf newsgroup for discussion of RACF-related
topics. You can find this newsgroup on news (NNTP) server news.software.ibm.com
using your favorite news reader client.

Internet sources
The following resources are available through the Internet to provide additional
information about the RACF library and other security-related topics:

* Online library

To view and print online versions of the z/OS publications, use this address:
|http://www.ibm.com/servers/eserver/zseries/zos/bkserv/|

Redbooks

The documents known as Redbooks that are produced by the International
Technical Support Organization (ITSO) are available at the following address:

|http://www.ibm.com/redbooks/|
* Enterprise systems security

For more information about security on the S/390 platform, OS/390, and z/OS,
including the elements that comprise the Security Server, use this address:

|http://www.ibm.com/servers/eserver/zseries/zos/security/|

RACF home page

You can visit the RACF home page on the World Wide Web using this address:
|http://www.ibm.com/servers/eserver/zseries/zos/racf/|

RACF-L discussion list

Customers and IBM participants may also discuss RACF on the RACF-L
discussion list. RACF-L is not operated or sponsored by IBM,; it is run by the
University of Georgia.

To subscribe to the RACF-L discussion and receive postings, send a note to:

listserv@listserv.uga.edu
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Include the following line in the body of the note, substituting your first name and
last name as indicated:

subscribe racf-1 first _name last_name

To post a question or response to RACF-L, send a note, including an appropriate
Subject: line, to:

racf-T1@Tistserv.uga.edu

Sample code

You can get sample code, internally-developed tools, and exits to help you use
RACF. This code works in our environment, at the time we make it available, but
is not officially supported. Each tool or sample has a README file that describes
the tool or sample and any restrictions on its use.

To access this code from a Web browser, go to the|RACF home pagel and select
the “Downloads” topic from the navigation bar, or go to
[ftp://ftp.software.ibm.com/eserver/zseries/zos/ract/|

The code is also available from ftp.software.ibm.com through anonymous FTP.
To get access:

1. Log in as user anonymous.

2. Change the directory, as follows, to find the subdirectories that contain the
sample code or tool you want to download:

cd eserver/zseries/zos/racf/

An announcement will be posted on the RACF-L discussion list and on
newsgroup ibm.servers.mvs.racf whenever something is added.

Note: Some Web browsers and some FTP clients (especially those using a
graphical interface) might have problems using ftp.software.ibm.com
because of inconsistencies in the way they implement the FTP protocols.
If you have problems, you can try the following:

— Try to get access by using a Web browser and the links from the
[RACF home page}

— Use a different FTP client. If necessary, use a client that is based on
command line interfaces instead of graphical interfaces.

— If your FTP client has configuration parameters for the type of remote
system, configure it as UNIX® instead of MVS.

Restrictions
Because the sample code and tools are not officially supported,

— There are no guaranteed enhancements.
— No APARs can be accepted.

To request copies of IBM publications

Direct your request for copies of any IBM publication to your IBM representative or
to the IBM branch office serving your locality.

There is also a toll-free customer support number (1-800-879-2755) available
Monday through Friday from 6:30 a.m. through 5:00 p.m. Mountain Time. You can
use this number to:

» Order or inquire about IBM publications
* Resolve any software manufacturing or delivery concerns
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» Activate the program reorder form to provide faster and more convenient ordering
of software updates
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Summary of Changes

Summary of changes
for SA22-7681-03
z/0OS Version 1 Release 4

This book contains information previously presented in z/OS Security Server RACF
System Programmer’s Guide, SA22-7681-02, which supports z/OS Version 1
Release 3.

New information

» Information is added to indicate that this document supports z/OS (5694—-A01)
and z/OS.e (5655-G52)

* LDAPBIND class

* SMF data types to support PKI

* Two ACCESS qualifiers

* IRRENSOO function codes and function flags, and ICHRFROX routine code
* The general resource EIM record, which defines EIM-related information

» Data Type 6 event code 24 bit added to support EIMREGISTRY and
NOEIMREGISTRY

» Data Type 6 event code 66 bit added to support the PCICC keyword

Changed information
* Invoking secured signon description of appname

Starting with z/OS Version 1 Release 2, you might notice changes in the style and
structure of some content in this book—for example, headings that use uppercase
for the first letter of initial words only, and procedures that have a different look and
format. The changes are ongoing improvements to the consistency and retrievability
of information in our books.

This book includes terminology, maintenance, and editorial changes. Technical
changes or additions to the text are indicated by a vertical line to the left of the
change.

Summary of Changes
for SA22-7682-02
z/OS Version 1 Release 3

This book contains information previously presented in |[z/OS Security Server RACH
Macros and Interfaced, SA22-7682-01, which supports z/OS Version 1 Release 2.

New Information
« [Chapter 6, “BRACF SMF Data Unload Utility (IRRADU00)” on page 113|was
updated to add the:
— PDACCESS event qualifiers and record extensions in support of Policy
Director Authorization Services Support.

— SETFACL and DELFACL event qualifiers and record extensions in support of
Access Control Lists.

— RPKIREAD, RPKIUPDR, and RPKIUPDC event qualifiers and record
extensions in support of PKI Services.

© Copyright IBM Corp. 1994, 2002 Xix



« [Chapter 5, “SMF Records” on page 35|was updated to reflect changes in support
of Access Control Lists, PKI Services, and Policy Director Authentication
Services.

— The following event codes were added:
69(45) R_PKIServ GENCERT
70(46) R_PKIServ EXPORT
71(47) Policy Director Control Decision
72(48) R_PKIServ QUERY, DETAILS, VERIFY
73(49) R_PKIServ UPDATEREQ
74(4A)
R_PKIServ UPDATECERT, REVOKE
75(4B)
SETFACL
76(4C)
DELFACL
* An appendix with z/OS product accessibility information has been added.

Changed Information

+ [The RACF Router Table Supplied by IBM (ICHRFR0X)” on page 21| was updated
to add an entriy for the CACHECLS class.

» Support of FMID 7706 for z/OS Version 1 Release 3 was added to the following
fields:
— SMF80VRM
— SMF81VRM
— SMF83VRM

+ [Chapter 10, “RACF Database Unload Utility (IRRDBUOQO)” on page 249 was
updated to reflect the following changes:
— User PROXY record (02E0Q)
— General resource PROXY record (0590)

+ |Appendix A, “ICHEINTY, ICHETEST, and ICHEACTN Macros” on page 313 was
updated to reflect support of FMID 7706 for z/OS Version 1 Release 3 on the
RELEASE operand of the following macros:

— ICHEINTY
— ICHETEST
— ICHEACTN

* |Appendix C, “IBM-supplied class descriptor table entries” on page 351|was
updated to add entries for the following classes:
— CACHECLS
— PRINTSRV

This book includes terminology, maintenance, and editorial changes. Technical
changes or additions to the text are indicated by a vertical line to the left of the
change.

Starting with z/OS Version 1 Release 2, you might notice changes in the style and
structure of some content in this book—for example, headings that use uppercase
for the first letter of initial words only, and procedures that have a different look and
format. The changes are ongoing improvements to the consistency and retrievability
of information in our books.

Summary of Changes

for SA22-7682-01
z/0OS Version 1 Release 2
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This book contains information previously presented in |[z/OS Security Server RACF
[Macros and Interfaced, SA22-7682-00, which supports z/OS Version 1 Release 1.

New Information
“ICHNCONV Coding Recommendation” on page 9|

Changed Information

“ICHERCDE Macro” on page 1|was updated to include the CASE operand in
support of mixed-case profile names.

“The RACF Router Table Supplied by IBM (ICHRFR0X)” on page 21| was updated
to add entries for the following classes:

— EJBROLE

— GDSNJR

— GEJBROLE

— MDSNJR

+ [Chapter 5, “SMF Records” on page 35|was updated to reflect the following

changes:

— Relocate section 13 was added to the following event codes:
8(8) ADDSD
21(15) RDEFINE

— Support of FMID 7705 for z/OS Version 1 Release 2 was added to the
following fields:
- SMF80VRM
- SMF81VRM
- SMF83VRM

— Aflag was added to the data type 6 record for event code 9( 9) in support of
the UNIVERSAL operand of the ADDGROUP command.

— Field SMF81KBL was added to record type 81 in support of SETROPTS
KERBLVL processing for Network Authentication Service.

+ [Chapter 6, “RACF SMF Data Unload Utility (IRRADU00)” on page 113|was
updated to add the RINI_KERBLVL field in support of SETROPTS KERBLVL
processing for Network Authentication Service.

« [Chapter 10, “RACF Database Unload Utility (IRRDBU00)” on page 249 was
updated to reflect the following changes:

— GPBD_UNIVERSAL field was added to the Group Basic data record (0100) in
support of universal groups.

— The following fields were added to the User KERB (02D0) and General
Resource KERB (0580) data records in support of SETROPTS KERBLVL
processing for Network Authentication Service:

- USKERB_ENCRYPT_DES
- USKERB_ENCRYPT_DESS3
- USKERB_ENCRYPT_DESD

— The description of the GRBD_UACC field of the General Resource Basic data
record (0500) was updated to include the following UACC values for profiles
in the DIGTCERT class:

- TRUST
- NOTRUST
- HIGHTRST

Appendix A, “ICHEINTY, ICHETEST, and ICHEACTN Macros” on page 313| was
updated to reflect support of FMID 7705 for z/OS Version 1 Release 2 z/OS on
the RELEASE operand of the following macros:

— ICHEINTY

— ICHETEST

— ICHEACTN
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« |Appendix C, “IBM-supplied class descriptor table entries” on page 351|was
updated to add entries for the following classes:
— EJBROLE

GDSNJR

GEJBROLE

MDSNJR

Appendix D, “RACF database templates” on page 391| was updated to reflect the

following changes:

— The UNVFLG field was added to the BASE segment of the GROUP template
in support of universal groups.

— The ENCRYPT field was added to the KERB segment of the following
templates in support of SETROPTS KERBLVL processing for Network
Authentication Service:

- USER
- GENERAL

Reorganized Information
+ [Chapter 12, “The RACF Environment Service” on page 307|

Starting with z/OS Version 1 Release 2, you might notice changes in the style and
structure of some content in this book—for example, headings that use uppercase
for the first letter of initial words only, and procedures that have a different look and
format. The changes are ongoing improvements to the consistency and retrievability
of information in our books.

This book includes terminology, maintenance, and editorial changes. Technical
changes or additions to the text are indicated by a vertical line to the left of the
change.
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Chapter 1. RACF Customization Macros

This chapter contains information that is not a programming interface. It is intended
to help the installations that use RACF product macros to customize a RACF
installation.

This chapter describes the following macros that are available for use by your
installation.

+ [“ICHERCDE Macro”}—used to generate entries for the resource class descriptor
table.

* |“ICHNCONV Macro” on page 9—used to create the installation’s naming
convention table.

+ [“ICHRFRTB Macro” on page 20—used to generate entries in the RACF router
table.

For the descriptions and functions of the ICHEINTY, ICHETEST, and ICHEACTN
product macros that are used to locate, update, test, and retrieve various profiles in
the RACF database see|Appendix A, “ICHEINTY, ICHETEST, and ICHEACTN|
Macros” on page 313

Recommendation:Because of the complexity of these macros and the cautions
required in their use, you should use the RACROUTE REQUEST=EXTRACT
system macro instead. See |zZ0S Security Server RACROUTE Macro Reference| for
more information.

ICHERCDE Macro

The ICHERCDE macro generates entries for the resource class descriptor table.
The class descriptor table contains information that directs the processing of
general resources. The table consists of an entry for each class except USER,
GROUP, and DATASET. To generate the table, you must invoke the macro once for
each class. To identify the end of the class descriptor table, you invoke the macro
without specifying any operands.

The class descriptor table has two parts. IBM supplies ICHRRCDX, which must not
be modified. The installation optionally supplies ICHRRCDE, which must have
RMODE(24). ICHRRCDE must reside in SYS1.LINKLIB or another library in your
linklist concatenation. Refer to [z/0S Security Server RACF System Programmer’s|
for instructions on how to create ICHRRCDE.

Member RACINSTL in SYS1.SAMPLIB, contains among other items, a sample job
stream for updating or creating an installation-defined class descriptor table
(ICHRRCDE).

Notes:

1. Any installation planning to use RACROUTE to process classes which the
installation has added, must either

* Code an ICHRFRTB macro instruction for each entry added to the class
descriptor table to be accessed by the RACROUTE macro instruction, or

» Specify DECOUPL=YES on the RACROUTE macro instruction itself

in order for RACROUTE to process the added classes. See [ICHRFRTB Macro’|

on page 24
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2. Before adding a user-defined entry to the class descriptor table, a
corresponding entry must be present in the RACF router table. The RACF
router table entries are made as follows:

a. If the class has RACLIST=ALLOWED, use ICHRFRTB to create a router
table entry. Code the ICHRFRTB macro with ACTION=RACF and specify
blanks for both the REQSTOR= and the SUBSYS= parameters so that
RACF can process the class if you issue a SETROPTS RACLIST command.

b. If your application uses RACROUTE, and requires REQSTOR= and
SUBSYS=, you will need to code an additional ICHRFRTB macro specifying
ACTION=RACF and the appropriate requester and subsystem values.

3. A maximum of 1024 classes can be defined in the class descriptor table; 438 of
these are available for installation use, and 586 are reserved for use by IBM.
There are 1024 POSIT values, of which numbers 19-56 and 128-527 are
available for installation use. Numbers 0-18, 57-127, and 528—-1023 are
reserved for IBM use.

4. Installations sharing a database do not need identical class-descriptor tables,
but they must be compatible. If the same class is present on multiple systems, it
must have the same attributes; for example, the POSIT numbers must be the
same. Therefore, if systems X and Y are sharing a database, and system X has
a class-descriptor table with classes a, b, and ¢, and system Y has a
class-descriptor table with classes a, b, c, d, e, and f, the classes a, b, and ¢
must be defined identically on both systems. However, system Y may have
classes d, e, and f that are not defined on system X. Note that when RACF is
enabled for sysplex communication, to allow flexibility when adding new classes
to the class-descriptor table RACF does not enforce consistency in the
class-descriptor table as it does with the data set name table and the range
table.

Once a class-descriptor table is assembled on RACF 2.2, that ICHRRCDE
module cannot be used on lower-level systems. For more information, see
[Security Server RACF System Programmer’s Guide

The ICHERCDE macro produces a CSECT for each invocation. If the CLASS
operand is present, the CSECT name is the name of the class being defined;
otherwise, the CSECT name is ICHRRCDE.

The ICHERCDE macro definition is as follows:

[Tabel] ICHERCDE [CLASS=classname]
[,CASE=UPPER|ASIS]
[,DFTRETC=0]48]
[,DFTUACC=ALTER|CONTROL | UPDATE | READ | NONE]
[, FIRST=ALPHA | NUMERIC | ALPHANUM | ANY |

NONATABC [NONATNUM]
[L,GENLIST=ALLOWED|DISALLOWED]
[,GROUP=group-class|MEMBER=member-class]
[, ID=number]
[L,KEYQUAL=0|nnn]
[,MAXLENX=number]
[,MAXLNTH=8|number]
[,OPER=YESTNO]
[,OTHER=ALPHA|NUMERIC | ALPHANUM | ANY |
NONATABC [NONATNUM]

[,POSIT=number]
[,PROFDEF=YES|NO]
[,RACLIST=ALLOWED|DISALLOWED]
[,RACLREQ=YES | NO]
[,RVRSMAC=YES |NO]
[, SLBLREQ=YES |NO]
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CLASS=class name
Specifies the name of the resource class. The name must be 4-8 characters
long and must consist of the following: A through Z, 0 through 9, or # (X'7B'), @
(X'7C"), $ (X'5B'"). The first character must be A through Z, # (X'7B'), @ (X'7C"),
or $ (X'5B'). You must include a # (X'7B'), @ (X'7C'), $ (X'5B'), or numeric
character in the name of any class you define in order to guarantee that
installation-defined classes do not conflict with classes supplied by IBM. In this
way, classes supplied by IBM should always have unique class names. If this
rule is not followed, the assembler issues a severity 4 MNOTE warning.

If you specify any options on the ICHERCDE macro, you must specify the
CLASS operand.

CASE=UPPER | ASIS
Specifies whether mixed-case profile names are allowed for the class specified
by the CLASS operand. UPPER is the default. When ASIS is specified, RACF
commands preserve the case of profile names for the specified class.
Lowercase characters are allowed in any position of the profile name where
alphabetic characters are allowed, based on the character restrictions specified
in the FIRST= and OTHER= operands.

DFTRETC=014I8
Specifies the return code that RACF will provide from RACROUTE
REQUEST=AUTH, or REQUEST=FASTAUTH when RACF and the class are
active and (if required) the class has been processed using SETROPTS
RACLIST, but RACF doesn't find a profile to protect the resource specified on
the AUTH or FASTAUTH request.
0 The access request was accepted.
4  No profile exists.
8 The access request was denied.

If you do not specify this parameter, it defaults to 4.

DFTUACC= ALTERICONTROLIUPDATEIREADINONE
Specifies the minimum access allowed if the access level is not set when a
resource profile is defined in the class. If you omit DFTUACC, and no access
level is specified at the time the profile is created, RACF uses the default
universal access authority from the command issuer's ACEE.

FIRST=
Specifies a character type restriction for the first character of the profile name.
ALPHA Specifies an alphabetic, # (X'7B'"), @ (X'7C'), or $ (X'5B").
ALPHA is the default value for both the FIRST and OTHER
operand.

NUMERIC Specifies a digit (0-9).

ALPHANUM  Specifies an alphabetic, a numeric, # (X'7B'), @ (X'7C'), or $
(X'5B').

ANY Specifies any character other than a blank, a comma, a
parenthesis, or a semicolon.

Note: Resource names (as opposed to profile names) for a
class should not contain the characters *, %, or & since
these characters do not work as expected when generic
profile processing is active for the class.

NONATABC  Specifies an alphabetic character. Characters such as # (X'7B"),
@ (X'7C", $ (X'5B'), and numerics are excluded.
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NONATNUM  Specifies an alphabetic or numeric character. Characters such
as # (X'7B'), @ (X'7C"), and $ (X'5B') are excluded.

GENLIST=ALLOWEDIDISALLOWED
Specifies whether SETROPTS GENLIST is to be allowed for the class. If you
GENLIST the class on the SETROPTS command, then if a user requests
access to a resource protected by a generic profile, a copy of that profile will be
brought into the common storage area, rather than into the user’s address
space. RACF uses those generic profiles in common storage to check the
authorization of any users who want to access the resource. The profiles
remain in common storage until a REFRESH occurs.

GROUP=group-class
Specifies the name of the class that groups the resources within the class
specified by the CLASS operand. If you omit this operand, RACF does not
allow resource grouping for the resource specified by the CLASS operand. If
group is specified, the group entry must be in the same class descriptor table
(CDT) as the member entry (IBM or installation).

ID=number
Specifies a number from 1 to 255 that is associated with the class name. RACF
stores this number in the general profile. Numbers 1 through 127 are reserved
for use by IBM; numbers 128 through 255 are reserved for use by the
installation.

The ID keyword need not be unique for each class; in fact, if more than 128
class descriptor table entries are defined by the installation, ID numbers will
have to be reused. An installation can use ID numbers to identify related
classes; however, RACF does not use the ID number. Do not confuse the ID
number with the POSIT number described below.

If you specify any options on the ICHERCDE macro, you must specify the 1D
operand.

KEYQUAL=nnn
Specifies the number of matching qualifiers RACF uses when loading generic
profile names to satisfy an authorization request if a discrete profile does not
exist for the resource. For example, if you specify two for the class, all generic
profile names whose two highest level qualifiers match the two highest qualifiers
of the entity name are loaded into the user's storage when the user requests
access to a resource.

If you do not specify KEYQUAL, the default is 0, and profile names for the
entire class are loaded and searched. The maximum value you can specify for
KEYQUAL is 123, which is the maximum number of qualifiers in a name 246
characters long.

When KEYQUAL=nnn is coded in the ICHERCDE macro, generic profiles
created in that class may not contain generic characters in the first nnn
qualifiers of the profile.

MAXLENX=number
Specifies the maximum length of resource and profile names for this class when
a RACROUTE macro is invoked with the ENTITYX keyword, or a profile is
added or changed via a RACF command processor. For installation-defined
classes you can specify a number from 1 to 246. If MAXLENX is not specified,
the value specified for MAXLNTH is used.

Notes:

1. Do not assemble a class descriptor table using MAXLENX and share it with
a system running a RACF release earlier than OS/390 V2R8.
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2. If you specify a MAXLENX value greater than the MAXLNTH value for a
class, before you define any profiles with names longer than MAXLNTH,
you should verify that any programs using RACROUTE
REQUEST=EXTRACT, TYPE=EXTRACTN or ICHEINTY NEXT for that
class will properly handle the longer names.

MAXLNTH=8Inumber
Specifies the maximum length of resource and profile names for this class when
MAXLENX is not specified. When MAXLENX is also specified, MAXLNTH
represents the maximum length of a resource name only when a RACROUTE
macro is invoked with the ENTITY keyword. For installation-defined classes,
you can specify a number from 1 to 246; the default is 8.

Note: You cannot use the MAXLNTH or MAXLENX parameters to change the
maximum size allowed for a resource name by the resource manager.
For example, CICS allows a maximum of 13 characters in a transaction
name. Thus, if you define additional CICS transaction classes, you must
also specify MAXLNTH=13.

This restriction does not apply to transaction grouping classes.

MEMBER=member-class
Specifies the name of the class grouped by the resources within the class
specified by the CLASS operand. The class name must be from 1 to 8
alphanumeric characters. When this operand is specified, the class being
defined is a resource group. If a member is specified, the member entry must
be in the same class descriptor table (CDT), (IBM or installation) as the group
entry.

OPER=YESINO
Specifies whether RACF is to take the OPERATIONS attribute into account
when it performs authorization checking. If YES is specified, RACF considers
the OPERATIONS attribute; if NO is specified, RACF ignores the OPERATIONS
attribute. YES is the default.

OTHER=
Specifies a character type restriction for the characters of the profile name other
than the first character.

ALPHA Specifies an alphabetic or # (X'7B'), @ (X'7C'), $ (X'5B').
ALPHA is the default value for both the FIRST and OTHER
operand.

NUMERIC Specifies a digit (0-9).

ALPHANUM  Specifies an alphabetic, numeric, or # (X'7B'), @ (X'7C'), $
(X'5B').

ANY Specifies any character other than a blank, comma, a
parenthesis, or semicolon.

Note: Resource names (as opposed to profile names) for a
class should not contain the characters *, %, or & since
these characters do not work as expected when generic
profile processing is active for the class.

NONATABC  Specifies an alphabetic character. Characters such as # (X'7B"),
@ (X'7C"), $ (X'5B'), and numerics are excluded.

NONATNUM  Specifies an alphabetic or numeric character. Characters such
as # (X'7B"), @ (X'7C"), and $ (X'5B') are excluded.
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POSIT=number

Specifies the POSIT number associated with the class. Each class in the class

descriptor table has a POSIT number specified on the ICHERCDE macro. The

POSIT number identifies a set of option flags that controls the following RACF

processing options:

* Whether authorization checking should take place for the class (SETROPTS
CLASSACT)

* Whether auditing should take place for resources within the class
(SETROPTS AUDIT)

* Whether statistics should be kept for resources within the class (SETROPTS
STATISTICS)

* Whether generic profile access checking is active for the class (SETROPTS
GENERIC)

* Whether generic command processing is active for the class (SETROPTS
GENCMD)

* Whether global access checking is active for the class (SETROPTS
GLOBAL)

e Whether user has CLAUTH to a resource class

* Whether special resource access auditing applies to the class (SETROPTS
LOGOPTIONS)

* Whether SETROPTS RACLIST will occur for this class (when the parameter
RACLIST=ALLOWED is also coded)

Before you assemble the class descriptor table (CDT), you must decide whether
to use a unique set of option flags for each RACF class or whether to have two
or more RACF classes share the same set of option flags.

If you choose to use a unique set of option flags for a class, assign the class a
unique POSIT number. If you choose to share the same set of option flags
among several classes, assign those classes the same POSIT number. After
creating your class descriptor table, you can activate the classes that comprise
it and their respective set of option flags via the appropriate keywords on the
SETROPTS command.

Recommendation:A RACF class that has a default return code of 8 should not
share a POSIT value with a RACF class having a default return code not equal
to 8. If a class with a default return code of 8 is activated but no profiles are
defined, user activity that requires access in that class will be prevented.

There are 1024 POSIT numbers that can identify 1024 sets of option flags.
Installations can specify POSIT numbers 19-56 and 128-527. Numbers 0-18,
57-127, and 528—-1023 are reserved for IBM use.

Adding a New Class Where a Unique POSIT Number Is Desired: Suppose
you decide to define a new class called $TSTCLAS. Since you want this class
to be administered separately from any other class, you select a new POSIT
number, 22, which is not being used by any other class in ICHRRCDE. Now,
when you activate or deactivate SETROPTS options for STSTCLAS, or grant
CLAUTH to this class, no other classes are affected.

Adding a New Class That Shares a POSIT Number with an Existing Class:
Suppose you have a class called $PONIES that was previously defined with a
unique POSIT number, 21. SETROPTS CLASSACT, SETROPTS AUDIT, and
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SETROPTS STATISTICS are currently in effect on your system for class
$PONIES as a result of issuing those commands for class $PONIES.

Later, you decide to define the class of $HORSES, a class related to $PONIES,
and logically requiring the same RACF processing options. Therefore, when you
code the ICHERCDE macro to include the SHORSES class in the class
descriptor table, specify the POSIT number as 21, the same as for $PONIES.

Now when you IPL with new ICHRRCDE, the same RACF processing options
that are in effect for class $PONIES will automatically be in effect for the new
class $HORSES: SETROPTS CLASSACT, SETROPTS AUDIT, and
SETROPTS STATISTICS.

Further, issuing either
* SETROPTS GLOBAL($PONIES) or
+ SETROPTS GLOBAL($HORSES)

activates global access checking for both the $PONIES and the $HORSES
classes. Similarly, either

+ SETROPTS STATISTICS($PONIES) or

» SETROPTS STATISTICS($HORSES)

activates STATISTICS for both the $PONIES and the $HORSES classes.

Any number of classes may share the same POSIT number. For example, a
third class called SMARES could be added and could also share POSIT number
21 with $PONIES and $HORSES. Sharing a POSIT number simplifies
administration of related classes.

Because you have specified the same POSIT number for both $PONIES and
$HORSES (the classes share the same option flag), you do not need to reissue
the command to activate the same set of options for SHORSES. RACF does it
automatically because a relationship has been established between the POSIT
number (on the ICHERCDE macro) and the set of options it represents
(activated on the SETROPTS command.)

Be aware that if two or more classes share the same POSIT number, and you
make a change to the option flag set of one of the classes via the SETROPTS
command, the change will also be in effect for all the classes that share that
POSIT number. Thus, if you turn off statistics options for the class of $PONIES,
that action turns off statistics for the class of SHORSES because both classes
share the same POSIT number. You must code a unique POSIT number for
each class if you want RACF to independently control processing options.

Changing an Existing Installation-Defined Class: If you change the POSIT
value, follow up with the SETROPTS LIST command, since changing the
POSIT value could cause unpredictable results. For example, you could
deactivate a class if you change it to use a POSIT value associated with a
class that is not active.

If you are changing the POSIT value, do the following before making the
change:

1. Use SETR LIST and record each active option for the class.
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2. Examine your classes to see if any other class is using the current POSIT
value. If not, use SETR to turn off all the options associated with the class,
so that you won’t get any extraneous options set if you later add a class
using that POSIT value.

3. After you make the change, and have re-IPLed all the systems that will be
using the new class, use SETROPTS to set any of the options that are still
relevant for the class, using the output of the previous SETR LIST as
reference.

Deleting an Installation-Defined Class: You can delete a class entry from the
descriptor table by specifying the name of the class to be deleted on the
OS-linkage-editor REPLACE statement. For the deletion to take effect, re-IPL
MVS.

You should ensure that all profiles relating to this class are deleted before
deleting the class-descriptor-table entry.

Pay special attention to any unique POSIT values you use. If the class you are
deleting has a unique POSIT value, issue a SETROPTS LIST to check what
options you are using with the class—for example, CLASSACT, LOGOPTIONS,
AUDIT, RACLIST, and so forth. Turn off each of the options for the class.

An example: You may have activated your class. You should deactivate the
class before re-IPLing your system. If you do not deactivate the class and, at a
future date, you create a class with the POSIT value previously used, the class
will automatically be active. The same consideration applies to each option
controlled by the POSIT value.

PROFDEF=YESINO

Specifies whether you want RACF to allow profiles to be defined for this RACF
resource class. If you specify PROFDEF=NO, RACF will not allow profiles to be
defined to this RACF resource class; if a user attempts to define a profile to that
class, the RDEFINE command responds with an appropriate message.

RACLIST=ALLOWEDIDISALLOWED

Specifies whether SETROPTS RACLIST is to be allowed for the class. If you
process the class using SETROPTS RACLIST, RACF brings copies of all
discrete and generic profiles within that class into storage in a data space.
RACF uses those profiles in storage to check the authorization of any users
who want to access the resources. The profiles remain in storage until removed
by SETROPTS NORACLIST.

RACLREQ=YESINO

Specifies whether you must have processed the class using SETROPTS
RACLIST, either via the RACLIST macro or via SETROPTS RACLIST, in order
to use RACROUTE REQUEST=AUTH. The purpose of this keyword is to allow
routines that cannot tolerate 1/O, to invoke RACF. If you specify YES, and the
class is not processed by SETROPTS RACLIST and a RACROUTE
REQUEST=AUTH is attempted, the return code is 4. If you do not specify the
parameter, it defaults to NO.

RVRSMAC=YESINO

Specifies whether reverse mandatory access checking is required.

If RVRSMAC=YES is specified, RACF performs a reverse mandatory access
check (MAC) when and if a mandatory access check is required. In a reverse
mandatory access check, the SECLABEL of the resource must dominate that of
the user.
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Note that if this parameter is omitted, it is assigned the default value of
RVRSMAC=NO, which means that when and if a mandatory access check is
required, the user's SECLABEL must dominate that of the resource.

SLBLREQ=YESINO
Specifies whether SECLABEL is required for the profiles of this class.

When MLACTIVE is on, each profile in the class must have a SECLABEL. The
default, SLBLREQ=NO, means that RACF will not require a SECLABEL for
profiles in this class; however, if a SECLABEL exists for this profile, and the
SECLABEL class is active, RACF will use it during authorization checking.

SLBLREQ=NO applies to general resource classes that have no profiles, such
as DIRAUTH, or for classes that contain no data, such as OPERCMDS and
SECLABEL.

ICHNCONYV Macro

RACF requires a data set name format where the high-level qualifier of a data set
name is a RACF-defined user ID or group name. If your installation’s data set
naming convention already meets this requirement, you should not have to use this
macro.

RACF allows installations to create a naming convention table (ICHNCVO00) that

RACF uses to check the data set name in all the commands and SVC routines that
process data set names. This table helps an installation set up and enforce data set
naming conventions that are different from the standard RACF naming conventions.

RACF compares a data set name against each entry in the table until it finds one
that matches the name. If RACF does not find a matching entry, the name remains
unchanged.

You create a naming convention table, ICHNCVO0O0, by using the ICHNCONV macro.
You must assemble the table and link-edit it into SYS1.LPALIB. ICHNCVO0O is
link-edited with AMODE(31) and RMODE(ANY).

The table can have up to 400 naming convention entries and can handle data set
names of different formats. Each table entry consists of:

* One ICHNCONV DEFINE macro—to start the naming convention and assign it a
name

» Zero or more ICHNCONV SELECT macros—to specify the conditions when the
naming convention processes the data set name

e Zero or more ICHNCONV ACTION macros—to convert the name to the standard
RACF format or to change any of the modifiable variables

* One ICHNCONV END macro—to terminate the naming convention

At the end of all the naming conventions, an ICHNCONV FINAL macro terminates
the table itself.

ICHNCONV Coding Recommendation

When writing a naming conventions table, be sure that your output data set names
do not match any input data set names. If they match, you may receive
unpredictable results. For example, suppose you have erroneous entries in your
naming conventions table that transform the following input data set names to the
following output data set names:
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Poor example:

A.B.#ANY.THING to B#.ANY.THING
B#.ANY.THING to C#.ANY.THING

When a data set named A.B.#ANY.THING is processed, it is transformed to
B#.ANY.THING. If B#.ANY.THING is processed again as an input data set name, it will
be transformed again, this time to C#.ANY.THING. You should avoid this type of
coding in your naming convention table.

This is important because you cannot predict the input data set names that are
passed to the naming convention table. In some cases, the table might receive the
input data set name in "external” format, as provided by a user, such as from a
LISTDSD DA( hlg.name’) command. In other cases, it might receive the input data
set name in "internal” format, as previously processed by the naming convention
table, such as from an authorization check made during processing of SEARCH or
LISTDSD PREFIX(h/q) when RACF has retrieved the data set name from the
database.

ICHNCONYV DEFINE

An ICHNCONV DEFINE macro starts a naming convention and assigns it a name.

The format of the ICHNCONV DEFINE macro is:
[Tabel] ICHNCONV DEFINE,NAME=convention name

DEFINE
Identifies the start of a naming convention. The ICHNCONV DEFINE must start
each naming convention and there must be only one per convention.

NAME=convention name
Specifies a unique name that you can use for the convention.

The convention name must be 1 to 8 characters long and follow the rules for
symbols in assembler language.

ICHNCONV SELECT

An ICHNCONYV SELECT macro specifies the conditions when the naming
convention processes the data set name.

The format of the ICHNCONV SELECT macro is:
[Tabel] ICHNCONV SELECT,COND=(condition|compound condition)

SELECT
Identifies that this convention has selection criteria.

If the condition on the COND parameter is true, the actions on the ICHNCONV
ACTION macros will be processed, and processing will continue as specified on
the ICHNCONV END macro. If the condition on the COND parameter is not
true, RACF bypasses the ICHNCONV ACTION macros and continues with the
next convention in the table.

If an ICHNCONYV SELECT macro is not coded, RACF unconditionally processes
the actions specified on the ICHNCONV ACTION macros, and continues as
specified on the ICHNCONV END macro.
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All ICHNCONYV SELECT macros for a naming convention must follow the
ICHNCONYV DEFINE macro and precede any ICHNCONV ACTION macros.

COND=(condition)
Specifies the conditions that have to exist before the naming convention
processes the data set name.

The “condition” may be a simple comparison condition of the form:
COND-=(variable,operator,operand)

You can also use a “compound condition” formed by linking two or more
ICHNCONYV SELECT macros with logical AND and OR operators:

COND=(variable,operator,operand,AND)

or

COND-=(variable,operator,operand,OR)

If a naming convention contains more than one ICHNCONV SELECT macro, all
of the SELECT macros except the last must contain either AND or OR to link it
to the following macro. The last (or only) ICHNCONV SELECT cannot have
AND or OR specified. RACF evaluates compound conditions in the order
specified. AND and OR have equal precedence. Each operation is performed in
order, with no “short-circuit” evaluation. The final result of a compound condition
will always be:

(...((((conv1 op1 conv2) op2 conv3) op3 conv4) op4 convs)..opn convn+1) ...

where any “op” can be either AND or OR.

variable
Specifies the variables that the convention can reference. Valid variables are:
GQ Input qualifiers
G Input qualifier array subscript
uQa Output qualifiers
) Output qualifier array subscript
QUAL Character qualifier
QCT Initial number of qualifiers
NAMETYPE Type of data set
EVENT Event code
VOLUME Volume serial numbers
Vv Volume serial number array subscript
VCT Number of volumes
OLDVOL Volume serial of old volume
WKX Temporary work variable
WKY Temporary work variable
WKz Temporary work variable
WKA Temporary work variable
WKB Temporary work variable
WKC Temporary work variable
RACUID Caller’s user ID
RACGPID Caller’s current connect group

RACUID3 User ID for third-party RACHECK
RACGPID3 Group used for the third-party RACHECK
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RACEF initializes the variables before the first convention. ICHNCONV passes
any changes to a variable to subsequent conventions, but only changes made
to the variables UQ, QUAL, and NAMETYPE are passed back to the RACF
module that called the naming convention table processing module.

You can reference character and hexadecimal variables by substring; for
example, (variable,subscript,substring-start,substring-end). If the variable does
not accept subscripts or you omit the subscript, you must code a comma to
show that the subscript is omitted. Variables cannot be used to define the
extents of substrings. For example, (GQ,2,1,3) refers to the first three
characters of the second input qualifier; (EVENT,,2,2) refers to the second byte
of the event code.

Example: The definition of the data set BOB.SAMPLE.DATASET on volume
111111, when the naming convention table processing module was called during
a TSO session when user RACUSR1 was connected to group RACGRP1,
would lead to the following set of initial variables:

(GQ,1) =

(GQ,2) = AMPLE
(GQ,3) = DATASET

(GQ,4) to (GQ,22) = blank
(UQ,0) = blank

(UuQ,1) = BOB

(UQ,2) = SAMPLE

(UQ,3) = DATASET

(UQ,4) to (UQ,22) = blank
QCT =3

QUAL = BOB

NAMETYPE = UNKNOWN
EVENT = X'0201'
(VOLUME,1) = 111111
VCT =

G U V-=-

WKX, WKY, WKZ = 0
WKA, WKB, WKC = b
OLDVOL = blank
RACUID = RACUSR1
RACUID3 = blank

lank

RACGPID = RACGRP1

RACGPID3 = blank

GQ input qualifiers of the data set name.
G input qualifier array subscript.

uQ output qualifiers of the data set name.
) output qualifier array subscript.

GQ and UQ are arrays containing the qualifiers of the data set
name with the high-level qualifier of the name in (GQ,1) and
(UQ,1). G and U are halfword variables used to hold subscripts
to the GQ and UQ arrays. G and U are initialized to negative
one (-1), which is out of the range of valid subscripts.

Initially the input and output qualifiers are identical; but if the
contents of the output qualifiers are changed, the new contents
are used as the new data set name. Each qualifier is a 44-byte
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character field padded on the right with blanks. (The field does
not include the periods that separate qualifiers.) Initially, (UQ,0)
is blank and is reserved for the convention to set as the new
high-level qualifier.

If the name produced by the naming conventions table is longer
than 44 characters, it is truncated to 44 characters. Thus, the
highest possible number of qualifiers (or the highest possible
value for the subscripts G and U) is 22.

Naming conventions should ensure that none of the UQ fields
contain anything after the 8th position, because RACF follows
the MVS JCL rules for data set names not enclosed within
quotes, and requires that qualifiers be at most 8 characters in
length.

If you use GQ or UQ in an ICHNCONV SELECT macro without
a subscript, RACF tests the condition for each qualifier in turn
until the condition is true. The variables G and U are set to the
subscript of the qualifier for which the condition was true, G for
the conditions using GQ and U for those involving UQ. If the
condition is not true, the subscript variable will be negative one

(-1).

For all conditions except NE (not equal), the implied linkage is
OR; for the NE condition, the implied linkage is AND. For
example,

SELECT COND=(GQ,EQ,'ABC’) means

SELECT COND=((GQ,0),EQ,'ABC’,OR)
SELECT COND=((GQ,1),EQ,’ABC’,OR) ...

while
SELECT COND=(GQ,NE,'ABC’) means

SELECT COND=((GQ,0),NE,‘ABC’,AND)
SELECT COND=((GQ,1),NE,‘ABC’,AND) ...

You may use any numeric variable as a subscript for GQ or
UQ. If RACF encounters an out-of-range subscript (for example,
-1 or 23), RACF uses blanks for the comparison.

If GQ or UQ is in an ICHNCONV ACTION macro without a
subscript, RACF uses the current value of G or U respectively
as the subscript.

An 8-byte character qualifier that RACF uses in authority
checking to determine if the data set is the user’s data set or a
group data set.

QUAL is initially the data set high-level qualifier. If the high-level
qualifier is not a user ID or group name, you should set QUAL
to a user ID or group name. Setting QUAL, however, is not the
same as setting the data set high-level qualifier. QUAL and the
high-level qualifier are two separate fields, used for different
RACF processing. Therefore, if you change QUAL, you

Chapter 1. RACF Customization Macros 13



ICHNCONV macro

QCT

NAMETYPE

EVENT

probably want to set (UQ,0) to the same value as QUAL,
especially for generic profile names.

A 2-byte binary field containing the initial number of qualifiers in
the data set name.

Indicates whether the data set is a user or group data set.

NAMETYPE initially has the value UNKNOWN but a convention
action may set the value to be USER or GROUP. The three
special constant values UNKNOWN, USER, and GROUP may
be used to test and set the value of this field. NAMETYPE is
available only when the caller is RACDEF.

If the convention sets the value to USER or GROUP, RACF
ensures that an appropriate user or group exists and fails the
RACF or ADDSD if not.

A 2-byte hexadecimal field containing the event code that is
currently passed to the exit routine.

Values that EVENT may have are:

X'0100' - RACHECK (see note 1)

X'0201' - RACDEF DEFINE (RENAME new name)
X'0202' - RACDEF RENAME (OLD name)

X'0203' - RACDEF ADDVOL

X'0204' - RACDEF DELETE

X'0205' - RACDEF CHGVOL

X'0301' - ADDSD SET

X'0302' - ADDSD NOSET

X'0303' - ADDSD MODEL

X'0401' - ALTDSD SET

X'0402' - ALTDSD NOSET

X'0501' - DELDSD SET

X'0502' - DELDSD NOSET

X'0601"' - LISTDSD prelocate (see note 2)

X'0602' - LISTDSD DATASET postlocate (see note 2)
X'0603' - LISTDSD ID or PREFIX postlocate (see note 2)
X'0701" - PERMIT TO-resource

X'0702' - PERMIT FROM-resource

X'0801" - SEARCH prelocate (see note 2)

X'0802' - SEARCH postlocate (see note 2)
X'0900"' - IRRUT100 postlocate (see note 2)
X'0D00' - RACXTRT

Notes:

1. RACHECK may be called by the RACROUTE interface or
internally by RACF commands such as LISTDSD and
SEARCH. If RACHECK is invoked by the RACROUTE
macro, the name passed to naming conventions is in
external user-specified format. However, if the command
processors call RACHECK, the name may be in either
format. Since no indicator of the type of call being made is
passed to the naming conventions table, the naming
conventions table must determine if the name is in internal
format and switch it to external format (or if the name is in
external format it must switch it to internal format) for this
event code.
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2. Prelocate means before a profile is located; these events
(as well as all of those without a note) are passed a name
in the external, user-specified format.

Postlocate means after a profile is located but before it is
displayed; these events are passed a name in the internal
RACF format and the naming conventions processing
should include converting it back to the external, user
format.

3. Error messages displayed by the command processors may
use the RACF internal format of the name so the message
may be used to determine the real profile name that RACF
attempted to locate.

An array of volume serial numbers for volumes containing the
data set. Each volume is a 6-byte character field.

A 2-byte variable that contains a subscript to the volume array.
V is initialized to -1.

VOLUME is not available for generic data set profiles and is not
available from commands if the VOLUME keyword was not
specified. An attempt to reference nonexistent volumes
(subscript 0 or greater than the number of volumes in the
VOLUME array) results in a VOLUME parameter which
contains *BLANK as a character string.

If you reference VOLUME in an ICHNCONV SELECT macro
without a subscript, RACF tests the condition for each volume
in turn until the condition is true. The variable V is set to the
subscript of the volume for which the condition was true. If the
condition is not true, the subscript variable will be negative one

-1).

For all conditions except NE (not equal), the implied linkage is
OR; for the NE condition, the implied linkage is AND. For
example,

SELECT COND=(VOLUME,EQ,'ABC’) means

SELECT COND=((VOLUME,1),EQ,’ABC’,OR)
SELECT COND=((VOLUME,2),EQ,'ABC’,OR) ...

while
SELECT COND=(VOLUME,NE,‘ABC’) means

SELECT COND=((VOLUME,1),NE,’ABC’,AND)
SELECT COND=((VOLUME,2),NE,’ABC’,AND) ...

You may use any numeric variable as a subscript for VOLUME.
If VOLUME is in an ICHNCONV ACTION macro without a
subscript, RACF uses the current value of V as the subscript.

A 2-byte binary field containing the number of volumes in the
VOLUME array. If volume information is not available, VCT has
a value of zero.

A 6-byte character field containing the volume serial number of
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the volume that the data set currently resides on. This field is
available during a RACDEF ADDVOL or RACDEF CHGVOL
request.

WKX, WKY, WKZ

These are 2-byte binary fields that may be used as temporary
work variables to save subscripts and other numeric data within
and between conventions.

WKA, WKB, WKC

RACUID

RACGPID

RACUID3
RACGPID3

operator

operand

These are 8-byte character fields that may be used as
temporary work variables to save qualifiers and other
non-numeric data within and between conventions.

The caller’s user ID.

Note: If naming convention table processing is invoked from an
environment where no ACEE is present to define the
current user, a default value of * is used for RACUID.

The caller’s current connect group.

Note: If naming convention table processing is invoked from an
environment where no ACEE is present to define the
current user, a default value of * is used for RACGPID.

The user ID used for third-party RACHECK.
The group used for third-party RACHECK

Note: For RACROUTE REQUEST=AUTH (event code

X'0100":

* RACUID and RACGPID are the user and group used
for non-third-party authorization checking. They are
acquired from an address space level ACEE, a task
level ACEE, or the ACEE= parameter on the
RACROUTE REQUEST macro.

* RACUID3 and RACGPID3 are used for third-party
authorization checking. They contain blanks for all
other event codes. If the REQUEST=AUTH specifies
a GROUP and no USERID, RACUID3 is *NONE™*. If
USERID is specified and no GROUP, RACGPIDS3 is
blanks. RACUID3 and RACGPID3 might not contain a
valid user or group. Their values are obtained from
the RACROUTE REQUEST=AUTH parameters and
have not been validated by RACF at the time the
naming convention was called.

Specifies the conditional operator: Valid operators are:
EQ Equal

GT  Greater than

LT Less than

GE Greater than or equal

LE Less than or equal

NE Not equal

Specifies a variable, a literal, or one of the following special
symbols for use with the NAMETYPE variable:
¢ USER
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* GROUP
+ UNKNOWN

The operand used should match the length and type of the
variable. If the length does not match, RACF performs padding
or truncation in the normal manner. If the type does not match,
the results are unpredictable.

If operand is specified as a literal, it can be:
» A character string enclosed in quotes

* A decimal number

* A hexadecimal string in the form X‘string’

ICHNCONV ACTION

An ICHNCONV ACTION macro changes the value of variables. Use these macros
to convert the data set name to the standard RACF format. RACF processes the
ACTION macros in sequence.

The format of the ICHNCONV ACTION macro is:
[Tabel] ICHNCONV ACTION,SET=(variable,value)

ACTION
Identifies a naming convention action. You can code multiple ICHNCONV
ACTION macros.

SET=(variable,value)
Changes the qualifiers of a data set name and other variables.

variable
Specifies the variables that the convention can reference and set. See the
preceding description of ICHNCONV SELECT for a description of these
variables.

The following variables can be set:
e

* QUAL

c G

- U

eV

+ NAMETYPE

* WKA, WKB, WKC

+ WKX, WKY, WKZ

value
Specifies the value given to the variable. Value can be another variable, a
literal, or one of the following special symbols for use with the NAMETYPE
variable:
* USER
+ GROUP
+ UNKNOWN

The value assigned to a variable should match the length and type of the
variable. If the length does not match, RACF performs padding or truncation
in the normal manner. If the type does not match, the results are
unpredictable.
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If you specify value as a variable, it can be any of the variables defined in
the description of ICHNCONV SELECT.

If value is a literal, it can be:

» A character string enclosed in quotes

* A decimal number

* A hexadecimal string of the form X‘string’

ICHNCONYV END

An ICHNCONV END macro terminates the naming convention.
The format of the ICHNCONV END macro is:
[Tabel] ICHNCONV END,NEXT=(convention name|'SUCCESS'|'NEXT'|'ERROR')

END
Identifies the end of the naming convention. Each convention must have one
ICHNCONYV END.

NEXT= (convention namel'SUCCESS’I'NEXT’I'ERROR’)
Specifies where control goes after this convention executes, if the conditions
specified in the ICHNCONV SELECT macros have been met or if there are no
ICHNCONYV SELECT macros in this convention.

If NEXT=convention name, processing continues with the specified convention
and skips intervening conventions in the table. The specified convention must

not precede the current convention in the table; otherwise, the RACF request

fails.

If NEXT="NEXT’, processing continues with the next convention in sequence. If
NEXT='NEXT’ is coded or defaulted to on the last convention in the table,
processing is the same as if NEXT="SUCCESS’ was coded.

If NEXT="SUCCESS’, then the convention processing routine bypasses further
convention processing and returns “a successful name processing” return code
to the RACF routine that called it. The RACF routine will continue to process
normally using the name returned by the convention processing routine.

If NEXT="ERROR’, then the convention processing routine bypasses further
processing and returns “an invalid data set name” return code to the RACF

routine that called it. The RACF routine will terminate processing and fail the
request.

ICHNCONYV FINAL

An ICHNCONYV FINAL macro terminates the naming convention table. (The naming
convention table has one ICHNCONV FINAL macro.)

The format of the ICHNCONV FINAL macro is:
[Tabel] ICHNCONV FINAL
FINAL
Identifies the end of the naming conventions table. There must be only one

ICHNCONYV FINAL macro in the table and it must be the last entry in the
table.
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Example of a Naming Convention Table

The following example of a naming convention table illustrates some ways that a
table could be coded.

The first convention checks for data sets that are already in the correct RACF
format, with a user ID or group name in the high-level qualifier or system data sets
that start with the characters SYS. This convention bypasses all further checks
because no further changes are needed.

ICHNCONV DEFINE,NAME=CHECK1

ICHNCONV SELECT,COND=((GQ,1),EQ,RACUID,OR)
ICHNCONV SELECT,COND=((GQ,1),EQ,RACGPID,OR)
ICHNCONV SELECT,COND=((GQ,1,1,3),EQ,'SYS’)
ICHNCONV END,NEXT="SUCCESS’

This convention checks for data set names that have three or more qualifiers and
any qualifier is the user’s ID. The user ID is moved to the start of the name and
deleted from its current position. ICHNCONV sets the type indicator and processing
continues with convention CHECK4.

ICHNCONV
ICHNCONV
ICHNCONV
ICHNCONV
ICHNCONV
ICHNCONV
ICHNCONV

DEFINE,NAME=CHECK2
SELECT,COND=(QCT,GE,3,AND)
SELECT,COND=(GQ,EQ,RACUID)
ACTION,SET=(NAMETYPE,USER)
ACTION,SET=((UQ,0),(GQ,G))
ACTION,SET=((UQ,G)," )
END,NEXT=CHECK4

For all data sets that did not pass the first two conventions the first four characters
of the third and fourth qualifiers are concatenated to form a new fifth qualifier. The
user’s current connect group becomes a high-level qualifier. Processing continues
(by default) with the next convention.

ICHNCONV DEFINE,NAME=CHECK3
ICHNCONV ACTION,SET=((UQ,0),RACGPID)
ICHNCONV ACTION,SET=((UQ,5,1,4),(GQ,3,1,4))
ICHNCONV ACTION,SET=((UQ,5,5,8),(GQ,4,1,4))
ICHNCONV ACTION,SET=(NAMETYPE,GROUP)
ICHNCONV END

The installation has decided to enforce a standard that all three-qualifier data set
names must have a data set type code as the last qualifier. Any qualifiers that are
not in the list will cause the name to be rejected.

ICHNCONV
ICHNCONV
ICHNCONV
ICHNCONV
ICHNCONV
ICHNCONV
ICHNCONV

DEFINE,NAME=CHECK4
SELECT,COND=(QCT,EQ,3,AND)
SELECT,COND=((GQ,3),NE,'PLI’, AND)
SELECT,COND=((GQ,3),NE,'DATA’,AND)
SELECT,COND=((GQ,3),NE,‘COBOL’,AND)
SELECT,COND=((GQ,3),NE,'ASM’)
END,NEXT="ERROR’

The ICHNCONYV FINAL macro terminates the table. An Assembler END statement
is necessary to terminate the assembly.
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ICHNCONV FINAL
END

ICHRFRTB Macro

The ICHRFRTB macro generates entries in the RACF router table. This table
controls the action taken by the RACF router ICHRFROO when invoked by the
RACROUTE macro. The router table has two parts. IBM supplies module
ICHRFROX, which must not be modified. The installation optionally supplies module
ICHRFRO1 so you can add entries for locally defined resource classes or
requestor/subsystem combinations.

The ICHRFROX module supplied by IBM contains one entry for each entry in the
class descriptor table, plus one entry for each of the DATASET, USER, GROUP,
and CONNECT classes. For all entries, the operands REQSTOR and SUBSYS
have the default value (all blanks), and the ACTION operand is set to RACF. In
addition, several special entries related to program control and tape data set
support are present. These entries also have non-blank REQSTOR and SUBSYS
values.

Before adding a user-defined entry to the class descriptor table, a corresponding
entry must be present in the RACF router table. The RACF router table entries are
made as follows:

1. If the class has RACLIST=ALLOWED, use ICHRFRTB to create a router table
entry. Code the ICHRFRTB macro with ACTION=RACF and specify blanks for
both the REQSTOR= and the SUBSYS= parameters so that RACF can process
the class if you issue a SETROPTS RACLIST command.

2. If your application uses RACROUTE, and requires REQSTOR= and SUBSYS-=,
you will need to code an additional ICHRFRTB macro specifying
ACTION=RACF and the appropriate requester and subsystem values.

ICHRFRTB concatenates the values specified for the REQSTOR, SUBSYS, and
CLASS operands to form a 24-character string defining the entry. The macro
matches these values against the string formed by the values specified on the
RACROUTE macro instruction.

The ICHRFRTB macro definition is as follows:

[1abel] ICHRFRTB [ACTION=NONE |RACF]
[,CLASS=classname]
[,REQSTOR=requestor-name]
[,SUBSYS=subsystem-name]
[TYPE=END]

ACTION=
Specifies the action to be taken for this entry. This operand is required unless
TYPE=END is specified.
NONE Specifies that no action is to be taken for this entry.
RACF Specifies that RACF is to be called for this entry.

CLASS=class name
specifies the name of the resource class. You must use the same name that is
specified in the corresponding class descriptor table entry. This operand is
required unless TYPE=END is specified.

REQSTOR=requestor-name
Specifies the 8-character name to be used, along with CLASS and SUBSYS, to
form the 24-character string defining the entry. Installations should begin
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requestor names with a # (X'7B'), @ (X'7C') or $ (X'5B'), because requestor
names supplied by IBM do not begin with those characters. If you do not
specify a requestor name, the default is a string of 8 blanks. If you code
REQSTOR, you should also code the CLASS operand.

SUBSYS=subsystem-name
Specifies the 8-character name to be used, along with CLASS and REQSTOR,
to form the 24-character string defining the entry. Installations should begin
subsystem names with a # (X'7B'), @ (X'7C') or $ (X'5B'), because subsystem
names supplied by IBM will not begin with such characters. If no subsystem
name is specified, it defaults to a string of 8 blanks. This operand should not be
coded unless CLASS is also specified.

TYPE=END
Indicates the end of the ICHRFRO1 table. You must code TYPE=END on the
last ICHRFRTB macro instruction. If TYPE=END is specified, no other operands
can be coded.

The RACF Router Table Supplied by IBM (ICHRFROX)

ICHRFRTB CLASS=DATASET,ACTION=RACF
ICHRFRTB CLASS=USER,ACTION=RACF
ICHRFRTB CLASS=GROUP,ACTION=RACF
ICHRFRTB CLASS=CONNECT,ACTION=RACF
ICHRFRTB CLASS=DASDVOL,ACTION=RACF
ICHRFRTB CLASS=GDASDVOL,ACTION=RACF
ICHRFRTB CLASS=TAPEVOL,ACTION=RACF
ICHRFRTB CLASS=TERMINAL,ACTION=RACF
ICHRFRTB CLASS=GTERMINL,ACTION=RACF
ICHRFRTB CLASS=APPL,ACTION=RACF
ICHRFRTB CLASS=TIMS,ACTION=RACF
ICHRFRTB CLASS=GIMS,ACTION=RACF
ICHRFRTB CLASS=AIMS,ACTION=RACF
ICHRFRTB CLASS=TCICSTRN,ACTION=RACF
ICHRFRTB CLASS=GCICSTRN,ACTION=RACF
ICHRFRTB CLASS=PCICSPSB,ACTION=RACF
ICHRFRTB CLASS=QCICSPSB,ACTION=RACF
ICHRFRTB CLASS=GMBR,ACTION=RACF
ICHRFRTB CLASS=GLOBAL,ACTION=RACF
ICHRFRTB CLASS=DSNR,ACTION=RACF
ICHRFRTB CLASS=FACILITY,ACTION=RACF
ICHRFRTB CLASS=SCDMBR,ACTION=RACF
ICHRFRTB CLASS=SECDATA,ACTION=RACF
ICHRFRTB CLASS=FCICSFCT,ACTION=RACF
ICHRFRTB CLASS=HCICSFCT,ACTION=RACF
ICHRFRTB CLASS=JCICSJCT,ACTION=RACF
ICHRFRTB CLASS=KCICSJCT,ACTION=RACF
ICHRFRTB CLASS=DCICSDCT,ACTION=RACF
ICHRFRTB CLASS=ECICSDCT,ACTION=RACF
ICHRFRTB CLASS=SCICSTST,ACTION=RACF
ICHRFRTB CLASS=UCICSTST,ACTION=RACF
ICHRFRTB CLASS=MCICSPPT,ACTION=RACF
ICHRFRTB CLASS=NCICSPPT,ACTION=RACF
ICHRFRTB CLASS=ACICSPCT,ACTION=RACF
ICHRFRTB CLASS=BCICSPCT,ACTION=RACF
ICHRFRTB CLASS=PMBR,ACTION=RACF
ICHRFRTB CLASS=PROGRAM,ACTION=RACF
ICHRFRTB CLASS=DATASET,REQSTOR=CLOSE,SUBSYS=0CEQOV,ACTION=RACF
ICHRFRTB CLASS=DATASET,REQSTOR=TAPEOPEN, SUBSYS=0CEQOV,ACTION=RACF
ICHRFRTB CLASS=DATASET,REQSTOR=TAPERST,SUBSYS=RESTART,ACTION=RACF
ICHRFRTB CLASS=TAPEVOL,REQSTOR=TAPEOPEN,SUBSYS=0CEOV,ACTION=RACF
ICHRFRTB CLASS=TSOPROC,ACTION=RACF
ICHRFRTB CLASS=ACCTNUM,ACTION=RACF
ICHRFRTB CLASS=PERFGRP,ACTION=RACF
ICHRFRTB CLASS=TSOAUTH,ACTION=RACF
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ICHRFRTB
ICHRFRTB
ICHRFRTB
ICHRFRTB
ICHRFRTB
ICHRFRTB
ICHRFRTB
ICHRFRTB
ICHRFRTB
ICHRFRTB
ICHRFRTB
ICHRFRTB
ICHRFRTB
ICHRFRTB
ICHRFRTB
ICHRFRTB
ICHRFRTB
ICHRFRTB
ICHRFRTB
ICHRFRTB
ICHRFRTB
ICHRFRTB
ICHRFRTB
ICHRFRTB
ICHRFRTB
ICHRFRTB
ICHRFRTB
ICHRFRTB
ICHRFRTB
ICHRFRTB
ICHRFRTB
ICHRFRTB
ICHRFRTB
ICHRFRTB
ICHRFRTB
ICHRFRTB
ICHRFRTB
ICHRFRTB
ICHRFRTB
ICHRFRTB
ICHRFRTB
ICHRFRTB
ICHRFRTB
ICHRFRTB
ICHRFRTB
ICHRFRTB
ICHRFRTB
ICHRFRTB
ICHRFRTB
ICHRFRTB
ICHRFRTB
ICHRFRTB
ICHRFRTB
ICHRFRTB
ICHRFRTB
ICHRFRTB
ICHRFRTB
ICHRFRTB
ICHRFRTB
ICHRFRTB
ICHRFRTB
ICHRFRTB
ICHRFRTB
ICHRFRTB
ICHRFRTB
ICHRFRTB
ICHRFRTB

CLASS=DATASET,REQSTOR=TAPEEQV,SUBSYS=0CEQV,ACTION=RACF
CLASS=TAPEVOL,REQSTOR=TAPEEQV,SUBSYS=0CEQV,ACTION=RACF
CLASS=VMCMD,ACTION=RACF

CLASS=VMNODE ,ACTION=RACF

CLASS=VMBATCH,ACTION=RACF

CLASS=FIELD,ACTION=RACF

CLASS=PROPCNTL,ACTION=RACF
CLASS=PROPCNTL,REQSTOR=PROPCHK, SUBSYS=TEFCMAUT ,ACTION=RACF
CLASS=MGMTCLAS ,ACTION=RACF

CLASS=STORCLAS,ACTION=RACF
CLASS=FACILITY,REQSTOR=ABDUMP,SUBSYS=ABDUMP,ACTION=RACF
CLASS=VMBR,ACTION=RACF

CLASS=VMEVENT,ACTION=RACF

CLASS=VXMBR,ACTION=RACF

CLASS=VMXEVENT,ACTION=RACF

CLASS=VMMDISK,ACTION=RACF

CLASS=VMRDR,ACTION=RACF

CLASS=APPCLU,ACTION=RACF

CLASS=SECLABEL,ACTION=RACF

CLASS=SMESSAGE ,ACTION=RACF

CLASS=DEVICES,ACTION=RACF

CLASS=VTAMAPPL,ACTION=RACF

CLASS=PSFMPL,ACTION=RACF

CLASS=0PERCMDS,ACTION=RACF

CLASS=WRITER,ACTION=RACF

CLASS=JESSPOOL,ACTION=RACF

CLASS=JESJOBS,ACTION=RACF

CLASS=JESINPUT,ACTION=RACF

CLASS=CONSOLE,ACTION=RACF

CLASS=TEMPDSN,ACTION=RACF

CLASS=DIRAUTH,ACTION=RACF

CLASS=SURROGAT ,ACTION=RACF

CLASS=NODES,ACTION=RACF

CLASS=NODMBR,ACTION=RACF

CLASS=RVARSMBR,ACTION=RACF

CLASS=RACFVARS,ACTION=RACF

CLASS=DIRECTRY,ACTION=RACF

CLASS=FILE,ACTION=RACF

CLASS=CIMS,ACTION=RACF

CLASS=DIMS,ACTION=RACF

CLASS=DLFCLASS,ACTION=RACF

CLASS=CCICSCMD,ACTION=RACF

CLASS=VCICSCMD,ACTION=RACF

CLASS=PIMS,ACTION=RACF

CLASS=QIMS,ACTION=RACF

CLASS=SIMS,ACTION=RACF

CLASS=UIMS,ACTION=RACF

CLASS=FIMS,ACTION=RACF

CLASS=HIMS,ACTION=RACF

CLASS=0IMS,ACTION=RACF

CLASS=WIMS,ACTION=RACF

CLASS=VMMAC,ACTION=RACF

CLASS=VMSEGMT,ACTION=RACF

CLASS=SFSCMD,ACTION=RACF

CLASS=SDSF,ACTION=RACF

CLASS=GSDSF,ACTION=RACF

CLASS=APPCTP,ACTION=RACF

CLASS=APPCSI,ACTION=RACF

CLASS=APPCPORT,ACTION=RACF

CLASS=CSFSERV,ACTION=RACF

CLASS=CSFKEYS,ACTION=RACF

CLASS=GCSFKEYS,ACTION=RACF

CLASS=NVASAPDT,ACTION=RACF
CLASS=PROGRAM, REQSTOR=FAE, SUBSYS=CONTENTS,ACTION=RACF
CLASS=PROGRAM, REQSTOR=PROGMCHK, SUBSYS=CONTENTS ,ACTION=RACF
CLASS=USER,REQSTOR=FMH5-MGR, SUBSYS=APPC/MVS,ACTION=RACF
CLASS=USER,REQSTOR=VTAMEXIT,SUBSYS=APPC/MVS,ACTION=RACF
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CLASS=USER,REQSTOR=SIGNONTP,SUBSYS=APPC/MVS,ACTION=RACF
CLASS=USER,REQSTOR=APPCSCH,SUBSYS=APPC/MVS ,ACTION=RACF
CLASS=APPCTP,REQSTOR=APPCSDFM, SUBSYS=APPC/MVS,ACTION=RACF
CLASS=APPCSI,REQSTOR=APPCSDFM, SUBSYS=APPC/MVS,ACTION=RACF
CLASS=FACILITY,REQSTOR=APPCSDFM,SUBSYS=APPC/MVS,ACTION=RACF
CLASS=RMTOPS,ACTION=RACF

CLASS=PROGRAM, REQSTOR=PADSCHK, SUBSYS=CONTENTS ,ACTION=RACF
CLASS=INFOMAN,ACTION=RACF

CLASS=GINFOMAN,ACTION=RACF

CLASS=APPCSERV,ACTION=RACF
CLASS=APPCSERV,REQSTOR=APPCSDFM, SUBSYS=APPC/MVS,ACTION=RACF
CLASS=DIRSRCH,ACTION=RACF

CLASS=DIRACC,ACTION=RACF

CLASS=FSOBJ,ACTION=RACF

CLASS=FSSEC,ACTION=RACF

CLASS=PROCESS,ACTION=RACF

CLASS=PROCACT ,ACTION=RACF

CLASS=RACGLIST,ACTION=RACF

CLASS=LFSCLASS,ACTION=RACF

CLASS=RODMMGR,ACTION=RACF

CLASS=MQQUEUE,ACTION=RACF

CLASS=GMQQUEUE ,ACTION=RACF

CLASS=MQPROC,ACTION=RACF

CLASS=GMQPROC,ACTION=RACF

CLASS=MQNLIST,ACTION=RACF

CLASS=GMQNLIST,ACTION=RACF

CLASS=MQADMIN,ACTION=RACF

CLASS=GMQADMIN,ACTION=RACF

CLASS=MQCMDS ,ACTION=RACF

CLASS=MQCONN,ACTION=RACF

CLASS=SUBSYSNM,ACTION=RACF

CLASS=NETSPAN,ACTION=RACF

CLASS=NETCMDS ,ACTION=RACF

CLASS=CPSMOBJ,ACTION=RACF

CLASS=GCPSMOBJ,ACTION=RACF

CLASS=CPSMXMP,ACTION=RACF

CLASS=PTKTDATA,ACTION=RACF

CLASS=STARTED,ACTION=RACF

CLASS=MQCHAN,ACTION=RACF

CLASS=GMQCHAN,ACTION=RACF

CLASS=DBNFORM,ACTION=RACF

CLASS=IBMOPC,ACTION=RACF

CLASS=LOGSTRM,ACTION=RACF

CLASS=PTKTVAL,ACTION=RACF

CLASS=RRSFDATA,ACTION=RACF

CLASS=IPCOBJ,ACTION=RACF

CLASS=SYSMVIEW,ACTION=RACF

CLASS=KEYSMSTR,ACTION=RACF

CLASS=DCEUUIDS,ACTION=RACF

CLASS=CBIND,ACTION=RACF

CLASS=SERVER,ACTION=RACF

CLASS=SOMDOBJS ,ACTION=RACF

CLASS=VMPOSIX,ACTION=RACF

CLASS=ALCSAUTH,ACTION=RACF

CLASS=GSOMDOBJ ,ACTION=RACF

CLASS=TMEADMIN,ACTION=RACF

CLASS=DSNADM,ACTION=RACF

CLASS=GDSNBP,ACTION=RACF

CLASS=GDSNCL,ACTION=RACF

CLASS=GDSNDB,ACTION=RACF

CLASS=GDSNPK,ACTION=RACF

CLASS=GDSNPN,ACTION=RACF

CLASS=GDSNSG,ACTION=RACF

CLASS=GDSNSM,ACTION=RACF

CLASS=GDSNTB,ACTION=RACF

CLASS=GDSNTS,ACTION=RACF

CLASS=MDSNBP,ACTION=RACF
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ICHRFRTB CLASS=MDSNCL,ACTION=RACF
ICHRFRTB CLASS=MDSNDB,ACTION=RACF
ICHRFRTB CLASS=MDSNPK,ACTION=RACF
ICHRFRTB CLASS=MDSNPN,ACTION=RACF
ICHRFRTB CLASS=MDSNSG,ACTION=RACF
ICHRFRTB CLASS=MDSNSM,ACTION=RACF
ICHRFRTB CLASS=MDSNTB,ACTION=RACF
ICHRFRTB CLASS=MDSNTS,ACTION=RACF
ICHRFRTB CLASS=PROGRAM,REQSTOR=CKPGMDSN,SUBSYS=CONTENTS,ACTION=RACF
ICHRFRTB CLASS=DIGTCERT,ACTION=RACF
ICHRFRTB CLASS=ROLE,ACTION=RACF
ICHRFRTB CLASS=UNIXMAP,ACTION=RACF
ICHRFRTB CLASS=NOTELINK,ACTION=RACF
ICHRFRTB CLASS=NDSLINK,ACTION=RACF
ICHRFRTB CLASS=DIGTRING,ACTION=RACF
ICHRFRTB CLASS=UNIXPRIV,ACTION=RACF
ICHRFRTB CLASS=JAVA,ACTION=RACF
ICHRFRTB CLASS=SERVAUTH,ACTION=RACF
ICHRFRTB CLASS=MDSNUT,ACTION=RACF
ICHRFRTB CLASS=GDSNUT,ACTION=RACF
ICHRFRTB CLASS=MDSNUF,ACTION=RACF
ICHRFRTB CLASS=GDSNUF,ACTION=RACF
ICHRFRTB CLASS=MDSNSC,ACTION=RACF
ICHRFRTB CLASS=GDSNSC,ACTION=RACF
ICHRFRTB CLASS=MDSNSP,ACTION=RACF
ICHRFRTB CLASS=GDSNSP,ACTION=RACF
ICHRFRTB CLASS=DIGTNMAP,ACTION=RACF
ICHRFRTB CLASS=DIGTCRIT,ACTION=RACF
ICHRFRTB CLASS=REALM,ACTION=RACF
ICHRFRTB CLASS=KERBLINK,ACTION=RACF
ICHRFRTB CLASS=ILMADMIN,ACTION=RACF
ICHRFRTB CLASS=EJBROLE,ACTION=RACF
ICHRFRTB CLASS=GEJBROLE,ACTION=RACF
ICHRFRTB CLASS=MDSNJR,ACTION=RACF
ICHRFRTB CLASS=GDSNJR,ACTION=RACF
ICHRFRTB CLASS=CACHECLS,ACTION=RACF
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Chapter 2. Panel Driver Interface

Installations can implement a panel driver interface between an application program
and the RACF panels. In order to use the panel driver interface, the programmer
who writes the interface should be familiar with TSO CLIST or ISPF programming
techniques.

Invoking the Panel Driver Interface

When you invoke the panel driver interface module (ICHSPFO03), your program must
pass it the following three parameters as ISPF variables:

ICHFUNCT the type of function that ICHSPFO3 is to perform: you may specify
blank, ADD, CHG, DEL, ACC, and DSP.

ICHRESCL the name of the resource class: for example; group, user, data set,
or any of the general resource classes defined to RACF in the class
descriptor table (CDT). The classes supplied by IBM are in
Appendix C, “IBM-supplied class descriptor table entries” on|

page 351l Other classes can be added by your installation.

ICHRESNM a resource name within the resource class, supplied in conjunction
with the resource class by the programmer writing the interface.

These parameters are passed to ICHSPFO3 using the ISPLINK SELECT service
and the function variable pool.

ICHSPFO03 matches the first two arguments passed in the parameter list (function
and resource class) to the panel mapping table to determine which RACF panel to
display.

Panel Mapping Table

Function Resource Class Panel ID
bbb bbbbbbbb ICHPOO
bbb DATASET ICHP10
ADD DATASET ICHP11
CHG DATASET ICHP12
DEL DATASET ICHP13
ACC DATASET ICHP14
DSP DATASET ICHP18
bbb general ICHP20
ADD general ICHP21
CHG general ICHP22
DEL general ICHP23
ACC general ICHP24
DSP general ICHP28
bbb GROUP ICHP30
ADD GROUP ICHP31
CHG GROUP ICHP32
DEL GROUP ICHP33
DSP GROUP ICHP38
bbb USERID ICHP40
ADD USERID ICHP41
CHG USERID ICHP42
DEL USERID ICHP43
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Function Resource Class Panel ID
DSP USERID ICHP48
Notes:

1. In the table above, ‘general’ stands for any valid general resource class.
2. bbb... represents blanks.

If the caller enters a resource class that is not defined in the table, the argument
defaults to general. If the caller enters a function that is not defined in the table,
ICHSPFOS3 issues an error message.

ICHSPFO3 issues a VREPLACE within the panel driver interface to update the
shared variable pool with the parameters passed from the user’s function panel.
ICHSPFO0S3 then places those parameters in the panels where variables are required
to identify the resource. Thus, the user does not have to constantly retype
parameters. If there is an error in the caller's parameter list, ICHSPF03 issues an
error message.

The ISPLINK Call

The following is an example of a declare for the RACF panel driver interface:
DCL Buffer Char(13) Init('PGM(ICHSPFO3)');

The following is the format of a call to the RACF panel driver interface:
CALL ISPLINK(SELECT, LENGTH(BUFFER), BUFFER)

ICHSPFO03 issues an ISPLINK call for the target RACF panel.Upon return from the
RACF panel after performing the requested function, RACF enters a return code in
Register 15.

The return code will be one of the following:

* 0= successful completion of the function

» 12 = invalid function code specified

* 16 = variable not defined in the function pool

The way in which ICHSPFO03 invokes the RACF panels depends on the way the
programmer coded the interface.For example, if the parameters passed were
ICHFUNCT = bbb, ICHRESCL = DATASET, and ICHRESNM = A.B.C, then ICHP10
will be displayed as:

PROFILE NAME === >A.B.C
Note: On this screen, you can modify the profile name.

If the parameters passed were ICHFUNCT = CHG, ICHRESCL = DASDVOL, and
ICHRESNM = DPT67V, then ICHP22 will be displayed as:

CLASS: DASDVOLPROFILE NAME: DPT67V

Note: In this case, you cannot modify the class or the profile name.

Example of a RACF Panel Interface Coding Sequence

The following is an example of a user-written coding sequence to create an
interface to the RACF panels.You can also call the interface from a CLIST in a
similar fashion.
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/*Create Variables in the Function Variable Pool*/

Call ISPLINK(VDEFINE,ICHFUNCT',ICHFUNCT,'CHAR',LENGTH(ICHFUNCT));
Call ISPLINK(VDEFINE,'ICHRESCL',ICHRESCL,'CHAR',LENGTH(ICHRESCL));
Call
ISPLINK(VDEFINE,'ICHRESNM',ICHRESNM,'CHAR',LENGTH(ICHRESNM));
/*Copy variables from Function Pool to Shared Variable Pool*/

Call ISPLINK('"VPUT"'ICHFUNCT");

Call ISPLINK('"VPUT",'ICHRESCL);

Call ISPLINK('VPUT",'ICHRESNM";

/*Call the Panel Driver Interface*/

Call ISPLINK(SELECT,LENGTH(BUFFER),BUFFER);

/*Test return code from the PDI for possible errors */
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Chapter 3. Profile Name List Service Routine

RACF provides installations with a profile name list service routine (IRRPNLOO) that
allows TSO or other programs to call RACF to retrieve the names of profiles within
a class that a given user ID can access at READ level or higher.

To perform this function, IRRPNLOO searches the RACF class descriptor table
(CDT) for the class name. If the class is found and the class has been processed
by SETROPTS RACLIST, IRRPNLOO checks each profile name processed by
SETROPTS RACLIST to see if the specified user ID is authorized to access the
profile at READ level or higher. When IRRPNLOO finds a match, it places the profile
name into the input work area.

IRRPNLOO begins its search with the first profile and continues its search until it
checks all the profiles or until the size of the list exceeds the size of the work area.

IRRPNLOO resides in LPA. RACF loads the address of IRRPNLOO into RCVTPNLO
during RACEF initialization. The caller of IRRPNLOO may use the address in
RCVTPNLO.

Notes:

1. To use the profile name list service routine, you must ensure that a SETROPTS
RACLIST has been issued for each class name you intend to search.

2. Your program is responsible for obtaining and releasing the storage which
IRRPNLOO uses to store the profile name list.

3. Callers of IRRPNLOO must be running in Key 0, task mode, with no locks held,
and in 31-bit mode addressing.

Invoking the Profile Name List Service Routine

When you invoke the profile name list service routine, (IRRPNLOO), your program
must pass it the following four parameters:

Classname an 8-character class name from which RACF derives the profile
names to which the user ID has authorization

Work area length
a fullword that contains the length of the area in which IRRPNLOO is
going to build the profile name list

Work Area a fullword pointer that contains the address of the work area where
IRRPNLOO is going to build the profile name list

ACEE pointer a fullword pointer that contains the address of the ACEE for the
user ID for whom profile authorization is being determined

Note: If the ACEE pointer is zero, IRRPNLOO uses the ACEE
pointed to by TCBSENV.

If the TCBSENV pointer is zero, IRRPNLOO attempts to use
the ASXBSENYV field.

If the ASXBSENYV field is zero, IRRPNLOO returns an error
return code and reason code.
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The calling program passes these parameters to IRRPNLOO using the CALL
command.

If IRRPNLOO is being called by a RACF exit, it must be invoked using the SYNCH
macro. See [z70S MVS Programming: Assembler Services Guide,

Format of Returned Profile Name List

A FIXED(31) count field which precedes the profile name list contains the total
count of profile names returned by IRRPNLOQO. The format of the profile name list
when it is placed in the work area is as follows:

NAME LENGTH A 2-byte length of the profile name
FLAGS A 1-byte flag field (only first bit used)
PROFILE NAME A variable-length profile name

Note: The first bit of the flag field byte is on if the profile is a generic profile.

Return Codes

The return codes from IRRPNLOO follow RACF conventions with a return code of 0
indicating a successful search.The return codes are as follows:

Note to Reader
All return and reason codes are shown in hexadecimal.

The following return codes are returned in register 15, and the reason codes in
register 0.

Return Code Meaning

00 The Profile Name List function completed successfully.
04 No profiles found for which user ID had at least read access.
08 No profile entries found for that class. Indicates that either no

profiles existed for the input class or the input class was not
processed by SETROPTS RACLIST.

oc The work area was not large enough to hold all the profile names.
14 Profile Name List parameter error

Reason Code Meaning

04 No ACEE available.
08 Work Area too small to contain a single profile.
10 Input Class name not valid.

18 Unable to establish ESTAE environment.

1C Non-zero return code from the data space search routine:Return

Code and Reason Codes are returned in the low-order and
high-order half words of Register 0.Most are internal RACF codes
indicating an error in RACF, except for the following:

Reason Code Meaning
00080008 Class not processed by SETROPTS RACLIST
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24

IRRPNLOO

00080018 RACLIST data space could not be accessed due to
an ALESERV failure.

ACEE has a default UTOKEN

The ACEE UTOKEN has a port-of-entry calss indicated bit no
port-of-entry name is supplied.
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Chapter 4. Date Conversion Routine

RACF provides installations with the IRRDCRO00 module, which is the date
conversion routine that enables programs to specify and identify dates beyond the
end of the 20th century.

Using this routine, installation and vendor applications can call RACF to convert a
three-byte packed-decimal date to a four-byte packed-decimal date. The three-byte
date has the form yydddF, and the four-byte date has the form ccyydddF, where cc
is 00 for years 1971 through 1999 and is 01 for years 2000 through 2070. In the
three-byte form, the routine interprets the year as 19yy when yy is 71 or higher and
as 20yy when yy is less than 71.

This routine resides in the LPA. The system loads the address of this routine in
RCVTDATP and sets bit RCVTD4OK (X’08’) in flag byte RCVTMFLG during RACF
initialization. The routine’s caller can use the address in RCVTDATP.

Invoking the Date Conversion Routine

When a program invokes the date conversion routine, the program must pass two
parameters to it:

Three-byte date a three-byte field containing a packed-decimal date
(format yydddF)
Four-byte date a four-byte field

Note: This routine runs in the caller’'s mode, state, and key. Recovery is handled
by the calling program.

Format of Returned Converted Date

Return Code

The routine returns a four-byte packed-decimal date whose format is either
00yydddF (for 1971-1999) or 01yydddF (for 2000-2070).

If ddd is 000 in the three-byte yydddF date field passed to the routine, the routine
returns 00 for cc (indicating a year 19yy), regardless of what yy is.

The return code from this routine follows RACF conventions with a return code of
00 (X’00’) indicating successful date conversion. This code is sent to register 15.

The return code is as follows:

Note to Reader
FThe return code is shown in hexadecimal.

Return Code Meaning

00 The date conversion function completed successfully.
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Chapter 5. SMF Records

RACF produces three SMF records:

Type 80 Produced during RACF processing

Type 81 Produced at the completion of RACF initialization and the
SETROPTS command

Type 83 Produced during RACF processing

The type 83 record is generated under the following circumstances:
SETROPTS MLACTIVE is in effect and a RACF command
(ADDSD, ALTDSD, DELDSD) has been issued that changed the
security label of a data set profile.

The first 18 bytes of type 80 and 81 records represent the standard SMF header
without subtypes. The first 24 bytes of type 83 records represent the standard SMF
header with subtypes. See |z/OS MVS System Management Facilities (SMF,I for
information about how to use SMF.

For sorting purposes, the RACF report writer reformats SMF records (types 20, 30,
80, 81 and 83) and uses these reformatted records as input to the modules that
produce the RACF reports. There are two types of reformatted records -
reformatted process records and reformatted status records. If you want to use the
RACF report writer exit ICHRSMFE) to produce additional reports or to add
additional record selection criteria, you should familiarize yourself with the layouts of
these reformatted records.

It is recommended that you use the RACROUTE system macro and its request
types rather than the independent system macros. shows each RACROUTE
macro request type and the corresponding independent system macro.

Table 1. RACROUTE Request Types and Corresponding Independent RACF System Macro

RACROUTE Request Type Independent RACF System Macro
REQUEST=AUTH RACHECK

REQUEST=DEFINE RACDEF

REQUEST=EXTRACT RACXTRT

REQUEST=FASTAUTH FRACHECK

REQUEST=LIST RACLIST

REQUEST=STAT RACSTAT

REQUEST=VERIFY RACINIT

REQUEST=VERIFYX RACINIT

Record Type 80: RACF Processing Record

RACF writes record type 80 for the following detected events:

* Unauthorized attempts to enter the system. For example, during RACF
processing of a RACROUTE REQUEST=VERIFY macro instruction, RACF found
that a RACF-defined user either (1) has supplied an invalid password, OIDCARD,
or group name, (2) is not authorized access to the terminal, or (3) had insufficient
security label authority.
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RACF always writes this violation record when it detects the unauthorized
attempt; this violation record supplements the information that RACF sends to the
security console in RACF message ICH408lI.

» Authorized attempts to enter the system. RACF provides a RACROUTE
REQUEST=VERIFY option to log successful signons and signoffs as well as
ENVIR=CREATE or ENVIR=DELETE signons and signoffs. For the LOG keyword
on the RACROUTE REQUEST=VERIFY macros, LOG=ALL or LOG=ASIS may
be specified to control the generation of log records for RACROUTE
REQUEST=VERIFY. The value of the LOG keyword is passed to both the
RACROUTE REQUEST=VERIFY preprocessing and postprocessing installation
exits. Both exits are invoked prior to the generation of a log record, and the LOG
keyword value can be changed for both exits.

» Authorized accesses or unauthorized attempts to access RACF-protected
resources. During RACF processing of a RACROUTE REQUEST=AUTH or
REQUEST=DEFINE macro instruction, RACF found that one of the following
events occurred:

1. The user was permitted access to a RACF-protected resource and allowed to
perform the requested operation.

2. The user did not have sufficient access or group authority to access a
RACF-protected resource, or supplied invalid data while attempting to
perform an operation on a RACF-protected resource.

In the first case, RACF writes the record if the ALL or SUCCESS logging option
is set in the resource profile by the ADDSD, ALTDSD, RALTER, or RDEFINE
command and the access type is within the scope of the valid access types.
RACF also writes the record if logging has been unconditionally requested by a
RACROUTE REQUEST=AUTH postprocessing exit routine.

In the second case, RACF writes the violation record if the ALL or FAILURES
logging option is set in the resource profile by the ADDSD, ALTDSD, RALTER, or
RDEFINE command, or if logging is unconditionally requested by a RACROUTE
REQUEST=AUTH postprocessing exit routine. The violation record supplements
the information that RACF sends to the security console in RACF message
ICH408I.

Note that the FAILURES (READ) option is the default in cases where new
resources are RACF-protected.

For the preceding events, a RACROUTE REQUEST=AUTH exit routine can
modify the logging options by changing the LOG parameter on a RACROUTE
REQUEST=AUTH macro instruction from ASIS to NOFAIL, NONE, or NOSTAT,
or by unconditionally requesting or suppressing logging with the logging control
field. For information on the LOG parameter of a RACROUTE REQUEST=AUTH
macro instruction, see|z/0S Security Server RACROUTE Macro Referencd. For
information on the logging options of the ADDSD, ALTDSD, ALTUSER, RALTER,
RDEFINE, and SETROPTS commands, see|z/OS Security Server RACH
[Command Language Reference,

* Authorized or unauthorized attempts to modify profiles on a RACF
database. During RACF command processing, RACF found that a user with the
AUDITOR attribute specified that the following be logged:

1. All detected changes to a RACF database by RACF commands or a
RACROUTE REQUEST=DEFINE

2. All RACF commands (except LISTDSD, LISTGRP, LISTUSER, RLIST, and
SEARCH) issued by users with the SPECIAL attribute
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3. All violations detected by RACF commands (except LISTGRP, LISTUSER,
RLIST, and SEARCH)

4. Every RACROUTE REQUEST=AUTH and RACROUTE REQUEST=DEFINE

issued for the user and all RACF commands (except LISTGRP, LISTUSER,
RLIST and SEARCH) issued by the user

In the first three cases, RACF writes records if a user with the AUDITOR attribute

specified AUDIT, SAUDIT, and CMDVIOL, respectively, on the SETROPTS
command. In the fourth case, RACF writes the records if a user with the
AUDITOR attribute specified UAUDIT on the ALTUSER command.

You can use SMF records to:

Track the total use of a sensitive resource (if the ALL option is set)

Identify the resources that are repeated targets of detected unauthorized
attempts to access them (if the ALL or FAILURES option is set)

Identify the users who make detected unauthorized requests
Track SPECIAL user activity
Track activity of a particular user

In most cases, RACF writes one record for each event. (RACF can write two
records for one operation on a resource — for example, when a RACF-protected
DASD data set is deleted with scratch.)

SMF record 80 contains the following information:

(The data in a relocate section is explained in[“Table of Relocate Section Variable

The record type

Time stamp (time and date)

Processor identification

Event code and qualifier (explained in Table 1)
User identification

Group name

A count of the relocate sections

Authorities used to successfully execute commands or access resources
Reasons for logging

Command processing error flag

Foreground user terminal ID

Foreground user terminal level number

Job log number (job name, entry time, and date)
RACF version, release and modification number
SECLABEL of user

[Data” on page 54| and [‘Table of Data Type 6 Command-Related Data” on page 67}

The log record RACF creates is a standard type 80 SMF record.

The format of record type 80 is:

~

Offsets
Dec. Hex. Name Length Format Description
0 0 SMF8OLEN 2 Binary Record length.
2 2 SMF80SEG 2 Binary Segment descriptor.
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Offsets
Dec. Hex. Name Length Format Description
4 4 SMF80FLG 1 Binary System indicator

Bit Meaning When Set

0-2 Reserved

3 MVS/SP Version 4 or 5

4 MVS/SP Version 3

5 MVS/SP Version 2

6 VS2

7 Reserved.

Note: For MVS/SP Version 4, bits 3, 4, 5, and 6 will be
on.

5 SMF80RTY 1 Binary Record type: 80 (X'50').

6 SMF80TME 4 Binary Time of day, in hundredths of a second, that the record
was moved to the SMF buffer.

10 A SMF80DTE 4 packed Date that the record was moved to the SMF buffer, in
the form OcyydddF (where F is the sign).

14 E SMF80SID 4 EBCDIC System identification (from the SID parameter).
18 12 SMF80DES 2 Binary Descriptor flags

Bit Meaning When Set

0 The event is a violation

1 User is not defined to RACF

2 Record contains a version indicator (see
SMF80VER)

3 The event is a warning

4 Record contains a version, release, and
modification level number (see SMF80VRM)

5-15 Reserved.

20 14 SMF80EVT 1 Binary Event code.
21 15 SMF80EVQ 1 Binary Event code qualifier.

22 16 SMF80USR 8 EBCDIC Identifier of the user associated with this event
(jobname is used if the user is not defined to RACF).

30 1E SMF80GRP 8 EBCDIC Group to which the user was connected (stepname is
used if the user is not defined to RACF).

38 26 SMF80REL 2 Binary Offset to the first relocate section from the beginning of
the record header (SMF80FLG).

40 28 SMF80CNT 2 Binary Count of the number of relocate sections.

42 2A SMF80ATH 1 Binary Authorities used for processing commands or
accessing resources

Bit Meaning When Set

0 Normal authority check (resource access)
1 SPECIAL attribute (command processing)
2 OPERATIONS attribute (resource access,

command processing)

AUDITOR attribute (command processing)
Installation exit processing (resource access)
Failsoft processing (resource access)
Bypassed-user ID = *BYPASS* (resource
access)

7 Trusted attribute (resource access).
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Offsets
Dec. Hex. Name Length Format Description
43 2B SMF80REA 1 Binary Reason for logging. These flags indicate the reason
RACF produced the SMF record
Bit Meaning When Set
0 SETROPTS AUDIT(class)—changes to this
class of profile are being audited.

1 User being audited

2 SPECIAL users being audited

3 Access to the resource is being audited due to
the AUDIT option (specified when profile
created or altered by a RACF command), a
logging request from the RACROUTE
REQUEST=AUTH exit routine, or because the
operator granted access during failsoft
processing.

4 RACROUTE REQUEST=VERIFY or initACEE
failure.

5 This command is always audited

6 Violation detected in command and CMDVIOL
is in effect

7 Access to entity being audited due to
GLOBALAUDIT option.
44 2C SMF80TLV 1 Binary Terminal level number of foreground user (zero if not
available).
45 2D SMF80ERR 1 Binary Command processing error flag
Bit Meaning When Set
0 Command had error and RACF could not back
out some changes

1 No profile updates were made because of
error in RACF processing

2-7 Reserved.

46 2E SMF80TRM EBCDIC Terminal ID of foreground user (zero if not available).

54 36 SMF80JBN EBCDIC Job name. For RACROUTE REQUEST=VERIFY
records for batch jobs, this field can be zero.

62 3E SMF80RST 4 Binary Time, in hundredths of a second, that the reader
recognized the JOB statement for this job. For
RACROUTE REQUEST=VERIFY records for batch
jobs, this field can be zero.

66 42 SMF80RSD 4 packed Date the reader recognized the JOB statement for this
job, in the form OcyydddF (where Fis the sign). For
RACROUTE REQUEST=VERIFY records for batch
jobs, this field can be zero.

70 46 SMF80UID 8 EBCDIC User identification field from the SMF common exit
parameter area. For RACROUTE REQUEST=VERIFY
records for batch jobs, this field can be zero.

78 4E SMF80VER 1 Binary Version indicator (8 = Version 1, Release 8 or later). As

of RACF 1.8.1, SMF80VRM is used instead.
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Offsets
Dec. Hex. Name Length Format Description
79 4F SMF80RE2 1 Binary Additional reasons for logging
Bit Meaning When Set
0 Security level control for auditing
1 VMEVENT Auditing
2 Class being audited due to SETROPTS
LOGOPTIONS
3 Entity audited due to SETROPTS
SECLABELAUDIT
4 Entity audited due to SETROPTS
COMPATMODE
5 Audited due to SETROPTS APPLAUDIT
6 Audited because user not defined to z/OS
UNIX
7 Audited because user does not have
appropriate authority for zZOS UNIX
80 50 SMF80VRM 4 EBCDIC FMID for RACF

2020 RACF 2.2 and OS/390 Security Server
(RACF) V1 R2

2030 0OS/390 Security Server (RACF) V1 R3
2040 0OS/390 Security Server (RACF) V2 R4
2060 0OS/390 Security Server (RACF) V2 R6
2608 0S/390 Security Server (RACF) V2 R8

7703  OS/390 Security Server (RACF) V2 R10 and
z/OS Security Server (RACF) V1 R1
7705  z/OS Security Server (RACF) V1 R2

84 54 SMF80SEC 8 EBCDIC Security label of the user.
92 5C SMF80RL2 2 Binary Offset to extended-length relocate sections.
94 5E SMF80CT2 2 Binary Count of extended-length relocate sections.
96 60 SMF80AU2 1 Binary Authority used continued
Bit Meaning When Set
0 z/OS UNIX superuser
1 z/0OS UNIX system function
2-7 Reserved.
97 61 SMF80ORSV 1 Binary Reserved
Relocate Section:
0 0 SMF80DTP 1 Binary Data type
1 1 SMF80DLN 1 Binary Length of data that follows
2 2 SMF80DTA 1-255 mixed Data
Extended-length Relocate Section:
0 0 SMF80TP2 2 Binary Data type
2 2 SMF80DL2 2 Binary Length of data that follows
4 4 SMF80DA2 variable EBCDIC Data

Note 1 — SMF80ATH:
These flags indicate the authority checks made for the user who requested the

action. The RACF commands use bits 0, 1, and 3; the RACF requests use bits 0, 2,
and 4-7.

40 z/OS V1R4.0 Security Server RACF Macros and Interfaces



SMF Records-Type 80

Bit 0 indicates that the user’s authority to issue the command or SVC was
determined by the checks for a user with the SPECIAL, OPERATIONS, or
AUDITOR attribute. This bit indicates that the tests were made, not that the user
passed the tests and has authority to issue the command. This bit is not set on if
the user has the AUDITOR attribute and entered the command with only those
operands that require the AUDITOR attribute.

Bit 1 indicates that the user has the SPECIAL attribute and used this authority to
issue the command. If the user also has the AUDITOR attribute and entered the
command with only those operands that require the AUDITOR attribute, this bit is
not set on because the user did not use his authority as a user with the
SPECIAL attribute.

Bit 2 is set by RACROUTE REQUEST=AUTH and RACROUTE
REQUEST=DEFINE and indicates that the user has the OPERATIONS attribute
and used this authority to obtain access to the resource.

Bit 3 indicates that the user has the AUDITOR attribute and used this authority to
issue the command with operands that require the AUDITOR attribute.

Bit 4 indicates that the user has authority because the exit routine indicated that
the request is to be accepted without any further authority checks.

Bit 5 indicates that resource access was granted by the operator during failsoft
processing.

Bit 6 indicates that *BYPASS* was specified on the user ID field. Access was
granted because RACF authority checking was bypassed.

Bit 7 indicates that the user has the trusted attribute.

Note 2 — SMF80OREA:

These flags indicate the reason RACF produced the SMF record.

Bit 0 is set when there are changes made to a profile in a class specified in the
AUDIT operand of the SETROPTS command.

Bit 1 is set when a user with the AUDITOR attribute specifies the UAUDIT
operand on the ALTUSER command for a user and the user has changed RACF
profiles with a RACF command, or a RACROUTE REQUEST=AUTH or
RACROUTE REQUEST=DEFINE has been issued for the user.

Bit 2 is set when a user with the AUDITOR attribute specifies the SAUDIT
operand on the SETROPTS command and a user with the SPECIAL attribute
has changed RACF profiles with a RACF command. However, if a user has both
the SPECIAL and AUDITOR attributes and issues a command with operands that
require only the AUDITOR attribute, RACF does not log this activity because
SPECIAL authority was not used.

Bit 3 is set if:

— The AUDIT option in the resource profile specifies that attempts to access the
resource be logged.

— The RACROUTE REQUEST=AUTH exit routine specifies unconditional
logging.

— The console operator grants the resource access during failsoft processing.

Bit 4 is set when the RACROUTE REQUEST=VERIFY fails to verify a user

because of an invalid group, password, terminal, or OIDCARD, or initACEE fails
because a certificate in not defined or is not trusted.

Bit 5 is set if the RVARY or SETROPTS command produced the SMF record.
(The execution of these two commands always produce an SMF record.)

Chapter 5. SMF Records 41



SMF Records-Type 80

» Bit 6 is set when a user with the AUDITOR attribute specifies logging of
command violations (with the CMDVIOL operand on the SETROPTS command)
and RACF detects a violation.

» Bit 7 is set when attempts to access a RACF-protected resource are being
logged, as requested by the GLOBALAUDIT option in the resource profile.

Note 3 — SMF80ERR:

These flags indicate errors during command processing and the extent of the
processing.

» Bit 0 indicates that an error occurred that prevented the command from
completing all updates requested, and the command was unable to back out the
updates already done. If this bit is on, there may be an inconsistency between
the profiles on the RACF database, or between the profile for a data set and the
RACF-indicator for the data set in the DSCB or catalog. The latter is also
indicated by a bit in the command-related information for the ADDSD, ALTDSD,
and DELDSD commands. For some commands (for example, ADDUSER), the
inconsistency means an incompletely defined resource. For other commands,
where the profiles are already defined (for example, ALTUSER), the
inconsistency means that all changes were not made, but the profiles are still
usable.

This bit indicates a terminating error and should not be confused with a keyword
violation or processing error where the command continues processing other
operands.

» Bit 1 indicates that none of the requested changes were made, because either
(1) a terminating error occurred before the changes were made, or (2) the
command was able to back out the changes after a terminating error.

Table of Event Codes and Event Code Qualifiers

This table describes the SMF80EVT (event code) and SMF80EVQ (event code
qualifier) fields.

The event code qualifier is O if the recorded event is not a violation or a warning.
There are exceptions for event code 1 (Job initiation/TSO logon/logoff); event
qualifier codes 8, 12, 13 and 32 are not violations or warnings.

For event codes 8 through 25, an event code qualifier of 1 indicates one of the
following:

e The command user is not RACF-defined.

* The command user is not authorized to change the requested profiles on the
RACF database.

* The command user does not have sufficient authority for any of the operands on
the command.

For event codes 8 through 25, an event code qualifier of 2 indicates that the
command user does not have sufficient authority to specify some of the operands,
but RACF performed the processing for the operands for which the user has
sufficient authority.

Event code qualifiers of 3 and 4 apply to the ADDSD, ALTDSD, and DELDSD

commands. They indicate whether the retrieval of the data set affected by the
SECLABEL change was successful (3) or not (4).
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For detailed descriptions of the SMF event code qualifiers, refer to|Appendix E,
[‘Event Code Qualifier Descriptions” on page 421|

Event 1( 1): JOB INITIATION / TSO LOGON/LOGOFF (detected by RACINIT request)

Code Qualifier Description Relocate type sections (Possible
Dec(Hex) SMF80DTP/SMF80DA2 Values)
0( 0) Successful Initiation 1, 17, 20, 46, 47, 49, 53, 55, 331, 332

Password not valid

)

2(2) Group not valid

3(3) OIDCARD not valid

4( 4) Terminal/console not valid

5( 5) Application not valid

6( 6) Revoked user attempting access

7(7) User ID automatically revoked

8( 8) Successful termination

9(9) Undefined user ID

10( A) Insufficient security label authority

11( B) Not authorized to security label

12( C) Successful RACINIT initiation

13( D) Successful RACINIT delete

14( E) System now requires more authority

15( F) Remote job entry - job not
authorized

16(10) SURROGAT class is inactive

17(11) Submitter is not authorized by user

18(12) Submitter not authorized to security
label

19(13) User is not authorized to job

20(14) WARNING - Insufficient security
label authority

21(15) WARNING - security label missing
from user, job or profile

22(16) WARNING - not authorized to
security label

23(17) Security labels not compatible

24(18) WARNING - security labels not
compatible

25(19) Current PASSWORD has expired

26(1A) Invalid new PASSWORD

27(1B) Verification failed by installation

28(1C) Group access has been revoked

29(1D) OIDCARD is required

30(1E) Network job entry - job not
authorized

31(1F) Warning - unknown user from
trusted node propagated

32(20) Successful initiation using
PassTicket

33(21) Attempted replay of PassTicket
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Event 2( 2): RESOURCE ACCESS (detected by RACROUTE REQUEST=AUTH, RACROUTE

REQUEST=FASTAUTH and DIRAUTH function)

Code Qualifier Description Relocate type sections (Possible
Dec(Hex) SMF80DTP/SMF80DA2 Values)
0( 0) Successful access 1,3, 4, 5, 15, 16, 17, 20, 33, 38, 46, 48,
49, 51, 53, 54, 55, 64, 65, 66, 331, 332
(see Notes 1 and 2)
1(1) Insufficient authority
2(2) Profile not found - RACFIND
specified on macro
3(3) Access permitted due to warning
4( 4) Failed due to PROTECTALL
5( 5) WARNING issued due to
PROTECTALL
6( 6) Insufficient CATEGORY/SECLEVEL
7(7) Insufficient security label authority
8(8) WARNING - security label missing

from job, user, or profile

9(9) WARNING - insufficient security
label authority

10( A) WARNING - Data set not cataloged

11( B) Data set not cataloged

12( C) Profile not found - required for
authority checking

13( D) WARNING - insufficient
CATEGORY/SECLEVEL

14( E) WARNING - Non-MAIN execution

environment detected while in
ENHANCED PGMSECURITY

mode. Conditional access or use of

EXECUTE-controlled program
temporarily allowed.

15( F) Conditional access or use of
EXECUTE-controlled program
allowed through BASIC mode
program while in ENHANCED
PGMSECURITY mode.

Note 1: The SMF80DTP value 4 (access authority allowed) can be less than the SMF80DTP value 3

(access authority requested) in two cases:

* When RACF authorizes access to a user who requested access to a database because the user has

the OPERATIONS attribute.

* When the RACROUTE REQUEST=AUTH exit routine returns a return code of 12, which indicates that

the request should be granted.

Note 2: The SMF80DTP value of 16 appears only when the RACROUTE REQUEST=AUTH received an
old volume (OLDVOL) as input. The value of 33 appears when a generic profile is used.

Event 3( 3): ADDVOL/CHGVOL (detected by RACROUTE REQUEST=DEFINE TYPE=ADDVOL or

CHGVOL)

Code Qualifier Description Relocate type sections (Possible

Dec(Hex) SMF80DTP/SMF80DA2 Values)

0( 0) Successful processing of new 1,4, 5,15, 16, 17, 33, 38, 44, 46, 49, 53,
volume 55, 331, 332 (see Note)

1(1) Insufficient authority (DATASET
only)

2(2) Insufficient security label authority
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Event 3( 3): ADDVOL/CHGVOL (detected by RACROUTE REQUEST=DEFINE TYPE=ADDVOL or
CHGVOL)

Code Qualifier Description Relocate type sections (Possible
Dec(Hex) SMF80DTP/SMF80DA2 Values)
3( 3) Less specific profile exists with

different seclabel

Note: The SMF80DTP value of 16 appears only when the RACROUTE REQUEST=AUTH received an
old volume (OLDVOL) as input. The value of 33 appears when a generic profile is used.

Event 4( 4): RENAME RESOURCE (detected by RACROUTE REQUEST=DEFINE with
TYPE=DEFINE and NEWNAME specified)

Code Qualifier Description Relocate type sections (Possible
Dec(Hex) SMF80DTP/SMF80DA2 Values)
0( 0) Successful rename 1,2, 5,15, 17, 33, 38, 44, 46, 49, 53, 55,
331, 332
1(1) Group not valid
2(2) User not in group
3(3) Insufficient authority
4( 4) Resource name already defined
5( 5) User not defined to RACF
6( 6) Resource not protected
7(7) WARNING - resource not protected
8(8) User in second qualifier is not
RACF-defined
9(9) Less specific profile exists with
different SECLABEL
10( A) Insufficient security label authority
11( B) Resource not protected by security
label
12( C) New name not protected by security
label
13( D) New SECLABEL must dominate old
SECLABEL
14( E) Insufficient security label authority
15( F) WARNING - resource not protected
by security label
16(10) WARNING - new name not
protected by security label
17(11) WARNING - new SECLABEL must

dominate old SECLABEL

Note: In cases where the RACROUTE REQUEST=DEFINE is used to rename a resource
(SMF80EVT=4), the data type 33 relocate section can hold a resource name that is either the old name
or the new name, or it can hold the generic profile that protects the old or the new name.

Event 5( 5): DELETE RESOURCE (detected by RACROUTE REQUEST=DEFINE, TYPE=DELETE or
DELETE)

Code Qualifier Description Relocate type sections (Possible
Dec(Hex) SMF80DTP/SMF80DA2 Values)
0( 0) Successful scratch 1, 5, 15, 17, 33, 38, 44, 46, 49, 53, 55,
331, 332
1(1) Resource not found
2(2) Invalid volume identification
(DATASET only)
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Event 6( 6): DELETE 1 VOLUME OF MULTIVOLUME RESOURCE (detected by RACROUTE
REQUEST=DEFINE, TYPE=DELETE)

Code Qualifier
Dec(Hex)

Description Relocate type sections (Possible

SMF80DTP/SMF80DA2 Values)

0( 0)

Successful deletion 1,5, 8, 15, 17, 38, 44, 46, 49, 53, 55, 331,

332

Event 7( 7): DEFINE RESOURCE (detected by RACROUTE REQUEST=DEFINE, TYPE=DEFINE)

Code Qualifier Description Relocate type sections (Possible
Dec(Hex) SMF80DTP/SMF80DA2 Values)
0( 0) Successful definition 1, 5, 15,17, 18, 19, 33, 38, 44, 46, 49, 53,
55, 331, 332
1(1) Group undefined
2(2) User not in group
3(3) Insufficient authority
4( 4) Resource name already defined
5( 5) User not defined to RACF
6( 6) Resource not protected
7(7) WARNING - resource not protected
8( 8) WARNING - security label missing
from job, user, or profile
9(9) WARNING - insufficient security
label authority
10( A) User in second qualifier is not
RACF-defined
11( B) Insufficient security label authority
12( C) Less specific profile exists with a
different SECLABEL
EVENT Command Code Qualifier Description Relocate type sections
Dec(Hex) Dec(Hex) (Possible
SMF80DTP/SMF80DA2
Values)
8( 8) ADDSD 0( 0) No violations detected 6, 7, 10, 13, 33, 38, 40, 44, 49,
1(1) Insufficient authority (no update 22’251’ 53, 85, 62, 63, 331,
to RACF database)
2(2) Keyword violations detected
(partial update to RACF
database)
3(3) Successful retrieval of data set
names affected by a
SECLABEL change
4( 4) Error during retrieval of data
set names affected by a
SECLABEL change
9(9) ADDGROUP 0( 0) No violations detected 6, 7, 37, 38, 44, 49, 53, 55, 63,
1(1) Insufficient authority (no update 301, 331, 332
to RACF database)
2(2) Keyword violations detected
(partial update to RACF
database)
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Dec(Hex)

Code Qualifier
Dec(Hex)

Description

SMF Records-Type 80

Relocate type sections
(Possible
SMF80DTP/SMF80DA2
Values)

10( A) ADDUSER

No violations detected

Insufficient authority (no update
to RACF database)

Keyword violations detected
(partial update to RACF
database)

6,7, 8, 28, 37, 38, 40, 44, 49,
58, 55, 301, 331, 332

11( B) ALTDSD

No violations detected

Insufficient authority (no update
to RACF database)

Keyword violations detected
(partial update to RACF
database)

Successful retrieval of data set
names affected by a
SECLABEL change

Error during retrieval of data
set names affected by a
SECLABEL change

6,7,10, 11, 33, 38, 40, 41, 44,
49, 50, 51, 53, 55, 62, 63, 331,
332

12( C) ALTGROUP

No violations detected

Insufficient authority (no update
to RACF database)

Keyword violations detected
(partial update to RACF
database)

6, 7, 37, 38, 44, 49, 53, 55,
301, 331, 332

13( D) ALTUSER

No violations detected

Insufficient authority (no update
to RACF database)

Keyword violations detected
(partial update to RACF
database)

6,7, 8, 28, 37, 38, 40, 41, 44,
49, 53, 55, 301, 331, 332

14( E) CONNECT

No violations detected

Insufficient authority (no update
to RACF

Keyword violations detected
(partial update to RACF
database)

6, 38, 49, 53, 55, 331, 332

15( F) DELDSD

No violations detected

Insufficient authority (no update
to RACF database)

Keyword violations detected
(partial update to RACF
database)

Successful retrieval of data set
names affected by a
SECLABEL change

Error during retrieval of data
set names affected by a
SECLABEL change

6, 38, 49, 50, 51, 53, 55, 62,
63, 331, 332
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EVENT Command
Dec(Hex)

Code Qualifier
Dec(Hex)

Description

Relocate type sections
(Possible
SMF80DTP/SMF80DA2
Values)

16(10) DELGROUP

No violations detected

Insufficient authority (no update
to RACF database)

Keyword violations detected
(partial update to RACF
database)

6, 38, 44, 49, 53, 55, 331, 332

17(11) DELUSER

No violations detected

Insufficient authority (no update
to RACF database)

Keyword violations detected
(partial update to RACF
database)

6, 38, 44, 49, 53, 55, 331, 332

18(12) PASSWORD

No violations detected

Insufficient authority (no update
to RACF database)

Keyword violations detected
(partial update to the RACF
database)

6, 38, 49, 53, 331, 332

19(13) PERMIT

No violation detected

Insufficient authority (no update
to RACF database)

Insufficient authority (partial
update to RACF database)

6,9, 12, 13, 14, 17, 26, 38, 39,
49, 53, 55, 331, 332

20(14) RALTER

No violations detected

Insufficient authority (no update
to RACF database)

Keyword violations detected
(partial update to RACF
database)

6,7,9,10, 11, 17, 24, 25, 29,
33, 38, 40, 41, 44, 49, 50, 51,
53, 55, 331, 332

21(15) RDEFINE

No violations detected

Insufficient authority (no update
to RACF database)

Keyword violations detected
(partial update to RACF
database)

6,7,9, 18,17, 24, 29, 33, 38,
40, 44, 49, 50, 51, 53, 55, 331,
332

22(16) RDELETE

No violations detected

Insufficient authority (no update
to RACF database)

Keyword violations detected
(partial update to RACF
database)

6, 9, 17, 38, 44, 49, 50, 51, 53,
55, 331, 332

23(17) REMOVE

No violations detected

Insufficient authority (no update
to RACF database)
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EVENT Command Code Qualifier Description Relocate type sections
Dec(Hex) Dec(Hex) (Possible
SMF80DTP/SMF80DA2
Values)
24(18) SETROPTS 0( 0) No violations detected 6, 21, 22, 23, 27, 32, 34, 35,
1(1) Insufficient authority (no update 22142323 44, 45, 49, 53, 55,
to RACF database) ’
2(2) Keyword violations detected
(partial update to RACF
database)
25(19) RVARY 0( 0) No violations detected 6, 27, 30, 31, 49, 53, 55, 331,
1(1) Insufficient authority (no update 332
to RACF database)
2(2) Keyword violations detected
(partial update to RACF
database)
26(1A) APPC SESSION 0( 0) Partner verification was 1, 17, 33, 38, 49, 53, 55, 331,
ESTABLISHMENT successful 332
1(1) Session established without
verification
2(2) Local LU key will expire in <=5
days
3(3) Partner LU access has been
revoked
4( 4) Partner LU key does not match
this LU key
5( 5) Session terminated for security
reason
6( 6) Required SESSION KEY not
defined
7(7) Possible security attack by
partner LU
8( 8) SESSION KEY not defined for
partner LU
9(9) SESSION KEY not defined for
this LU
10( A) SNA security-related protocol
error
11( B) Profile change during
verification
12( C) Expired SESSION KEY
27(1B) GENERAL 0( 0) General purpose auditing 17, 46, 49, 53, 55, 331, 332
28(1C) DIRECTORY SEARCH 0( 0) Access allowed 17, 49, 53, 55, 256, 257, 258,
259, 260, 261, 262, 263, 264,
265 266, 267, 268, 269, 270,
1(1) Not authorized to search 291, 295, 297, 298, 299, 307,
directory 308, 309, 310, 315, 316, 317,
331, 332
29(1D) CHECK ACCESS TO 0( 0) Access allowed 17, 49, 53, 55, 256, 257, 258,
DIRECTORY 259, 260, 261, 262, 263, 264
1( 1) Caller does not have requested 265, 266, 267, 268, 269, 270,

access authority

297, 298, 299, 307, 308, 309,
310, 315, 316, 317, 331, 332
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EVENT Command Code Qualifier Description Relocate type sections
Dec(Hex) Dec(Hex) (Possible
SMF80DTP/SMF80DA2
Values)
30(1E) CHECK ACCESS TO FILE 0( 0) Access allowed 17, 49, 53, 55, 256, 257, 258,
259, 260, 261, 262, 263, 264,
1( 1) Caller does not have requested 265, 266, 267, 268, 269, 270,
access authority 298, 299, 307, 308, 309, 310,
315, 316, 317, 331, 332
31(1F) CHAUDIT 0( 0) File’s audit options changed 17, 49, 53, 55, 256, 257, 258,
1(1) Caller does not have authority Sgg zgg ;g; ggg ggi 58‘71
ts‘;gg;’izgeﬁ:fer audit options of - 505" 309. 310, 315, 316, 317,
331, 332
2(2) Caller does not have authority
to change auditor audit options
32(20) CHDIR 0( 0) Current working directory 17, 49, 583, 55, 256, 257, 258,
changed 259, 260, 261, 262, 263, 264,
* Failures logged as directory 265, 266, 315, 316, 317, 331,
332
search event types
33(21) CHMOD 0( 0) File’s mode changed 17, 49, 58, 55, 256, 257, 258,
- 259, 260, 261, 263, 264, 265,
1(1) Caller does not have authority  ogg 289, 290, 296, 307, 308,
to change mode of specified 309, 310, 315, 316, 317, 331,
file 332
34(22) CHOWN 0( 0) File’s owner or group owner 17, 49, 53, 55, 256, 257, 258,
changed 259, 260, 261, 262, 263, 264,
1(1) Caller does not have authority ggg 2?8 g?g :23?2; g?; gg?
to change owner or group 332’ ’ ’ ’ ’ ’
owner of specified file
35(23) CLEAR SETID BITS FOR FILE 0( 0) S_ISUID, S_ISGID, and 17, 49, 53, 55, 256, 257, 258,
S_ISVTX bits changed to zero 259, 260, 261, 262, 263, 264,
(write) 265, 266, 289, 290, 317, 331,
No failure cases 332
36(24) EXEC WITH SETUID/SETGID  0( 0) Successful change of z/OS 17, 49, 53, 55, 256, 257, 258,
UNIX user identifiers (UIDs) 259, 260, 261, 262, 272, 273,
and z/OS UNIX group 274, 275, 276, 277, 317, 331,
identifiers (GIDs). 332
No failure cases. Access to
program file is audited via an
internal open
37(25) GETPSENT 0( 0) Access allowed 17, 49, 53, 55, 256, 257, 258,
1(1) Not authorized to access Sgg g?g 221 ggg 283, 284,
specified process ’ ’ ’
38(26) INITIALIZE z/OS UNIX 0( 0) z/OS UNIX process 17, 49, 53, 55, 256, 257, 258,
PROCESS (DUB) successfully initiated 259, 260, 261, 262, 317, 331,
1(1) User not defined as a z/OS 332
UNIX user (no user profile or
no OMVS segment)
2(2) User incompletely defined as a
z/OS UNIX user (no z/OS
UNIX user identifier (UID) in
user profile)
3(3) User’s current group has no
z/OS UNIX group identifier
(GID).
39(27) z/0OS UNIX PROCESS 0( 0) Process completed 17, 49, 53, 55, 256, 257, 258,

COMPLETION (UNDUB)
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EVENT Command Code Qualifier Description Relocate type sections
Dec(Hex) Dec(Hex) (Possible
SMF80DTP/SMF80DA2
Values)
40(28) KILL 0( 0) Access allowed 17, 49, 53, 55, 256, 257, 258,
1(1) Not authorized to access ng ggg gg:) :23(153 52‘12 ggg
specified process ’ ’ ’ ’ ’
41(29) LINK 0( 0) New link created 17, 49, 53, 55, 256, 257, 258,
259, 260, 261, 262, 263, 264,
* Failures logged as directory 265, 266, 270, 299, 307, 308,
search or check access event 309, 310, 315, 316, 317, 331,
types 332
42(2A) MKDIR 0( 0) Directory successfully created 17, 49, 53, 55, 256, 257, 258,
259, 260, 261, 262, 263, 264,
* Failures logged as directory 265, 266, 289, 290, 294, 296,
search or check access event 307, 308, 309, 310, 317, 331,
types 332
43(2B) MKNOD 0( 0) Node successfully created 17, 49, 53, 55, 256, 257, 258,
259, 260, 261, 262, 263, 264,
* Failures logged as directory 265, 266, 289, 290, 294, 296,
search or check access event 307, 308, 309, 310, 317, 331,
types 332
44(2C) MOUNT FILE SYSTEM 0( 0) Successful mount 17, 49, 53, 55, 256, 257, 258,
" - - 259, 260, 261, 262, 263, 264,
Failures logged as ck_priv 265, 266, 295, 315, 316, 317,
event type 331, 332
45(2D) OPEN (NEW FILE) 0( 0) File successfully created 17, 49, 53, 55, 256, 257, 258,
259, 260, 261, 262, 263, 264,
* Failures logged as directory 265, 266, 289, 290, 294, 296,
search or check access event 307, 308, 309, 310, 317, 331,
types 332
46(2E) PTRACE 0( 0) Access allowed 17, 49, 53, 55, 256, 257, 258,
259, 260, 261, 262, 282, 283,
1(1) Not authorized to access 284, 285, 286, 287, 288, 317,
specified process 331, 332
47(2F) RENAME 0( 0) Rename successful 17, 49, 53, 55, 256, 257, 258,
259, 260, 261, 262, 263, 264,
* Failures logged as directory 265, 266, 270, 271, 278, 279,
search or check access event 294, 299, 302, 307, 308, 309,
types 310, 311, 312, 313, 314, 315,
316, 317, 331, 332
48(30) RMDIR 0( 0) Successful rmdir 17, 49, 53, 55, 256, 257, 258,
* Failures logged as directory 259, 260, 261, 262, 263, 264,
search or check access event 265, 266, 307, 308, 309, 310,
t 315, 316, 317, 331, 332
ypes
49(31) SETEGID 0( 0) Successful change of effective 17, 49, 53, 55, 256, 257, 258,
z/OS UNIX group identifier 259, 260, 261, 262, 275, 276,
(GID). 277, 281, 317, 331, 332
1(1) Not authorized to setegid
50(32) SETEUID 0( 0) Successful change of effective 17, 49, 53, 55, 256, 257, 258,
z/OS UNIX user identifier 259, 260, 261, 262, 272, 273,
(UID). 274, 280, 317, 331, 332
1(1) Not authorized to seteuid
51(33) SETGID 0( 0) Successful change of z/OS 17, 49, 53, 55, 256, 257, 258,
UNIX group identifiers (GIDs). 259, 260, 261, 262, 275, 276,
1(1) Not authorized to setgid 277, 281, 317, 381, 332
52(34) SETUID 0( 0) Successful change of z/OS 17, 49, 53, 55, 256, 257, 258,

UNIX user identifiers (UIDs).

Not authorized to setuid

259, 260, 261, 262, 272, 273,
274, 280, 317, 331, 332
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EVENT Command Code Qualifier Description Relocate type sections
Dec(Hex) Dec(Hex) (Possible
SMF80DTP/SMF80DA2
Values)
53(35) SYMLINK 0( 0) Successful symlink 17, 49, 583, 55, 256, 257, 258,
* Failures logged as directory 259, 260, 261, 262, 263, 264,
search or check access event 265, 266, 297, 307, 308, 309,
i 310, 317, 331, 332
ypes
54(36) UNLINK 0( 0) Successful unlink 17, 49, 53, 55, 256, 257, 258,
* Failures logged as directory 259, 260, 261, 262, 263, 264,
search or check access event 265, 266, 302, 307, 308, 309,
i 310, 315, 316, 317, 331, 332
ypes
55(37) UNMOUNT THE SYSTEM 0( 0) Successful unmount 17, 49, 583, 55, 256, 257, 258,
" - - 259, 260, 261, 262, 263, 264,
Failures logged as ck_priv 265, 266, 295, 315, 316, 317,
event type 331, 332
56(38) CHECK FILE OWNER 0( 0) User is the owner 17, 49, 53, 55, 256, 257, 258,
259, 260, 261, 262, 263, 264,
1(1) User is not the owner 265, 266, 307, 308, 309, 310,
315, 316, 317, 331, 332
57(39) CK_PRIV 0( 0) User is authorized 17, 49, 53, 55, 256, 257, 258,
1(1) User is not authorized to use 3?3 gg? gg; 262, 315, 316,
requested function ’ ’
58(3A) OPEN SLAVE TTY 0( 0) Access allowed 17, 49, 53, 55, 256, 257, 258,
1(1) Not authorized to access ggi zgg g?; ggf ;2:,22 283,
specified process ’ ’ ’ ’
59(3B) RACLINK 0( 0) Access allowed 6, 49, 53, 331, 332
1(1) Insufficient authority
2(2) Keyword violation detected
3(3) Association already defined
4( 4) Association already approved
5(5) Association does not match
6( 6) Association does not exist
7(7) Password not valid or user ID
is revoked
60(3C) CHECK IPC ACCESS 0( 0) Access allowed 17, 49, 56, 256, 257, 258, 259,
260, 261, 262, 265, 266, 267,
1( 1) Caller does not have proper 268, 269, 303, 304, 305, 306,
access authority 317, 331, 332
61(3D) MAKE ISP 0( 0) Successful creation of ISP 17, 49, 56, 256, 257, 258, 259,
260, 261, 262, 265, 266, 269,
No failure case 303, 304, 305, 306, 317, 331,
332
62(3E) R_IPC control 0( 0) Access allowed 17, 49, 56, 256, 257, 258, 259,
260, 261, 262, 265, 266, 280,
1(1) Caller does not have proper 281, 289, 290, 291, 296, 303,
authority. 304, 305, 306, 317, 331, 332
63(3F) SETGROUP 0( 0) Access allowed 17, 49, 53, 55, 256, 257, 258,
1(1) Not authorized to access g?g gg? gg; 262, 315, 316,
specified process. ’ ’
64(40) CHECK OWNER, TWO FILES 0( 0) User is the owner 17, 49, 53, 55, 256, 257, 258,
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EVENT Command Code Qualifier Description Relocate type sections
Dec(Hex) Dec(Hex) (Possible
SMF80DTP/SMF80DA2
Values)
65(41) R_AUDIT 0( 0) Successful r_audit 17, 49, 583, 55, 256, 257, 258,
- 259, 260, 261, 262, 263, 264,
No failure case 317, 331, 332
66(42) RACDCERT 0( 0) No violation detected 6, 49, 53, 318, 319, 320, 321,
322, 323, 324, 325, 326, 327,
1(1) Insufficient authority (no update 328, 329, 330, 331, 332, 336,
to RACF database) 337, 338, 339
67(43) INITACEE 0( 0) Successful certificate 49, 53, 318, 319, 331, 332
registration
1(1) Successful certificate
deregistration
2(2) Not authorized to register the
certificate
3(3) Not authorized to deregister the
certificate
4( 4) No user ID found for the
certificate
5(5) The certificate is not trusted
6( 6) Successful CERTAUTH
certificate registration
7(7) Insufficient authority to register
the CERTAUTH certificate
68(44) GRANT OF INITIAL 0( 0) Success 333, 334, 335
KERBEROS TICKET (reserved
for use by Network 1(1) Failure
Authentication Service)
| 69(45) R_PKIServ GENCERT 0( 0) Successful GENCERT request 46, 49, 53, 318, 319, 331, 332,
| . . 340, 341, 342, 343, 344, 345,
I 101) g‘;‘,{lﬁgg} authority for 346, 347, 348, 349, 350, 351,
| 357, 358, 359, 373
2(2) Successful REQCERT request
3(3) Insufficient authority for
REQCERT
4( 4) Successful GENRENEW
request
5(5) Insufficient authority for
GENRENEW
6( 6) Successful REQRENEW
request
7(7) Insufficient authority for
REQNRENEW
| 70(46) R_PKIServ EXPORT 0( 0) Successful EXPORT request 46, 49, 53, 331, 332, 343, 344,
1(1) Insufficient authority for 351, 359
EXPORT
2(2) Incorrect pass phrase specified
for EXPORT
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EVENT Command Code Qualifier Description Relocate type sections
Dec(Hex) Dec(Hex) (Possible
SMF80DTP/SMF80DA2
Values)
71(47) POLICY DIRECTOR ACCESS 0( 0) Authorized 352, 353, 354, 355, 356, 372
(Crgs’:-:vzgﬁo?igést!?':olicy 1(1) Not authorized but permitted
Director Authorization Services because of warning mode
Support) 2(2) Not authorized because of
insufficient traverse authority
but permitted because of
warning mode
3(3) Not authorized because of
time-of-day check but permitted
because of warning mode
4( 4) Not authorized
5( 5) Not authorized because of
insufficient traverse authority
6( 6) Not authorized because of
time-of-day check
| 72(48) R_PKIServ QUERY, DETAILS, 0(0) Successful admin QUERY or 20, 46, 49, 53, 318, 319, 331,
| or VERIFY DETAILS request 332, 340, 341, 342, 346, 351,
! 1(1) Insufficient authority for admin 358, 360, 361, 362, 363, 373
QUERY or DETAILS
2(2) Successful VERIFY request
3(3) Insufficient authority for
VERIFY
4( 4) Incorrect VERIFY certificate, no
record found for this certificate
| 73(49) R_PKIServ UPDATEREQ 0( 0) Successful admin 46, 49, 53, 331, 332, 340, 341,
UPDATEREQ request 342, 346, 347, 348, 349, 350,
1(1) Insufficient authority for admin 351, 357, 364, 365
UPDATEREQ
| 74(4A) R_PKIServ UPDATECERT or  0( 0) Successful admin 48, 49, 53, 318, 331, 332,364,
REVOKE UPDATECERT request 365, 366
1(1) Insufficient authority for admin
UPDATECERT
2(2) Successful REVOKE request
3(3) Insufficient authority for
REVOKE
75(4B) SETFACL 0( 0) ACL entry added, changed, or 17, 49, 53, 55, 256, 257, 258,
deleted 259, 260, 261, 262, 263, 264,
265, 266, 307, 308, 309, 310,
1( 1) Caller does not have authority 315, 316, 317, 331, 332, 367,
to change ACL of specified file  36g 369, 370, 371
76(4C) DELFACL 0( 0) Entire ACL removed 17, 49, 583, 55, 256, 257, 258,

Caller does not have authority
to remove ACL of specified file

Table of Relocate Section Variable Data
This table describes the variable data elements of the relocate section.
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Data Type Data Length Format Description (SMF80DTA)

(SMF80DTP) (SMF80DLN)

Dec(Hex)

1(1) 1-255 EBCDIC Resource name or old resource name (RACROUTE REQUEST=AUTH or
RACROUTE REQUEST=DEFINE)

2(2) 1-255 EBCDIC New data set name (RACROUTE REQUEST=DEFINE)

3(3) 1 Binary Access authority requested (RACROUTE REQUEST=DEFINE) (see Note 1)

4( 4) 1 Binary Access authority allowed (RACROUTE REQUEST=AUTH or RACROUTE
REQUEST=DEFINE) (see Note 1)

5(5) 1 Binary Data set level number (00-99)

6( 6) 1-255 mixed RACF command-related data (see Table 4)

7(7) 1-255 EBCDIC DATA installation-defined data (ADDUSER, ALTUSER, RALTER, RDEFINE,
ADDGROUP, ALTGROUP, ADDSD, ALTDSD)

8(8) 1-20 EBCDIC NAME user-name (ADDUSER, ALTUSER)

9(9) 1-255 EBCDIC Resource name (PERMIT, RALTER, RDEFINE, RDELETE)

10( A) 7 EBCDIC Volume serial (ALTDSD ADDVOL, RALTER ADDVOL, ADDSD VOLUME). When
set on, bit 0 of the first byte indicates that the volume was not processed. Bytes
2-7 contain the volume serial number.

11( B) 7 EBCDIC Volume serial (ALTDSD DELVOL, RALTER DELVOL). When set on, bit 0 of the
first byte indicates that the volume was not processed. Bytes 2-7 contain the
volume serial.

12( C) 9-243 1 to 27 ID names (PERMIT), each 9 bytes long

Binary Byte 1: Processing flags:
Bit Meaning When Set
0 ID ignored because of processing error (see Note 2)
1-7 Reserved

EBCDIC Bytes 2-9: ID name

13( D) 1-255 EBCDIC FROM resource name (PERMIT, ADDSD, RDEFINE)

14( E) 12 EBCDIC VOLUME volume serial (6 bytes) followed by FVOLUME volume serial (6 bytes)
(PERMIT)

15( F) 6 EBCDIC VOLSER volume serial (RACROUTE REQUEST=AUTH or RACROUTE
REQUEST=DEFINE)

(Note that when RACROUTE REQUEST=AUTH receives a DATASET profile as
input, the volume serial logged is the first volume serial contained in the profile’s
list of volume serials.)

16(10) 6 EBCDIC OLDVOL volume serial (RACROUTE REQUEST=AUTH or RACROUTE
REQUEST=DEFINE)

(Note that when RACROUTE REQUEST=AUTH receives a DATASET profile as
input, the volume serial logged is the first volume serial contained in the profile’s
list of volume serials.)

17(11) 1-8 EBCDIC Class name (RACROUTE REQUEST=AUTH or RACROUTE
REQUEST=DEFINE, RDEFINE, RALTER, RDELETE, PERMIT, or VMXEVENT
auditing). For z/OS UNIX, class controlling auditing for the request.

18(12) 1-255 EBCDIC MENTITY model resource name (RACROUTE REQUEST=DEFINE)

19(13) 6 EBCDIC Volume serial of model resource (RACROUTE REQUEST=DEFINE)

20(14) 8 EBCDIC Application name (RACROUTE REQUEST=AUTH or RACROUTE

REQUEST=DEFINE processed)
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Data Type Data Length Format Description (SMF80DTA)
(SMF80DTP) (SMF80DLN)
Dec(Hex)
21(15) 10 Current class options (set by SETROPTS or RACF initialization)
binary Byte 1:
Bit Meaning When Set
0 Statistics are in effect
1 Auditing is in effect
2 Protection is in effect
3 Generic profile processing is in effect
4 Generic command processing is in effect
5 Global access checking active
6 RACLIST option in effect
7 GENLIST option in effect
EBCDIC Bytes 2-9: Class name
Byte 10:
Bit Meaning When Set
0 Reserved
1 ALWAYS
2 NEVER
3 SUCCESSES
4 FAILURES
5 DEFAULT
6-7 Reserved
22(16) 8 EBCDIC Class name from STATISTICS/NOSTATISTICS keyword (SETROPTS)
23(17) 8 EBCDIC Class name from AUDIT/NOAUDIT keyword (SETROPTS)
24(18) 2-247 EBCDIC Resource name from ADDMEM keyword (RDEFINE, RALTER)
Byte 1:
Bit Meaning When Set
0 Resource name not processed
1 Resource name ignored because command user lacked sufficient
authority to perform the operation
Bytes 2-247: Resource name
25(19) 2-247 EBCDIC Resource name from DELMEM keyword (RALTER). Bit 0 of the first byte, when
set on, indicates that the resource name was not processed. Bytes 2-247
contain the resource name.
26(1A) 8 EBCDIC Class name from FCLASS keyword (PERMIT)
27(1B) 8 EBCDIC Class name from CLASSACT/NOCLASSACT keyword (SETROPTS, RVARY)
28(1C) 9 mixed Class name from CLAUTH/NOCLAUTH keyword (ADDUSER, ALTUSER). Bit 1
of the first byte, when set on, indicates that the class was ignored because the
command user did not have sufficient authority to perform the operation. Bytes
2-9 contain the class name.
29(1D) 1-255 EBCDIC Application data (RDEFINE, RALTER)
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Data Type Data Length Format Description (SMF80DTA)
(SMF80DTP) (SMF80DLN)
Dec(Hex)
30(1E) 12-55 mixed RACF database status (RVARY, RACF initialization)
Byte 1:
Bit Meaning When Set
0 Database is active
1 Database is backup
2-7 Reserved
Bytes 2-4: Unit name
Bytes 5-10 Volume
Byte 11: Sequence number
Byte 12: 1-44 character data set name
31(1F) 1-44 EBCDIC Data set name from DATASET operand (RVARY)
32(20 89 mixed
(20) > Byte Description
1 Password interval value
2 Password history value
3 User ID revoke value
4 Password warning level value
5-84 Password syntax rules value
85 User ID inactive interval
86-89 Indicators
Bit Meaning When Set
0 MODEL(GDG) in effect
1 MODEL(USER) in effect
2 MODEL(GROUP) in effect
3 GRPLIST in effect
4-31 Reserved
33(21) 2-255 mixed Byte 1: Processing Flags
Bit Meaning When Set
0 1=Resource name is generic
0=Generic profile is used
1 1=The old name of a data set renamed by RACROUTE
REQUEST=DEFINE.
0=The new name of a data set renamed by RACROUTE
REQUEST=DEFINE.
2-7 Reserved
Bytes 2-254: Generic resource name or name of generic profile used
34(22) EBCDIC Class name from GENERIC/NOGENERIC (SETROPTS)
35(23) EBCDIC Class name from GENCMD/NOGENCMD (SETROPTS)
36(24) EBCDIC Class name from GLOBAL/NOGLOBAL (SETROPTS)
37(25) 1-44 EBCDIC Model name
38(26) 8 EBCDIC User ID or group name that owns the profile (RACROUTE REQUEST=AUTH

and RACROUTE REQUEST=DEFINE and all the RACF commands that
produce log records, except SETROPTS and RVARY). During DEFINE
operations, this field contains the owner that the profile is defined with; in all
other operations, it contains the current owner. Thus, for owner changes, it
contains the old owner.
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Data Type Data Length Format Description (SMF80DTA)
(SMF80DTP) (SMF80DLN)
Dec(Hex)
39(27) 4-255 Variable number of entity names (PERMIT), each 4 to 42 bytes long
binary Bytes 1-2: Processing flags:
Bit Meaning When Set
0 Entity ignored because of processing error
1 PROGRAM class entity
2 CONSOLE class entity
3 TERMINAL class entity
4 JESINPUT class entity
5 APPCPORT class entity
6 SYSID entity
7-15 Reserved

Byte 3: Entity length

EBCDIC Bytes 4-end: Entity name

40(28) 2-45 Category name (ADDSD, ALTDSD, ADDUSER, ALTUSER, RDEFINE, RALTER
commands and RACROUTE REQUEST=DEFINE) to be added to the profile,
and organized as follows:

binary Byte 1 (at offset 0): Processing flags:
Bit Meaning When Set
0 Category name ignored because of processing error
1-7 Reserved
EBCDIC Bytes 2-end (at offset 1): Category name added
41(29) 2-45 Category name (ALTDSD, ALTUSER, and RALTER commands) to be deleted
from the profile and organized as follows:
binary Byte 1 (at offset 0): Processing flags:
Bit Meaning When Set
0 Category name ignored because of processing error
1-7 Reserved
EBCDIC Bytes 2-end (at offset 1): Category name deleted
42(2A) 8 EBCDIC Class name from SETROPTS RACLIST/NORACLIST
43(2B) 8 EBCDIC Class name from SETROPTS GENLIST/NOGENLIST
44(2C) 1-255 mixed Any segment data, except BASE
Byte 1:
Bit Meaning When Set
0 Keyword ignored because of insufficient authority
1 Delete the segment
2-7 Reserved
Byte 2-9:

Name of segment
Byte 10:
Length of subkeyword
Variable length
The subkeyword specified
Variable length
The value associated with the subkeyword (limited to 245 minus
length of subkeyword)
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(SMF80DTP)
Dec(Hex)

Data Length Format
(SMF80DLN)

SMF Records-Type 80

Description (SMF80DTA)

44(2C) 1-255 mixed

Directed command information

Byte Description
1 Bit string
2-9 Name of segment - CMDSRC
10 Length of subkeyword - 15
11-25 Subkeyword ORIGINATED_FROM
Variable length
Contains one of the following:
* node.userid. DIRECTED_BY_AT
* node.userid.DIRECTED_BY_ONLYAT
* node.userid.DIRECTED_AUTOMATICALLY

44(2C) 1-255 mixed

Directed application update information

Byte Description
1 Bit string
2-9 Name of segment - APPLSRC
10 Length of subkeyword - 15
11-25 Subkeyword ORIGINATED_FROM
Variable length
node.userid. DIRECTED_AUTOMATICALLY

45(2D) 9

Class and logging options from SETROPTS LOGOPTIONS

EBCDIC

Bytes 1-8: Class name

mixed

Byte 9:

Bit Meaning When Set
0 ALWAYS

1 NEVER

2 SUCCESSES

3 FAILURES

4 DEFAULTS

5-7 Reserved

46(2E) 1-255 EBCDIC

Variable length string of data specified on LOGSTR= keyword on RACROUTE
macro

8 EBCDIC

JOBNAME that user is not authorized to submit for a JESJOBS job

User ID to whom data is directed (RECVR= keyword on RACROUTE macro)

1-20 EBCDIC

User name from ACEE

(2F)

48(30) 8 EBCDIC
(31)
(32)

8 EBCDIC

SECLABEL name (ADDSD, ALTDSD, ALTUSER, RDEFINE, and RALTER
commands) to be added to the profile

51(33) 8 EBCDIC

SECLABEL name (RACROUTE REQUEST=AUTH or VMXEVENT auditing) of
the resource or SECLABEL name (ALTDSD, ALTUSER, RALTER commands) to
be deleted from the profile

53(35) 80 mixed

User security token, see “RUTKN” in |z/0S Security Server RACF Data Aread

54(36) 80 mixed

Resource security token (RACROUTE REQUEST=AUTH) see “RUTKN” in[z0g
|Security Server RACF Data Areas|

55(37) 8 Binary

Key to link audit records together

62(3E) 1-44 EBCDIC

Data set name affected by a SECLABEL change (used by SMF Type 83
Records)

63(3F) 4 EBCDIC

Link value to connect data sets affected by a SECLABEL change with the
RACF command that caused the change

64(40) 4 EBCDIC

Link value to connect client and server audit records. A link value may appear
for a client or server without a corresponding link value if:

« the client has failed authorization

» auditing is not performed for both users
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Data Type Data Length Format Description (SMF80DTA)
(SMF80DTP) (SMF80DLN)
Dec(Hex)
65(41) 1 Binary Flags that indicate ACEE type:
Bit Meaning When Set
0 O=Unauthenticated client
1=Authenticated client
1 0=Server
1=Reserved
66(42) 44 EBCDIC Partitioned data set name
Note 1: The access flags are:
Bit Access Authority
0 ALTER
1 CONTROL
2 UPDATE
3 READ
4 NONE
5 EXECUTE (access authority allowed only)

Note 2: This bit is turned on for each ID in the list (data type 12) and each program entity name in the list (data type 39) that was not
processed because of a non-terminating error, such as user IDs (specified on the ID operand of the PERMIT command) that are not

defined to RACF. If a terminating error, such as a RACF manager error, occurred while processing an ID or entity, this bit is turned on
for all remaining IDs or entities that were not processed.

For the PERMIT DELETE command, when no terminating error has occurred, this bit is turned ON only if no entry in the access list
was deleted for the ID or entity.

Table of Extended-Length Relocate Section Variable Data

This table describes the variable data elements of the extended-length relocate

section.

Data Type Data Length Format Audited by Event Code Description (SMF80DA2)

(SMF80TP2) (SMF80DL2)

Dec(Hex)

256(100) 2 Binary All Audit function code, indicating the calling
service. Refer to the description of IRRPAFC in
|z/0S Security Server RACF Data Areas|

257(101) 4 Binary All Old real z/OS UNIX user identifier (UID)

258(102) 4 Binary All Old effective z/OS UNIX user identifier (UID)

259(103) 4 Binary All Old saved z/OS UNIX user identifier (UID)

260(104) 4 Binary All Old real z/OS UNIX group identifier (GID)

261(105) 4 Binary All Old effective z/OS UNIX group identifier (GID)

262(106) 4 Binary All Old saved z/OS UNIX group identifier (GID)

263(107) 1-1023 EBCDIC 28,29,30,31,32, 33,34,35,41,42, Requested pathname (see also data type 299)

43,44,45,47,48, 53,54,55,56,64 Note: For events 47 (rename) and 41 (link),
this is the old pathname.

264(108) 16 Binary 28,29,30,31,32, 33,34,35,41,42, File identifier

43,44,45,47,48, 53,54,55,56,64

265(109) 4 Binary 28,29,30,31,32, 33,34,35,41,42, File owner z/OS UNIX user identifier (UID)

43,44,45,47,48, 53,54,55,56,64

265(109) Binary 60,61,62 IPC key owner z/OS UNIX user identifier (UID)

266(10A) Binary 28,29,30,31,32, 33,34,35,41,42, File owner z/OS UNIX group identifier (GID)

43,44,45,47,48, 53,54,55,56,64

266(10A) 4 Binary 60,61,62 IPC key owner z/OS UNIX group identifier
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Data Type Data Length Format Audited by Event Code Description (SMF80DAZ2)
(SMF80TP2) (SMF80DL2)
Dec(Hex)
267(10B) 1 Binary 28,29,30 Requested access
Value Meaning
X'04' Read access
X'02' Write access
X'o1' Execute access
X'81' Directory search access
X'87' Any access
Multiple bits may be set.
267(10B) 1 Binary 60 IPC requested access
Value Meaning
X'00' No access
X'02' Write access
X'04' Read access
X'06' Read and write access
268(10C) 1 Binary 28, 29, 30, 60 Access type (bits used to make access check)
Value Meaning
1 ‘owner’ bits
2 ’group’ bits
3 ‘other’ bits
4 no bits used
5 UID ACL entry
6 GID ACL entry or entries
7 ACL exists but could not be retrieved
8 A restricted user ID was denied
access because it was not the file
owner and was not explicitly
permitted to the file
269(10D) 1 Binary 28,29,30 Access allowed
Value Meaning
X'04' Read access
X'02' Write access
X'o1' Execute/search
Multiple bits may be set.
269(10D) 1 Binary 60 IPC access allowed
Value  Meaning
X'02' Write access
X'04' Read access
Multiple bits may be set.
270(10E) 1-1023 EBCDIC 28,29,30,41,47 Second requested pathname (see also data
type 299)
Note: For events 47 (rename) and 41 (link),
this is the new pathname.
271(10F) 16 Binary 47,64 Second file identifier
272(110) 4 Binary 36,50,52 New real z/OS UNIX user identifier (UID)
273(111) 4 Binary 36,50,52 New effective z/OS UNIX user identifier (UID)
274(112) 4 Binary 36,50,52 New saved z/OS UNIX user identifier (UID)
275(113) 4 Binary 36,49,51 New real z/OS UNIX group identifier (GID)
276(114) 4 Binary 36,49,51 New effective z/OS UNIX group identifier (GID)
277(115) 4 Binary 36,49,51 New saved z/OS UNIX group identifier (GID)
278(116) 4 Binary 47 Owner z/OS UNIX user identifier (UID) of

deleted file
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Data Type Data Length Format Audited by Event Code Description (SMF80DA2)
(SMF80TP2) (SMF80DL2)
Dec(Hex)
278(116) 4 Binary 64 Second file owner z/OS UNIX user identifier
(UID)
279(117) 4 Binary 47 Owner z/OS UNIX group identifier (GID) of
deleted file
279(117) 4 Binary 64 Second file owner z/OS UNIX group identifier
(GID)
280(118) 4 Binary 34,50,52 z/OS UNIX user identifier (UID) input
parameter
280(118) 4 Binary 62 IPC owner z/OS UNIX user identifier (UID)
input parameter
281(119) 4 Binary 34,49,51 z/OS UNIX group identifier (GID) input
parameter
281(119) 4 Binary 62 IPC owner z/OS UNIX group identifier (GID)
input parameter
282(11A) 4 Binary 37,40,46,58 Target real z/OS UNIX user identifier (UID)
283(11B) 4 Binary 37,40,46,58 Target effective z/OS UNIX user identifier (UID)
284(11C) 4 Binary 37,40,46,58 Target saved z/OS UNIX user identifier (UID)
285(11D) 4 Binary 46 Target real z/OS UNIX group identifier (GID)
286(11E) 4 Binary 46 Target effective z/OS UNIX group identifier
(GID)
287(11F) 4 Binary 46 Target saved z/OS UNIX group identifier (GID)
288(120) 4 Binary 37,40,46,58 Target PID
289(121) 4 Binary 33,35 Old mode
Bit Meaning
0-19 Reserved
20 S_ISGID bit
21 S_ISUID bit
22 S_ISVTX bit
23-25 Owner permission bits
(read/write/execute)
26-28 Group permission bits
(read/write/execute)
29-31 Other permission bits
(read/write/execute)
289(121) 4 Binary 62 IPC old mode
Bit Meaning

0-22 Reserved

23-25 Owner permission bits (RW-)
26-28 Group permission bits (RW-)
29-31 Other permission bits (RW-)

290(122) 4 Binary 33,35,42,43,45 New mode

Bit Meaning

0-19 Reserved

20 S_ISGID bit

21 S_ISUID bit

22 S_ISVTX bit

23-25 Owner permission bits
(read/write/execute)

26-28 Group permission bits
(read/write/execute)

29-31 Other permission bits
(read/write/execute)
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Data Type Data Length Format Audited by Event Code Description (SMF80DAZ2)

(SMF80TP2) (SMF80DL2)

Dec(Hex)

290(122) 4 Binary 62 IPC new mode
Bit Meaning
0-22 Reserved
23-25 Owner permission bits (RW-)

26-28 Group permission bits (RW-)
29-31 Other permission bits (RW-)

291(123) 2 Binary 28 Service that was being processed. Used when
data type 256 indicates the calling service was
lookup (pathname resolution).

291(123) 2 Binary 62 Service that was being processed. Used when
data type 256 indicates the calling service was
to remove an ID, set, or setmqgb.

292(124) 4 Binary 31 Requested audit options
Byte Meaning
1 Read access audit options
2 Write access audit options
3 Execute/search audit options
4 Reserved
In each byte, the following flags are defined:
Value Meaning
X'00' Don’t audit any access attempts
X'01' Audit successful accesses
X'02' Audit failed access attempts
X'03' Audit both successful and failed

access attempts

293(125) 8 Binary 31 Old audit options (user and auditor)

Byte Meaning

1 User read access audit options
User write access audit options
User execute/search audit options
Reserved

Auditor read access audit options
Auditor write access audit options
Auditor execute/search audit options
Reserved

ONOOGORLWODN

In each byte, the following flags are defined:

Value Meaning

X'00' Don’t audit any access attempts
X'01' Audit successful accesses
X'02' Audit failed access attempts

X'03' Audit both successful and failed
access attempts
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Data Type Data Length Format Audited by Event Code Description (SMF80DA2)
(SMF80TP2) (SMF80DL2)
Dec(Hex)
294(126) 8 Binary 31 New audit options (user and auditor)
Byte Meaning
1 User read access audit options
2 User write access audit options
3 User execute/search audit options
4 Reserved
5 Auditor read access audit options
6 Auditor write access audit options
7 Auditor execute/search audit options
8 Reserved
In each byte, the following flags are defined:
Value Meaning
X'00' Don’t audit any access attempts
X'01' Audit successful accesses
X'02' Audit failed access attempts
X'03' Audit both successful and failed
access attempts
295(127) 1-44 EBCDIC 28,44,55 HFS data set name for mounted file system
296(128) 4 Binary 33,42,43,45 Requested file mode
Bit Meaning
0-19 Reserved
20 S_ISGID bit
21 S_ISUID bit
22 S_ISVTX bit
23-25 Owner permission bits
(read/write/execute)
26-28 Group permission bits
(read/write/execute)
29-31 Other permission bits
(read/write/execute)
296(128) 4 Binary 61,62 IPC requested ISP mode.
Bit Meaning
0-22 Reserved
23-25 Owner permission bits (RW-)
26-28 Group permission bits (RW-)
29-31 Other permission bits (RW-)
297(129) 1-1023 EBCDIC 28,29,53 Content of symlink
298(12A) 1-256 EBCDIC 28,29,30 File name being checked
299(12B) 1 Binary 28,29,30, 41,47 Flag indicating whether the requested
pathname is the old (or only) pathname or the
new pathname. This field is X'01' except for
ck_access events where authority to a new
name is being checked. The second pathname
contains the new name specified.
Value  Meaning
X'01' Old (or only) pathname
X'02' New pathname
300(12C) 4 Binary 40 Kill signal code
301(12D) variable EBCDIC 9,10,12,13 Command segment data
302(12E) 1 Binary 47,54 Last link deleted flag
Value Meaning
X'00' Last link was not deleted
X'01' Last link was deleted.
303(12F) 4 Binary 60,61,62 IPC key
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Data Type Data Length Format Audited by Event Code Description (SMF80DAZ2)
(SMF80TP2) (SMF80DL2)
Dec(Hex)
304(130) Binary 60,61,62 IPC ID
305(131) Binary 60,61,62 IPC key creator z/OS UNIX user identifier
(UID)
306(132) 4 Binary 60,61,62 IPC key creator z/OS UNIX group identifier
(GID)
307(133) 8 EBCDIC 28,29,30,31,33, 34,41,42,43,45, Filepool name
47,48,53,54,56
308(134) 8 EBCDIC 28,29,30,31,33, 34,41,42,43,45, Filespace name
47,48,53,54,56
309(135) 4 Binary 28,29,30,31,33, 34,41,42,43,45, Inode (file serial number)
47,48,53,54,56
310(136) 4 Binary 28,29,30,31,33, 34,41,42,43,45, SCID (file serial number)
47,48,53,54,56
311(137) 8 EBCDIC 47 Second filepool name
312(138) 8 EBCDIC 47 Second filespace name
313(139) 4 Binary 47 Second Inode (file serial number)
314(13A) 4 Binary 47 Second SCID (file serial number)
315(13B) 4 EBCDIC 28,29,30,31,32, 33,34,41,44,47, Link value to connect client and server audit
48,54,55,56,57, 63,64 records. A link value may appear for a client or
server without a corresponding link value if:
« the client has failed authorization
» auditing is not performed for both users
316(13C) 1 Binary 28,29,30,31,32, Flags that indicate ACEE type:
33,34,41,44,47,48,54, . .
55,56,57,63,64 Bit Meaning _
0 O=Unauthenticated client;
1=Authenticated client
1 0=Server
1=Reserved
317(13D) 1 Binary 28,29,30,31,32, 33,34,35,36,37, i
38,39,40,41,42, 43,44,45 46,47, Value  Meaning
48,49,50,51,52, 53,54,55,56,57, X'80 Indlcgtes a Qefault z/QS_ UNIX
58,60,61,62,63, 64,65 security environment is in effect.
318(13E) variable EBCDIC 66, 67 Certificate serial number
319(13F) variable EBCDIC 66, 67 Certificate issuer’s distinguished name
320(140) 1-237 Char 66 Ring name
321(141) 1-64 Char 66 C from SUBJECTSDN
322(142) 1-64 Char 66 SP from SUBJECTSDN
323(143) 1-64 Char 66 L from SUBJECTSDN
324(144) 1-64 Char 66 O from SUBJECTSDN
325(145) 1-64 Char 66 OU from SUBJECTSDN
326(146) 1-64 Char 66 T from SUBJECTSDN
327(147) 1-64 Char 66 CN from SUBJECTSDN
328(148) 1-255 EBCDIC 66 SDNFILTER filter name
329(149) 1-255 EBCDIC 66 IDNFILTER filter name
330(14A) 1-255 EBCDIC 66 CRITERIA or NEWCRITERIA value
331(14B) 1-255 EBCDIC ALL events except 68 Subject’s distinguished name
332(14C) 1-255 EBCDIC ALL events except 68 Issuer’s distinguished name
333(14D) 1-240 EBCDIC 68 Kerberos principal name (reserved for use by

Network Authentication Service)
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Data Type Data Length Format Audited by Event Code Description (SMF80DA2)

(SMF80TP2) (SMF80DL2)

Dec(Hex)

334(14E) 7-22 EBCDIC 68 Kerberos login request source (reserved for
use by Network Authentication Service)

335(14F) 1-10 EBCDIC 68 Kerberos KDC status code (reserved for use
by Network Authentication Service)

336(150) 1-255 EBCDIC 66 ALTNAME IP Address

337(151) 1-255 EBCDIC 66 ALTNAME EMail

338(152) 1-255 EBCDIC 66 ALTNAME Domain

339(153) 1-255 EBCDIC 66 ALTNAME URI

340(154) 1 Binary 69 IRRSPX00 flags:

Bit Meaning

0 "handshake” specified in KeyUsage
field

1 "dataencrypt” specified in KeyUsage
field

2 "certsign” specified in KeyUsage field

3 "docsign” specified in KeyUsage field

341(155) 10 EBCDIC 69 Requested NotBefore field in the format
yyyy/mm/dd

342(156) 10 EBCDIC 69 Requested NotAfter field in the format
yyyy/mm/dd

343(157) 8 EBCDIC 69, 70 IRRSPXO00 target user ID

344(158) 1-32 EBCDIC 69, 70 IRRSPXO00 target label

345(159) 1-45 EBCDIC 69 IRRSPX00 SignWith field

346(15A) 1-255 EBCDIC 69 Requested Subject’'s DN

347(15B) 1-64 EBCDIC 69 Requested AltIPAddr field

348(15C) 1-255 EBCDIC 69 Requested AltURI field

349(15D) 1-100 EBCDIC 69 Requested AltEmail field

350(15E) 1-100 EBCDIC 69 Requested AltDomain field

351(15F) 1-56 EBCDIC 69, 70 IRRSPXO00 Certld

352(160) 1-4096 EBCDIC 71 Policy Director protected object (reserved for
use by Policy Director Authorization Services
Support)

353(161) 1-1024 EBCDIC 71 Requested Policy Director permissions
(reserved for use by Policy Director
Authorization Services Support)

354(162) 8 EBCDIC 71 Policy Director principal userID (reserved for
use by Policy Director Authorization Services
Support)

355(163) 36 EBCDIC 71 Principal ID string in the format
nnnnnnnn-nnnn-nnnn-nnnN-nnnnnNNNNNNNN
where n is any hexadecimal digit (reserved for
use by Policy Director Authorization Services
Support)

356(164) 4 Binary 71 Policy Director quality of protection value
(reserved for use by Policy Director
Authorization Services Support)

357(165) 1024 EBCDIC 69, 70, 73 HostIDMappings extension data

358(166) 32 EBCDIC 70 Certificate requestor's name

359(167) 1 Binary 69, 70 IRRSPX00 flags byte 2
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Data Type
(SMF80TP2)
Dec(Hex)

Data Length
(SMF80DL2)

Format

Audited by Event Code

SMF Records-Type 80

Description (SMF80DAZ2)

360(168) 32

EBCDIC

72

Certificate or certificate request status:
* Pending approval

» Approved

* Completed

* Rejected

» Rejected, User Notified

* Active

» Expired

* Revoked

* Revoked, Expired

361(169) 10

EBCDIC

72

Creation date in the format yyyy/mm/dd

362(16A) 10

EBCDIC

72

Last modified in the format yyyy/mm/dd

363(16B) 1-255

EBCDIC

72

Certificate serial number for previously issued
certificate

364(16C) 4

Binary

73,74

Action taken on certificate or certificate request

365(16D) 1-64

EBCDIC

74

Action comment

366(16E) 4

Binary

74

Certificate revocation reason

367(16F) 1

Binary

75, 76

ACL type

Value  Meaning

X80’ Access ACL
X’40’ File model
X’20° Directory model

368(170) 1

Unsigned

75

Effective ACL entry operation type

Value Meaning
1 Add

2 Modify

3 Delete

369(171) 5

Binary

75

ACL entry identifier. This consists of a 1-byte
type code followed by the 4—byte hexadecimal
UID or GID value.

Value Meaning
xX’01’ User (UID) entry
X'02’ Group (GID) entry

370(172) 1

Binary

75

Old ACL entry bits for modify and delete
operations.

371(173) 1

Binary

75

New ACL entry bits for add and modify
operations.

372(174) 1

Binary

71

Policy Director credential type flag reserved for
use by Policy Director Authorization Services
Support)

Value Meaning
X’00° Unauthenticated
X001’ Authenticated

373(175) 1-64

Table of Data Ty

EBCDIC

ADDGROUP
ADDSD
ADDUSER
ALTDSD
ALTGROUP
ALTUSER
CONNECT

69, 72

pe 6 Command-Related Data

E-mail address for notification purposes.
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+ DELDSD

« DELGROUP
 DELUSER

+ PASSWORD
* PERMIT

+ RACDCERT
* RACLINK

* RALTER

* RDEFINE

* RDELETE

« REMOVE

* RVARY

+ SETROPTS

This table describes the RACF command-related data associated with data type 6.
The actual format and content of the data depends upon the command being
logged. Command-related data will not appear in the SMF record if the command
user is not RACF-defined. Some of the commands also omit the command-related
data if the user is not authorized for the requested profile on the RACF database.

The table is arranged by event code. In each description, the keyword flags contain
one flag for each possible keyword that you can specify (explicitly or by default) on

the command. The ‘flags for keywords specified’ field indicates whether the keyword
was specified or defaulted.

The ‘flags for keywords ignored because of insufficient authority’ indicates whether
the keyword was ignored because the user did not have sufficient authority to use
the keyword. The event code qualifier (SMF80EVQ), described in Table 1, is set to
1 if the command user does not have sufficient authority for any of the keywords
specified or taken as defaults. The event code qualifier is set to 2 if the command
user does not have sufficient authority for some (but not all) of the keywords
specified or taken as defaults. In the latter case, the command continues
processing the authorized operands.

The ‘flags for keywords ignored due to error conditions’ field indicates individual
keywords that were not processed for reasons other than insufficient authority. Not
all commands (event codes 8-25) have these flags. The keyword errors are not
terminating errors (like the errors indicated in SMF80ERR) and the command
continues processing other specified operands. In the event of a terminating error,
these flags do not necessarily indicate what processing was done or not done. Any
keyword errors occurring before the terminating error are indicated, but the
keywords not processed because of a terminating error are not indicated. The bits
in SMF80ERR indicate whether or not RACF already made changes to the RACF
database before the terminating error and if it backed out the changes successfully.

Other fields in the command-related data field indicate the subfields specified (or
defaulted) for keywords. The fields are flags for subfields that are keywords (such
as SUCCESS subfield of AUDIT); they are data for subfields such as owner name
or group name.

For example, if the owner of the profile for USERA issues the command:
ALTUSER USERA ADSP GRPACC SPECIAL OWNER(USERB)

and USERB, the requested new owner is not RACF-defined, then the
command-related data would appear in the log record as:
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012C0000 00040000 00080000 OOE4E2C5
D9C14040 40000000 00000000 00000000
00000000 0000OOE4 E2C5D9C2 40404000
00000000

The first word indicates the keywords specified. The second word indicates the user
does not have sufficient authority to use the SPECIAL keyword. The third word
indicates there was an error processing the OWNER keyword. At offset X'0D' is the
name of the user profile being altered. At offset X'27' is the name of the owner
specified on the command. RACF processed the ADSP and GRPACC keywords.

Note: If you use SMF records to reconstruct a RACF database, passwords and

OIDCARDs are not contained in the records and require special handling,
and statistics updates are not recorded.
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Event Code Command Data Length Format Description
Dec(Hex)
8(8) ADDSD 2 Binary Flags for keywords specified:
Bit Keyword Specified
Byte 0
0 VOLUME
1 UNIT
2 UACC
3 OWNER
4 AUDIT
5 SET
6 NOSET
7 LEVEL
Byte 1
0 PASSWORD
1 DATA
2 MODEL
3 WARNING
4 GENERIC
5 SECLEVEL
6 ADDCATEGORY
7 NOTIFY
2 Binary Flags for keywords ignored because of insufficient authority: Same
format as flags for keywords specified.
44 EBCDIC Data set name
8 EBCDIC Type (UNIT keyword)
1 Binary Flags for UACC keyword:
Note: If this is a non-DFP data set, RACF ignores bit 4 when checking
access to data sets.
Bit Authority Specified
0 ALTER
1 CONTROL
2 UPDATE
3 READ
4 EXECUTE
5-6 Reserved
7 NONE
8 EBCDIC User ID or group name (OWNER keyword)
1 Binary Flags for AUDIT keyword: (only one set at a time)
Bit Option Specified
0 ALL
1 SUCCESS
2 FAILURES
3 NONE
4-5 SUCCESS qualifier codes:
‘000 — READ
‘01" — UPDATE
‘100 — CONTROL
‘11" — ALTER
6-7 FAILURES qualifier codes:
‘000 — READ
‘01" — UPDATE
‘100 — CONTROL
‘11" — ALTER
1 Binary nn (LEVEL keyword)
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Event Code Command Data Length Format Description
Dec(Hex)
8( 8) (Cont.) ADDSD (Cont.) 1 Binary Flags for RACF processing:
Bit Meaning
0 Data set profile inconsistent with RACF indicator
1 Generic profile name specified
2 FROM entity is longer than 44 characters — entity is passed
in relocate type 13
3-7 Reserved
EBCDIC User to be notified when this profile denies access
Binary Flags for keywords specified:
Bit Keyword Specified
Byte 0
0 SETONLY
1 TAPE
2 FILESEQ
3 RETPD
4 ERASE
5 FROM
6 FCLASS
7 FVOLUME
Byte 1
0 FGENERIC
1 SECLABEL
2-7 Reserved
2 Binary Flags for keywords ignored. Same format as flags for keywords
specified.
1 EBCDIC Reserved
2 Binary File sequence number
2 Binary Retention period
8 EBCDIC FROM class name
44 EBCDIC FROM resource name
8 EBCDIC FROM volume serial
44 EBCDIC SECLEVEL name
8 EBCDIC SECLABEL
9(9) ADDGROUP 1 Binary Flags for keywords specified:
Bit Keyword Specified
0 SUPGROUP
1 OWNER
2 NOTERMUACC
3 TERMUACC
4 DATA
5 MODEL
6 UNIVERSAL
7 Reserved
1 Binary Flags for keywords ignored because of insufficient authority: Same
format as flags for keywords specified.
EBCDIC Group name
EBCDIC Superior group name (SUPGROUP keyword)
EBCDIC User ID or group name (OWNER keyword)
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Event Code Command Data Length Format Description
Dec(Hex)
10( A) ADDUSER * The data for event code 10 is identical to the data for event code 13, with these exceptions.
4 Binary Flags for keywords specified:
Bit Keyword Specified
Byte 0
0 DFLTGRP
*1 GROUP
2 PASSWORD
3 NOPASSWORD
4 NAME
5 AUTHORITY
6 DATA
7 GRPACC
Byte 1
0 NOGRPACC
1 UACC
2 ADSP
3 NOADSP
4 OWNER
5 SPECIAL
6 NOSPECIAL
7 OPERATIONS
Byte 2
0 NOOPERATIONS
1 CLAUTH
2 NOCLAUTH
3 AUDITOR
4 NOAUDITOR
5 OIDCARD
6 NOOIDCARD
7 REVOKE
Byte 3
*0 RESUME
*1 AUDIT
*2 NOAUDIT
3 MODEL
*4 NOMODEL
5 WHEN
6 ADDCATEGORY
7 DELCATEGORY
4 Binary Flags for keywords ignored because of insufficient authority: Same
format as flags for keywords specified.
4 Binary Flags for keywords ignored because of error conditions
1 Binary Flags for other violations:
Bit Violation
*0 Command invoker does not have CLAUTH attribute of
USER
1 Command invoker does not have sufficient authority to group
*2 Command invoker does not have sufficient authority to user
profile
*3-7 Reserved
8 EBCDIC User ID
8 EBCDIC Group name (DFLTGRP keyword)
8 EBCDIC *Group name (GROUP keyword)
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Event Code Command Data Length Format Description
Dec(Hex)
10( A) (Cont.) ADDUSER 1 Binary Flags for AUTHORITY keyword:
(Cont.) . . .
Bit Authority specified
0 JOIN
1 CONNECT
2 CREATE
3 USE
4-7 Reserved
1 Binary Flags for UACC keyword:
Bit Authority Specified
0 ALTER
1 CONTROL
2 UPDATE
3 READ
4-6 Reserved
7 NONE
8 EBCDIC User ID or group name (OWNER keyword)
Binary Flags for classes specified (CLAUTH keyword)
Bit Option Specified
Byte 0
0-1 Reserved
2 USER
3 Reserved
4 DASDVOL
5 TAPEVOL
6 TERMINAL
7 Reserved
Byte 1
0-7 Reserved
2 Binary Flags for classes ignored because of insufficient authority: Same format
as flags for classes specified. Note: if all classes specified are ignored
because of insufficient authority, then the ‘flags for keywords ignored
because of insufficient authority’ field indicates that CLAUTH was
ignored.
2 Binary Flags for additional keywords specified:

Bit Keyword Specified
Byte 0

0 SECLEVEL

1 NOSECLEVEL

2 SECLABEL

3 NOSECLABEL

4 Reserved

5 Reserved

6 RESTRICTED

7 NORESTRICTED
Byte 1

0-7 Reserved
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Event Code Command Data Length Format Description
Dec(Hex)
10( A) (Cont.) ADDUSER 2 Binary Flags for additional keywords ignored (authorization):
(Cont.) .
Bit Keyword Ignored
Byte 0
0 SECLEVEL
1 NOSECLEVEL
2 SECLABEL
3 NOSECLABEL
4 Reserved
5 Reserved
6 RESTRICTED
7 NORESTRICTED
Byte 1
0-7 Reserved
2 Binary Flags for additional keywords ignored because of processing error:
Bit Keyword Specified
Byte 0
0 SECLEVEL
1 NOSECLEVEL
2 SECLABEL
3 NOSECLABEL
4 Reserved
5 Reserved
6 RESTRICTED
7 NORESTRICTED
Byte 1
0-7 Reserved
3 packed Logon time (packed); if time is not specified, this field contains binary
zeroes; if TIME(ANYTIME) is specified, this field contains X'FOFOFO'.
3 packed Logoff time (packed); if time is not specified, this field contains binary
zeroes; if TIME(ANYTIME) is specified, this field contains X'FOFOFO'.
1 Binary Logon day
Bit Days the user cannot log on
0 Sunday
1 Monday
2 Tuesday
3 Wednesday
4 Thursday
5 Friday
6 Saturday
7 Day not specified
EBCDIC REVOKE date
EBCDIC RESUME date
44 EBCDIC SECLEVEL name
8 EBCDIC SECLABEL name
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Event Code Command Data Length Format Description
Dec(Hex)
11( B) ALTDSD 2 Binary Flags for keywords specified:
Bit Keyword Specified
Byte 0
0 OWNER
1 UACC
2 AUDIT
3 LEVEL
4 ADDVOL
5 DELVOL
6 SET
7 NOSET
Byte 1
0 GLOBALAUDIT
1 VOLUME
2 PASSWORD
3 UNIT
4 ALTVOL
5 DATA
6-7 Reserved
2 Binary Flags for keywords ignored because of insufficient authority: Same
format as flags for keywords specified, except that Byte 1, Bit 2 is
reserved.
2 Binary Flags for keywords ignored because of error conditions: Same format as
flags for keywords specified, except that Byte 1, Bit 2 is reserved.
44 EBCDIC Data set name
8 EBCDIC User ID or group name (OWNER keyword)
1 Binary Flags for UACC keyword:
Note: If this is a non-DFP data set, RACF ignores bit 4 when checking
access to the data set.
Bit Authority Specified
0 ALTER
1 CONTROL
2 UPDATE
3 READ
4 EXECUTE
5-6 Reserved
7 NONE
1 Binary Flags for AUDIT keyword:
Bit Option Specified
0 ALL
1 SUCCESS
2 FAILURES
3 NONE
4-5 SUCCESS qualifier codes
6-7 FAILURES qualifier codes
1 Binary nn (LEVEL keyword)
1 Binary Flags for GLOBALAUDIT keyword: Same format as flags for AUDIT
keyword.
6 EBCDIC Volume serial ID (VOLUME keyword)
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Event Code Command Data Length Format Description
Dec(Hex)
11( B) (Cont.) ALTDSD (Cont.) 8 EBCDIC Unit information
1 Binary Flags for RACF processing:
Bit Meaning
0 Profile inconsistent with RACF indicator.
1 Generic profile name specified
2-7 Reserved
2 Binary Additional keywords specified:
Bit Keyword Specified
Byte 0
0 GENERIC
1 WARNING
2 NOWARNING
3 ERASE
4 NOERASE
5 RETPD
6 NOTIFY
7 NONOTIFY
Byte 1
0 SECLEVEL
1 ADDCATEGORY
2 DELCATEGORY
3 NOSECLEVEL
4 SECLABEL
5 NOSECLABEL
6-7 Reserved
2 Binary Flags for keywords ignored because of insufficient authority: Same
format as flags for keywords specified.
2 Binary Flags for keywords ignored because of a processing error: Same format
as flags for keywords specified.
2 Binary Retention period
8 EBCDIC User to be notified when access denied.
44 EBCDIC SECLEVEL name
8 EBCDIC SECLABEL name
12( C) ALTGROUP 1 Binary Flags for keywords specified:
Bit Keyword Specified
0 SUPGROUP
1 OWNER
2 NOTERMUACC
3 TERMUACC
4 DATA
5 MODEL
6-7 Reserved
1 Binary Flags for keywords ignored because of insufficient authority: Same
format as flags for keyword’s specified.
1 Binary Flags for other violations:
Bit Violation
0 Lack of proper authority to old SUPGROUP
1-7 Reserved
8 EBCDIC Group name
8 EBCDIC Superior group name (SUPGROUP keyword)
8 EBCDIC User ID or group name (OWNER keyword)
1 Binary Flags for keywords ignored because of error conditions: Same format as
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Event Code Command Data Length Format Description
Dec(Hex)
13( D) ALTUSER * The data for event code 13 is identical to the data for event code 10, with these exceptions.
4 Binary Flags for keywords specified:
Bit Keyword Specified
Byte 0
0 DFLTGRP
*1 GROUP
2 PASSWORD
3 NOPASSWORD
4 NAME
5 AUTHORITY
6 DATA
7 GRPACC
Byte 1
0 NOGRPACC
1 UACC
2 ADSP
3 NOADSP
4 OWNER
5 SPECIAL
6 NOSPECIAL
7 OPERATIONS
Byte 2
0 NOOPERATIONS
1 CLAUTH
2 NOCLAUTH
3 AUDITOR
4 NOAUDITOR
5 OIDCARD
6 NOOIDCARD
7 REVOKE
Byte 3
*0 RESUME
*1 UAUDIT
*2 NOUAUDIT
3 MODEL
4 NOMODEL
5 WHEN
6 ADDCATEGORY
7 DELCATEGORY
4 Binary Flags for keywords ignored because of insufficient authority: Same
format as flags for keywords specified.
4 Binary Flags for keywords ignored because of error conditions: Same format as
flags for keywords specified.
1 Binary Flags for other violations:

Bit
*0

1
*2

o s W

6-7

Violation

Command invoker does not have CLAUTH attribute of
USER

Command invoker does not have sufficient authority to group
Command invoker does not have sufficient authority to user
profile

Reserved

NOEXPIRED

EXPIRED

Reserved

Chapter 5. SMF Records 77



Data Type 6

Event Code Command Data Length Format Description
Dec(Hex)
13( D) (Cont.) ALTUSER (Cont.) 8 EBCDIC User ID
8 EBCDIC Group name (DFLTGRP keyword)
8 EBCDIC *Group name (GROUP keyword)
1 Binary Flags for AUTHORITY keyword:
Bit Authority Specified
0 JOIN
1 CONNECT
2 CREATE
3 USE
4-7 Reserved
1 Binary Flags for UACC keyword:
Bit Authority Specified
0 ALTER
1 CONTROL
2 UPDATE
3 READ
4-6 Reserved
7 NONE
8 EBCDIC User ID (OWNER keyword)
2 Binary Flags for classes specified (CLAUTH keywords)
Bit Option Specified
Byte 0
0-1 Reserved
2 USER
3 Reserved
4 DASDVOL
5 TAPEVOL
6 TERMINAL
7 Reserved
Byte 1
0-7 Reserved
2 Binary Flags for classes ignored because of insufficient authority: Same format
as flags for classes specified.
Note that if all classes specified are ignored because of insufficient
authority, then the ‘flags for keywords ignored because of insufficient
authority’ field indicates that CLAUTH or NOCLAUTH was ignored.
2 Binary Flags for additional keywords specified:
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Bit Keyword Specified
Byte 0

0 SECLEVEL

*1 NOSECLEVEL
*2 SECLABEL

*3 NOSECLABEL
*4 NOEXPIRED

*5 EXPIRED

*6 RESTRICTED

*7 NORESTRICTED
Byte 1

0-7 Reserved
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Event Code Command Data Length Format Description
Dec(Hex)
13( D) (Cont.) ALTUSER (Cont.) 2 Binary Flags for additional keywords ignored (authorization):
Bit Keyword Ignored
Byte 0
0 SECLEVEL
*1 NOSECLEVEL
*2 SECLABEL
*3 NOSECLABEL
*4 NOEXPIRED
*5 EXPIRED
*6 RESTRICTED
*7 NORESTRICTED
Byte 1
0-7 Reserved
2 Binary Flags for additional keywords ignored because of processing error:
Bit Keyword Specified
Byte 0
0 SECLEVEL
*1 NOSECLEVEL
*2 SECLABEL
*3 NOSECLABEL
*4 NOEXPIRED
*5 EXPIRED
*6 RESTRICTED
*7 NORESTRICTED
Byte 1
0-7 Reserved
3 packed Logon time (packed); if time is not specified, this field contains binary
zeroes; if TIME(ANYTIME) is specified, this field contains X'FOFOFO'.
3 packed Logoff time (packed); if time is not specified, this field contains binary
zeroes; if TIME(ANYTIME) is specified, this field contains X'FOFOFO'.
1 Binary Day(s) the user cannot logon
Bit Day Specified
0 Sunday
1 Monday
2 Tuesday
3 Wednesday
4 Thursday
5 Friday
6 Saturday
7 Day not specified
EBCDIC REVOKE date
EBCDIC RESUME date
44 EBCDIC SECLEVEL name
8 EBCDIC SECLABEL name
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Event Code Command Data Length Format Description
Dec(Hex)
14( E) CONNECT 2 Binary Flags for keywords specified:
Bit Keyword Specified
Byte 0
0 GROUP
1 UACC
2 AUTHORITY
3 ADSP
4 NOADSP
5 REVOKE
6 RESUME
7 GRPACC
Byte 1
0 NOGRPACC
1 OPERATIONS
2 NOOPERATIONS
3 SPECIAL
4 NOSPECIAL
5 AUDITOR
6 NOAUDITOR
7 OWNER
2 Binary Flags for keywords ignored because of insufficient authority: Same
format as flags for keywords specified.
8 EBCDIC User ID
8 EBCDIC Group name (GROUP keyword)
1 Binary Flags for UACC keyword:
Bit Authority Specified
0 ALTER
1 CONTROL
2 UPDATE
3 READ
4-6 Reserved
7 NONE
1 Binary Flags for AUTHORITY keyword:
Bit Authority Specified
0 JOIN
1 CONNECT
2 CREATE
3 USE
4-7 Reserved
2 EBCDIC Reserved
8 EBCDIC User ID or group name (OWNER keyword)
4 packed REVOKE date, packed
4 packed RESUME date, packed
15( F) DELDSD 1 Binary Flags for keywords specified or taken as defaults:
Bit Keyword Specified
0 SET
1 NOSET
2 VOLUME
3 GENERIC
4-7 Reserved
1 Binary Flags for keywords ignored because of insufficient authority: Same
format as flags for keywords specified.
44 EBCDIC Data set name
6 EBCDIC Volume serial ID (VOLUME keyword)
1 Binary Flags for RACF processing:
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Bit Meaning

0 Profile inconsistent with RACF indicator
1 Generic profile name specified
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Event Code
Dec(Hex)

Command

Data Length

Format

Data Type 6

Description

16(10)

DELGROUP

EBCDIC

Group name

17(11)

DELUSER

EBCDIC

User ID

18(12)

PASSWORD

Binary

Flags for keywords specified:

Bit Keyword Specified
0 INTERVAL

1 USER

2 PASSWORD

3-7 Reserved

Binary

Flags for keywords ignored because of insufficient authority: Same
format as flags for keywords specified.

Binary

Flags for keywords ignored because of error conditions: Same format as
flags for keywords specified.

Binary

Change-interval (INTERVAL keyword)
Note: If the NOINTERVAL keyword is specified, the change-interval
changes to X'FF'".

EBCDIC

User ID (USER keyword)

19(13)

PERMIT

Binary

Flags for keywords specified or taken as defaults:

Bit Keyword Specified

@
<
=3
)
o

CLASS

ID
ACCESS
FROM
DELETE
FCLASS
VOLUME
FVOLUME

NOoOO,A,WN=O

0 GENERIC

1 FGENERIC

2 RESET

3 WHEN

4 RESET(WHEN)

5 RESET(STANDARD)
6-7 Reserved

Binary

Flags for keywords ignored because of insufficient authority: Same
format as flags for keywords specified, except that bits are not set for
RESET(STANDARD) or RESET(WHEN).

Binary

Flags for keywords ignored because of error conditions: Same format as
flags for keywords specified, except that bits are not set for
RESET(STANDARD) or RESET(WHEN).

Binary

Flags for CLASS keyword, and for the RESET keyword:

Bit Option Specified

Byte 0

0-2 Reserved

3 DATASET

4 DASDVOL

5 TAPEVOL

6 TERMINAL

7 Reserved

Byte 1

0 FROM generic resource

1-5 Reserved

6 Conditional access list is indicated by RESET keyword.
7 Standard access list is indicated by RESET keyword.
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Event Code Command Data Length Format Description
Dec(Hex)
19(13) (Cont.) PERMIT (Cont.) 1 Binary Flags for ACCESS keyword:

Note: If this is a non-DFP data set, RACF ignores bit 4 when checking
access to the data set.

Bit Authority Specified
0 ALTER
1 CONTROL
2 UPDATE
3 READ
4 EXECUTE
5-6 Reserved
7 NONE
2 Binary Flags for FCLASS keyword:

Same format as flags for CLASS keyword.

20(14) RALTER * The data for event code 20 is identical with the data for event code 21, with these exceptions.
2 Binary Flags for keywords specified:
Bit Keyword Specified
Byte 0
0 DATA
1 OWNER
2 UACC
3 LEVEL
4 AUDIT
*5 GLOBALAUDIT
*6 ADDVOL
7 DELVOL
Byte 1
0 ADDMEM
1 DELMEM
2 APPLDATA
3 SINGLEDSN
*4 NOSINGLEDSN
5 WARNING
6 NOWARNING
7 WHEN
2 Binary Flags for keywords ignored because of insufficient authority: Same
format as flags for keywords specified.
2 Binary Flags for class name:
Bit Option Specified
Byte 0
0-3 Reserved
4 DASDVOL
5 TAPEVOL
6 TERMINAL
7 Reserved
Byte 1
0 Generic resource name specified.
1-7 Reserved
8 EBCDIC User ID or group name (OWNER keyword)
1 Binary Flags for UACC keyword:
Bit Authority Specified
0 ALTER
1 CONTROL
2 UPDATE
3 READ
4 EXECUTE
5-6 Reserved
7 NONE
1 Binary nn (LEVEL keyword)
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Event Code Command Data Length Format Description
Dec(Hex)
20(14) (Cont.) RALTER (Cont.) 1 Binary Flags for AUDIT keyword:
Bit Option Specified
0 ALL
1 SUCCESS
2 FAILURES
3 NONE
4-5 Success qualifier codes:
‘000 — READ
‘01" — UPDATE
‘100 — CONTROL
‘11" — ALTER
6-7 FAILURES qualifier codes:
‘000 — READ
‘01" — UPDATE
‘100 — CONTROL
‘11" — ALTER
1 Binary *Flags for GLOBALAUDIT keyword: Same format as flags for AUDIT
keyword.
2 Binary Flags for keywords specified:
Bit Keyword Specified
Byte 0
0 NOTIFY
*1 NONOTIFY
2 TVTOC
*3 NOTVTOC
4 TIMEZONE
*5 NOTIMEZONE
6 ADDCATEGORY
7 DELCATEGORY
Byte 1
0 SECLEVEL
*1 NOSECLEVEL
2 FROM
3 FCLASS
4 FVOLUME
5 FGENERIC
6 SECLABEL
7 NOSECLABEL
2 Binary Flags for keywords ignored because of insufficient authority: Same
format as flags for keywords specified.
8 EBCDIC User ID to be notified when profile denies access
44 EBCDIC FROM resource name
6 EBCDIC FROM volume volser
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Event Code Command Data Length Format Description
Dec(Hex)
20(14) (Cont.) RALTER (Cont.) 8 EBCDIC FROM class name
1 Binary LOGON days:
Bit Day Specified
0 Sunday
1 Monday
2 Tuesday
3 Wednesday
4 Thursday
5 Friday
6 Saturday
7 No keyword
packed Logon time, packed. If no subkeyword, then binary zeros.
packed Logoff time, packed. If no subkeyword, then binary zeros.
packed TIMEZONE value:
Bit Bit Value Specified
Byte 0-2
Signed decimal number
44 EBCDIC SECLEVEL name
8 EBCDIC SECLABEL name
21(15) RDEFINE * The data for event code 21 is identical to the data for event code 20, with these exceptions.
2 Binary Flags for keywords specified:
Bit Keyword Specified
Byte 0
0 DATA
1 OWNER
2 UACC
3 LEVEL
4 AUDIT
5 GLOBALAUDIT
6 ADDVOL
7 DELVOL
Byte 1
0 ADDMEM
1 DELMEM
2 APPLDATA
3 SINGLEDSN
4 NOSINGLEDSN
5 WARNING
6 NOWARNING
7 WHEN
2 Binary Flags for keywords ignored because of insufficient authority: Same
format as flags for keywords specified.
2 Binary Flags for class name:
Bit Option Specified
Byte 0
0-3 Reserved
4 DASDVOL
5 TAPEVOL
6 TERMINAL
7 Reserved
Byte 1
0 Generic resource name specified
1-7 Reserved
8 EBCDIC User ID or group name (OWNER keyword)
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Data Type 6

Event Code Command Data Length Format Description
Dec(Hex)
21(15) (Cont.) RDEFINE (Cont.) 1 Binary Flags for UACC keyword:
Bit Authority Specified
0 ALTER
1 CONTROL
2 UPDATE
3 READ
4 EXECUTE
5-6 Reserved
7 NONE
1 Binary nn (LEVEL keyword)
1 Binary Flags for AUDIT keyword:
Bit Authority Specified
0 ALL
1 SUCCESS
‘000 — READ
‘01" — UPDATE
‘100 — CONTROL
‘11" — ALTER
2 FAILURES
‘000 — READ
‘01" — UPDATE
‘100 — CONTROL
‘11" — ALTER
3 NONE
4-5 SUCCESS qualifier codes
6-7 FAILURES qualifier codes
1 Binary *Reserved
2 Binary Flags for keywords specified:
Bit Option Specified
Byte 0
0 NOTIFY
*1 NONOTIFY
2 TVTOC
*3 NOTVTOC
4 TIMEZONE
*5 NOTIMEZONE
6 ADDCATEGORY
7 DELCATEGORY
Byte 1
0 SECLEVEL
*1 NOSECLEVEL
2 FROM
3 FCLASS
4 FVOLUME
5 FGENERIC
6 SECLABEL
7 NOSECLABEL
2 Binary Flags for keywords ignored because of insufficient authority: Same
format as flags for keywords specified.
8 EBCDIC User ID to be notified when profile denies access
44 EBCDIC FROM resource name
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Event Code Command Data Length Format Description
Dec(Hex)
21(15) (Cont.) RDEFINE (Cont.) 6 EBCDIC FROM volume volser
8 EBCDIC FROM class name
1 Binary LOGON days:
Bit Day Specified
0 Sunday
1 Monday
2 Tuesday
3 Wednesday
4 Thursday
5 Friday
6 Saturday
7 No keyword
packed Logon time, packed. If no subkeyword, then binary zeros.
packed Logoff time, packed. If no subkeyword, then binary zeros.
packed TIMEZONE value:
Bit Option Specified
Byte 0
0-7 Reserved
Byte 1
0-7 Reserved
Byte 2
0-3 Reserved
4-7 Time zone
44 EBCDIC SECLEVEL name
8 EBCDIC SECLABEL name
22(16) RDELETE 2 Binary Flags for class name:
Bit Option Specified
Byte 0
0-3 Reserved
4 DASDVOL
5 TAPEVOL
6 TERMINAL
7 Reserved
Byte 1
0 Generic resource name specified
1-7 Reserved
23(17) REMOVE 1 Binary Flags for keywords specified:
Bit Keyword Specified
0 GROUP
1 OWNER
2-7 Reserved
1 Binary Flags for keywords ignored because of insufficient authority: Same
format as flags for keywords specified.
8 EBCDIC User ID (to be removed)
8 EBCDIC Group name (GROUP keyword)
8 EBCDIC User ID or group name (OWNER keyword)
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Data Type 6

Event Code Command Data Length Format Description
Dec(Hex)
24(18) SETROPTS 3 Binary Flags for keywords specified:
Bit Option Specified
Byte 0
0 TAPE
1 NOTAPE
2 INITSTATS
3 NOINITSTATS
4 SAUDIT
5 NOSAUDIT
6 STATISTICS
7 NOSTATISTICS
Byte 1
0 AUDIT
1 NOAUDIT
2 TERMINAL
3 NOTERMINAL
4 INTERVAL (PASSWORD)
5 CMDVIOL
6 NOCMDVIOL
7 DASD
Byte 2
0 NODASD
1 CLASSACT
2 NOCLASSACT
3 HISTORY or NOHISTORY
4 WARNING or NOWARNING
5 REVOKE or NOREVOKE
6 NORULES or RULEn
7 INACTIVE INTERVAL
3 Binary Flags for keywords ignored because of insufficient authority: Same
format as flags for keywords specified.
1 Binary Flags for STATISTICS or NOSTATISTICS keyword:
Bit Option Specified
Byte 0
0-2 Reserved
3 DATASET
4 DASDVOL
5 TAPEVOL
6 TERMINAL
7 Reserved
1 Binary Flags for keywords ignored:

o
=

Keyword Specified
MODEL-GDG
MODEL-NOGDG
MODEL-USER
MODEL-NOUSER
MODEL-GROUP
MODEL-NOGROUP
GRPLIST
NOGRPLIST

NoOoasrWN=0O
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Data Type 6

Event Code Command Data Length Format Description
Dec(Hex)
24(18) (Cont.) SETROPTS 1 Binary Flags for AUDIT or NOAUDIT keyword:
(Cont.)
Bit Option Specified
0 Reserved
1 GROUP
2 USER
3 DATASET
4 DASDVOL
5 TAPEVOL
6 TERMINAL
7 Reserved
1 Binary Flags for keywords specified:
Bit Option Specified
0 MODEL-GDG
1 MODEL-NOGDG
2 MODEL-USER
3 MODEL-NOUSER
4 MODEL-GROUP
5 MODEL-NOGROUP
6 GRPLIST
7 NOGRPLIST
1 Binary Change-interval (INTERVAL keyword)
1 Binary Flags for TERMINAL keyword:
Bit Option Specified
0-2 Reserved
3 READ
4-6 Reserved
7 NONE
1 Binary Flags for current statistics options after SETROPTS has executed:
Bit Option Specified
0 Reserved
1 Bypass RACINIT statistics
2 Bypass data set statistics
3 Bypass tape volume statistics
4 Bypass DASD volume statistics
5 Bypass terminal statistics
6 Bypass ADSP attribute
7 EGN in effect
1 Binary Flags for current audit options after SETROPTS has executed:
Bit Option Specified
0 Reserved
1 Log group class
2 Log user class
3 Log data set class
4 Log DASD volume class
5 Log tape volume class
6 Log terminal class
7 Reserved
1 Binary Reserved

88 z/0S V1R4.0 Security Server RACF Macros and Interfaces



Data Type 6

Event Code Command Data Length Format Description
Dec(Hex)
24(18) (Cont.) SETROPTS 2 Binary Flags for miscellaneous options after SETROPTS has executed:
Cont.
¢ ) Bit Option Specified
Byte 0
0 Perform terminal authorization checking
1 Terminal UACC=NONE (if this bit is off, terminal
UACC=READ)
2 Log RACF command violations
3 Log SPECIAL user activity
5-7 Reserved
Byte 1
0 Tape volume protection is in effect
1 DASD volume protection is in effect
2 Generic profile processing is in effect for the DATASET class
3 Generic command (GENCMD) processing is in effect for the
DATASET class
4 REALDSN is in effect
5 JES-XBMALLRACEF is in effect
6 JES-EARLYVERIFY is in effect
7 JES-BATCHALLRACEF is in effect
1 Binary Maximum password interval
1 Binary Password history generation value
1 Binary Password revoke value
1 Binary Password warning level
80 Binary Binary Password syntax rules (eight rules). Each rule has the following basic

EBCDIC format:

Byte Description

0 Starting length value

1 Ending length value

2-9 Character content rules for each of the eight possible
positions. The character values are:
L = Alphanumeric
A = Alphabetic
N = Numeric
V = Vowel
C = Consonant
W = No vowels

1 Binary User ID inactive interval
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Event Code Command Data Length Format Description
Dec(Hex)
24(18) (Cont.) SETROPTS 3 Binary Flags for keywords specified:
(Cont.)
Bit Option Specified
Byte 0
0 ADSP
1 NOADSP
2 GENERIC
3 NOGENERIC
4 GENCMD
5 NOGENCMD
6 GLOBAL
7 NOGLOBAL
Byte 1
0 PREFIX
1 NOPREFIX
2 REALDSN
3 NOREALDSN
4 JES-XBMALLRACF
5 JES-NOXBMALLRACF
6 JES-BATCHALLRACF
7 JES-NOBATCHALLRACF
Byte 2
0 JES-EARLYVERIFY
1 JES-NOEARLYVERIFY
2 REFRESH
3 PROTECTALL-WARNING
4 PROTECTALL-FAILURE
5 NOPROTECTALL
6 EGN in effect
7 NOEGN in effect
3 Binary Flags for keywords specified but ignored because of insufficient
authority: Same format as flags for keywords specified.
8 EBCDIC Single-level data set name prefix
3 Binary Flags for keywords specified:
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Bit
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5

Byte 2
0-7

Keyword Specified

TAPEDSN
NOTAPEDSN
NOEOS

EOS
EOS-SECLEVEL
EOS-NOSECLEVEL
RETPD

WHEN

NOWHEN

OPERAUDIT
NOOPERAUDIT

RVARY SWITCH

RVARY ACTIVE/INACTIVE
ERASE-ALL

Reserved

Reserved



Data Type 6

Event Code Command Data Length Format Description
Dec(Hex)
24(18) (Cont.) SETROPTS 3 Binary Flags for keywords specified but ignored because of insufficient
(Cont.) authority: Same format as flags for keywords specified.
1 Binary Erase on scratch security level
2 Binary Retention period
1 Binary Flags for miscellaneous options after SETROPTS processing:
Bit Option Specified
Byte 0
0 PROTECTALL-WARNING
1 PROTECTALL-FAILURES
2 EOS
3 EOS-SECLEVEL
4 TAPEDSN
5 WHEN
6 EOS ALL IN EFFECT (erase everything)
7 Reserved
5 Binary Flags for keywords specified:
Bit Option Specified
Byte 0
0-7 Reserved
Byte 1
0 GENLIST
1 NOGENLIST
2 RACLIST
3 NORACLIST
4 SECLEVELAUDIT
5 NOSECLEVELAUDIT
6 SECLABELAUDIT
7 NOSECLABELAUDIT
8 SECLABELCONTROL
9 NOSECLABELCONTROL
10 MLQUIET
1 NOMLQUIET
12 MLSTABLE
13 NOMLSTABLE
14 GENERICOWNER
15 NOGENERICOWNER
16 SESSIONINTERVAL
17 NOSESSIONINTERVAL
18 JES NJEUSERID (userid ID)
19 JES UNDEFINEDUSER (user ID)
20 COMPATMODE
21 NOCOMPATMODE
22 MLS WARNING
23 MLS FAILURES
24 NOMLS
25 MLACTIVE WARNING
26 MLACTIVE FAILURES
27 NOMLACTIVE
28 CATDSNS WARNING
29 CATDSNS FAILURES
30 NOCATDSNS
31 LOGOPTIONS
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Event Code Command Data Length Format Description
Dec(Hex)
24(18) (Cont.) SETROPTS 4 Binary Flags for keywords specified but ignored because of insufficient
(Cont.) authority: Same format as flags for keywords specified.
1 Binary SECLEVEL audit value (auditing occurs for all resources having at least
this value
2 Binary SESSIONINTERVAL interval
1 Binary Log options for data set
Bit Keyword Specified
0 ALWAYS
1 NEVER
2 SUCCESSES
3 FAILURES
4 DEFAULT
5-7 Reserved
2 Binary Current SETROPTS options for B1 security
Bit Keyword Specified
0 SECLABELAUDIT
1 SECLABELCONTROL
2 MLQUIET
3 MLSTABLE
4 GENERICOWNER
5 COMPATMODE
6 MLS WARNING
7 MLS FAILURES
8 MLACTIVE WARNING
9 MLACTIVE FAILURES
10 CATDSNS WARNING
1 CATDSNS FAILURES
12 APPLAUDIT
13 ADDCREATOR
14-15 Reserved
8 EBCDIC User ID for JES NJEUSERID
8 EBCDIC User ID for JES UNDEFINEDUSER
2 EBCDIC Reserved
4 Binary Flags for keywords specified
Bit Keyword Specified
0 Primary language specified
1 Secondary language specified
2 ADDCREATOR specified
3 NOADDCREATOR specified
4 LIST specified
5 KERBLVL specified
6 EIMREGISTRY specified
7 NOEIMREGISTRY specified

4 Binary Flags for keywords specified but ignored because of insufficient
authority: same format as flags for keywords specified.

EBCDIC Primary language default
EBCDIC Secondary language default
1 Binary Flags for asterisk (*) specified
Bit Keyword Specified
0 Asterisk (*) specified for GENERIC
1 Asterisk (*) specified for GLOBAL
2 Asterisk (*) specified for AUDIT
3 Asterisk (*) specified for STATISTICS
4 Asterisk (*) specified for CLASSACT
5 Asterisk (*) specified for GENCMD
6 Asterisk (*) specified for LOGOPTIONS DEFAULT
7 Reserved
1 Binary KERBLVL setting
79 EBCDIC Reserved
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Data Type 6

Event Code Command Data Length Format Description
Dec(Hex)
25(19) RVARY 1 Binary Flags for keywords specified:
Bit Keyword Specified
0 ACTIVE
1 INACTIVE
2 NOTAPE
3 NOCLASSACT
4 SWITCH
5 DATASET
6 LIST
7 NOLIST
1 Binary Flags for other violations:
Bit Violation
0 Command denied by operator
1 Nonzero code returned from RACF manager during ACTIVE
processing
2-7 Reserved
1 Binary Flags for other keywords specified:

Bit
0
1

Keyword Specified
DATASHARE
NODATASHARE
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Event Code Command Data Length Format Description
Dec(Hex)
59(3B) RACLINK 20 EBCDIC Phase identifier (1 of 3 values: LOCAL ISSUANCE, TARGET
PROCESSING, or TARGET RESPONSE)
2 Binary Flags for keywords specified:
Bit Option Specified
Byte 0
0 DEFINE
1 UNDEFINE
2 APPROVE
3-7 Reserved
Byte 1
0 PEER
1 MANAGED
2 PWSYNC
3 NOPWSYNC
4 Password supplied
5-7 Reserved
2 Binary Reserved
8 EBCDIC Issuing node
8 EBCDIC Issuing user ID
8 EBCDIC Source user ID for association (from ID keyword)
8 EBCDIC Target node name
8 EBCDIC Target user ID
8 EBCDIC Target authorization ID (ID under whose authority the association was
established)
4 EBCDIC Originating system’s SMF ID from where LOCAL ISSUANCE occurred
Binary Original timestamp (local time) from when LOCAL ISSUANCE occurred
Packed Original date when LOCAL ISSUANCE occurred
Note: The preceding 3 fields contain the LOCAL ISSUANCE
information for all 3 phases.
1 Binary Status flags:
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Bit Status

Byte 0

0 Association established

1 Association pending

2 Association deleted

3 Password supplied is not valid
4 Valid password supplied

5 Expired password supplied

6 Revoked user ID

~

Reserved

Note: When the event code qualifier is 0, and the status flags indicate
no password was supplied and that the association is established, an
authorization user ID was used from the association list. If the status
flags indicate no password was supplied and the association is pending,
no user ID in the authorization list had the appropriate authority or no
association list exists.



Data Type 6

Event Code Command Data Length Format Description
Dec(Hex)
66(42) RACDCERT 4 Binary Flags for keywords specified:

Bit

w NoOOhLAWON=OW Nooh~,WN=OW Nour,wWwN=O0W
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Keyword Specified

ADD
ALTER
DELETE
CONNECT
REMOVE
SITE
CERTAUTH
ICSF

TRUST

NOTRUST
ADDRING

DELRING
USAGE(PERSONAL)
USAGE(SITE)
USAGE(CERTAUTH)
DEFAULT

CONNECT(SITE)
CONNECT(CERTAUTH)
GENCERT

EXPORT

GENREQ
SIGNWITH(CERTAUTH... specified
SIGNWITH(SITE... specified
PASSWORD

MAP
ALTMAP
DELMAP
MULTIID
HIGHTRUST
PCICC
Reserved
Reserved

Chapter 5. SMF Records 95



Data Type 6

Event Code Command Data Length Format Description
Dec(Hex)
66(42) (Cont.) RACDCERT 1 Binary Reserved
(Cont) 8 EBCDIC User ID (from ID keyword on RACDCERT)
44 EBCDIC Data set name
32 EBCDIC Label name
8 EBCDIC User ID (from ID sub-keyword on CONNECT, REMOVE, or GENCERT)
32 EBCDIC WITHLABEL
4 Binary SIZE
10 EBCDIC NOTBEFORE(date) in the format yyyy/mm/dd
8 EBCDIC NOTBEFORE(time) in the format hh:mm:ss
10 EBCDIC NOTAFTER(date) in the format yyyy/mm/dd
8 EBCDIC NOTAFTER(time) in the format hh:mm:ss
1 Binary FORMAT
X'o1' CERTB64
X'02' CERTDER
X'03' PKCS12B64
X'o4' PKCS12DER
X'05' PKCS7B64
X'06' PKCS7DER
4 Binary More flags for keywords specified:
Bit Keyword Specified
Byte 0
0 ALTIP
1 ALTEMAIL
2 ALTDOMAIN
3 ALTURI
4 KUHANDSHAKE
5 KUDATAENCR
6 KUDOCSIGN
7 KUCERTSIGN

Record Type 81: RACF Initialization Record

RACF writes record type 81 at the completion of the initialization of RACF. This
record contains:

* Record type

» Time stamp (time and date)

* Processor identification

* Name of each RACF database

* Volume identification of each RACF database

* Unit name of the RACF database

» Data set name of the UADS data set

* Volume identification of the UADS data set

* RACF options

* The maximum password interval

* The default installation language codes in effect at IPL time.

The format of record type 81 is:

Offsets
Dec. Hex. Name Length Format Description
0 0 SMF81LEN 2 Binary Record length.
2 2 SMF81SEG 2 Binary Segment descriptor.
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Offsets
Dec. Hex. Name Length Format Description
4 4 SMF81FLG 1 Binary System indicator
Bit Meaning When Set
0-2 Reserved
3 MVS/SP Version 4
4 MVS/SP Version 3
5 MVS/SP Version 2
6 VS2
7 Reserved.
Note: For MVS/SP Version 4, bits 3, 4, 5, and 6 will be on.
5 SMF81RTY 1 Binary Record type: 81 (X'51").
6 SMF81TME 4 Binary Time of day, in hundredths of a second, that the record was
moved to the SMF buffer.

10 A SMF81DTE 4 packed Date that the record was moved to the SMF buffer, in the form
OcyydddF (where F is the sign).

14 E SMF81SID 4 EBCDIC System identification (from the SID parameter).

18 12 SMF81RDS 44 EBCDIC Data set name of the RACF database for this IPL (blanks if
RACF is not active).

62 3E SMF81RVL 6 EBCDIC Volume identification of RACF database. If the database is
split among several DASD volumes, this field equals the first
primary data set. If RACF is not active, this field is blank.

68 44 SMF81RUN 3 EBCDIC Unit name of RACF database; blanks if RACF is not active.
Note: If the master RACF primary database is on a device
whose address is greater than X'FFF', the field will contain
‘UCB’ instead of the EBCDIC device name.

71 47 SMF81UDS 44 EBCDIC Data set name of the user attribute data set (UADS) data set
for this IPL.

115 73 SMF81UVL 6 EBCDIC Volume identification of the user attribute data set (UADS)
data set.
121 79 SMF810PT 1 Binary Options indicator
Bit Meaning When Set
1] No RACROUTE REQUEST=VERIFY statistics are
recorded
1 No DATASET statistics are recorded
2 RACROUTE REQUEST=VERIFY preprocessing exit
routine, ICHRIXO01, is active
3 RACROUTE REQUEST=AUTH preprocessing exit
routine, ICHRCXO01, is active
4 RACROUTE REQUEST=DEFINE preprocessing exit
routine, ICHRDXO1, is active
5 RACROUTE REQUEST=VERIFY post-processing
exit routine, ICHRIX02, is active
6 RACROUTE REQUEST=AUTH post-processing exit
routine, ICHRCXO02, is active
7 New password exit routine, ICHPWXO01, is active
122 7A SMF810P2 1 Binary Options indicator 2

Bit Meaning When Set

0 No tape volume statistics are recorded

No DASD volume statistics are recorded

No terminal statistics are recorded

Command exit routine ICHCNXO00 is active
Command exit routine ICHCCXO00 is active
ADSP is not active

Encryption exit routine, ICHDEXO1 is active
Naming convention table, ICHNCVOQO is present.

NOOLWOWN =
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Offsets
Dec. Hex. Name Length Format Description
123 7B SMF810P3 1 Binary Options indicator 3
Bit Meaning When Set
0 Tape volume protection is in effect.
1 No duplicate data set names are to be defined
2 DASD volume protection is in effect
3 Record contains version indicator
4 RACROUTE REQUEST=FASTAUTH preprocessing
exit routine, ICHRFXO01, is active
5 RACROUTE REQUEST=LIST pre- and
postprocessing exit routine, ICHRLXO01, is active
6 RACROUTE REQUEST=LIST selection exit routine,
ICHRLXO02, is active
7 RACROUTE REQUEST=DEFINE postprocessing
exit routine, ICHRDX02, is active.
124 7C SMF81AOP 1 Binary Audit options
Bit Meaning When Set
0 User class profile changes are being logged
1 Group class profile changes are being logged
2 Data set class profile changes are being logged
3 Tape volume class profile changes are being logged
4 DASD volume class profile changes are being
logged
5 Terminal class profile changes are being logged
6 RACF command violations are being logged
7 SPECIAL user activity is being logged.
125 7D SMF81A02 1 Binary Audit options 2
Bit Meaning When Set
0 Operation user activity
1 Audit by security level is in effect
2-7 Reserved.
126 7E SMF81TMO 1 Binary Terminal verification options indicator
Bit Meaning When Set
0 Terminal authorization checking is in effect
1 Universal access for undefined terminals is NONE; if
not set, UACC=READ
2 REALDSN is in effect
3 JES-XBMALLRACEF is in effect
4 JES-EARLYVERIFY is in effect
5 JES-BATCHALLRACF is in effect
6 RACROUTE REQUEST=FASTAUTH postprocessing
exit routine, ICHRFX02, is active
7 Reserved.
127 7F SMF81PIV 1 Binary Maximum password interval (0-254).
128 80 SMF81REL 2 Binary Offset to the first relocate section from the beginning of the
record header.
130 82 SMF81CNT 2 Binary Number of relocate sections.
132 84 SMF81VER 1 Binary Version indicator (6 = RACF Version 1, Release 7). As of
RACF 1.8.1, SMF81VRM is used instead.
133 85 SMF81QL 8 EBCDIC Single-level data set name.
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Offsets
Dec. Hex. Name Length Format Description
141 8D SMF810P4 Binary Options indicator 4
Bit Meaning When Set
0 TAPEDSN is in effect
1 PROTECT-ALL is in effect
2 PROTECT-ALL warning is in effect
3 ERASE-ON-SCRATCH is in effect
4 ERASE-ON-SCRATCH by SECLEVEL is in effect
5 ERASE-ON-SCRATCH for all data sets is in effect
6 Enhanced generic naming is in effect
7 Record contains a version, release, and modification
number (see SMF81VRM).
142 8E SMF810P5 Binary Options indicator 5
Bit Meaning When Set
0 Access control by program is in effect
1 ACEE compression/expansion exit IRRACXO01 is
active
2 RACROUTE REQUEST=FASTAUTH postprocessing
exit ICHRFX04 is active
3 RACROUTE REQUEST=FASTAUTH preprocessing
exit ICHRFXO03 is active
4 SETROPTS NOADDCREATOR is active
5 IRREVXO01 exit is active
Note: The IRREVXO01 exit point is defined to
dynamic exit services. Bit 5 of SMF810P5 indicates
that an exit routine was active for this exit point at
the time of the last IPL when the SMF record was
written. The status can change either way multiple
times throughout the life of the IPL. See the SET
PROG operator command in
Commands| and the CSVDYNEX macro in [zZ09
MVS Programming: Authorized Assembler Services
m_;ALE-Dmfor more information.
6 ACEE compression/expansion exit IRRACX02 is
active
7 Password exit routine, ICHDEX11 is active
143 8F SMF81RPD 2 Binary System retention period in effect.
145 91 SMF81SLV 1 Binary Security level for ERASE-ON-SCRATCH in effect.
146 92 SMF81SLC 1 Binary Security level for auditing in effect.
147 93 SMF81VRM 4 EBCDIC FMID for RACF
2020 RACF 2.2 and OS/390 Security Server (RACF) V1
R2
2030 0S/390 Security Server (RACF) V1 R3
2040 0OS/390 Security Server (RACF) V2 R4
2060 0OS/390 Security Server (RACF) V2 R6
2608 0S/390 Security Server (RACF) V2 R8
7703 0OS/390 Security Server (RACF) V2 R10 and z/OS
Security Server (RACF) V1 R1
7705 z/OS Security Server (RACF) V1 R2
151 97 SMF81BOP 1 Binary SETROPTS options.
Bit Meaning When Set
0 SECLABELCONTROL is in effect
1 CATDSNS is in effect
2 MLQUIET is in effect
3 MLSTABLE is in effect
4 MLS is in effect
5 MLACTIVE is in effect
6 GENERICOWNER is in effect
7 SECLABELAUDIT is in effect.
152 98 SMF81SIN 2 Binary Partner LU-verification session key interval.
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Offsets
Dec. Hex. Name Length Format Description
154 9A SMF81JSY 8 EBCDIC JES NJE NAME user ID.
162 A2 SMF81JUN 8 EBCDIC JES UNDEFINEDUSER user ID.
170 AA SMF81BOX 1 Binary SETROPTS option extensions.
Bit Meaning When Set
0 COMPATMODE is in effect
1 CATDSNS failures are in effect
2 MLS failures are in effect
3 MLACTIVE failures are in effect
4 APPLAUDIT in effect
5 Zero (0) equals default RVARY SWITCH password
in effect. One (1) equals installation-defined RVARY
SWITCH password in effect.
6 Zero (0) equals default RVARY STATUS password
in effect. One (1) equals installation-defined RVARY
STATUS password in effect.
7 Reserved.
171 AB SMF81PRI 3 EBCDIC Default primary language for an installation.
172 AC SMF81SEC 3 EBCDIC Default secondary language for an installation.
177 B1 SMF81KBL 1 Binary Level of KERB segment processing in effect.
178 B2 77 Reserved.
Relocate Section:
0 0 SMF81DTP 1 Binary Data type.
1 1 SMF81DLN 1 Binary Length of data that follows.
2 2 SMF81DTA 1-255 mixed Data.

Record Type 83: RACF Processing Record for Auditing Data Sets

Record type 83 subtype 1 is a RACF processing record for auditing data sets that
are affected by a RACF command (ADDSD, ALTDSD, and DELDSD) that caused
the SECLABEL to be changed.

Notes:

1. SMF type 83 subtype 1 records are generated when SETROPTS MLACTIVE is
in effect and a RACF command (ALTDSD, ADDSD, DELDSD) has been issued
that changed the security label of a data set profile. The SMF type 83 subtype 1
record contains the names of the cataloged data sets affected by the security
label change.

A link value is contained in both the SMF type 80 record for the RACF
command and the SMF type 83 subtype 1 record. The link value is used to
connect the list of data set names affected by the security label change with the
RACF command that caused the change.

2. The event codes and qualifiers for type 83 records are the same as for type 80
records.

The format is:

Offsets
Dec. Hex. Name Length Format Description
0 0 SMF83LEN 2 Binary Record length.
2 2 SMF83SEG 2 Binary Segment descriptor.
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Offsets
Dec. Hex. Name Length Format Description
4 4 SMF83FLG 1 Binary System indicator
Bit Meaning When Set
0 Subsystem identification follows system identification
1 Subtypes used
2 Reserved
3 MVS/SP Version 4
4 MVS/SP Version 3
5 MVS/SP Version 2
6 VS2
7 Reserved.
Note: For MVS/SP Version 4, bits 3, 4, 5, and 6 will be on.
5 SMF83RTY 1 Binary Record type: 83 (X'53)).
6 SMF83TME 4 Binary Time of day, in hundredths of a second, that the record was
moved to the SMF bulffer.
10 A SMF83DTE 4 EBCDIC Date that the record was moved to the SMF buffer, in the form
OcyydddF (where Fis the sign).
14 E SMF83SID 4 EBCDIC System identification (from the SID parameter).
18 12 SMF83SSI 4 EBCDIC Subsystem identification — RACF.
22 16 SMF83TYP 2 Binary Record subtype=1.
24 18 SMF83TRP 2 Binary Number of triplets.
26 1A SMF83XXX 2 Reserved.
28 1C SMF830PD 4 Binary Offset to product section.
32 20 SMF83LPD 2 Binary Length of product section.
34 22 SMF83NPD 2 Binary Number of product sections.
36 24 SMF830D1 4 Binary Offset to security section.
40 28 SMF83LD1 2 Binary Length of security section.
42 2A SMF83ND1 2 Binary Number of security sections.
44 2C SMF830D2 4 Binary Offset to relocate section.
48 30 SMF83LD2 2 Binary Length of relocate section.
50 32 SMF83ND2 2 Binary Number of relocate sections.
Product Section:
0 0 SMF83RVN 4 EBCDIC RACF version, release, and modification level number.
4 4 SMF83PNM EBCDIC Product name — RACF.
Subtype 1
Offsets
Dec. Hex. Name Length Format Description
Security Section:
0 0 SMF83LNK 4 Binary Same LINK value as that in the SMF type 80 record for the

associated command. Connects the data set names in type 83
records with the RACF command that caused the SECLABEL
change.
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Offsets
Dec. Hex. Name Length Format Description
4 4 SMF83DES 2 Binary Descriptor flags
Bit Meaning When Set
0 The event is a violation
1 User is not defined to RACF
2 Record contains a version indicator (see
SMF83VER)
3 The event is a warning
4 Record contains a version, release, and modification
level number (see SMF83VRM)
5-15 Reserved.
6 SMF83EVT 1 Binary Event code.
7 7 SMF83EVQ 1 Binary Event code qualifier.
8 SMF83USR 8 EBCDIC Identifier of the user associated with this event (jobname is
used if the user is not defined to RACF).
16 10 SMF83GRP 8 EBCDIC Group to which the user was connected (stepname is used if
the user is not defined to RACF).
24 18 SMF83REL 2 Binary Offset to the first relocate section from beginning of record
header.
26 1A SMF83CNT 2 Binary Count of the number of relocate sections.
28 1C SMF83ATH 1 Binary Authorities used for executing commands or accessing
resources
Bit Meaning When Set
0 Normal authority check (resource access)
1 SPECIAL attribute (command processing)
2 OPERATIONS attribute (resource access, command
processing)
3 AUDITOR attribute (command processing)
4 Installation exit processing (resource access)
5 Failsoft processing (resource access)
6 Bypassed-user ID = “BYPASS* (resource access)
7 Trusted attribute (resource access).
29 1D SMF83REA 1 Binary Reason for logging. These flags indicate the reason RACF
produced the SMF record
Bit Meaning When Set
0 SETROPTS AUDIT(class) — changes to this class
of profile are being audited.
1 User being audited
2 SPECIAL users being audited
3 Access to the resource is being audited due to the
AUDIT option (specified when profile created or
altered by a RACF command), a logging request
from the RACHECK exit routine, or because the
operator granted access during failsoft processing.
4 RACINIT failure
5 This command is always audited
6 Violation detected in command and CMDVIOL is in
effect
7 Access to entity being audited due to
GLOBALAUDIT option.
30 1E SMF83TLV 1 Binary Terminal level number of foreground user (zero if not
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Offsets

SMF Records—Type 83

Dec. Hex. Name

Length

Format

Description

31 1F SMF83ERR

Binary

Command processing error flag

Bit Meaning When Set

0 Command had error and RACF could not back out
some changes

1 No profile updates were made because of error in
RACF processing

2-7 Reserved.

32 20 SMF83TRM

EBCDIC

Terminal ID of foreground user (zero if not available).

40 28 SMF83JBN

EBCDIC

Job name. For RACROUTE REQUEST=VERIFY and
RACROUTE REQUEST=VERIFYX records for batch jobs, this
field can be zero.

48 30 SMF83RST

Binary

Time, in hundredths of a second that the reader recognized
the JOB statement for this job for RACROUTE
REQUEST=VERIFY and RACROUTE REQUEST=VERIFYX
records for batch jobs, this field can be zero.

52 34 SMF83RSD

packed

Date the reader recognized the JOB statement for this job in
the form OcyydddF (where F is the sign) for RACROUTE
REQUEST=VERIFY and RACROUTE REQUEST=VERIFYX
records for batch jobs, this field can be zero.

56 38 SMF83UID

EBCDIC

User identification field from the SMF common exit parameter
area. For RACROUTE REQUEST=VERIFY and RACROUTE
REQUEST=VERIFYX records for batch jobs, this field can be
zero.

64 40 SMF83VER

Binary

Version indicator 8 = Version 1, Release 8 or later. As of
RACF 1.8.1, SMF83VRM is used instead.

65 41 SMF83RE2

Binary

Additional reasons for logging

Bit Meaning When Set

0 Security level control for auditing

1 Auditing by LOGOPTIONS

2 Class being audited due to SETROPTS
SECLABELAUDIT

3 Class being audited due to SETROPTS
COMPATMODE

4-7 Reserved.

66 42 SMF83VRM

4

EBCDIC

FMID for RACF

2020 RACF 2.2 and OS/390 Security Server (RACF) V1
R2

2030 0OS/390 Security Server (RACF) V1 R3

2040 0OS/390 Security Server (RACF) V2 R4

2060 0S/390 Security Server (RACF) V2 R6

2608 0OS/390 Security Server (RACF) V2 R8

7703 0OS/390 Security Server (RACF) V2 R10 and z/OS
Security Server (RACF) V1 R1

7705 z/OS Security Server (RACF) V1 R2

70 46 SMF83SEC

EBCDIC

Security label of the user.

Relocate Section:

0 0 SMF83DTP

Binary

Data type

1 1 SMF83DLN

Binary

Length of data that follows.

2 2 SMF83DTA

1-255

mixed

Data. Possible relocate section elements are data types 62
and 63. See Table 2, (Relocate Section Variable Data,) in the
SMF Type 80 records.
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Reformatted RACF SMF Records

For sorting purposes, the RACF report writer reformats SMF records (types 20, 30,
80, 81 and 83) and uses these reformatted records as input to the modules that
produce the RACF reports. If you want to use the RACF report writer exit routine
(ICHRSMFE) to produce additional reports or to add additional record selection
criteria, you should familiarize yourself with the layouts of these reformatted
records.

Record type 20 (job initiation) is written at job initiation (including TSO and VM
logon). Record type 30 (common address space work record) is written at normal or
abnormal termination of a batch job or step, a TSO session, or a started task.
Record type 30 is also written at the expiration of an accounting interval if
INTERVAL is specified in SMFPRMxx, at the start of a job (or at the start of the first
step after a warm start), and at the expiration of an accounting interval for a system
address space. Record types 20 and 30 are documented in IZ/OS MVS Systerri
[Management Facilities (SMF)

There are two record types—reformatted process records and reformatted status
records.

Prior to RACF Release 1.7, record types 80 and 81 have had a different mapping in
each release. This meant that you had to change the exit routines with each RACF
release, and that the routines had to accommodate records with different mappings.
Starting with Release 1.7, RACF restructured these records so that:

» All records have a common format, independent of which release created them.

» Future changes to the records can be made without requiring changes to the exit
routines (unless you want to process fields that may be added in future
releases).

Notes:

1. The layouts of reformatted process and status records are the same up to the
record dependent sections.

Reformatted Process Records

RACF SMF record types 20, 30, 80 and 83 become reformatted process records.
These records are variable in length. Note that a RACF SMF record type 80
generated by a SETROPTS or an RVARY command also causes the creation of a
reformatted status record.

The layout of the common section of the reformatted process record is:

Offsets
Dec. Hex. Name Length Format Description
0 0 RCDLEN 2 binary Total record length
2 2 - 2 binary Reserved
4 4 RCDRELNO 1 binary Release of RACF
5 5 RCDREFMT 1 binary Reformat indicator (if this byte is X'00', the record has been
reformatted to the RACF Version 1 Release 6/7 format)
6 6 RCDSYSID 4 EBCDIC System identification
10 A RCDTYPE 1 EBCDIC Record type (80 decimal)
11 B RCDTIME 4 packed Unsigned packed decimal in the form HHMMSSTH
15 F 1 EBCDIC Reserved
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Offsets
Dec. Hex. Name Length Format Description

16 10 RCDDATE packed Date in form YYDDDF, where F is the sign

19 13 RCDFIXLN binary Offset from the start of the record to the first relocate section

21 15 RCDCOMLN binary Offset from the start of the record to the record dependent
fields

23 17 RCDCNT 2 binary Number of relocate segments

25 19 RCDEVENT 1 binary Event code

26 1A RCDQUAL 1 binary Event code qualifier

27 1B RCD8OFLG 1 binary Descriptor flags:

Bit Meaning When Set

0 This record is for security violations.

1 This record is for a job/step, not a user/group.
2 This record is truncated.

3 This record is for a warning.

4-7 Reserved.

28 1C 1 binary Reserved

29 1D RCDUSER 8 EBCDIC Identifier of the user for which this event is recorded (or
jobname if the user is not defined to RACF)

37 25 RCDGROUP 8 EBCDIC Group to which the user was connected (or stepname if the
user is not defined to RACF)

45 2D RCDLOGCL 1 binary Type of event by number:

Number Type

1 LOGON/ JOB

2 Entity access

3 RACF command

46 2E RCDCLASS 8 EBCDIC Resource class name (see Note 1). This field contains binary
zeros for records written by the RVARY and SETROPTS
commands.

54 36 RCDNAME 44 EBCDIC Resource name (see Notes 1 and 6). This field contains the
user ID for a LOGON/JOB; the resource name for a resource
access.

98 62 RCDJOBID 8 EBCDIC Job name

106 6A 1 EBCDIC Reserved

107 6B RCDDATID 3 packed Date that the reader recognized the JOB card for this job in
the form YYDDDF

110 6E RCDTIMID 4 EBCDIC Time that the reader recognized the JOB card for this job in
the form HHMMSSTH

114 72 RCDUSRDA EBCDIC User identification field

122 7A RCD80TRM EBCDIC Terminal identification field

130 82 RCD80TML 1 binary Terminal level number

131 83 RCDOWNER 8 EBCDIC Owner of the resource

139 8B RCDUSRSM 20 EBCDIC User name

159 9F RCDVRM 4 EBCDIC Release, version and modification number

163 A3 RCDSEC EBCDIC User's SECLABEL

171 AB RCDLINK 4 binary LINK to connect data sets affected by a SECLABEL change
with RACF command (ALTDSD, ADDSD, DELDSD) that
caused the change.

175 AF RCDSTYPE binary SMF record subtype

177 B1 RCDNAMEO binary See Note 6. Offset in variable section to relocate section type
if entity name is greater than 44 characters or X'7FFF' if
resource name is less than or equal to 44 characters.

179 B3 RCDPVAU1 4 binary The APPLAUDIT key, part 1 of 2
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Offsets
Dec. Hex. Name Length Format Description
183 B7 RCDPVAU2 4 binary The APPLAUDIT key, part 2 of 2
For process records, the record-dependent section is:
Offsets
Dec. Hex. Name Length Format Description
0 0 RCD80ATH 1 binary Authority used:
Bit Meaning When Set
0 Normal authority
1 SPECIAL attribute
2 OPERATIONS attribute
3 AUDITOR attribute
4 Exit routine granted authority
5 Failsoft processing
6 Bypassed-user ID="BYPASS*
7 Trusted attribute
1 1 RCD8OREA 2 binary Reason for logging:
Bit Meaning When Set
0 Class being audited
1 User being audited
2 Special user being audited
3 Resource being audited, installation-requested
logging in effect, or failsoft processing
4 RACINIT failures being audited
5 Command always causes auditing
6 Command violations being audited
7 Audited because GLOBALAUDIT option in effect
8 SECLEVEL audit
9-15 Contains the remaining data from SMF80RE2
3 3 RCDS80OERR 1 binary Error indicators:
Bit Meaning When Set
0 Command could not recover
1 Profile not altered
2-7 Reserved
4 4 RCDQUALT1 8 EBCDIC Qualifier for old data set name (see Note 2)
12 C RCDQUAL2 8 EBCDIC Qualifier for new data set name (see Note 3)
20 14 RCDDLEV 1 binary Data set level number (see Note 4)
21 15 RCDDINT 1 binary Access authority requested: (see Note 4)
Bit Access Authority
0 ALTER
1 CONTROL
2 UPDATE
3 READ
4-7 Reserved.
22 16 RCDDALWD 1 binary Access authority allowed: (see Note 4)
Bit Access Authority
0 ALTER
1 CONTROL
2 UPDATE
3 READ
4 NONE
5 EXECUTE
6-7 Reserved
23 17 RCDDVOL 6 EBCDIC Volume serial (see Note 4)
29 1D RCDDOLDV 6 EBCDIC OLDVOL volume serial (see Note 4)
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Offsets
Dec. Hex. Name Length Format Description
35 23 RCD80GNS 1 binary 1=Generic name specified
36 24 RCD80GSP 1 binary 1=Generic name specified on FROM keyword of PERMIT
37 25 RCD80RRF 1 binary 1=The old name of the RACROUTE REQUEST=DEFINE-
renamed data set from data type 33 relocate section
38 26 RCD80RRT 1 binary 1=The new name of the RACROUTE REQUEST=DEFINE-
renamed data set from data type 33 relocate section
39 27 RCDGENAM 44 EBCDIC Generic profile used or generic resource name (see Note 7)
83 53 RCDGNNMF 44 EBCDIC Generic profile used on RACROUTE REQUEST=DEFINE
RENAME or generic resource name on RACROUTE
REQUEST=DEFINE RENAME Relocate Section: (See Notes
5 and 8)
127 7F RCDGENAO binary See Note 7
129 81 RCDGNNMO binary See Note 8
Variable Relocate Section Map
+0 +0 RCDDTYPE 1 binary Data type
+1 +1 RCDDLGT 1 binary Length of data that follows
+2 +2 RCDDATA variable mixed Data

Note 1: In order to support sorting by resource class name and resource name for
the list report, the RACF report writer ensures that these fields contain valid names.
The following table indicates the resource class names and the resource names
assigned by the RACF report writer for each of the event codes in RCDEVENT.
(Uppercase letters indicate that the value appears as shown, lowercase letters
identify the field in the SMF type 80 record from which the name is obtained, and a
number in parentheses identifies the relocate section in the SMF type 80 record
from which the name is obtained.)

If RCDEVENT Is

Resource Class Name

Resource Name

1

USER

user ID (SMF80USR)

2 class name (17) resource name (1)
3 class name (17) resource name (1)
4 class name (17) resource name (1)
5 class name (17) resource name (1)
6 class name (17) resource name (1)
7 class name (17) resource name (1)
8 DATASET data set name (6)
9 GROUP group name (6)
10 USER user ID (6)

11 DATASET data set name (6)
12 GROUP group name (6)
13 USER user ID (6)

14 USER user ID (6)

15 DATASET data set name (6)
16 GROUP group name (6)
17 USER user ID (6)
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If RCDEVENT Is Resource Class Name Resource Name

18 USER user ID (6)

19 class name (17) resource name (9)
20 class name (17) resource name (9)
21 class name (17) resource name (9)
22 class name (17) resource name (9)
23 USER user ID (6)

24 none none

25 none none

Note 2: The RACF report writer compares this field to the DSQUAL keyword
specified on the EVENT subcommand. The report writer initializes RCDQUAL1 to
the high-level qualifier of the old data set name found in RCDNAME at offset 41 (29
hex) of this record. The RACF report writer exit routine, ICHRSMFE, can modify this
field.

Note 3: The RACF report writer compares this field to the NEWDSQUAL keyword
specified on the EVENT subcommand. The report writer initializes RCDQUAL to the
high-level qualifier of the new data set name found in the relocate section for data
type 2 (SMF80DTP = 2). The RACF report writer exit routine, ICHRSMFE, can
modify this field.

Note 4: This field is present for event codes 2—7 (SMF80EVT=2 through
SMF80EVT=7) only.

Note 5: See|“Table of Event Codes and Event Code Qualifiers” on page 42| and
[‘Table of Relocate Section Variable Data” on page 54| earlier in this chapter for a
further explanation of these event codes and data types.

Note 6: With RACF 1.9 or later, entity names can be a maximum of 254 characters.
Entity names containing 45—254 characters are referred to as long names. Field
RCDNAME cannot be expanded in order to support existing reformatted records.
Long resource names are handled as follows:
Field RCDNAMEO will contain the offset in the variable section of the
reformatted record of relocate type which contains the long resource name.
Field RCDNAMEO will be X'7FFF' if the resource name is less than or equal to
44 characters in length.

Note 7: With RACF 1.9 or later, entity names can be a maximum of 254 characters.
Field RCDGENAM cannot be expanded in order to support existing reformatted
records. Long resource names are handled as follows:
Field RCDGENAO will contain the offset in the variable section of the
reformatted record of relocate type which contains the long resource name.
Field RCDGENAO will be X'7FFF' if the resource name is less than or equal to
44 characters in length.

Note 8: With RACF 1.9 or later, entity names can be a maximum of 254 characters.
Field RCDGNNMF cannot be expanded in order to support existing reformatted
records. Long resource names are handled as follows:
Field RCDGNNMO will contain the offset in the variable section of the
reformatted record of relocate type which contains the long resource name.
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Field RCDGNNMO will be X'7FFF' if the resource name is less than or equal to
44 characters in length.

Reformatted Status Records

RACF SMF record types 80 (only those generated by the SETROPTS or RVARY
command) and 81 become reformatted status records.

Notes:

1. The layouts of reformatted status and process records are the same up to the
record dependent sections.

For status records, the record-dependent section is:

Offsets
Dec. Hex. Name Length Format Description
0 00 RCDRACFD 44 EBCDIC Name of the RACF database for this IPL
44 2C RCDRACFV 6 EBCDIC Volume identification of RACF database
50 32 RCDRACFU 3 EBCDIC Unit name of RACF database
53 35 RCD81FLG 1 binary Options indicators:
Bit Meaning When Set
0 No RACROUTE REQUEST=VERIFY statistics are
recorded
1 No DATASET statistics are recorded
2 RACROUTE REQUEST=VERIFY preprocessing exit
routine, ICHRIXO01, is active
3 RACROUTE REQUEST=AUTH preprocessing exit
routine, ICHRCXO01, is active
4 RACROUTE REQUEST=DEFINE preprocessing exit
routine, ICHRDXO01, is active
5 RACROUTE REQUEST=VERIFY postprocessing
exit routine, ICHRIX02, is active
6 RACROUTE REQUEST=AUTH postprocessing exit
routine, ICHRCXO02, is active
7 New password exit routine, ICHPWXO01, is active
54 36 RCDUVOL 6 EBCDIC Volume identification of UADS data set
60 3C RCDUDSN 44 EBCDIC Data set name of the UADS data set for this IPL
104 68 RCD81FG2 1 binary Options indicators:
Bit Meaning When Set
0 No tape volume statistics are recorded
1 No DASD volume statistics are recorded
2 No terminal statistics are recorded
3 Command exit routine ICHCNXO00 is active
4 Command exit routine ICHCCXO00 is active
5 ADSP is not active
6 Encryption exit routine, ICHDEXO1, is active
7 Naming convention table, ICHNCVOO, is present
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Offsets
Dec. Hex. Name Length Format Description
105 69 RCD810P3 binary Options indicators:
Bit Meaning When Set
0 Tape volume protection in effect
1 No duplicate data set protection in effect
2 DASD volume protection in effect
3 Reserved
4 RACROUTE REQUEST=FASTAUTH preprocessing
exit routine (ICHRFXO01) is active
5 RACROUTE REQUEST=LIST pre- and
postprocessing exit routine is active
6 RACROUTE REQUEST=LIST selection exit routine
is active
7 RACROUTE REQUEST=DEFINE postprocessing
exit routine is active
106 6A RCD81AOP binary Options indicators:
Bit Meaning When Set
0 Log all users
1 Log all groups
2 Log data set class
3 Log tape volume class
4 Log DASD volume class
5 Log terminal class
6 Log command violations
7 Log special users
107 6B RCD81TMO binary Options indicators:
Bit Meaning When Set
0 Terminal authorization checking in effect
1 UACC for undefined terminals is NONE
2 REALDSN is in effect
3 JES-XBMALLRACEF is in effect
4 JES-EARLYVERIFY is in effect
5 JES-BATCHALLRACF is in effect
6 RACROUTE REQUEST=FASTAUTH postprocessing
exit is active
7 Reserved
108 6C RCD81PIV binary Maximum password interval
109 6D RCD81MFG 1 binary Model flags:
Bit Meaning When Set
0 Model—GDG
1 Model—USER
2 Model—GROUP
3-7 Reserved
110 6E RCD81MSF 1 binary Miscellaneous processing flags:
Bit Meaning When Set
0 GRPLIST active
1 Generic profile checking in effect for data set
2 GENCMD in effect for data set class
3 ADSP attribute bypassed
4-7 Reserved
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Offsets
Dec. Name Length Format Description
111 6F RCDB81IFG 1 binary Internal processing flags:
Bit Meaning When Set
0 The SETROPTS command caused RACFRW to
generate this record
1 The RVARY command caused RACFRW to
generate this record
2 RACF was varied active by RVARY command
3 This record is incomplete (truncated)
4 RVARY SWITCH was issued
5-7 Reserved
112 70 RCD81QL 8 char Single level data set name prefix
120 78 RCD81A02 1 binary Options indicator
Bit Meaning When Set
0 Log OPERATIONS user
1-7 Reserved
2 RACF was varied active by RVARY command.
121 79 RCD810P4 1 binary Options indicators
Bit Meaning When Set
0 Tape DSN active
1 PROTECTALL active
2 PROTECTALL warning
3 Erase-on-scratch
4 Erase by SECLEVEL
5 Erase all files
6-7 Reserved
122 7A RCD810P5 1 binary Options indicators
Bit Meaning When Set
0 Program control active
1 ACEE compression/expansion exit active
2 RACROUTE REQUEST=FASTAUTH postprocessing
exit ICHRFX04 active
3 RACROUTE REQUEST=FASTAUTH postprocessing
exit ICHRFX04 active
4-7 Reserved
124 7C RCD81RPD 2 binary Data set retention period
126 7E RCD81SLV 1 char SECLEVEL number
127 7F RCD81SLC 1 binary SECLEVEL for auditing number
128 80 RCD81BOP 1 binary B1 security options
Bit Meaning When Set
0 SECLABELCONTROL active
1 CATDSNS active
2 MLQUIET active
3 MLSTABLE active
4 MLS active
5 MLACTIVE active
6 GENERICOWNER active
7 SECLABELAUDIT active
129 81 RCD81SIN 2 binary SESSION INTERVAL
131 83 RCD81SYS 8 char User ID for JES SYSOUTNAME
139 8B RCD81UND 8 char User ID for JES undefined user
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Offsets
Dec. Hex. Name Length Format Description
147 93 RCD81BOX 1 binary B1 security options extension byte
Bit Meaning When Set
0 COMPATMODE
1 CATDSNS failures
2 MLS failures
3 MLACTIVE failures
4-7 Reserved
148 94 RCD81PRI 3 EBCDIC Primary language default
151 97 RCD81SEC 3 EBCDIC Secondary language default
Variable Relocate Section Map
+0 +0 RCDDTYPE 1 binary Data type
+1 +1 RCDDLGT 1 binary Length of data that follows
+2 +2 RCDDATA variable mixed Data

Note: Only data types (SMF80DTP) 21, 30, 32, 34, 35 or 36 are generated for a
reformatted status record. See[‘Table of Relocate Section Variable Data” on|
earlier in this chapter for a further explanation of these data types.

112 2/0S V1R4.0 Security Server RACF Macros and Interfaces



Chapter 6. RACF SMF Data Unload Utility (IRRADUO0O)
IRRADUOO Record Format

The following sections contain a detailed description of the records that are
produced by the RACF SMF data unload utility. The output of the utility is a series
of records that represents the security relevant SMF data that is the input to the
utility. These records are in a format suitable for export to the relational data
manager of an installation’s choice.

Each record that is produced by the RACF SMF data unload utility consists of two

parts:

1. A header section, which contains common information such as the date and
time stamp, user ID, and system identification

2. An event-specific information section

Each row in the tabular description of the records that are produced by the utility
contains five pieces of information:

1. Descriptive name for the field

2. Type of field

Char Character data

Integer EBCDIC numeric data

Time A time value, in the form hh:mm:ss
Date A date value, in the form yyyy-mm-dd
Yes/No Flag data, having the value YES or NO

3. Starting position for the field
4. Ending position for the field
5. Free-form description of the field, which may contain the valid value constraints.

In some cases, the input SMF record does not contain all of the data that are
indicated in the output record mappings shown in the following sections. In these
cases, IRRADUOO places blanks in the fields.

For the audit records created for RACF commands, the exact order and format of
the unloaded keywords and operands from the commands, (contained within the
fields whose names end with "_SPECIFIED", "_IGNORED", and "_FAILED,") are
not part of the programming interface.

The Format of the Header Portion of the Unloaded SMF Records

[Table 2 on page 114|describes the format of the header portion of the record. RACF
constructs the header portion of the record from the SMF record. Because each of
the SMF record types that IRRADUOO processes contain different data, some fields
of the header portion of the unloaded SMF record contain blanks. For example,
JOBINIT records that are created from type 30 SMF records have blanks for these
fields:

* INIT_VIOLATION

* INIT_USR_NDFND

* INIT_USER_WARNING

+ All of the INIT_AUTH_ fields

+ All of the INIT_LOG_ fields

e INIT_TERM_LEVEL

* INIT_BACKOUT_FAIL

* INIT_PROF_SAME

* INIT_TERM
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The <col id> string is re
See [Table 3 on page 116

INIT_READ_TIME
INIT_READ_DATE
INIT_USR_SECL
INIT_RACF_VERSION

laced by the column identifier for each record created.
for a list of the valid column identifiers.

Table 2. Format of the Header Portion of the Unloaded SMF Records

Field Name Type Length Position Comments
Start End

<col_id>_EVENT_TYPE Char 8 18 Type of event that is described. Valid values are
shown in [Table 3 on page 116} A numeric value
indicates that the event code was not translated.
Only header information is created for records
that have an untranslated event code.

<col_id>_EVENT_QUAL Char 8 10 17 A qualification of the type of event that is being
described. Valid values are shown in the tables
that accompany each of the record extension
descriptions.

<col_id>_TIME_WRITTEN Time 8 19 26 Time that the record was written to SMF.

<col_id>_DATE_WRITTEN Date 10 28 37 Date that the record was written to SMF.

<col_id>_SYSTEM_SMFID Char 4 39 42 SMF system ID of the system from which the
record originates.

<col_id>_VIOLATION Yes/No 4 44 47 Does this record represent a violation?

<col_id>_USER_NDFND Yes/No 4 49 52 Was this user not defined to RACF?

<col_id>_USER_WARNING Yes/No 4 54 57 Was this record created because of WARNING?

<col_id>_EVT_USER_ID Char 8 59 66 User ID associated with the event.

<col_id>_EVT_GRP_ID Char 8 68 75 Group name associated with the event.

<col_id>_AUTH_NORMAL Yes/No 4 77 80 Was normal authority checking a reason for
access being allowed?

<col_id>_AUTH_SPECIAL Yes/No 4 82 85 Was special authority checking a reason for
access being allowed?

<col_id>_AUTH_OPER Yes/No 4 87 90 Was operations authority checking a reason for
access being allowed?

<col_id>_AUTH_AUDIT Yes/No 4 92 95 Was auditor authority checking a reason for
access being allowed?

<col_id>_AUTH_EXIT Yes/No 4 97 100 Was exit checking a reason for access being
allowed?

<col_id>_AUTH_FAILSFT Yes/No 4 102 105 Was failsoft checking a reason for access being
allowed?

<col_id>_AUTH_BYPASS Yes/No 4 107 110 Was the use of the user ID *BYPASS™ a reason
for access being allowed?

<col_id>_AUTH_TRUSTED Yes/No 4 112 115 Was trusted authority checking a reason for
access being allowed?

<col_id>_LOG_CLASS Yes/No 4 117 120 Was SETR AUDIT(class) checking a reason for
this event to be recorded?

<col_id>_LOG_USER Yes/No 122 125 Was auditing requested for this user?

<col_id>_LOG_SPECIAL Yes/No 127 130 Was auditing requested for access granted due to
the SPECIAL privilege?

<col_id>_LOG_ACCESS Yes/No 4 132 135 Did the profile indicate audit, or did FAILSOFT
processing allow access, or did the RACHECK
exit indicate auditing?

<col_id>_LOG_RACINIT Yes/No 137 140 Did the RACINIT fail?

<col_id>_LOG_ALWAYS Yes/No 142 145 Is this command always audited?
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Table 2. Format of the Header Portion of the Unloaded SMF Records (continued)

Field Name Type Length Position Comments
Start End

<col_id>_LOG_CMDVIOL Yes/No 147 150 Was this event audited due to CMDVIOL?

<col_id>_LOG_GLOBAL Yes/No 152 155 Was this event audited due to GLOBALAUDIT?

<col_id>_TERM_LEVEL Integer 157 159 The terminal level associated with this audit
record.

<col_id>_BACKOUT_FAIL Yes/No 161 164 Did RACF fail in backing out the data?

<col_id>_PROF_SAME Yes/No 166 169 Did a RACF error cause the profile to not be
changed?

<col_id>_TERM Char 171 178 The terminal associated with the event.

<col_id>_JOB_NAME Char 180 187 The job name associated with the event.

<col_id>_READ_TIME Time 189 196 The time that the job entered the system.

<col_id>_READ_DATE Date 10 198 207 The date that the job entered the system.

<col_id>_SMF_USER_ID Char 209 216 User ID from SMF common area. This value is
managed by SMF and the SMF processing exits.

<col_id>_LOG_LEVEL Yes/No 4 218 221 Was this event audited due to SECLEVEL
auditing?

<col_id>_LOG_VMEVENT Yes/No 4 223 226 Was this event audited due to VMEVENT
auditing?

<col_id>_LOG_LOGOPT Yes/No 4 228 231 Was this event audited due to SETR
LOGOPTIONS auditing?

<col_id>_LOG_SECL Yes/No 4 233 236 Was this event audited due to SETR
SECLABELAUDIT auditing?

<col_id>_LOG_COMPATM Yes/No 4 238 241 Was this event audited due to SETR
COMPATMODE auditing?

<col_id>_LOG_APPLAUD Yes/No 4 243 246 Was this event audited due to SETR
APPLAUDIT?

<col_id>_LOG_NONOMVS Yes/No 4 248 251 Did this user try to use z/OS UNIX without being
defined as a z/OS UNIX user (that is, is the
user's OMVS segment in the RACF database
missing)?

<col_id>_LOG_OMVSNPRV Yes/No 4 253 256 The service that was requested requires that the
user be the z/OS UNIX super-user.

<col_id>_AUTH_OMVSSU Yes/No 4 258 261 Was the z/0OS UNIX superuser authority used to
grant the request?

<col_id>_AUTH_OMVSSYS Yes/No 4 263 266 Was the request granted because the requester
was z/0OS UNIX itself?

<col_id>_USR_SECL Char 268 275 The SECLABEL associated with this user.

<col_id>_RACF_VERSION Char 4 277 280 The version of RACF on the system which

audited the event.

Event Codes

The RACF SMF data unload utility creates records that represent the audit
information for each type of auditable event. [Table 3 on page 116| contains a list of
all of the supported event codes.

DESCRIPTION

Name of the event code

Shortened name that is used in the column name of
fields that are a part of the event code record

The number assigned to this event code by RACF
A description of the event code.

COLUMN NAME
Event Code Name
Column ID (Col ID)

Event Code
Description
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Where Described

Where you can find the record definitions.

Table 3. Event Codes and Descriptions

Event Code ColID Event Description Where Described
Name Code
JOBINIT INIT 01 Job initiation “The Format of the JOBINIT Record|
Extension” on page 119
ACCESS ACC 02 Resource access, “The Format of the ACCESS Record|
other than file or Extension” on page 121
directory.
ADDVOL ADV 03 ADDVOL/CHGVOL [FThe Format of the ADDVOL Record
[Extension” on page 124
RENAMEDS REN 04 Rename data set, SFS [The Format of the RENAMEDS Record|
file, or SFS directory  [Extension” on page 125|
DELRES DELR 05 Delete resource [The Format of the DELRES Record|
[Extension” on page 127]
DELVOL DELV 06 Delete volume [The Format of the DELVOL Record|
[Extension” on page 128|
DEFINE DEF 07 Define resource [The Format of the DEFINE Record|
[Extension” on page 129|
ADDSD AD 08 ADDSD command [The Format of the ADDSD Record|
[Extension” on page 131|
ADDGROUP AG 09 ADDGROUP [FThe Format of the ADDGROUP Record|
command [Extension” on page 132
ADDUSER AU 10 ADDUSER command FThe Format of the ADDUSER Record|
[Extension” on page 134|
ALTDSD ALD 11 ALTDSD command “The Format of the ALTDSD Record|
Extension” on page 135|
ALTGROUP ALG 12 ALTGROUP command [The Format of the ALTGROUP Record|
Extension” on page 136|
ALTUSER ALU 13 ALTUSER command “The Format of the ALTUSER Record|
Extension” on page 138|
CONNECT CON 14 CONNECT command  [The Format of the CONNECT Record|
Extension” on page 139
DELDSD DELD 15 DELDSD command “The Format of the DELDSD Record|
Extension” on page 140|
DELGROUP DELG 16 DELGROUP command [‘The Format of the DELGROUP Record|
Extension” on page 142|
DELUSER DELU 17 DELUSER command  [‘The Format of the DELUSER Record|
Extension” on page 143|
PASSWORD PWD 18 PASSWORD “The Format of the PASSWORD Record|
command Extension” on page 144|
PERMIT PERM 19 PERMIT command “The Format of the PERMIT Record
Extension” on page 145|
RALTER RALT 20 RALTER command “The Format of the RALTER Record|
Extension” on page 146|
RDEFINE RDEF 21 RDEFINE command “The Format of the RDEFINE Record|
Extension” on page 148|
RDELETE RDEL 22 RDELETE command “The Format of the RDELETE Record|
Extension” on page 149|
REMOVE REM 23 REMOVE command “The Format of the REMOVE Record|
Extension” on page 150|
SETROPTS SETR 24 SETROPTS command [‘The Format of the SETROPTS Record|
Extension” on page 151|
RVARY RVAR 25 RVARY command “The Format of the RVARY Record|
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Event Code Col ID Event Description Where Described
Name Code
APPCLU APPC 26 APPC session “The Format of the APPCLU Record|
Extension” on page 154]
GENERAL GEN 27 General purpose “The Format of the General Event Record|
Extension” on page 155|
DIRSRCH DSCH 28 Directory Search “The Format of the Directory Search|
Record Extension” on page 156
DACCESS DACC 29 Check access to a “The Format of the Check Directory Access|
directory Record Extension” on page 158]
FACCESS FACC 30 Check access to file [FThe Format of the Check File Access|
|Record Extension” on page 160|
CHAUDIT CAUD 31 Change audit options ~ [The Format of the Change Audit Record|
|Extension” on page 162]
CHDIR CDIR 32 Change current [FThe Format of the Change Directory]
directory |Record Extension” on page 165
CHMOD CMOD 33 Change file mode |“The Format of the Change File Mode]
Record Extension” on page 16
CHOWN COWN 34 Change file ownership [‘The Format of the Change File Ownershi
Record Extension” on page 169
CLRSETID CSID 35 Clear SETID bits for a [‘The Format of the Clear SETID Bit
file Record Extension” on page 171
EXESETID ESID 36 EXEC with “The Format of the EXEC SETUID/SETGID
SETUID/SETGID Record Extension” on page 17
GETPSENT GPST 37 Get z/0OS UNIX |“_The Format of the GETPSENT Record|
process entry Extension” on page 17Z|
INITOEDP IOEP 38 Initialize z/OS UNIX [The Format of the Initialize zZOS UNIX]
process |Record Extension” on page 176|
TERMOEDP TOEP 39 z/OS UNIX process [The Format of the zZOS UNIX Process|
complete |Completion Record” on page 177]
KILL KILL 40 Terminate a process [The Format of the KILL Record Extension’]
|on page 178|
LINK LINK 41 LINK FThe Format of the LINK Record|
[Extension” on page 180|
MKDIR MDIR 42 Make directory FThe Format of the MKDIR Record|
[Extension” on page 182
MKNOD MNOD 43 Make node FThe Format of the MKNOD Record]
[Extension” on page 184|
MNTFSYS MFS 44 Mount a file system FThe Format of the Mount File System]
|Record Extension” on page 187|
OPENFILE OPEN 45 Open a new file FThe Format of the OPENFILE Record]
[Extension” on page 189|
PTRACE PTRC 46 PTRACE authority “The Format of the PTRACE Record|
checking Extension” on page 192
RENAMEF RENF 47 Rename file “The Format of the Rename File Record|
Extension” on page 193]
RMDIR RDIR 48 Remove directory “The Format of the RMDIR Record
Extension” on page 195|
SETEGID SEGI 49 Set effective z/OS “The Format of the SETEGID (SET]
UNIX group identifier  [Effective zZOS UNIX Group Identifier (GID)|
(GID). Record Extension” on page 197
SETEUID SEUI 50 Set effective z/OS “The Format of the SETEUID (SET|

UNIX user identifier
(UID)

Effective z/OS UNIX User Identifier (UID)|
Record Extension” on page 198|
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Table 3. Event Codes and Descriptions (continued)

Event Code ColID Event Description Where Described
Name Code
SETGID SGil 51 Set z/OS UNIX group  [The Format of the SETGID Record|
identifier (GID). Extension” on page 199|
SETUID Sul 52 Set z/OS UNIX user “The Format of the SETUID Record|
identifier (UID) Extension” on page 201]
SYMLINK SYML 53 SYMLINK “The Format of the SYMLINK Record|
Extension” on page 202
UNLINK UNL 54 UNLINK “The Format of the UNLINK Record|
Extension” on page 204/
UMNTFSYS UFS 55 Unmount file system FThe Format of the Unmount File System|
|IRecord Extension” on page 206)
CHKFOWN CFOW 56 Check file owner [FThe Format of the Check File Owner]
|IRecord Extension” on page 207|
CHKPRIV CPRV 57 Check privilege [FThe Format of the Check Privilege Record|
|Extension” on page 209|
OPENSTTY OSTY 58 Open slave TTY |“The Format of the Open Slave TTY|
Record Extension” on page 21
RACLINK RACL 59 RACLINK command “The Format of the RACLINK Command
Record Extension” on page 212
IPCCHK ICHK 60 Check IPC access “The Format of the IPCCHK Recor
Extension” on page 214
IPCGET IGET 61 IPCGET “The Format of the IPCGET Record
Extension” on page 216
IPCCTL ICTL 62 IPCCTL |“The Format of the IPCCTL Record
Extension” on page 218
SETGROUP SETG 63 SETGROUP [FThe Format of the SETGROUP Record|
[Extension” on page 220|
CKOWNZ2 CKO2 64 CKOWN2 [FThe Format of the CKOWN2 Record
[Extension” on page 222|
R_AUDIT ACCR 65 Access Rights [The Format of the Access Rights Record]
[Extension” on page 223|
RACDCERT RACD 66 RACDCERT command [The Format of the RACDCERT Command|
|Record Extension” on page 225
INITACEE INTA 67 InitACEE FThe Format of the InitACEE Record|
[Extension” on page 226|
KTICKET KTKT 68 Grant of initial [The Format of the Network Authentication|
Kerberos ticket |Service Record Extension” on page 227]
RPKIGENC RPKG 69 Certificate GENCERT [The Format of the RPKIGENC Record|
request [Extension” on page 228|
RPKIEXPT RPKE 70 Certificate EXPORT FThe Format of the RPKIEXPT Record]
request [Extension” on page 229|
PDACCESS PDAC 71 Policy Director “The Format of the Policy Director|
Authorization Services [Authorization Services Support Record|
Support access control [Extension” on page 231|
decision
READATA RPKR 72 ‘The Format of the RPKIREAD Record|
Extension” on page 231
UPDATEREQ RPKU 73 ‘The Format of the RPKIUPDR Record|
Extension” on page 233]
UPDATECERT RPKC 74 ‘The Format of the RPKIUPDC Record|
Extension” on page 234|
SETFACL SACL 75 ACL entry changes [FThe Format of the SETFACL Record]
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Table 3. Event Codes and Descriptions (continued)

Event Code Col ID Event Description Where Described
Name Code
DELFACL DACL 76 ACL deletion “The Format of the DELFACL Record|

Extension” on page 238

Record Extensions

The sections that follow describe the event-specific information. The extensions
reflect the relocate section data for a specific event code. Fields in the
event-specific information might contain blanks because not all relocate sections are
created for a given event code.

The Format of the JOBINIT Record Extension

[Table 4] describes the format of a record that is created by the RACINIT function,
which occurs for user logons, batch job initiations, and at other times during the life
of a unit of work. These fields are only present on JOBINIT records that are created
from SMF type 80 records. JOBINIT records that are created from SMF type 30
records contain blanks in these fields.

Table 4. Format of the Job Initiation Record Extension (Event Code 01)

Field Name Type Length Position Comments
Start End

INIT_APPL Char 8 282 289 Application name specified on the RACROUTE
REQUEST=AUTH or REQUEST=VERIFY.

INIT_LOGSTR Char 255 291 545 LOGSTR= data from the RACROUTE

INIT_BAD_JOBNAME Char 8 547 554 The invalid job name that was processed.

INIT_USER_NAME Char 20 556 575 The name associated with the user ID.

INIT_UTK_ENCR Yes/No 4 577 580 Is the UTOKEN associated with this user
encrypted?

INIT_UTK_PRE19 Yes/No 4 582 585 Is this a pre-1.9 token?

INIT_UTK_VERPROF Yes/No 4 587 590 Is the VERIFYX propagation flag set?

INIT_UTK_NJEUNUSR Yes/No 4 592 595 Is this the NJE undefined user?

INIT_UTK_LOGUSR Yes/No 4 597 600 Is UAUDIT specified for this user?

INIT_UTK_SPECIAL Yes/No 4 602 605 Is this a SPECIAL user?

INIT_UTK_DEFAULT Yes/No 4 607 610 Is this a default token?

INIT_UTK_UNKNUSR Yes/No 4 612 615 Is this an undefined user?

INIT_UTK_ERROR Yes/No 4 617 620 Is this user token in error?

INIT_UTK_TRUSTED Yes/No 4 622 625 Is this user a part of the trusted computing base
(TCB)?

INIT_UTK_SESSTYPE Char 8 627 634 The session type of this session. Seem
|Security Server RACROUTE Macro Reference]for
a description of the valid values for session type.
A null session type results in the unloading of
blanks.

INIT_UTK_SURROGAT Yes/No 4 636 639 Is this a surrogate user?

INIT_UTK_REMOTE Yes/No 4 641 644 Is this a remote job?

INIT_UTK_PRIV Yes/No 4 646 649 Is this a privileged user ID?

INIT_UTK_SECL Char 8 651 658 The SECLABEL of the user.

INIT_UTK_EXECNODE Char 8 660 667 The execution node of the work.

INIT_UTK_SUSER_ID Char 8 669 676 The submitting user ID.
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Table 4. Format of the Job Initiation Record Extension (Event Code 01) (continued)

Field Name Type Length Position Comments
Start End
INIT_UTK_SNODE Char 8 678 685 The submitting node.
INIT_UTK_SGRP_ID Char 8 687 694 The submitting group name.
INIT_UTK_SPOE Char 8 696 703 The port of entry.
INIT_UTK_SPCLASS Char 8 705 712 Class of the POE. Valid values are “TERMINAL”,
“CONSOLE”, “JESINPUT”, and “APPCPORT”.
INIT_UTK_USER_ID Char 8 714 721 User ID associated with the record.
INIT_UTK_GRP_ID Char 8 723 730 Group name associated with the record.
INIT_UTK_DFT_GRP Yes/No 4 732 735 Is a default group assigned?
INIT_UTK_DFT_SECL Yes/No 4 737 740 Is a default SECLABEL assigned?
INIT_APPC_LINK Char 16 742 757 A key to link together audit record together for a
user's APPC transaction processing work.
INIT_UTK_NETW Char 8 759 766 The port of entry network name.
INIT_RES_NAME Char 255 768 1022 Resource name.
INIT_CLASS Char 8 1024 1031 Class name.
INIT_X500_SUBJECT Char 255 1033 1287 Subject’s name associated with this event.
INIT_X500_ISSUER Char 255 1289 1543 Issuer's name associated with this event.

Event Qualifiers for JOBINIT (Job Initiation) Records

The event qualifiers that may be associated with a JOBINIT event are shown in

120

Table 5. Event Qualifiers for JOBINIT Records

Event Qualifier Event Event Description

Qualifier

Number
SUCCESS - Successful initiation (from type 30 record)
TERM -- Successful termination (from type 30 record)
SUCCESSI 00 Successful initiation.
INVPSWD 01 Not a valid password.
INVGRP 02 Not a valid group.
INVOID 03 Not a valid OIDCARD.
INVTERM 04 Not a valid terminal.
INVAPPL 05 Not a valid application.
REVKUSER 06 User has been revoked.
REVKAUTO 07 User automatically revoked.
SUCCESST 08 Successful termination.
UNDFUSER 09 User not defined to RACF.
INSSECL 10 Insufficient SECLABEL.
NASECL 1 Not authorized to SECLABEL.
RACINITI 12 Successful RACINIT initiation.
RACINITD 13 Successful RACINIT deletion.
MOREAUTH 14 More authority required.
RJENAUTH 15 RJE not authorized.
SURROGTI 16 Surrogate class inactive.
SUBNATHU 17 Submitter not authorized by user.
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Table 5. Event Qualifiers for JOBINIT Records (continued)

Event Qualifier Event Event Description

Qualifier

Number
SUBNATHS 18 Submitter not authorized by SECLABEL.
USERNJOB 19 User not authorized to the job.
WINSSECL 20 Warning: Insufficient SECLABEL.
WSECLM 21 Warning: SECLABEL missing from job.
WNASECL 22 Warning: Not authorized to SECLABEL.
SECLNCM 23 SECLABELSs not compatible.
WSECLNCM 24 Warning: SECLABELs not compatible.
PWDEXPR 25 Current password has expired.
INVNPWD 26 Not a valid new password.
EXITFAIL 27 Failed by installation exit.
GRPARVKD 28 Group access revoked.
OIDREQD 29 OIDCARD required.
NJENAUTH 30 NJE job not authorized.
WUKNUPRP 31 Warning: Undefined user from trusted node propagated.
SUCCESSP 32 Successful initiation using a PassTicket.
PTKTREPL 33 Attempted replay of PassTicket.

The Format of the ACCESS Record Extension
describes the format of a record that is created by the access to a resource.

Table 6. Format of the ACCESS Record Extension (Event Code Number 02)

Field Name Type Length Position Comments

Start End
ACC_RES_NAME Char 255 282 536 Resource name or old resource name.
ACC_REQUEST Char 8 538 545 The access authority requested.
ACC_GRANT Char 8 547 554 The access authority granted.
ACC_LEVEL Integer 3 556 558 Level of the resource.
ACC_VOL Char 6 560 565 Volume of the resource.
ACC_OLDVOL Char 6 567 572 OLDVOL of the resource.
ACC_CLASS Char 8 574 581 Class name.
ACC_APPL Char 8 583 590 Application name specified.
ACC_TYPE Char 8 592 599 Type of resource data. Valid values are

“RESOURCE” if ACC_NAME is a generic resource
name, and “PROFILE” if ACC_NAME is a generic

profile.
ACC_NAME Char 246 601 846 Resource or profile name.
ACC_OWN_ID Char 8 848 855 Name of the profile owner.
ACC_LOGSTR Char 255 857 1111 LOGSTR= data from the RACROUTE.
ACC_RECVR Char 8 1113 1120 User ID to whom the data is directed (RECVR=
on RACROUTE).
ACC_USER_NAME Char 20 1122 1141 User name from the ACEE.
ACC_SECL Char 8 1143 1150 SECLABEL of the resource.
ACC_UTK_ENCR Yes/No 4 1152 1155 Is the UTOKEN associated with this user
encrypted?
ACC_UTK_PRE19 Yes/No 4 1157 1160 Is this a pre-1.9 token?

Chapter 6. RACF SMF Data Unload Utility (IRRADU00) 121



SMF Data Unload—IRRADUO00

Table 6. Format of the ACCESS Record Extension (Event Code Number 02) (continued)

Field Name Type Length Position Comments
Start End
ACC_UTK_VERPROF Yes/No 4 1162 1165 Is the VERIFYX propagation flag set?
ACC_UTK_NJEUNUSR Yes/No 4 1167 1170 Is this the NJE undefined user?
ACC_UTK_LOGUSR Yes/No 4 1172 1175 Is UAUDIT specified for this user?
ACC_UTK_SPECIAL Yes/No 4 1177 1180 Is this a SPECIAL user?
ACC_UTK_DEFAULT Yes/No 4 1182 1185 Is this a default token?
ACC_UTK_UNKNUSR Yes/No 4 1187 1190 Is this an undefined user?
ACC_UTK_ERROR Yes/No 4 1192 1195 Is this user token in error?
ACC_UTK_TRUSTED Yes/No 4 1197 1200 Is this user a part of the trusted computing base
(TCB)?
ACC_UTK_SESSTYPE Char 8 1202 1209 The session type of this session.
ACC_UTK_SURROGAT Yes/No 4 1211 1214 Is this a surrogate user?
ACC_UTK_REMOTE Yes/No 4 1216 1219 Is this a remote job?
ACC_UTK_PRIV Yes/No 4 1221 1224 Is this a privileged user ID?
ACC_UTK_SECL Char 8 1226 1233 The SECLABEL of the user.
ACC_UTK_EXECNODE Char 8 1235 1242 The execution node of the work.
ACC_UTK_SUSER_ID Char 8 1244 1251 The submitting user ID.
ACC_UTK_SNODE Char 8 1253 1260 The submitting node.
ACC_UTK_SGRP_ID Char 8 1262 1269 The submitting group name.
ACC_UTK_SPOE Char 8 1271 1278 The port of entry.
ACC_UTK_SPCLASS Char 8 1280 1287 Class of the POE. Valid values are “TERMINAL”,
“CONSOLE”, “JESINPUT”, and “APPCPORT".
ACC_UTK_USER_ID Char 8 1289 1296 User ID associated with the record.
ACC_UTK_GRP_ID Char 8 1298 1305 Group name associated with the record.
ACC_UTK_DFT_GRP Yes/No 4 1307 1310 Is a default group assigned?
ACC_UTK_DFT_SECL Yes/No 4 1312 1315 Is a default SECLABEL assigned?
ACC_RTK_ENCR Yes/No 4 1317 1320 Is the RTOKEN associated with this user
encrypted?
ACC_RTK_PRE19 Yes/No 4 1322 1325 Is this a pre-1.9 token?
ACC_RTK_VERPROF Yes/No 4 1327 1330 Is the VERIFYX propagation flag set?
ACC_RTK_NJEUNUSR Yes/No 4 1332 1335 Is this the NJE undefined user?
ACC_RTK_LOGUSR Yes/No 4 1337 1340 Is UAUDIT specified for this user?
ACC_RTK_SPECIAL Yes/No 4 1342 1345 Is this a SPECIAL user?
ACC_RTK_DEFAULT Yes/No 4 1347 1350 Is this a default token?
ACC_RTK_UNKNUSR Yes/No 4 1352 1355 Is this an undefined user?
ACC_RTK_ERROR Yes/No 4 1357 1360 Is this user token in error?
ACC_RTK_TRUSTED Yes/No 4 1362 1365 Is this user a part of the trusted computing base
(TCB)?
ACC_RTK_SESSTYPE Char 8 1367 1374 The session type of this session.
ACC_RTK_SURROGAT Yes/No 4 1376 1379 Is this a surrogate user?
ACC_RTK_REMOTE Yes/No 4 1381 1384 Is this a remote job?
ACC_RTK_PRIV Yes/No 4 1386 1389 Is this a privileged user ID?
ACC_RTK_SECL Char 8 1391 1398 The SECLABEL of the user.
ACC_RTK_EXECNODE Char 8 1400 1407 The execution node of the work.
ACC_RTK_SUSER_ID Char 8 1409 1416 The submitting user ID.
ACC_RTK_SNODE Char 8 1418 1425 The submitting node.
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Table 6. Format of the ACCESS Record Extension (Event Code Number 02) (continued)

Field Name Type Length Position Comments
Start End
ACC_RTK_SGRP_ID Char 8 1427 1434 The submitting group name.
ACC_RTK_SPOE Char 8 1436 1443 The port of entry.
ACC_RTK_SPCLASS Char 8 1445 1452 Class of the POE. Valid values are “TERMINAL”,
“CONSOLE”, “JESINPUT”, and “APPCPORT”.
ACC_RTK_USER_ID Char 8 1454 1461 User ID associated with the record.
ACC_RTK_GRP_ID Char 8 1463 1470 Group name associated with the record.
ACC_RTK_DFT_GRP Yes/No 4 1472 1475 Is a default group assigned?
ACC_RTK_DFT_SECL Yes/No 4 1477 1480 Is a default SECLABEL assigned?
ACC_APPC_LINK Char 16 1482 1497 A key to link together audit record together for a
user's APPC transaction processing work.
ACC_DCE_LINK Char 16 1499 1514 Link to connect DCE records that originate from a

single DCE request.

ACC_AUTH_TYPE

Char 13 1516 1528 Defines the type of request. Valid values are
“SERVER”, “AUTH_CLIENT” and
“UNAUTH_CLIENT".

ACC_PDS_DSN Char 44 1530 1573 Partitioned data set name.
ACC_UTK_NETW Char 8 1575 1582 The port of entry network name.
ACC_RTK_NETW Char 8 1584 1591 The network name from the RTOKEN.
ACC_X500_SUBJECT Char 255 1593 1847 Subject’s name associated with this event.
ACC_X500_ISSUER Char 255 1849 2103 Issuer's name associated with this event.

Event Qualifiers for ACCESS Records

The event qualifiers that may be associated with an access event are shown in

Table 7. Event Qualifiers for Access Records

Event Qualifier Event Event Description
Qualifier
Number
SUCCESS 00 Successful access.
INSAUTH 01 Insufficient authority.
PRFNFND 02 Profile not found; RACFIND specified on macro.
WARNING 03 Access allowed by WARNING.
FPROTALL 04 Failed by PROTECTALL.
WPROTALL 05 PROTECTALL warning.
INSCATG 06 Insufficient category or level.
INSSECL 07 Insufficient SECLABEL.
WSECLM 08 Warning: SECLABEL missing.
WINSSECL 09 Warning: Insufficient SECLABEL.
WNOTCAT 10 Warning: Data set not cataloged, but was required for
authority check.
NOTCAT 11 Data set not cataloged.
PRFNFDAI 12 Profile not found.
WINSCATG 13 Warning: Insufficient category or level.
WNONMAIN 14 Warning: Non-MAIN execution environment detected while in

ENHANCED PGMSECURITY mode. Conditional access of
EXECUTE-controlled program temporarily allowed.

Chapter 6. RACF SMF Data Unload Utility (RRADU00) 123



SMF Data Unload—IRRADUO00

Table 7. Event Qualifiers for Access Records (continued)

Event Qualifier Event Event Description
Qualifier
Number
PGMBASIC 15 Conditional access or use of EXECUTE-controlled program

allowed through BASIC mode program while in ENHANCED
PGMSECURITY mode.

Note: Event qualifiers 14 and 15 can be used by PADS for data set access.

The Format of the ADDVOL Record Extension

describes the format of a record that is created by the ADDVOL or
CHGVOL operations.

Table 8. Format of the ADDVOL Record Extension (Event Code 03)

Field Name Type Length Position Comments
Start End
ADV_RES_NAME Char 255 282 536 Resource name.
ADV_GRANT Char 8 538 545 The access authority granted.
ADV_LEVEL Integer 3 547 549 The level of the resource.
ADV_VOL Char 6 551 556 Volume of the resource.
ADV_OLDVOL Char 6 558 563 OLDVOL of the resource.
ADV_CLASS Char 8 565 572 Class name.
ADV_OWN_ID Char 8 574 581 Name of the profile owner.
ADV_LOGSTR Char 255 583 837 LOGSTR= data from the RACROUTE
ADV_USER_NAME Char 20 839 858 User name from the ACEE.
ADV_UTK_ENCR Yes/No 4 860 863 Is the UTOKEN associated with this user
encrypted?
ADV_UTK_PRE19 Yes/No 4 865 868 Is this a pre-1.9 token?
ADV_UTK_VERPROF Yes/No 4 870 873 Is the VERIFYX propagation flag set?
ADV_UTK_NJEUNUSR Yes/No 4 875 878 Is this the NJE undefined user?
ADV_UTK_LOGUSR Yes/No 4 880 883 Is UAUDIT specified for this user?
ADV_UTK_SPECIAL Yes/No 4 885 888 Is this a SPECIAL user?
ADV_UTK_DEFAULT Yes/No 4 890 893 Is this a default token?
ADV_UTK_UNKNUSR Yes/No 4 895 898 Is this an undefined user?
ADV_UTK_ERROR Yes/No 4 900 903 Is this user token in error?
ADV_UTK_TRUSTED Yes/No 4 905 908 Is this user a part of the trusted computing base
(TCB)?
ADV_UTK_SESSTYPE Char 8 910 917 The session type of this session.
ADV_UTK_SURROGAT Yes/No 4 919 922 Is this a surrogate user?
ADV_UTK_REMOTE Yes/No 4 924 927 Is this a remote job?
ADV_UTK_PRIV Yes/No 4 929 932 Is this a privileged user ID?
ADV_UTK_SECL Char 8 934 941 The SECLABEL of the user.
ADV_UTK_EXECNODE Char 8 943 950 The execution node of the work.
ADV_UTK_SUSER_ID Char 8 952 959 The submitting user ID.
ADV_UTK_SNODE Char 8 961 968 The submitting node.
ADV_UTK_SGRP_ID Char 8 970 977 The submitting group name.
ADV_UTK_SPOE Char 8 979 986 The port of entry.
ADV_UTK_SPCLASS Char 8 988 995 Class of the POE. Valid values are “TERMINAL”,

“CONSOLE”, “JESINPUT”, and “APPCPORT".
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Table 8. Format of the ADDVOL Record Extension (Event Code 03) (continued)

Field Name Type Length Position Comments

Start End
ADV_UTK_USER_ID Char 8 997 1004 User ID associated with the record.
ADV_UTK_GRP_ID Char 8 1006 1013 Group name associated with the record.
ADV_UTK_DFT_GRP Yes/No 4 1015 1018 Is a default group assigned?
ADV_UTK_DFT_SECL Yes/No 4 1020 1023 Is a default SECLABEL assigned?
ADV_APPC_LINK Char 16 1025 1040 Key to link together APPC records.
ADV_SPECIFIED Char 1024 1042 2065 RRSF information.
ADV_UTK_NETW Char 8 2067 2074 The port of entry network name.
ADV_X500_SUBJECT Char 255 2076 2330 Subject’s name associated with this event.
ADV_X500_ISSUER Char 255 2332 2586 Issuer's name associated with this event.

Event Qualifiers for ADDVOL (Add Volume/Change Volume) Records

The event qualifiers that may be associated with an ADDVOL event are shown in

Table 9. Event Qualifiers for Add Volume/Change Volume Records

Event Qualifier Event Event Description
Qualifier
Number
SUCCESS 00 The volume was successfully added or changed.
INSAUTH 01 Insufficient authority.
INSSECL 02 Insufficient SECLABEL authority.
LESSSPEC 03 A less-specific profile exists with a different SECLABEL.

The Format of the RENAMEDS Record Extension

describes the format of a record that is created by the rename data set,
rename SFS file, or rename SFS directory operation.

Table 10. Format of the RENAMEDS Record Extension (Event Code 04)

Field Name Type Length Position Comments

Start End
REN_RES_NAME Char 255 282 536 Old resource name.
REN_NEW_RES_NAME Char 255 538 792 New Resource name.
REN_LEVEL Integer 3 794 796 The level of the resource.
REN_VOL Char 6 798 803 Volume of the resource.
REN_CLASS Char 8 805 812 Class name.
REN_OWN_ID Char 8 814 821 Name of the profile owner.
REN_LOGSTR Char 255 823 1077 LOGSTR= data from the RACROUTE
REN_USER_NAME Char 20 1079 1098 User name from the ACEE.
REN_UTK_ENCR Yes/No 4 1100 1103 Is the UTOKEN associated with this user

encrypted?

REN_UTK_PRE19 Yes/No 4 1105 1108 Is this a pre-1.9 token?
REN_UTK_VERPROF Yes/No 4 1110 1113 Is the VERIFYX propagation flag set?
REN_UTK_NJEUNUSR Yes/No 4 1115 1118 Is this the NJE undefined user?
REN_UTK_LOGUSR Yes/No 4 1120 1123 Is UAUDIT specified for this user?
REN_UTK_SPECIAL Yes/No 4 1125 1128 Is this a SPECIAL user?
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Table 10. Format of the RENAMEDS Record Extension (Event Code 04) (continued)

Field Name Type Length Position Comments
Start End
REN_UTK_DEFAULT Yes/No 4 1130 1133 Is this a default token?
REN_UTK_UNKNUSR Yes/No 4 1135 1138 Is this an undefined user?
REN_UTK_ERROR Yes/No 4 1140 1143 Is this user token in error?
REN_UTK_TRUSTED Yes/No 4 1145 1148 Is this user a part of the trusted computing base
(TCB)?
REN_UTK_SESSTYPE Char 8 1150 1157 The session type of this session.
REN_UTK_SURROGAT Yes/No 4 1159 1162 Is this a surrogate user?
REN_UTK_REMOTE Yes/No 4 1164 1167 Is this a remote job?
REN_UTK_PRIV Yes/No 4 1169 1172 Is this a privileged user ID?
REN_UTK_SECL Char 8 1174 1181 The SECLABEL of the user.
REN_UTK_EXECNODE Char 8 1183 1190 The execution node of the work.
REN_UTK_SUSER_ID Char 8 1192 1199 The submitting user ID.
REN_UTK_SNODE Char 8 1201 1208 The submitting node.
REN_UTK_SGRP_ID Char 8 1210 1217 The submitting group name.
REN_UTK_SPOE Char 8 1219 1226 The port of entry.
REN_UTK_SPCLASS Char 8 1228 1235 Class of the POE. Valid values are “TERMINAL”,
“CONSOLE”, “JESINPUT”, and “APPCPORT".
REN_UTK_USER_ID Char 8 1237 1244 User ID associated with the record.
REN_UTK_GRP_ID Char 8 1246 1253 Group name associated with the record.
REN_UTK_DFT_GRP Yes/No 4 1255 1258 Is a default group assigned?
REN_UTK_DFT_SECL Yes/No 4 1260 1263 Is a default SECLABEL assigned?
REN_APPC_LINK Char 16 1265 1280 Key to link together APPC records.
REN_SPECIFIED Char 1024 1282 2305 RRSF information.
REN_UTK_NETW Char 8 2307 2314 The port of entry network name.
REN_X500_SUBJECT Char 255 2316 2570 Subject’s name associated with this event.
REN_X500_ISSUER Char 255 2572 2826 Issuer’'s name associated with this event.

Event Qualifiers for RENAMEDS Records

The event qualifiers that may be associated with a RENAMEDS event are shown in
-able 11

Table 11. Event Qualifiers for RENAMEDS Records

Event Qualifier Event Event Description
Qualifier
Number
SUCCESS 00 Successful rename.
INVGRP 01 Invalid group.
NOTINGRP 02 User not in group.
INSAUTH 03 Insufficient authority.
ALRDEFD 04 Resource already defined.
NOTRACF 05 User is not RACF-defined.
NOTPROT 06 Resource not protected.
WNOTPROT 07 Warning: Resource not
NOT2RACF 08 User in second qualifier is not RACF-defined.
LESSSPEC 09 A less-specific profile exists with a different SECLABEL.
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Table 11. Event Qualifiers for RENAMEDS Records (continued)

Event Qualifier Event Event Description

Qualifier

Number
INSSECL 10 Insufficient SECLABEL authority.
RSNSECL 11 Resource not protected by SECLABEL.
NMNSECL 12 New name not protected by SECLABEL.
NODOMIN 13 New SECLABEL must dominate old SECLABEL.
WINSSECL 14 Warning: Insufficient SECLABEL authority.
WRSNSECL 15 Warning: Resource not protected by SECLABEL.
WNMNSECL 16 Warning: New name not protected by SECLABEL.
WNODOMIN 17 Warning: New SECLABEL must dominate old SECLABEL.

The Format of the DELRES Record Extension

operation.

Table 12. Format of the DELRES Record Extension (Event Code 05)

describes the format of a record that is created by the delete resource

Field Name Type Length Position Comments
Start End
DELR_RES_NAME Char 255 282 536 Old resource name.
DELR_LEVEL Integer 538 540 The level of the resource.
DELR_VOL Char 542 547 Volume of the resource.
DELR_CLASS Char 549 556 Class name.
DELR_OWN_ID Char 558 565 Name of the profile owner.
DELR_LOGSTR Char 255 567 821 LOGSTR= data from the RACROUTE
DELR_USER_NAME Char 20 823 842 User name from the ACEE.
DELR_UTK_ENCR Yes/No 4 844 847 Is the UTOKEN associated with this user
encrypted?
DELR_UTK_PRE19 Yes/No 4 849 852 Is this a pre-1.9 token?
DELR_UTK_VERPROF Yes/No 4 854 857 Is the VERIFYX propagation flag set?
DELR_UTK_NJEUNUSR Yes/No 4 859 862 Is this the NJE undefined user?
DELR_UTK_LOGUSR Yes/No 4 864 867 Is UAUDIT specified for this user?
DELR_UTK_SPECIAL Yes/No 4 869 872 Is this a SPECIAL user?
DELR_UTK_DEFAULT Yes/No 4 874 877 Is this a default token?
DELR_UTK_UNKNUSR Yes/No 4 879 882 Is this an undefined user?
DELR_UTK_ERROR Yes/No 4 884 887 Is this user token in error?
DELR_UTK_TRUSTED Yes/No 4 889 892 Is this user a part of the trusted computing base
(TCB)?
DELR_UTK_SESSTYPE Char 8 894 901 The session type of this session.
DELR_UTK_SURROGAT Yes/No 4 903 906 Is this a surrogate user?
DELR_UTK_REMOTE Yes/No 4 908 911 Is this a remote job?
DELR_UTK_PRIV Yes/No 4 913 916 Is this a privileged user ID?
DELR_UTK_SECL Char 8 918 925 The SECLABEL of the user.
DELR_UTK_EXECNODE Char 8 927 934 The execution node of the work.
DELR_UTK_SUSER_ID Char 8 936 943 The submitting user ID.
DELR_UTK_SNODE Char 8 945 952 The submitting node.
DELR_UTK_SGRP_ID Char 8 954 961 The submitting group name.
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Table 12. Format of the DELRES Record Extension (Event Code 05) (continued)

Field Name Type Length Position Comments

Start End
DELR_UTK_SPOE Char 8 963 970 The port of entry.
DELR_UTK_SPCLASS Char 8 972 979 Class of the POE. Valid values are “TERMINAL”,

“CONSOLE”, “JESINPUT”, and “APPCPORT”.

DELR_UTK_USER_ID Char 8 981 988 User ID associated with the record.
DELR_UTK_GRP_ID Char 8 990 997 Group name associated with the record.
DELR_UTK_DFT_GRP Yes/No 4 999 1002 Is a default group assigned?
DELR_UTK_DFT_SECL Yes/No 4 1004 1007 Is a default SECLABEL assigned?
DELR_APPC_LINK Char 16 1009 1024 Key to link together APPC records.
DELR_SPECIFIED Char 1024 1026 2049 RRSF information.
DELR_UTK_NETW Char 8 2051 2058 The port of entry network name.
DELR_X500_SUBJECT Char 255 2060 2314 Subject’s name associated with this event.
DELR_X500_ISSUER Char 255 2316 2570 Issuer’'s name associated with this event.

Event Qualifiers for DELRES (Delete Resource) Records
The event qualifiers that may be associated with an DELRES event are shown in

[Table 13

Table 13. Event Qualifiers for Delete Resource Records

Event Qualifier Event Event Description
Qualifier
Number
SUCCESS 00 The resource was successfully deleted.
NOTFOUND 01 Resource not found.
INVVOL 02 Invalid volume.

The Format of the DELVOL Record Extension

describes the format of a record that is created by the delete resource
operation.

Table 14. Format of the DELVOL Record Extension (Event Code 06)

Field Name Type Length Position Comments

Start End
DELV_RES_NAME Char 255 282 536 Old resource name.
DELV_LEVEL Integer 3 538 540 The level of the resource.
DELV_VOL Char 6 542 547 Volume of the resource.
DELV_CLASS Char 8 549 556 Class name.
DELV_OWN_ID Char 8 558 565 Name of the profile owner.
DELV_LOGSTR Char 255 567 821 LOGSTR= data from the RACROUTE
DELV_USER_NAME Char 20 823 842 User name.
DELV_UTK_ENCR Yes/No 4 844 847 Is the UTOKEN associated with this user

encrypted?

DELV_UTK_PRE19 Yes/No 4 849 852 Is this a pre-1.9 token?
DELV_UTK_VERPROF Yes/No 4 854 857 Is the VERIFYX propagation flag set?
DELV_UTK_NJEUNUSR Yes/No 4 859 862 Is this the NJE undefined user?
DELV_UTK_LOGUSR Yes/No 4 864 867 Is UAUDIT specified for this user?
DELV_UTK_SPECIAL Yes/No 4 869 872 Is this a SPECIAL user?
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Table 14. Format of the DELVOL Record Extension (Event Code 06) (continued)

Field Name Type Length Position Comments
Start End
DELV_UTK_DEFAULT Yes/No 4 874 877 Is this a default token?
DELV_UTK_UNKNUSR Yes/No 4 879 882 Is this an undefined user?
DELV_UTK_ERROR Yes/No 4 884 887 Is this user token in error?
DELV_UTK_TRUSTED Yes/No 4 889 892 Is this user a part of the trusted computing base
(TCB)?
DELV_UTK_SESSTYPE Char 8 894 901 The session type of this session.
DELV_UTK_SURROGAT Yes/No 4 903 906 Is this a surrogate user?
DELV_UTK_REMOTE Yes/No 4 908 911 Is this a remote job?
DELV_UTK_PRIV Yes/No 4 913 916 Is this a privileged user ID?
DELV_UTK_SECL Char 8 918 925 The SECLABEL of the user.
DELV_UTK_EXECNODE Char 8 927 934 The execution node of the work.
DELV_UTK_SUSER_ID Char 8 936 943 The submitting user ID.
DELV_UTK_SNODE Char 8 945 952 The submitting node.
DELV_UTK_SGRP_ID Char 8 954 961 The submitting group name.
DELV_UTK_SPOE Char 8 963 970 The port of entry.
DELV_UTK_SPCLASS Char 8 972 979 Class of the POE. Valid values are “TERMINAL”,
“CONSOLE”, “JESINPUT”, and “APPCPORT".
DELV_UTK_USER_ID Char 8 981 988 User ID associated with the record.
DELV_UTK_GRP_ID Char 8 990 997 Group name associated with the record.
DELV_UTK_DFT_GRP Yes/No 4 999 1002 Is a default group assigned?
DELV_UTK_DFT_SECL Yes/No 4 1004 1007 Is a default SECLABEL assigned?
DELV_APPC_LINK Char 16 1009 1024 Key to link together APPC records.
DELV_SPECIFIED Char 1024 1026 2049 RRSF information.
DELV_UTK_NETW Char 8 2051 2058 The port of entry network name.
DELV_X500_SUBJECT Char 255 2060 2314 Subject’s name associated with this event.
DELV_X500_ISSUER Char 255 2316 2570 Issuer's name associated with this event.

Event Qualifiers for DELVOL (Delete Volume) Records

The event qualifier that may be associated with an DELVOL event is shown in
[Table 15|

Table 15. Event Qualifiers for Delete Volume Records

Event Qualifier Event Event Description
Qualifier
Number
SUCCESS 00 The volume was successfully deleted.

The Format of the DEFINE Record Extension

describes the format of a record that is created by the define resource
operation.

Table 16. Format of the DEFINE Record Extension (Event Code 07)

Field Name Type Length Position Comments
Start End

DEF_RES_NAME Char 255 282 536 Old resource name.

DEF_LEVEL Integer 3 538 540 The level of the resource.
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Table 16. Format of the DEFINE Record Extension (Event Code 07) (continued)

Field Name Type Length Position Comments
Start End
DEF_VOL Char 6 542 547 Volume of the resource.
DEF_CLASS Char 8 549 556 Class name.
DEF_MODEL_NAME Char 255 558 812 Name of the model profile.
DEF_MODEL_VOL Char 6 814 819 Volser of the model profile.
DEF_OWN_ID Char 8 821 828 Owner of the profile.
DEF_LOGSTR Char 255 830 1084 LOGSTR= data from the RACROUTE
DEF_USER_NAME Char 20 1086 1105 User name.
DEF_UTK_ENCR Yes/No 4 1107 1110 Is the UTOKEN associated with this user
encrypted?
DEF_UTK_PRE19 Yes/No 4 1112 1115 Is this a pre-1.9 token?
DEF_UTK_VERPROF Yes/No 4 1117 1120 Is the VERIFYX propagation flag set?
DEF_UTK_NJEUNUSR Yes/No 4 1122 1125 Is this the NJE undefined user?
DEF_UTK_LOGUSR Yes/No 4 1127 1130 Is UAUDIT specified for this user?
DEF_UTK_SPECIAL Yes/No 4 1132 1135 Is this a SPECIAL user?
DEF_UTK_DEFAULT Yes/No 4 1137 1140 Is this a default token?
DEF_UTK_UNKNUSR Yes/No 4 1142 1145 Is this an undefined user?
DEF_UTK_ERROR Yes/No 4 1147 1150 Is this user token in error?
DEF_UTK_TRUSTED Yes/No 4 1152 1155 Is this user a part of the trusted computing base
(TCB)?
DEF_UTK_SESSTYPE Char 8 1157 1164 The session type of this session.
DEF_UTK_SURROGAT Yes/No 4 1166 1169 Is this a surrogate user?
DEF_UTK_REMOTE Yes/No 4 1171 1174 Is this a remote job?
DEF_UTK_PRIV Yes/No 4 1176 1179 Is this a privileged user ID?
DEF_UTK_SECL Char 8 1181 1188 The SECLABEL of the user.
DEF_UTK_EXECNODE Char 8 1190 1197 The execution node of the work.
DEF_UTK_SUSER_ID Char 8 1199 1206 The submitting user ID.
DEF_UTK_SNODE Char 8 1208 1215 The submitting node.
DEF_UTK_SGRP_ID Char 8 1217 1224 The submitting group name.
DEF_UTK_SPOE Char 8 1226 1233 The port of entry.
DEF_UTK_SPCLASS Char 8 1235 1242 Class of the POE. Valid values are “TERMINAL”,
“CONSOLE”, “JESINPUT”, and “APPCPORT".
DEF_UTK_USER_ID Char 8 1244 1251 User ID associated with the record.
DEF_UTK_GRP_ID Char 8 1253 1260 Group name associated with the record.
DEF_UTK_DFT_GRP Yes/No 4 1262 1265 Is a default group assigned?
DEF_UTK_DFT_SECL Yes/No 4 1267 1270 Is a default SECLABEL assigned?
DEF_APPC_LINK Char 16 1272 1287 Key to link together APPC records.
DEF_SPECIFIED Char 1024 1289 2312 RRSF information.
DEF_UTK_NETW Char 8 2314 2321 The port of entry network name.
DEF_X500_SUBJECT Char 255 2323 2577 Subject’s name associated with this event.
DEF_X500_ISSUER Char 255 2579 2833 Issuer's name associated with this event.

Event Qualifiers for DEFINE Resource Records
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Table 17. Event Qualifiers for Define Resource Records

Event Qualifier Event Event Description
Qualifier
Number
SUCCESS 00 Successful definition.
UNDGROUP 01 Undefined group.
USNINGRP 02 User not in group.
INSAUTH 03 Insufficient authority.
ALRDEFD 04 Resource already defined.
NOTRACF 05 User is not RACF-defined.
NOTPROT 06 Resource not protected.
WNOTPROT 07 Warning: Resource not protected.
WSECLM 08 Warning: SECLABEL missing.
WINSSECL 09 Warning: insufficient SECLABEL.
NOT2RACF 10 User in second qualifier is not RACF-defined.
INSSECL 11 Insufficient SECLABEL authority.
LESSSPEC 12 A less-specific profile exists with a different SECLABEL.

The Format of the ADDSD Record Extension

describes the format of a record that is created by the ADDSD command.

Table 18. Format of the ADDSD Record Extension (Event Code 08)

Field Name Type Length Position Comments
Start End
AD_OWN_ID Char 8 282 289 Owner of the profile.
AD_USER_NAME Char 20 291 310 User name.
AD_SECL Char 312 319 The SECLABEL associated with the profile.
AD_UTK_ENCR Yes/No 321 324 Is the UTOKEN associated with this user
encrypted?
AD_UTK_PRE19 Yes/No 4 326 329 Is this a pre-1.9 token?
AD_UTK_VERPROF Yes/No 4 331 334 Is the VERIFYX propagation flag set?
AD_UTK_NJEUNUSR Yes/No 4 336 339 Is this the NJE undefined user?
AD_UTK_LOGUSR Yes/No 4 3341 344 Is UAUDIT specified for this user?
AD_UTK_SPECIAL Yes/No 4 346 349 Is this a SPECIAL user?
AD_UTK_DEFAULT Yes/No 4 351 354 Is this a default token?
AD_UTK_UNKNUSR Yes/No 4 356 359 Is this an undefined user?
AD_UTK_ERROR Yes/No 4 361 364 Is this user token in error?
AD_UTK_TRUSTED Yes/No 4 366 369 Is this user a part of the trusted computing base
(TCB)?
AD_UTK_SESSTYPE Char 8 371 378 The session type of this session.
AD_UTK_SURROGAT Yes/No 4 380 383 Is this a surrogate user?
AD_UTK_REMOTE Yes/No 4 385 388 Is this a remote job?
AD_UTK_PRIV Yes/No 4 390 393 Is this a privileged user ID?
AD_UTK_SECL Char 8 395 402 The SECLABEL of the user.
AD_UTK_EXECNODE Char 8 404 411 The execution node of the work.
AD_UTK_SUSER_ID Char 8 413 420 The submitting user ID.
AD_UTK_SNODE Char 8 422 429 The submitting node.
AD_UTK_SGRP_ID Char 8 431 438 The submitting group name.
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Table 18. Format of the ADDSD Record Extension (Event Code 08) (continued)

Field Name Type Length Position Comments

Start End
AD_UTK_SPOE Char 8 440 447 The port of entry.
AD_UTK_SPCLASS Char 8 449 456 Class of the POE. Valid values are “TERMINAL”,

“CONSOLE”, “JESINPUT”, and “APPCPORT”.

AD_UTK_USER_ID Char 8 458 465 User ID associated with the record.
AD_UTK_GRP_ID Char 8 467 474 Group name associated with the record.
AD_UTK_DFT_GRP Yes/No 4 476 479 Is a default group assigned?
AD_UTK_DFT_SECL Yes/No 4 481 484 Is a default SECLABEL assigned?
AD_APPC_LINK Char 16 486 501 Key to link together APPC records.
AD_SECL_LINK Char 16 503 518 Key to link together the data sets affected by a

change of SECLABEL and the command that
caused the SECLABEL change.

AD_DS_NAME Char 44 520 563 The data set name.

AD_SPECIFIED Char 1024 565 1588 The keywords specified.

AD_FAILED Char 1024 1590 2613 The keywords that failed.
AD_UTK_NETW Char 8 2615 2622 The port of entry network name.
AD_X500_SUBJECT Char 255 2624 2878 Subject’s name associated with this event.
AD_X500_ISSUER Char 255 2880 3134 Issuer's name associated with this event.

Event Qualifiers for ADDSD Commands

The event qualifiers that may be associated with an ADDSD command are shown in

[Table 19
Table 19. Event Qualifiers for ADDSD Command Records
Event Qualifier Event Event Description
Qualifier
Number
SUCCESS 00 No violations detected.
INSAUTH 01 Insufficient authority.
KEYWVIOL 02 Keyword violation.
SECLSUCC 03 Successful retrieval of data set names.
SECLFAIL 04 Error during retrieval of data set names.

The Format of the ADDGROUP Record Extension

describes the format of a record that is created by the ADDGROUP
command.

Table 20. Format of the ADDGROUP Record Extension (Event Code 09)

Field Name Type Length Position Comments
Start End
AG_OWN_ID Char 8 282 289 Owner of the profile.
AG_USER_NAME Char 20 291 310 User name.
AG_UTK_ENCR Yes/No 4 312 315 Is the UTOKEN associated with this user
encrypted?
AG_UTK_PRE19 Yes/No 4 317 320 Is this a pre-1.9 token?
AG_UTK_VERPROF Yes/No 4 322 325 Is the VERIFYX propagation flag set?
AG_UTK_NJEUNUSR Yes/No 4 327 330 Is this the NJE undefined user?
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Table 20. Format of the ADDGROUP Record Extension (Event Code 09) (continued)

Field Name Type Length Position Comments
Start End
AG_UTK_LOGUSR Yes/No 4 332 335 Is UAUDIT specified for this user?
AG_UTK_SPECIAL Yes/No 4 337 340 Is this a SPECIAL user?
AG_UTK_DEFAULT Yes/No 4 342 345 Is this a default token?
AG_UTK_UNKNUSR Yes/No 4 347 350 Is this an undefined user?
AG_UTK_ERROR Yes/No 4 352 355 Is this user token in error?
AG_UTK_TRUSTED Yes/No 4 357 360 Is this user a part of the trusted computing base
(TCB)?
AG_UTK_SESSTYPE Char 8 362 369 The session type of this session.
AG_UTK_SURROGAT Yes/No 4 371 374 Is this a surrogate user?
AG_UTK_REMOTE Yes/No 4 376 379 Is this a remote job?
AG_UTK_PRIV Yes/No 4 381 384 Is this a privileged user ID?
AG_UTK_SECL Char 8 386 393 The SECLABEL of the user.
AG_UTK_EXECNODE Char 8 395 402 The execution node of the work.
AG_UTK_SUSER_ID Char 8 404 411 The submitting user ID.
AG_UTK_SNODE Char 8 413 420 The submitting node.
AG_UTK_SGRP_ID Char 8 422 429 The submitting group name.
AG_UTK_SPOE Char 8 431 438 The port of entry.
AG_UTK_SPCLASS Char 8 440 447 Class of the POE. Valid values are “TERMINAL”,
“CONSOLE”, “JESINPUT”, and “APPCPORT”.
AG_UTK_USER_ID Char 8 449 456 User ID associated with the record.
AG_UTK_GRP_ID Char 8 458 465 Group name associated with the record.
AG_UTK_DFT_GRP Yes/No 4 467 470 Is a default group assigned?
AG_UTK_DFT_SECL Yes/No 4 472 475 Is a default SECLABEL assigned?
AG_APPC_LINK Char 16 477 492 Key to link together APPC records.
AG_GRP_ID Char 8 494 501 The group name.
AG_SPECIFIED Char 1024 503 1526 The keywords specified.
AG_FAILED Char 1024 1528 2551 The keywords that failed.
AG_UTK_NETW Char 8 2553 2560 The port of entry network name.
AG_X500_SUBJECT Char 255 2562 2816 Subject’s name associated with this event.
AG_X500_ISSUER Char 255 2818 3072 Issuer's name associated with this event.

Event Qualifiers for ADDGROUP Commands

The event qualifiers that may be associated with an ADDGROUP command are
shown in [Table 21|

Table 21. Event Qualifiers for ADDGROUP Command Records

Event Qualifier Event Event Description
Qualifier
Number
SUCCESS 00 No violations detected.
INSAUTH 01 Insufficient authority.
KEYWVIOL 02 Keyword violation.
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The Format of the ADDUSER Record Extension

Table 22. Format of the ADDUSER Record Extension (Event Code 10)

describes the format of a record that is created by the ADDUSER
command.

Field Name Type Length Position Comments
Start End

AU_OWN_ID Char 8 282 289 Owner of the profile.

AU_USER_NAME Char 20 291 310 User name.

AU_UTK_ENCR Yes/No 4 312 315 Is the UTOKEN associated with this user
encrypted?

AU_UTK_PRE19 Yes/No 4 317 320 Is this a pre-1.9 token?

AU_UTK_VERPROF Yes/No 4 322 325 Is the VERIFYX propagation flag set?

AU_UTK_NJEUNUSR Yes/No 4 327 330 Is this the NJE undefined user?

AU_UTK_LOGUSR Yes/No 4 332 335 Is UAUDIT specified for this user?

AU_UTK_SPECIAL Yes/No 4 337 340 Is this a SPECIAL user?

AU_UTK_DEFAULT Yes/No 4 342 345 Is this a default token?

AU_UTK_UNKNUSR Yes/No 4 347 350 Is this an undefined user?

AU_UTK_ERROR Yes/No 4 352 355 Is this user token in error?

AU_UTK_TRUSTED Yes/No 4 357 360 Is this user a part of the trusted computing base
(TCB)?

AU_UTK_SESSTYPE Char 8 362 369 The session type of this session.

AU_UTK_SURROGAT Yes/No 4 371 374 Is this a surrogate user?

AU_UTK_REMOTE Yes/No 4 376 379 Is this a remote job?

AU_UTK_PRIV Yes/No 4 381 384 Is this a privileged user ID?

AU_UTK_SECL Char 8 386 393 The SECLABEL of the user.

AU_UTK_EXECNODE Char 8 395 402 The execution node of the work.

AU_UTK_SUSER_ID Char 8 404 411 The submitting user ID.

AU_UTK_SNODE Char 8 413 420 The submitting node.

AU_UTK_SGRP_ID Char 8 422 429 The submitting group name.

AU_UTK_SPOE Char 8 431 438 The port of entry.

AU_UTK_SPCLASS Char 8 440 447 Class of the POE. Valid values are “TERMINAL”,
“CONSOLE”, “JESINPUT”, and “APPCPORT”.

AU_UTK_USER_ID Char 8 449 456 User ID associated with the record.

AU_UTK_GRP_ID Char 8 458 465 Group name associated with the record.

AU_UTK_DFT_GRP Yes/No 4 467 470 Is a default group assigned?

AU_UTK_DFT_SECL Yes/No 4 472 475 Is a default SECLABEL assigned?

AU_APPC_LINK Char 16 477 492 Key to link together APPC records.

AU_NOAUTH_CLAUTH Yes/No 4 494 497 Were violations detected because the user
issuing the command lacked the CLAUTH
authority in the user class?

AU_NOAUTH_GROUP Yes/No 4 499 502 Were violations detected because the user
issuing the command lacked the authority within
the group?

AU_USER_ID Char 8 504 511 The user ID.

AU_SPECIFIED Char 1024 513 1536 The keywords specified.

AU_FAILED Char 1024 1538 2561 The keywords that failed.

AU_IGNORED Char 1024 2563 3586 The keywords ignored.

AU_UTK_NETW Char 8 3588 3595 The port of entry network name.

AU_X500_SUBJECT Char 255 3597 3851 Subject’s name associated with this event.
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Table 22. Format of the ADDUSER Record Extension (Event Code 10) (continued)

Field Name Type Length Position Comments
Start End
AU_X500_ISSUER Char 255 3853 4107 Issuer's name associated with this event.

Event Qualifiers for ADDUSER Commands

The event qualifiers that may be associated with an ADDUSER command are
shown in [Table 23

Table 23. Event Qualifiers for ADDUSER Command Records

Event Qualifier Event Event Description
Qualifier
Number
SUCCESS 00 No violations detected.
INSAUTH 01 Insufficient authority.
KEYWVIOL 02 Keyword violation.

The Format of the ALTDSD Record Extension
describes the format of a record that is created by the ALTDSD command.

Table 24. Format of the ALTDSD Record Extension (Event Code 11)

Field Name Type Length Position Comments
Start End
ALD_OWN_ID Char 8 282 289 Owner of the profile.
ALD_USER_NAME Char 20 291 310 User name.
ALD_OLD_SECL Char 8 312 319 The SECLABEL that is being deleted from the
profile.
ALD_UTK_ENCR Yes/No 4 321 324 Is the UTOKEN associated with this user
encrypted?
ALD_UTK_PRE19 Yes/No 4 326 329 Is this a pre-1.9 token?
ALD_UTK_VERPROF Yes/No 4 331 334 Is the VERIFYX propagation flag set?
ALD_UTK_NJEUNUSR Yes/No 4 336 339 Is this the NJE undefined user?
ALD_UTK_LOGUSR Yes/No 4 341 344 Is UAUDIT specified for this user?
ALD_UTK_SPECIAL Yes/No 4 346 349 Is this a SPECIAL user?
ALD_UTK_DEFAULT Yes/No 4 351 354 Is this a default token?
ALD_UTK_UNKNUSR Yes/No 4 356 359 Is this an undefined user?
ALD_UTK_ERROR Yes/No 4 361 364 Is this user token in error?
ALD_UTK_TRUSTED Yes/No 4 366 369 Is this user a part of the trusted computing base
(TCB)?
ALD_UTK_SESSTYPE Char 8 371 378 The session type of this session.
ALD_UTK_SURROGAT Yes/No 4 380 383 Is this a surrogate user?
ALD_UTK_REMOTE Yes/No 4 385 388 Is this a remote job?
ALD_UTK_PRIV Yes/No 4 390 393 Is this a privileged user ID?
ALD_UTK_SECL Char 8 395 402 The SECLABEL of the user.
ALD_UTK_EXECNODE Char 8 404 411 The execution node of the work.
ALD_UTK_SUSER_ID Char 8 413 420 The submitting user ID.
ALD_UTK_SNODE Char 8 422 429 The submitting node.
ALD_UTK_SGRP_ID Char 8 431 438 The submitting group name.
ALD_UTK_SPOE Char 8 440 447 The port of entry.
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Table 24. Format of the ALTDSD Record Extension (Event Code 11) (continued)

Field Name Type Length Position Comments

Start End
ALD_UTK_SPCLASS Char 8 449 456 Class of the POE. Valid values are “TERMINAL”,

“CONSOLE”, “JESINPUT”, and “APPCPORT".

ALD_UTK_USER_ID Char 8 458 465 User ID associated with the record.
ALD_UTK_GRP_ID Char 8 467 474 Group name associated with the record.
ALD_UTK_DFT_GRP Yes/No 4 476 479 Is a default group assigned?
ALD_UTK_DFT_SECL Yes/No 4 481 484 Is a default SECLABEL assigned?
ALD_APPC_LINK Char 16 486 501 Key to link together APPC records.
ALD_SECL_LINK Char 16 503 518 Key to link together the data sets affected by a

change of SECLABEL and the command that
caused the SECLABEL change.

ALD_DS_NAME Char 44 520 563 The data set name.

ALD_SPECIFIED Char 1024 565 1588 The keywords specified.

ALD_FAILED Char 1024 1590 2613 The keywords that failed.

ALD_IGNORED Char 1024 2615 3638 The keywords ignored.

ALD_UTK_NETW Char 8 3640 3647 The port of entry network name.
ALD_X500_SUBJECT Char 255 3649 3903 Subject’s name associated with this event.
ALD_X500_ISSUER Char 255 3905 4159 Issuer's name associated with this event.

Event Qualifiers for ALTDSD Commands

The event qualifiers that may be associated with an ALTDSD command are shown

in [Table 28]
Table 25. Event Qualifiers for ADDSD Command Records
Event Qualifier Event Event Description
Qualifier
Number
SUCCESS 00 No violations detected.
INSAUTH 01 Insufficient authority.
KEYWVIOL 02 Keyword violation.
SECLSUCC 03 Successful retrieval of data set names.
SECLFAIL 04 Error during retrieval of data set names.

The Format of the ALTGROUP Record Extension

describes the format of a record that is created by the ALTGROUP
command.

Table 26. Format of the ALTGROUP Record Extension (Event Code 12)

Field Name Type Length Position Comments
Start End
ALG_OWN_ID Char 8 282 289 Owner of the profile.
ALG_USER_NAME Char 20 291 310 User name.
ALG_UTK_ENCR Yes/No 4 312 315 Is the UTOKEN associated with this user
encrypted?
ALG_UTK_PRE19 Yes/No 4 317 320 Is this a pre-1.9 token?
ALG_UTK_VERPROF Yes/No 4 322 325 Is the VERIFYX propagation flag set?
ALG_UTK_NJEUNUSR Yes/No 4 327 330 Is this the NJE undefined user?
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Table 26. Format of the ALTGROUP Record Extension (Event Code 12) (continued)

Field Name Type Length Position Comments
Start End
ALG_UTK_LOGUSR Yes/No 4 332 335 Is UAUDIT specified for this user?
ALG_UTK_SPECIAL Yes/No 4 337 340 Is this a SPECIAL user?
ALG_UTK_DEFAULT Yes/No 4 342 345 Is this a default token?
ALG_UTK_UNKNUSR Yes/No 4 347 350 Is this an undefined user?
ALG_UTK_ERROR Yes/No 4 352 355 Is this user token in error?
ALG_UTK_TRUSTED Yes/No 4 357 360 Is this user a part of the trusted computing base
(TCB)?
ALG_UTK_SESSTYPE Char 8 362 369 The session type of this session.
ALG_UTK_SURROGAT Yes/No 4 371 374 Is this a surrogate user?
ALG_UTK_REMOTE Yes/No 4 376 379 Is this a remote job?
ALG_UTK_PRIV Yes/No 4 381 384 Is this a privileged user ID?
ALG_UTK_SECL Char 8 386 393 The SECLABEL of the user.
ALG_UTK_EXECNODE Char 8 395 402 The execution node of the work.
ALG_UTK_SUSER_ID Char 8 404 411 The submitting user ID.
ALG_UTK_SNODE Char 8 413 420 The submitting node.
ALG_UTK_SGRP_ID Char 8 422 429 The submitting group name.
ALG_UTK_SPOE Char 8 431 438 The port of entry.
ALG_UTK_SPCLASS Char 8 440 447 Class of the POE. Valid values are “TERMINAL”,
“CONSOLE”, “JESINPUT”, and “APPCPORT”.
ALG_UTK_USER_ID Char 8 449 456 User ID associated with the record.
ALG_UTK_GRP_ID Char 8 458 465 Group name associated with the record.
ALG_UTK_DFT_GRP Yes/No 4 467 470 Is a default group assigned?
ALG_UTK_DFT_SECL Yes/No 4 472 475 Is a default SECLABEL assigned?
ALG_APPC_LINK Char 16 477 492 Key to link together APPC records.
ALG_GRP_ID Char 8 494 501 The group name.
ALG_SPECIFIED Char 1024 503 1526 The keywords specified.
ALG_FAILED Char 1024 1528 2551 The keywords that failed.
ALG_IGNORED Char 1024 2553 3576 The keywords ignored.
ALG_UTK_NETW Char 8 3578 3585 The port of entry network name.
ALG_X500_SUBJECT Char 255 3587 3841 Subject’s name associated with this event.
ALG_X500_ISSUER Char 255 3843 4097 Issuer's name associated with this event.

Event Qualifiers for ALTGROUP Commands

The event qualifiers that may be associated with an ALTGROUP command are

shown in [Table 27|

Table 27. Event Qualifiers for ALTGROUP Command Records

Event Qualifier Event Event Description
Qualifier
Number
SUCCESS 00 No violations detected.
INSAUTH 01 Insufficient authority.
KEYWVIOL 02 Keyword violation.
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The Format of the ALTUSER Record Extension

Table 28. Format of the ALTUSER Record Extension (Event Code 13)

describes the format of a record that is created by the ALTUSER
command.

Field Name Type Length Position Comments
Start End

ALU_OWN_ID Char 8 282 289 Owner of the profile.

ALU_USER_NAME Char 20 291 310 User name.

ALU_OLD_SECL Char 8 312 319 The SECLABEL that is being deleted from the
profile.

ALU_UTK_ENCR Yes/No 4 321 324 Is the UTOKEN associated with this user
encrypted?

ALU_UTK_PRE19 Yes/No 4 326 329 Is this a pre-1.9 token?

ALU_UTK_VERPROF Yes/No 4 331 334 Is the VERIFYX propagation flag set?

ALU_UTK_NJEUNUSR Yes/No 4 336 339 Is this the NJE undefined user?

ALU_UTK_LOGUSR Yes/No 4 341 344 Is UAUDIT specified for this user?

ALU_UTK_SPECIAL Yes/No 4 346 349 Is this a SPECIAL user?

ALU_UTK_DEFAULT Yes/No 4 351 354 Is this a default token?

ALU_UTK_UNKNUSR Yes/No 4 356 359 Is this an undefined user?

ALU_UTK_ERROR Yes/No 4 361 364 Is this user token in error?

ALU_UTK_TRUSTED Yes/No 4 366 369 Is this user a part of the trusted computing base
(TCB)?

ALU_UTK_SESSTYPE Char 8 371 378 The session type of this session.

ALU_UTK_SURROGAT Yes/No 4 380 383 Is this a surrogate user?

ALU_UTK_REMOTE Yes/No 4 385 388 Is this a remote job?

ALU_UTK_PRIV Yes/No 4 390 393 Is this a privileged user ID?

ALU_UTK_SECL Char 8 395 402 The SECLABEL of the user.

ALU_UTK_EXECNODE Char 8 404 411 The execution node of the work.

ALU_UTK_SUSER_ID Char 8 4413 420 The submitting user ID.

ALU_UTK_SNODE Char 8 422 429 The submitting node.

ALU_UTK_SGRP_ID Char 8 431 438 The submitting group name.

ALU_UTK_SPOE Char 8 440 447 The port of entry.

ALU_UTK_SPCLASS Char 8 449 456 Class of the POE. Valid values are “TERMINAL”,
“CONSOLE”, “JESINPUT”, and “APPCPORT".

ALU_UTK_USER_ID Char 8 458 465 User ID associated with the record.

ALU_UTK_GRP_ID Char 8 467 474 Group name associated with the record.

ALU_UTK_DFT_GRP Yes/No 4 476 479 Is a default group assigned?

ALU_UTK_DFT_SECL Yes/No 4 481 484 Is a default SECLABEL assigned?

ALU_APPC_LINK Char 16 486 501 Key to link together APPC records.

ALU_NOAUTH_CLAUTH Yes/No 4 503 506 Were violations detected because the user
issuing the command lacked the CLAUTH
authority in the user class?

ALU_NOAUTH_GROUP Yes/No 4 508 511 Were violations detected because the user
issuing the command lacked the authority within
the group?

ALU_NOAUTH_PROF Yes/No 4 513 516 Were violations detected because the user
issuing the command lacked authority to the
profile?

ALU_USER_ID Char 8 518 525 The user ID.

ALU_SPECIFIED Char 1024 527 1550 The keywords specified.
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Table 28. Format of the ALTUSER Record Extension (Event Code 13) (continued)

Field Name Type Length Position Comments

Start End
ALU_FAILED Char 1024 1552 2575 The keywords that failed.
ALU_IGNORED Char 1024 2577 3600 The keywords ignored.
ALU_UTK_NETW Char 8 3602 3609 The port of entry network name.
ALU_X500_SUBJECT Char 255 3611 3865 Subject’s name associated with this event.
ALU_X500_ISSUER Char 255 3867 4121 Issuer’'s name associated with this event.

Event Qualifiers for ALTUSER Commands

The event qualifiers that may be associated with an ALTUSER command are shown

in [Table 29|
Table 29. Event Qualifiers for ALTUSER Command Records
Event Qualifier Event Event Description
Qualifier
Number
SUCCESS 00 No violations detected.
INSAUTH 01 Insufficient authority.
KEYWVIOL 02 Keyword violation.

The Format of the CONNECT Record Extension

describes the format of a record that is created by the CONNECT
command.

Table 30. Format of the CONNECT Record Extension (Event Code 14)

Field Name Type Length Position Comments
Start End
CON_OWN_ID Char 8 282 289 Owner of the profile.
CON_USER_NAME Char 20 291 310 User name.
CON_UTK_ENCR Yes/No 4 312 315 Is the UTOKEN associated with this user
encrypted?
CON_UTK_PRE19 Yes/No 4 317 320 Is this a pre-1.9 token?
CON_UTK_VERPROF Yes/No 4 322 325 Is the VERIFYX propagation flag set?
CON_UTK_NJEUNUSR Yes/No 4 327 330 Is this the NJE undefined user?
CON_UTK_LOGUSR Yes/No 4 332 335 Is UAUDIT specified for this user?
CON_UTK_SPECIAL Yes/No 4 337 340 Is this a SPECIAL user?
CON_UTK_DEFAULT Yes/No 4 342 345 Is this a default token?
CON_UTK_UNKNUSR Yes/No 4 347 350 Is this an undefined user?
CON_UTK_ERROR Yes/No 4 352 355 Is this user token in error?
CON_UTK_TRUSTED Yes/No 4 357 360 Is this user a part of the trusted computing base
(TCB)?
CON_UTK_SESSTYPE Char 8 362 369 The session type of this session.
CON_UTK_SURROGAT Yes/No 4 371 374 Is this a surrogate user?
CON_UTK_REMOTE Yes/No 4 376 379 Is this a remote job?
CON_UTK_PRIV Yes/No 4 381 384 Is this a privileged user ID?
CON_UTK_SECL Char 8 386 393 The SECLABEL of the user.
CON_UTK_EXECNODE Char 8 395 402 The execution node of the work.
CON_UTK_SUSER_ID Char 8 404 411 The submitting user ID.
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Table 30. Format of the CONNECT Record Extension (Event Code 14) (continued)

Field Name Type Length Position Comments

Start End
CON_UTK_SNODE Char 8 413 420 The submitting node.
CON_UTK_SGRP_ID Char 8 422 429 The submitting group name.
CON_UTK_SPOE Char 8 431 438 The port of entry.
CON_UTK_SPCLASS Char 8 440 447 Class of the POE. Valid values are “TERMINAL”,

“CONSOLE”, “JESINPUT”, and “APPCPORT”.

CON_UTK_USER_ID Char 8 449 456 User ID associated with the record.
CON_UTK_GRP_ID Char 8 458 465 Group name associated with the record.
CON_UTK_DFT_GRP Yes/No 4 467 470 Is a default group assigned?
CON_UTK_DFT_SECL Yes/No 4 472 475 Is a default SECLABEL assigned?
CON_APPC_LINK Char 16 477 492 Key to link together APPC records.
CON_USER_ID Char 8 494 501 The user ID that is being connected.
CON_SPECIFIED Char 1024 503 1526 The keywords specified.
CON_FAILED Char 1024 1528 2551 The keywords ignored.
CON_UTK_NETW Char 8 2553 2560 The port of entry network name.
CON_X500_SUBJECT Char 255 2562 2816 Subject’'s name associated with this event.
CON_X500_ISSUER Char 255 2818 3072 Issuer’'s name associated with this event.

Event Qualifiers for CONNECT Commands

The event qualifiers that may be associated with an CONNECT command are

shown in [Table 31|

Table 31. Event Qualifiers for CONNECT Command Records

Event Qualifier Event Event Description
Qualifier
Number
SUCCESS 00 No violations detected.
INSAUTH 01 Insufficient authority.
KEYWVIOL 02 Keyword violation.

The Format of the DELDSD Record Extension
describes the format of a record that is created by the DELDSD command.

Table 32. Format of the DELDSD Record Extension (Event Code 15)

Field Name Type Length Position Comments
Start End

DELD_OWN_ID Char 8 282 289 Owner of the profile.
DELD_USER_NAME Char 20 291 310 User name.
DELD_OLD_SECL Char 8 312 319 The SECLABEL that is being deleted.
DELD_UTK_ENCR Yes/No 4 321 324 Is the UTOKEN associated with this user

encrypted?
DELD_UTK_PRE19 Yes/No 4 326 329 Is this a pre-1.9 token?
DELD_UTK_VERPROF Yes/No 4 331 334 Is the VERIFYX propagation flag set?
DELD_UTK_NJEUNUSR Yes/No 4 336 339 Is this the NJE undefined user?
DELD_UTK_LOGUSR Yes/No 4 341 344 Is UAUDIT specified for this user?
DELD_UTK_SPECIAL Yes/No 4 346 349 Is this a SPECIAL user?
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Table 32. Format of the DELDSD Record Extension (Event Code 15) (continued)

Field Name Type Length Position Comments
Start End
DELD_UTK_DEFAULT Yes/No 4 351 354 Is this a default token?
DELD_UTK_UNKNUSR Yes/No 4 356 359 Is this an undefined user?
DELD_UTK_ERROR Yes/No 4 361 364 Is this user token in error?
DELD_UTK_TRUSTED Yes/No 4 366 369 Is this user a part of the trusted computing base
(TCB)?
DELD_UTK_SESSTYPE Char 8 371 378 The session type of this session.
DELD_UTK_SURROGAT Yes/No 4 380 383 Is this a surrogate user?
DELD_UTK_REMOTE Yes/No 4 385 388 Is this a remote job?
DELD_UTK_PRIV Yes/No 4 390 393 Is this a privileged user ID?
DELD_UTK_SECL Char 8 395 402 The SECLABEL of the user.
DELD_UTK_EXECNODE Char 8 404 411 The execution node of the work.
DELD_UTK_SUSER_ID Char 8 413 420 The submitting user ID.
DELD_UTK_SNODE Char 8 422 429 The submitting node.
DELD_UTK_SGRP_ID Char 8 431 438 The submitting group name.
DELD_UTK_SPOE Char 8 440 447 The port of entry.
DELD_UTK_SPCLASS Char 8 449 456 Class of the POE. Valid values are “TERMINAL”,
“CONSOLE”, “JESINPUT”, and “APPCPORT".
DELD_UTK_USER_ID Char 8 458 465 User ID associated with the record.
DELD_UTK_GRP_ID Char 8 467 474 Group name associated with the record.
DELD_UTK_DFT_GRP Yes/No 4 476 479 Is a default group assigned?
DELD_UTK_DFT_SECL Yes/No 4 481 484 Is a default SECLABEL assigned?
DELD_APPC_LINK Char 16 486 501 Key to link together APPC records.
DELD_SECL_LINK Char 16 503 518 Key to link together the data sets affected by a
change of SECLABEL and the command that
caused the SECLABEL change.
DELD_DS_NAME Char 44 520 563 The data set profile that is being deleted.
DELD_SPECIFIED Char 1024 565 1588 The keywords specified.
DELD_FAILED Char 1024 1590 2613 The keywords that failed.
DELD_UTK_NETW Char 8 2615 2622 The port of entry network name.
DELD_X500_SUBJECT Char 255 2624 2878 Subject’s name associated with this event.
DELD_X500_ISSUER Char 255 2880 3134 Issuer's name associated with this event.

Event Qualifiers for DELDSD Commands

The event qualifiers that may be associated with an DELDSD command are shown

in [Fable 33,

Table 33. Event Qualifiers for DELDSD Command Records

Event Qualifier Event Event Description
Qualifier
Number
SUCCESS 00 No violations detected.
INSAUTH 01 Insufficient authority.
KEYWVIOL 02 Keyword violation.
SECLSUCC 03 Successful retrieval of data set names.
SECLFAIL 04 Error during retrieval of data set names.
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The Format of the DELGROUP Record Extension

Table 34. Format of the DELGROUP Record Extension (Event Code 16)

describes the format of a record that is created by the DELGROUP
command.

Field Name Type Length Position Comments
Start End
DELG_OWN_ID Char 8 282 289 Owner of the profile.
DELG_USER_NAME Char 20 291 310 User name.
DELG_UTK_ENCR Yes/No 4 312 315 Is the UTOKEN associated with this user
encrypted?
DELG_UTK_PRE19 Yes/No 4 317 320 Is this a pre-1.9 token?
DELG_UTK_VERPROF Yes/No 4 322 325 Is the VERIFYX propagation flag set?
DELG_UTK_NJEUNUSR Yes/No 4 327 330 Is this the NJE undefined user?
DELG_UTK_LOGUSR Yes/No 4 332 335 Is UAUDIT specified for this user?
DELG_UTK_SPECIAL Yes/No 4 337 340 Is this a SPECIAL user?
DELG_UTK_DEFAULT Yes/No 4 342 345 Is this a default token?
DELG_UTK_UNKNUSR Yes/No 4 347 350 Is this an undefined user?
DELG_UTK_ERROR Yes/No 4 352 355 Is this user token in error?
DELG_UTK_TRUSTED Yes/No 4 357 360 Is this user a part of the trusted computing base
(TCB)?
DELG_UTK_SESSTYPE Char 8 362 369 The session type of this session.
DELG_UTK_SURROGAT Yes/No 4 371 374 Is this a surrogate user?
DELG_UTK_REMOTE Yes/No 4 376 379 Is this a remote job?
DELG_UTK_PRIV Yes/No 4 381 384 Is this a privileged user ID?
DELG_UTK_SECL Char 8 386 393 The SECLABEL of the user.
DELG_UTK_EXECNODE Char 8 395 402 The execution node of the work.
DELG_UTK_SUSER_ID Char 8 404 411 The submitting user ID.
DELG_UTK_SNODE Char 8 413 420 The submitting node.
DELG_UTK_SGRP_ID Char 8 422 429 The submitting group name.
DELG_UTK_SPOE Char 8 431 438 The port of entry.
DELG_UTK_SPCLASS Char 8 440 447 Class of the POE. Valid values are “TERMINAL”,
“CONSOLE”, “JESINPUT”, and “APPCPORT”.
DELG_UTK_USER_ID Char 8 449 456 User ID associated with the record.
DELG_UTK_GRP_ID Char 8 458 465 Group name associated with the record.
DELG_UTK_DFT_GRP Yes/No 4 467 470 Is a default group assigned?
DELG_UTK_DFT_SECL Yes/No 4 472 475 Is a default SECLABEL assigned?
DELG_APPC_LINK Char 16 477 492 Key to link together APPC records.
DELG_GRP_ID Char 8 494 501 The group that is being deleted.
DELG_SPECIFIED Char 1024 503 1526 The RRSF keywords specified.
DELG_UTK_NETW Char 8 1528 1535 The port of entry network name.
DELG_X500_SUBJECT Char 255 1537 1791 Subject’s name associated with this event.
DELG_X500_ISSUER Char 255 1793 2047 Issuer's name associated with this event.

Event Qualifiers for DELGROUP Commands

The event qualifiers that may be associated with an DELGROUP command are
shown in [Table 35 on page 143
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Table 35. Event Qualifiers for DELGROUP Commands Records.

Event Qualifier Event Event Description
Qualifier
Number
SUCCESS 00 No violations detected.
INSAUTH 01 Insufficient authority.
KEYWVIOL 02 Keyword violation.

The Format of the DELUSER Record Extension

describes the format of a record that is created by the DELUSER
command.

Table 36. Format of the DELUSER Record Extension (Event Code 17)

Field Name Type Length Position Comments
Start End

DELU_OWN_ID Char 8 282 289 Owner of the profile.
DELU_USER_NAME Char 20 291 310 User name.
DELU_UTK_ENCR Yes/No 4 312 315 Is the UTOKEN associated with this user

encrypted?
DELU_UTK_PRE19 Yes/No 4 317 320 Is this a pre-1.9 token?
DELU_UTK_VERPROF Yes/No 4 322 325 Is the VERIFYX propagation flag set?
DELU_UTK_NJEUNUSR Yes/No 4 327 330 Is this the NJE undefined user?
DELU_UTK_LOGUSR Yes/No 4 332 335 Is UAUDIT specified for this user?
DELU_UTK_SPECIAL Yes/No 4 337 340 Is this a SPECIAL user?
DELU_UTK_DEFAULT Yes/No 4 342 345 Is this a default token?
DELU_UTK_UNKNUSR Yes/No 4 347 350 Is this an undefined user?
DELU_UTK_ERROR Yes/No 4 352 355 Is this user token in error?
DELU_UTK_TRUSTED Yes/No 4 357 360 Is this user a part of the trusted computing base

(TCB)?
DELU_UTK_SESSTYPE Char 8 362 369 The session type of this session.
DELU_UTK_SURROGAT Yes/No 4 371 374 Is this a surrogate user?
DELU_UTK_REMOTE Yes/No 4 376 379 Is this a remote job?
DELU_UTK_PRIV Yes/No 4 381 384 Is this a privileged user ID?
DELU_UTK_SECL Char 8 386 393 The SECLABEL of the user.
DELU_UTK_EXECNODE Char 8 395 402 The execution node of the work.
DELU_UTK_SUSER_ID Char 8 404 411 The submitting user ID.
DELU_UTK_SNODE Char 8 413 420 The submitting node.
DELU_UTK_SGRP_ID Char 8 422 429 The submitting group name.
DELU_UTK_SPOE Char 8 431 438 The port of entry.
DELU_UTK_SPCLASS Char 8 440 447 Class of the POE. Valid values are “TERMINAL”,

“CONSOLE”, “JESINPUT”, and “APPCPORT”.
DELU_UTK_USER_ID Char 8 449 456 User ID associated with the record.
DELU_UTK_GRP_ID Char 8 458 465 Group name associated with the record.
DELU_UTK_DFT_GRP Yes/No 4 467 470 Is a default group assigned?
DELU_UTK_DFT_SECL Yes/No 4 472 475 Is a default SECLABEL assigned?
DELU_APPC_LINK Char 16 477 492 Key to link together APPC records.
DELU_USER_ID Char 8 494 501 The user ID that is being deleted.
DELU_SPECIFIED Char 1024 503 1526 The RRSF keywords specified.
DELU_UTK_NETW Char 8 1528 1535 The port of entry network name.
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Table 36. Format of the DELUSER Record Extension (Event Code 17) (continued)

Field Name Type Length Position Comments

Start End
DELU_X500_SUBJECT Char 255 1537 1791 Subject’s name associated with this event.
DELU_X500_ISSUER Char 255 1793 2047 Issuer's name associated with this event.

Event Qualifiers for DELUSER Commands

The event qualifiers that may be associated with a DELUSER command are shown
in Table 37

Table 37. Event Qualifiers for DELUSER Command Records

Event Qualifier Event Event Description
Qualifier
Number
SUCCESS 00 No violations detected.
INSAUTH 01 Insufficient authority.
KEYWVIOL 02 Keyword violation.

The Format of the PASSWORD Record Extension

describes the format of a record that is created by the PASSWORD
command.

Table 38. Format of the PASSWORD Record Extension (Event Code 18)

Field Name Type Length Position Comments
Start End
PWD_OWN_ID Char 8 282 289 Owner of the profile.
PWD_USER_NAME Char 20 291 310 User name.
PWD_UTK_ENCR Yes/No 4 312 315 Is the UTOKEN associated with this user
encrypted?
PWD_UTK_PRE19 Yes/No 4 317 320 Is this a pre-1.9 token?
PWD_UTK_VERPROF Yes/No 4 322 325 Is the VERIFYX propagation flag set?
PWD_UTK_NJEUNUSR Yes/No 4 327 330 Is this the NJE undefined user?
PWD_UTK_LOGUSR Yes/No 4 332 335 Is UAUDIT specified for this user?
PWD_UTK_SPECIAL Yes/No 4 337 340 Is this a SPECIAL user?
PWD_UTK_DEFAULT Yes/No 4 342 345 Is this a default token?
PWD_UTK_UNKNUSR Yes/No 4 347 350 Is this an undefined user?
PWD_UTK_ERROR Yes/No 4 352 355 Is this user token in error?
PWD_UTK_TRUSTED Yes/No 4 357 360 Is this user a part of the trusted computing base
(TCB)?
PWD_UTK_SESSTYPE Char 8 362 369 The session type of this session.
PWD_UTK_SURROGAT Yes/No 4 371 374 Is this a surrogate user?
PWD_UTK_REMOTE Yes/No 4 376 379 Is this a remote job?
PWD_UTK_PRIV Yes/No 4 381 384 Is this a privileged user ID?
PWD_UTK_SECL Char 8 386 393 The SECLABEL of the user.
PWD_UTK_EXECNODE Char 8 395 402 The execution node of the work.
PWD_UTK_SUSER_ID Char 8 404 411 The submitting user ID.
PWD_UTK_SNODE Char 8 413 420 The submitting node.
PWD_UTK_SGRP_ID Char 8 422 429 The submitting group name.
PWD_UTK_SPOE Char 8 431 438 The port of entry.
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Table 38. Format of the PASSWORD Record Extension (Event Code 18) (continued)

Field Name Type Length Position Comments
Start End
PWD_UTK_SPCLASS Char 8 440 447 Class of the POE. Valid values are “TERMINAL”,
“CONSOLE”, “JESINPUT”, and “APPCPORT".
PWD_UTK_USER_ID Char 8 449 456 User ID associated with the record.
PWD_UTK_GRP_ID Char 8 458 465 Group name associated with the record.
PWD_UTK_DFT_GRP Yes/No 4 467 470 Is a default group assigned?
PWD_UTK_DFT_SECL Yes/No 4 472 475 Is a default SECLABEL assigned?
PWD_APPC_LINK Char 16 477 492 A key to link together audit record together for a
user's APPC transaction processing work.
PWD_SPECIFIED Char 1024 494 1517 The keywords specified.
PWD_FAILED Char 1024 1519 2542 The keywords that failed.
PWD_IGNORED Char 1024 2544 3567 The keywords ignored.
PWD_UTK_NETW Char 8 3569 3576 The port of entry network name.
PWD_X500_SUBJECT Char 255 3578 3832 Subject’s name associated with this event.
PWD_X500_ISSUER Char 255 3834 4088 Issuer’'s name associated with this event.

Event Qualifiers for PASSWORD Commands

The event qualifiers that may be associated with a PASSWORD command are
shown in [Table 39

Table 39. Event Qualifiers for PASSWORD Command Records

Event Qualifier Event Event Description
Qualifier
Number
SUCCESS 00 No violations detected.
INSAUTH 01 Insufficient authority.
KEYWVIOL 02 Keyword violation.

The Format of the PERMIT Record Extension

Table 40. Format of the PERMIT Record Extension (Event Code 19)

describes the format of a record that is created by the PERMIT command.

Field Name Type Length Position Comments

Start End
PERM_CLASS Char 282 289 Class name.
PERM_OWN_ID Char 291 298 Owner of the profile.
PERM_USER_NAME Char 20 300 319 User name.
PERM_UTK_ENCR Yes/No 4 321 324 Is the UTOKEN associated with this user

encrypted?

PERM_UTK_PRE19 Yes/No 4 326 329 Is this a pre-1.9 token?
PERM_UTK_VERPROF Yes/No 4 331 334 Is the VERIFYX propagation flag set?
PERM_UTK_NJEUNUSR Yes/No 4 336 339 Is this the NJE undefined user?
PERM_UTK_LOGUSR Yes/No 4 341 344 Is UAUDIT specified for this user?
PERM_UTK_SPECIAL Yes/No 4 346 349 Is this a SPECIAL user?
PERM_UTK_DEFAULT Yes/No 4 351 354 Is this a default token?
PERM_UTK_UNKNUSR Yes/No 4 356 359 Is this an undefined user?
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Table 40. Format of the PERMIT Record Extension (Event Code 19) (continued)

Field Name Type Length Position Comments
Start End
PERM_UTK_ERROR Yes/No 4 361 364 Is this user token in error?
PERM_UTK_TRUSTED Yes/No 4 366 369 Is this user a part of the trusted computing base
(TCB)?
PERM_UTK_SESSTYPE Char 8 371 378 The session type of this session.
PERM_UTK_SURROGAT Yes/No 4 380 383 Is this a surrogate user?
PERM_UTK_REMOTE Yes/No 4 385 388 Is this a remote job?
PERM_UTK_PRIV Yes/No 4 390 393 Is this a privileged user ID?
PERM_UTK_SECL Char 8 395 402 The SECLABEL of the user.
PERM_UTK_EXECNODE Char 8 404 411 The execution node of the work.
PERM_UTK_SUSER_ID Char 8 413 420 The submitting user ID.
PERM_UTK_SNODE Char 8 422 429 The submitting node.
PERM_UTK_SGRP_ID Char 8 431 438 The submitting group name.
PERM_UTK_SPOE Char 8 440 447 The port of entry.
PERM_UTK_SPCLASS Char 8 449 456 Class of the POE. Valid values are “TERMINAL”,
“CONSOLE”, “JESINPUT”, and “APPCPORT”.
PERM_UTK_USER_ID Char 8 458 465 User ID associated with the record.
PERM_UTK_GRP_ID Char 8 467 474 Group name associated with the record.
PERM_UTK_DFT_GRP Yes/No 4 476 479 Is a default group assigned?
PERM_UTK_DFT_SECL Yes/No 4 481 484 Is a default SECLABEL assigned?
PERM_APPC_LINK Char 16 486 501 Key to link together APPC records.
PERM_RES_NAME Char 255 503 757 The resource name
PERM_SPECIFIED Char 1024 759 1782 The keywords specified.
PERM_FAILED Char 1024 1784 2807 The keywords that failed.
PERM_IGNORED Char 1024 2809 3832 The keywords ignored.
PERM_UTK_NETW Char 8 3834 3841 The port of entry network name.
PERM_X500_SUBJECT Char 255 3843 4097 Subject’s name associated with this event.
PERM_X500_ISSUER Char 255 4099 4353 Issuer's name associated with this event.

Event Qualifiers for PERMIT Commands

The event qualifiers that may be associated with a PERMIT command are shown in

able 41|
Table 41. Event Qualifiers for PERMIT Command Records
Event Qualifier Event Event Description
Qualifier
Number
SUCCESS 00 No violations detected.
INSAUTH 01 Insufficient authority.
KEYWVIOL 02 Keyword violation.

The Format of the RALTER Record Extension

[Table 42 on page 147|describes the format of a record that is created by the
RALTER command.
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Table 42. Format of the RALTER Record Extension (Event Code 20)

Field Name Type Length Position Comments
Start End
RALT_CLASS Char 8 282 289 Class name.
RALT_OWN_ID Char 8 291 298 Owner of the profile.
RALT_USER_NAME Char 20 300 319 User name.
RALT_OLD_SECL Char 8 321 328 The SECLABEL being deleted from the file.
RALT_UTK_ENCR Yes/No 4 330 333 Is the UTOKEN associated with this user
encrypted?
RALT_UTK_PRE19 Yes/No 4 335 338 Is this a pre-1.9 token?
RALT_UTK_VERPROF Yes/No 4 340 343 Is the VERIFYX propagation flag set?
RALT_UTK_NJEUNUSR Yes/No 4 345 348 Is this the NJE undefined user?
RALT_UTK_LOGUSR Yes/No 4 350 353 Is UAUDIT specified for this user?
RALT_UTK_SPECIAL Yes/No 4 355 358 Is this a SPECIAL user?
RALT_UTK_DEFAULT Yes/No 4 360 363 Is this a default token?
RALT_UTK_UNKNUSR Yes/No 4 365 368 Is this an undefined user?
RALT_UTK_ERROR Yes/No 4 370 373 Is this user token in error?
RALT_UTK_TRUSTED Yes/No 4 375 378 Is this user a part of the trusted computing base
(TCB)?
RALT_UTK_SESSTYPE Char 8 380 387 The session type of this session.
RALT_UTK_SURROGAT Yes/No 4 389 392 Is this a surrogate user?
RALT_UTK_REMOTE Yes/No 4 394 397 Is this a remote job?
RALT_UTK_PRIV Yes/No 4 399 402 Is this a privileged user ID?
RALT_UTK_SECL Char 8 404 411 The SECLABEL of the user.
RALT_UTK_EXECNODE Char 8 413 420 The execution node of the work.
RALT_UTK_SUSER_ID Char 8 422 429 The submitting user ID.
RALT_UTK_SNODE Char 8 431 438 The submitting node.
RALT_UTK_SGRP_ID Char 8 440 447 The submitting group name.
RALT_UTK_SPOE Char 8 449 456 The port of entry.
RALT_UTK_SPCLASS Char 8 458 465 Class of the POE. Valid values are “TERMINAL”,
“CONSOLE”, “JESINPUT”, and “APPCPORT”.
RALT_UTK_USER_ID Char 8 467 474 User ID associated with the record.
RALT_UTK_GRP_ID Char 8 476 483 Group name associated with the record.
RALT_UTK_DFT_GRP Yes/No 4 485 488 Is a default group assigned?
RALT_UTK_DFT_SECL Yes/No 4 490 493 Is a default SECLABEL assigned?
RALT_APPC_LINK Char 16 495 510 Key to link together APPC records.
RALT_RES_NAME Char 255 512 766 The resource name.
RALT_SPECIFIED Char 1024 768 1791 The keywords specified.
RALT_FAILED Char 1024 1793 2816 The keywords that failed.
RALT_UTK_NETW Char 8 2818 2825 The port of entry network name.
RALT_X500_SUBJECT Char 255 2827 3081 Subject’s name associated with this event.
RALT_X500_ISSUER Char 255 3083 3337 Issuer's name associated with this event.

Event Qualifiers for RALTER Commands

The event qualifiers that may be associated with a RALTER command are shown in
[Table 43 on page 148|
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Table 43. Event Qualifiers for RALTER Command Records

Event Qualifier Event Event Description
Qualifier
Number
SUCCESS 00 No violations detected.
INSAUTH 01 Insufficient authority.
KEYWVIOL 02 Keyword violation.

The Format of the RDEFINE Record Extension
describes the format of a record that is created by the RDEFINE

command.

Table 44. Format of the RDEFINE Record Extension (Event Code 21)

Field Name Type Length Position Comments
Start End
RDEF_CLASS Char 282 289 Class name.
RDEF_OWN_ID Char 291 298 Owner of the profile.
RDEF_USER_NAME Char 20 300 319 User name.
RDEF_SECL Char 8 321 328 The SECLABEL associated with the profile.
RDEF_UTK_ENCR Yes/No 330 333 Is the UTOKEN associated with this user
encrypted?
RDEF_UTK_PRE19 Yes/No 4 335 338 Is this a pre-1.9 token?
RDEF_UTK_VERPROF Yes/No 4 340 343 Is the VERIFYX propagation flag set?
RDEF_UTK_NJEUNUSR Yes/No 4 345 348 Is this the NJE undefined user?
RDEF_UTK_LOGUSR Yes/No 4 350 353 Is UAUDIT specified for this user?
RDEF_UTK_SPECIAL Yes/No 4 355 358 Is this a SPECIAL user?
RDEF_UTK_DEFAULT Yes/No 4 360 363 Is this a default token?
RDEF_UTK_UNKNUSR Yes/No 4 365 368 Is this an undefined user?
RDEF_UTK_ERROR Yes/No 4 370 373 Is this user token in error?
RDEF_UTK_TRUSTED Yes/No 4 375 378 Is this user a part of the trusted computing base
(TCB)?
RDEF_UTK_SESSTYPE Char 8 380 387 The session type of this session.
RDEF_UTK_SURROGAT Yes/No 4 389 392 Is this a surrogate user?
RDEF_UTK_REMOTE Yes/No 4 394 397 Is this a remote job?
RDEF_UTK_PRIV Yes/No 4 399 402 Is this a privileged user ID?
RDEF_UTK_SECL Char 8 404 411 The SECLABEL of the user.
RDEF_UTK_EXECNODE Char 8 413 420 The execution node of the work.
RDEF_UTK_SUSER_ID Char 8 422 429 The submitting user ID.
RDEF_UTK_SNODE Char 8 431 438 The submitting node.
RDEF_UTK_SGRP_ID Char 8 440 447 The submitting group name.
RDEF_UTK_SPOE Char 8 449 456 The port of entry.
RDEF_UTK_SPCLASS Char 8 458 465 Class of the POE. Valid values are “TERMINAL”,
“CONSOLE”, “JESINPUT”, and “APPCPORT”.
RDEF_UTK_USER_ID Char 8 467 474 User ID associated with the record.
RDEF_UTK_GRP_ID Char 8 476 483 Group name associated with the record.
RDEF_UTK_DFT_GRP Yes/No 4 485 488 Is a default group assigned?
RDEF_UTK_DFT_SECL Yes/No 4 490 493 Is a default SECLABEL assigned?
RDEF_APPC_LINK Char 16 495 510 Key to link together APPC records.
RDEF_RES_NAME Char 255 512 766 The resource name.
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Table 44. Format of the RDEFINE Record Extension (Event Code 21) (continued)

Field Name Type Length Position Comments

Start End
RDEF_SPECIFIED Char 1024 768 1791 The keywords specified.
RDEF_FAILED Char 1024 1793 2816 The keywords that failed.
RDEF_UTK_NETW Char 8 2818 2825 The port of entry network name.
RDEF_X500_SUBJECT Char 255 2827 3081 Subject’s name associated with this event.
RDEF_X500_ISSUER Char 255 3083 3337 Issuer’'s name associated with this event.

Event Qualifiers for RDEFINE Commands

The event qualifiers that may be associated with a RDEFINE command are shown

in [Table 45|
Table 45. Event Qualifiers for RDEFINE Command Records
Event Qualifier Event Event Description
Qualifier
Number
SUCCESS 00 No violations detected.
INSAUTH 01 Insufficient authority.
KEYWVIOL 02 Keyword violation.

The Format of the RDELETE Record Extension

describes the format of a record that is created by the RDELETE
command.

Table 46. Format of the RDELETE Record Extension (Event Code 22)

Field Name Type Length Position Comments
Start End
RDEL_CLASS Char 8 282 289 Class name.
RDEL_OWN_ID Char 8 291 298 Owner of the profile.
RDEL_USER_NAME Char 20 300 319 User name.
RDEL_SECL Char 8 321 328 The SECLABEL associated with the profile.
RDEL_UTK_ENCR Yes/No 4 330 333 Is the UTOKEN associated with this user
encrypted?
RDEL_UTK_PRE19 Yes/No 4 335 338 Is this a pre-1.9 token?
RDEL_UTK_VERPROF Yes/No 4 340 343 Is the VERIFYX propagation flag set?
RDEL_UTK_NJEUNUSR Yes/No 4 345 348 Is this the NJE undefined user?
RDEL_UTK_LOGUSR Yes/No 4 350 353 Is UAUDIT specified for this user?
RDEL_UTK_SPECIAL Yes/No 4 355 358 Is this a SPECIAL user?
RDEL_UTK_DEFAULT Yes/No 4 360 363 Is this a default token?
RDEL_UTK_UNKNUSR Yes/No 4 365 368 Is this an undefined user?
RDEL_UTK_ERROR Yes/No 4 370 373 Is this user token in error?
RDEL_UTK_TRUSTED Yes/No 4 375 378 Is this user a part of the trusted computing base
(TCB)?
RDEL_UTK_SESSTYPE Char 8 380 387 The session type of this session.
RDEL_UTK_SURROGAT Yes/No 4 389 392 Is this a surrogate user?
RDEL_UTK_REMOTE Yes/No 4 394 397 Is this a remote job?
RDEL_UTK_PRIV Yes/No 4 399 402 Is this a privileged user ID?
RDEL_UTK_SECL Char 8 404 411 The SECLABEL of the user.
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Table 46. Format of the RDELETE Record Extension (Event Code 22) (continued)

Field Name Type Length Position Comments

Start End
RDEL_UTK_EXECNODE Char 8 413 420 The execution node of the work.
RDEL_UTK_SUSER_ID Char 8 422 429 The submitting user ID.
RDEL_UTK_SNODE Char 8 431 438 The submitting node.
RDEL_UTK_SGRP_ID Char 8 440 447 The submitting group name.
RDEL_UTK_SPOE Char 8 449 456 The port of entry.
RDEL_UTK_SPCLASS Char 8 458 465 Class of the POE. Valid values are “TERMINAL”,

“CONSOLE”, “JESINPUT”, and “APPCPORT”.

RDEL_UTK_USER_ID Char 8 467 474 User ID associated with the record.
RDEL_UTK_GRP_ID Char 8 476 483 Group name associated with the record.
RDEL_UTK_DFT_GRP Yes/No 4 485 488 Is a default group assigned?
RDEL_UTK_DFT_SECL Yes/No 4 490 493 Is a default SECLABEL assigned?
RDEL_APPC_LINK Char 16 495 510 Key to link together APPC records.
RDEL_RES_NAME Char 255 512 766 The resource name.
RDEL_SPECIFIED Char 1024 768 1791 The keywords specified.
RDEL_UTK_NETW Char 8 1793 1800 The port of entry network name.
RDEL_X500_SUBJECT Char 255 1802 2056 Subject’s name associated with this event.
RDEL_X500_ISSUER Char 255 2058 2312 Issuer's name associated with this event.

Event Qualifiers for RDELETE Commands

The event qualifiers that may be associated with a RDELETE command are shown
in Table 47

Table 47. Event Qualifiers for RDELETE Command Records

Event Qualifier Event Event Description
Qualifier
Number
SUCCESS 00 No violations detected.
INSAUTH 01 Insufficient authority.
KEYWVIOL 02 Keyword violation.

The Format of the REMOVE Record Extension

describes the format of a record that is created by the REMOVE
command.

Table 48. Format of the REMOVE Record Extension (Event Code 23)

Field Name Type Length Position Comments
Start End

REM_OWN_ID Char 8 282 289 Owner of the profile.
REM_USER_NAME Char 20 291 310 User name.
REM_UTK_ENCR Yes/No 4 312 315 Is the UTOKEN associated with this user

encrypted?
REM_UTK_PRE19 Yes/No 4 317 320 Is this a pre-1.9 token?
REM_UTK_VERPROF Yes/No 4 322 325 Is the VERIFYX propagation flag set?
REM_UTK_NJEUNUSR Yes/No 4 327 330 Is this the NJE undefined user?
REM_UTK_LOGUSR Yes/No 4 332 335 Is UAUDIT specified for this user?
REM_UTK_SPECIAL Yes/No 4 337 340 Is this a SPECIAL user?
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Table 48. Format of the REMOVE Record Extension (Event Code 23) (continued)

Field Name Type Length Position Comments
Start End
REM_UTK_DEFAULT Yes/No 4 342 345 Is this a default token?
REM_UTK_UNKNUSR Yes/No 4 347 350 Is this an undefined user?
REM_UTK_ERROR Yes/No 4 352 355 Is this user token in error?
REM_UTK_TRUSTED Yes/No 4 357 360 Is this user a part of the trusted computing base
(TCB)?
REM_UTK_SESSTYPE Char 8 362 369 The session type of this session.
REM_UTK_SURROGAT Yes/No 4 371 374 Is this a surrogate user?
REM_UTK_REMOTE Yes/No 4 376 379 Is this a remote job?
REM_UTK_PRIV Yes/No 4 381 384 Is this a privileged user ID?
REM_UTK_SECL Char 8 386 393 The SECLABEL of the user.
REM_UTK_EXECNODE Char 8 395 402 The execution node of the work.
REM_UTK_SUSER_ID Char 8 404 411 The submitting user ID.
REM_UTK_SNODE Char 8 413 420 The submitting node.
REM_UTK_SGRP_ID Char 8 422 429 The submitting group name.
REM_UTK_SPOE Char 8 431 438 The port of entry.
REM_UTK_SPCLASS Char 8 440 447 Class of the POE. Valid values are “TERMINAL”,
“CONSOLE”, “JESINPUT”, and “APPCPORT".
REM_UTK_USER_ID Char 8 449 456 User ID associated with the record.
REM_UTK_GRP_ID Char 8 458 465 Group name associated with the record.
REM_UTK_DFT_GRP Yes/No 4 467 470 Is a default group assigned?
REM_UTK_DFT_SECL Yes/No 4 472 475 Is a default SECLABEL assigned?
REM_APPC_LINK Char 16 477 492 Key to link together APPC records.
REM_USER_ID Char 8 494 501 The user ID.
REM_SPECIFIED Char 1024 503 1526 The keywords specified.
REM_FAILED Char 1024 1528 2551 The keywords that failed.
REM_UTK_NETW Char 8 2553 2560 The port of entry network name.
REM_X500_SUBJECT Char 255 2562 2816 Subject’'s name associated with this event.
REM_X500_ISSUER Char 255 2818 3072 Issuer's name associated with this event.

Event Qualifiers for REMOVE Commands

The event qualifiers that may be associated with a REMOVE command are shown
in [Table 49,

Table 49. Event Qualifiers for REMOVE Command Records

Event Qualifier Event Event Description
Qualifier
Number
SUCCESS 00 No violations detected.
INSAUTH 01 Insufficient authority.
KEYWVIOL 02 Keyword violation.

The Format of the SETROPTS Record Extension

[Table 50 on page 152| describes record format that is created by the SETROPTS
command.
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Table 50. Format of the SETROPTS Record Extension (Event Code 24)

Field Name Type Length Position Comments
Start End
SETR_USER_NAME Char 20 282 301 User name.
SETR_UTK_ENCR Yes/No 4 303 306 Is the UTOKEN associated with this user
encrypted?
SETR_UTK_PRE19 Yes/No 4 308 311 Is this a pre-1.9 token?
SETR_UTK_VERPROF Yes/No 4 313 316 Is the VERIFYX propagation flag set?
SETR_UTK_NJEUNUSR Yes/No 4 318 321 Is this the NJE undefined user?
SETR_UTK_LOGUSR Yes/No 4 323 326 Is UAUDIT specified for this user?
SETR_UTK_SPECIAL Yes/No 4 328 331 Is this a SPECIAL user?
SETR_UTK_DEFAULT Yes/No 4 333 336 Is this a default token?
SETR_UTK_UNKNUSR Yes/No 4 338 341 Is this an undefined user?
SETR_UTK_ERROR Yes/No 4 343 346 Is this user token in error?
SETR_UTK_TRUSTED Yes/No 4 348 351 Is this user a part of the trusted computing base
(TCB)?
SETR_UTK_SESSTYPE Char 8 353 360 The session type of this session.
SETR_UTK_SURROGAT Yes/No 4 362 365 Is this a surrogate user?
SETR_UTK_REMOVE Yes/No 4 367 370 Is this a remote job?
SETR_UTK_PRIV Yes/No 4 372 375 Is this a privileged user ID?
SETR_UTK_SECL Char 8 377 384 The SECLABEL of the user.
SETR_UTK_EXECNODE Char 8 386 393 The execution node of the work.
SETR_UTK_SUSER_ID Char 8 395 402 The submitting user ID.
SETR_UTK_SNODE Char 8 404 411 The submitting node.
SETR_UTK_SGRP_ID Char 8 413 420 The submitting group name.
SETR_UTK_SPOE Char 8 422 429 The port of entry.
SETR_UTK_SPCLASS Char 8 431 438 Class of the POE. Valid values are “TERMINAL”,
“CONSOLE”, “JESINPUT”, and “APPCPORT”.
SETR_UTK_USER_ID Char 8 440 447 User ID associated with the record.
SETR_UTK_GRP_ID Char 8 449 456 Group name associated with the record.
SETR_UTK_DFT_GRP Yes/No 4 458 461 Is a default group assigned?
SETR_UTK_DFT_SECL Yes/No 4 463 466 Is a default SECLABEL assigned?
SETR_APPC_LINK Char 16 468 483 Key to link together APPC records.
SETR_SPECIFIED Char 1024 485 1508 The keywords specified.
SETR_FAILED Char 1024 1510 2533 The keywords that failed.
SETR_UTK_NETW Char 8 2535 2542 The port of entry network name.
SETR_X500_SUBJECT Char 255 2544 2798 Subject’s name associated with this event.
SETR_X500_ISSUER Char 255 2800 3054 Issuer's name associated with this event.

Event Qualifiers for SETROPTS Commands
shows event qualifiers associated with a SETROPTS command.

Table 51. Event Qualifiers for SETROPTS Command Records

Event Qualifier Event Event Description
Qualifier
Number
SUCCESS 00 No violations detected.
INSAUTH 01 Insufficient authority.
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Table 51. Event Qualifiers for SETROPTS Command Records (continued)

Event Qualifier Event Event Description
Qualifier
Number

KEYWVIOL 02 Keyword violation.

Table 52. Format of the RVARY Record Extension (Event Code 25)

Field Name Type Length Position Comments
Start End
RVAR_USER_NAME Char 20 282 301 User name.
RVAR_UTK_ENCR Yes/No 4 303 306 Is the UTOKEN associated with this user
encrypted?
RVAR_UTK_PRE19 Yes/No 4 308 311 Is this a pre-1.9 token?
RVAR_UTK_VERPROF Yes/No 4 313 316 Is the VERIFYX propagation flag set?
RVAR_UTK_NJEUNUSR Yes/No 4 318 321 Is this the NJE undefined user?
RVAR_UTK_LOGUSR Yes/No 4 323 326 Is UAUDIT specified for this user?
RVAR_UTK_SPECIAL Yes/No 4 328 331 Is this a SPECIAL user?
RVAR_UTK_DEFAULT Yes/No 4 333 336 Is this a default token?
RVAR_UTK_UNKNUSR Yes/No 4 338 341 Is this an undefined user?
RVAR_UTK_ERROR Yes/No 4 343 346 Is this user token in error?
RVAR_UTK_TRUSTED Yes/No 4 348 351 Is this user a part of the trusted computing base
(TCB)?
RVAR_UTK_SESSTYPE Char 8 353 360 The session type of this session.
RVAR_UTK_SURROGAT Yes/No 4 362 365 Is this a surrogate user?
RVAR_UTK_REMOTE Yes/No 4 367 370 Is this a remote job?
RVAR_UTK_PRIV Yes/No 4 372 375 Is this a privileged user ID?
RVAR_UTK_SECL Char 8 377 384 The SECLABEL of the user.
RVAR_UTK_EXECNODE Char 8 386 393 The execution node of the work.
RVAR_UTK_SUSER_ID Char 8 395 402 The submitting user ID.
RVAR_UTK_SNODE Char 8 404 411 The submitting node.
RVAR_UTK_SGRP_ID Char 8 413 420 The submitting group name.
RVAR_UTK_SPOE Char 8 422 429 The port of entry.
RVAR_UTK_SPCLASS Char 8 431 438 Class of the POE. Valid values are “TERMINAL”,
“CONSOLE”, “JESINPUT”, and “APPCPORT”.
RVAR_UTK_USER_ID Char 8 440 447 User ID associated with the record.
RVAR_UTK_GRP_ID Char 8 449 456 Group name associated with the record.
RVAR_UTK_DFT_GRP Yes/No 4 458 461 Is a default group assigned?
RVAR_UTK_DFT_SECL Yes/No 4 463 466 Is a default SECLABEL assigned?
RVAR_APPC_LINK Char 16 468 483 Key to link together APPC records.
RVAR_SPECIFIED Char 1024 485 1508 The keywords specified.
RVAR_FAILED Char 1024 1510 2533 The keywords that failed.
RVAR_UTK_NETW Char 8 2535 2542 The port of entry network name.
RVAR_X500_SUBJECT Char 255 2544 2798 Subject’'s name associated with this event.
RVAR_X500_ISSUER Char 255 2800 3054 Issuer's name associated with this event.
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Event Qualifiers for RVARY Commands

The event qualifiers that may be associated with a RVARY command are shown in

able 53|
Table 53. Event Qualifiers for RVARY Command Records
Event Qualifier Event Event Description
Qualifier
Number
SUCCESS 00 No violations detected.
INSAUTH 01 Insufficient authority.
KEYWVIOL 02 Keyword violation.

The Format of the APPCLU Record Extension

describes the format of a record that is created by the auditing of an
APPCLU resource.

Table 54. Format of the APPCLU Record Extension (Event Code 26)

Field Name Type Length Position Comments
Start End
APPC_RES_NAME Char 255 282 536 Resource name.
APPC_CLASS Char 8 538 545 Class name.
APPC_TYPE Char 8 547 554 Type of resource data. Valid values are

“RESOURCE” if ACC_NAME is a generic resource
name, and “PROFILE” if ACC_NAME is a generic

profile.
APPC_NAME Char 246 556 801 Resource or profile name.
APPC_OWN_ID Char 8 803 810 Name of the profile owner.
APPC_USER_NAME Char 20 812 831 User name.
APPC_UTK_ENCR Yes/No 4 833 836 Is the UTOKEN associated with this user

encrypted?
APPC_UTK_PRE19 Yes/No 4 838 841 Is this a pre-1.9 token?
APPC_UTK_VERPROF Yes/No 4 843 846 Is the VERIFYX propagation flag set?
APPC_UTK_NJEUNUSR Yes/No 4 848 851 Is this the NJE undefined user?
APPC_UTK_LOGUSR Yes/No 4 853 856 Is UAUDIT specified for this user?
APPC_UTK_SPECIAL Yes/No 4 858 861 Is this a SPECIAL user?
APPC_UTK_DEFAULT Yes/No 4 863 866 Is this a default token?
APPC_UTK_UNKNUSR Yes/No 4 868 871 Is this an undefined user?
APPC_UTK_ERROR Yes/No 4 873 876 Is this user token in error?
APPC_UTK_TRUSTED Yes/No 4 878 881 Is this user a part of the trusted computing base

(TCB)?
APPC_UTK_SESSTYPE Char 8 883 890 The session type of this session.
APPC_UTK_SURROGAT Yes/No 4 892 895 Is this a surrogate user?
APPC_UTK_REMOTE Yes/No 4 897 900 Is this a remote job?
APPC_UTK_PRIV Yes/No 4 902 905 Is this a privileged user ID?
APPC_UTK_SECL Char 8 907 914 The SECLABEL of the user.
APPC_UTK_EXECNODE Char 8 916 923 The execution node of the work.
APPC_UTK_SUSER_ID Char 8 925 932 The submitting user ID.
APPC_UTK_SNODE Char 8 934 941 The submitting node.
APPC_UTK_SGRP_ID Char 8 943 950 The submitting group name.
APPC_UTK_SPOE Char 8 952 959 The port of entry.
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Table 54. Format of the APPCLU Record Extension (Event Code 26) (continued)

Field Name Type Length Position Comments

Start End
APPC_UTK_SPCLASS Char 8 961 968 Class of the POE. Valid values are “TERMINAL”,

“CONSOLE”, “JESINPUT”, and “APPCPORT".

APPC_UTK_USER_ID Char 8 970 977 User ID associated with the record.
APPC_UTK_GRP_ID Char 8 979 986 Group name associated with the record.
APPC_UTK_DFT_GRP Yes/No 4 988 991 Is a default group assigned?
APPC_UTK_DFT_SECL Yes/No 4 993 996 Is a default SECLABEL assigned?
APPC_APPC_LINK Char 16 998 1013 Key to link together APPC records.
APPC_UTK_NETW Char 8 1015 1022 The port of entry network name.
APPC_X500_SUBJECT Char 255 1024 1278 Subject’'s name associated with this event.
APPC_X500_ISSUER Char 255 1280 1534 Issuer's name associated with this event.

Event Qualifiers for APPCLU (APPC Session Establishment) Records

The event qualifiers that may be associated with a APPCLU event are shown in

[Table 58

Table 55. Event Qualifiers for APPC Session Establishment Records

Event Qualifier Event Event Description

Qualifier

Number
SUCCESS 00 Partner verification OK.
NOVERIFY 01 Session established without verification.
LKEYEXPR 02 Local key expires in less than 5 days.
REVOKED 03 Partner LU access has been revoked.
NOMATCH 04 Partner LU key does not match this LU key.
TRMSECUR 05 Session terminated for security reasons.
NOSESKEY 06 Required session key not defined.
LUATTACK 07 Possible security attack by partner LU.
NOPRTKEY 08 Session key not defined for the partner LU.
NOKEY 09 Session key not defined for this LU.
SNAERROR 10 SNA security-related session
PROFCHNG 11 Profile changed during verification.
SKEYEXPR 12 Expired session key error.

The Format of the General Event Record Extension
describes the format of a record that is created by a general event.

Table 56. Format of the General Event Record Extension (Event Code 27)

Field Name Type Length Position Comments
Start End
GEN_CLASS Char 8 282 289 Class name.
GEN_LOGSTR Char 255 291 545 LOGSTR= data from the RACROUTE
GEN_USER_NAME Char 20 547 566 User name.
GEN_UTK_ENCR Yes/No 4 568 571 Is the UTOKEN associated with this user
encrypted?
GEN_UTK_PRE19 Yes/No 4 573 576 Is this a pre-1.9 token?
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Table 56. Format of the General Event Record Extension (Event Code 27) (continued)

Field Name Type Length Position Comments
Start End

GEN_UTK_VERPROF Yes/No 4 578 581 Is the VERIFYX propagation flag set?
GEN_UTK_NJEUNUSR Yes/No 4 583 586 Is this the NJE undefined user?
GEN_UTK_LOGUSR Yes/No 4 588 591 Is UAUDIT specified for this user?
GEN_UTK_SPECIAL Yes/No 4 593 596 Is this a SPECIAL user?
GEN_UTK_DEFAULT Yes/No 4 598 601 Is this a default token?
GEN_UTK_UNKNUSR Yes/No 4 603 606 Is this an undefined user?
GEN_UTK_ERROR Yes/No 4 608 611 Is this user token in error?
GEN_UTK_TRUSTED Yes/No 4 613 616 Is this user a part of the trusted computing base

(TCB)?
GEN_UTK_SESSTYPE Char 8 618 625 The session type of this session.
GEN_UTK_SURROGAT Yes/No 4 627 630 Is this a surrogate user?
GEN_UTK_REMOTE Yes/No 4 632 635 Is this a remote job?
GEN_UTK_PRIV Yes/No 4 637 640 Is this a privileged user ID?
GEN_UTK_SECL Char 8 642 649 The SECLABEL of the user.
GEN_UTK_EXECNODE Char 8 651 658 The execution node of the work.
GEN_UTK_SUSER_ID Char 8 660 667 The submitting user ID.
GEN_UTK_SNODE Char 8 669 676 The submitting node.
GEN_UTK_SGRP_ID Char 8 678 685 The submitting group name.
GEN_UTK_SPOE Char 8 687 694 The port of entry.
GEN_UTK_SPCLASS Char 8 696 703 Class of the POE. Valid values are “TERMINAL”,

“CONSOLE”, “JESINPUT”, and “APPCPORT".
GEN_UTK_USER_ID Char 8 705 712 User ID associated with the record.
GEN_UTK_GRP_ID Char 8 714 721 Group name associated with the record.
GEN_UTK_DFT_GRP Yes/No 4 723 726 Is a default group assigned?
GEN_UTK_DFT_SECL Yes/No 4 728 731 Is a default SECLABEL assigned?
GEN_APPC_LINK Char 16 733 748 Key to link together GENERAL records.
GEN_UTK_NETW Char 8 750 757 The port of entry network name.
GEN_X500_SUBJECT Char 255 759 1013 Subject’'s name associated with this event.
GEN_X500_ISSUER Char 255 1015 1269 Issuer's name associated with this event.

Event Qualifiers for General Events

The event qualifiers that may be associated with a general event are determined by
the installation. These event codes will be unloaded as integer values.

The Format of the Directory Search Record Extension

describes the format of a record that is created by a directory search
event.

Table 57. Format of the Directory Search Record Extension (Event Code 28)

Field Name Type Length Position Comments
Start End
DSCH_CLASS Char 8 282 289 Class name.
DSCH_USER_NAME Char 20 291 310 The name associated with the user ID.
DSCH_UTK_ENCR Yes/No 4 312 315 Is the UTOKEN associated with this user
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Table 57. Format of the Directory Search Record Extension (Event Code 28) (continued)

Field Name Type Length Position Comments
Start End
DSCH_UTK_PRE19 Yes/No 4 317 320 Is this a pre-1.9 token?
DSCH_UTK_VERPROF Yes/No 4 322 325 Is the VERIFYX propagation flag set?
DSCH_UTK_NJEUNUSR Yes/No 4 327 330 Is this the NJE undefined user?
DSCH_UTK_LOGUSR Yes/No 4 332 335 Is UAUDIT specified for this user?
DSCH_UTK_SPECIAL Yes/No 4 337 340 Is this a SPECIAL user?
DSCH_UTK_DEFAULT Yes/No 4 342 345 Is this a default token?
DSCH_UTK_UNKNUSR Yes/No 4 347 350 Is this an undefined user?
DSCH_UTK_ERROR Yes/No 4 352 355 Is this user token in error?
DSCH_UTK_TRUSTED Yes/No 4 357 360 Is this user a part of the trusted computing base
(TCB)?
DSCH_UTK_SESSTYPE Char 8 362 369 The session type of this session.
DSCH_UTK_SURROGAT Yes/No 4 371 374 Is this a surrogate user?
DSCH_UTK_REMOTE Yes/No 4 376 379 Is this a remote job?
DSCH_UTK_PRIV Yes/No 4 381 384 Is this a privileged user ID?
DSCH_UTK_SECL Char 8 386 393 The SECLABEL of the user.
DSCH_UTK_EXECNODE Char 8 395 402 The execution node of the work.
DSCH_UTK_SUSER_ID Char 8 404 411 The submitting user ID.
DSCH_UTK_SNODE Char 8 413 420 The submitting node.
DSCH_UTK_SGRP_ID Char 8 422 429 The submitting group name.
DSCH_UTK_SPOE Char 8 431 438 The port of entry.
DSCH_UTK_SPCLASS Char 8 440 447 Class of the POE. Valid values are “TERMINAL”,
“CONSOLE”, “JESINPUT”, and “APPCPORT”.
DSCH_UTK_USER_ID Char 8 449 456 User ID associated with the record.
DSCH_UTK_GRP_ID Char 8 458 465 Group name associated with the record.
DSCH_UTK_DFT_GRP Yes/No 4 467 470 Is a default group assigned?
DSCH_UTK_DFT_SECL Yes/No 4 472 475 Is a default SECLABEL assigned?
DSCH_APPC_LINK Char 16 477 492 A key to link together audit record together for a
user's APPC transaction processing work.
DSCH_AUDIT_CODE Char 11 494 504 Audit function code.
DSCH_OLD_REAL_UID Integer 10 506 515 Old real z/OS UNIX user identifier (UID).
DSCH_OLD_EFF_UID Integer 10 517 526 Old effective z/OS UNIX user identifier (UID).
DSCH_OLD_SAVED_UID Integer 10 528 537 Old saved z/OS UNIX user identifier (UID).
DSCH_OLD_REAL_GID Integer 10 539 548 Old real z/OS UNIX group identifier (GID).
DSCH_OLD_EFF_GID Integer 10 550 559 Old effective z/OS UNIX group identifier (GID).
DSCH_OLD_SAVED_GID Integer 10 561 570 Old saved z/OS UNIX group identifier (GID).
DSCH_PATH_NAME Char 1023 572 1594 The requested path name.
DSCH_FILE_ID Char 32 1596 1627 File ID.
DSCH_FILE_OWN_UID Integer 10 1629 1638 The owner z/OS UNIX user identifier (UID)
associated with the file.
DSCH_FILE_OWN_GID Integer 10 1640 1649 The owner z/OS UNIX group identifier (GID)
associated with the file.
DSCH_REQUEST_READ Yes/No 4 1651 1654 Did the requested access include read?
DSCH_REQUEST_WRITE Yes/No 4 1656 1659 Did the requested access include write?
DSCH_REQUEST_EXEC Yes/No 4 1661 1664 Did the requested access include EXECUTE?
DSCH_REQUEST_DSRCH Yes/No 4 1666 1669 Did the requested access include directory

search?
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Table 57. Format of the Directory Search Record Extension (Event Code 28) (continued)

Field Name Type Length Position Comments
Start End
DSCH_ACCESS_TYPE Char 8 1671 1678 What bits were used in granting the access? Valid

values are “OWNER”, “GROUP”, “OTHER”, “ACLUSER”,
“ACLGROUP”, “ACLERROR”, and “RSTD".

DSCH_ALLOWED_READ Yes/No 4 1680 1683 Was read access allowed?

DSCH_ALLOWED_WRITE Yes/No 4 1685 1688 Was write access allowed?

DSCH_ALLOWED_EXEC Yes/No 4 1690 1693 Was execute or search access allowed?

DSCH_REQUEST_PATH2 Char 1023 1695 2717 Second requested path name.

DSCH_SERVICE_CODE Char 1 2719 2729 The service that was being processed. This is set
only when the DSCH_AUDIT_CODE is “LOOKUP”.

DSCH_HFS_DS_NAME Char 44 2731 2774 HFS data set name for the mounted file system.

DSCH_SYMLINK Char 1023 2776 3798 The content of SYMLINK.

DSCH_FILE_NAME Char 256 3800 4055 The file name that is being checked.

DSCH_PATH_TYPE Char 4 4057 4060 Type of the requested path name. Valid values
are “OLD” and “NEW”.

DSCH_FILEPOOL Char 8 4062 4069 SFS filepool containing the BFS file.

DSCH_FILESPACE Char 8 4071 4078 SFS filespace containing the BFS file.

DSCH_INODE Integer 10 4080 4089 Inode (file serial number).

DSCH_SCID Integer 10 4091 4100 File SCID.

DSCH_DCE_LINK Char 16 4102 4117 Link to connect DCE records that originate from a
single DCE request.

DSCH_AUTH_TYPE Char 13 4119 4131 Defines the type of request. Valid values are:

“SERVER”, “AUTH_CLIENT”, and
“UNAUTH_CLIENT".

DSCH_DFLT_PROCESS Yes/No 4 4133 4136 Default z/OS UNIX security environment in effect.
DSCH_UTK_NETW CHAR 8 4138 4145 The port of entry network name.
DSCH_X500_SUBJECT Char 255 4147 4401 Subject’s name associated with this event.
DSCH_X500_ISSUER Char 255 4403 4657 Issuer's name associated with this event.

Event Qualifiers for Directory Search Records

The event qualifiers that may be associated with a directory search event are
shown in [Table 58

Table 58. Event Qualifiers for Directory Search Records

Event Qualifier Event Event Description
Qualifier
Number
SUCCESS 00 Access allowed.
NOTAUTH 01 Not authorized to search the directory.

The Format of the Check Directory Access Record Extension

describes the format of a record that is created by checking access to a
directory.

Table 59. Format of the Check Directory Access Record Extension (Event Code 29)

Field Name Type Length Position Comments
Start End
DACC_CLASS Char 8 282 289 Class name.
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Table 59. Format of the Check Directory Access Record Extension (Event Code 29) (continued)

Field Name Type Length Position Comments
Start End
DACC_USER_NAME Char 20 291 310 The name associated with the user ID.
DACC_UTK_ENCR Yes/No 4 312 315 Is the UTOKEN associated with this user
encrypted?
DACC_UTK_PRE19 Yes/No 4 317 320 Is this a pre-1.9 token?
DACC_UTK_VERPROF Yes/No 4 322 325 Is the VERIFYX propagation flag set?
DACC_UTK_NJEUNUSR Yes/No 4 327 330 Is this the NJE undefined user?
DACC_UTK_LOGUSR Yes/No 4 332 335 Is UAUDIT specified for this user?
DACC_UTK_SPECIAL Yes/No 4 337 340 Is this a SPECIAL user?
DACC_UTK_DEFAULT Yes/No 4 342 345 Is this a default token?
DACC_UTK_UNKNUSR Yes/No 4 347 350 Is this an undefined user?
DACC_UTK_ERROR Yes/No 4 352 355 Is this user token in error?
DACC_UTK_TRUSTED Yes/No 4 357 360 Is this user a part of the trusted computing base
(TCB)?
DACC_UTK_SESSTYPE Char 8 362 369 The session type of this session.
DACC_UTK_SURROGAT Yes/No 4 371 374 Is this a surrogate user?
DACC_UTK_REMOTE Yes/No 4 376 379 Is this a remote job?
DACC_UTK_PRIV Yes/No 4 381 384 Is this a privileged user ID?
DACC_UTK_SECL Char 8 386 393 The SECLABEL of the user.
DACC_UTK_EXECNODE Char 8 395 402 The execution node of the work.
DACC_UTK_SUSER_ID Char 8 404 411 The submitting user ID.
DACC_UTK_SNODE Char 8 413 420 The submitting node.
DACC_UTK_SGRP_ID Char 8 422 429 The submitting group name.
DACC_UTK_SPOE Char 8 431 438 The port of entry.
DACC_UTK_SPCLASS Char 8 440 447 Class of the POE. Valid values are “TERMINAL”,
“CONSOLE”, “JESINPUT”, and “APPCPORT”.
DACC_UTK_USER_ID Char 8 449 456 User ID associated with the record.
DACC_UTK_GRP_ID Char 8 458 465 Group name associated with the record.
DACC_UTK_DFT_GRP Yes/No 4 467 470 Is a default group assigned?
DACC_UTK_DFT_SECL Yes/No 4 472 475 Is a default SECLABEL assigned?
DACC_APPC_LINK Char 16 477 492 Key to link together APPC records.
DACC_AUDIT_CODE Char 1 494 504 Audit function code.
DACC_OLD_REAL_UID Integer 10 506 515 Old real z/OS UNIX user identifier (UID).
DACC_OLD_EFF_UID Integer 10 517 526 Old effective z/OS UNIX user identifier (UID).
DACC_OLD_SAVED_UID Integer 10 528 537 Old saved z/OS UNIX user identifier (UID).
DACC_OLD_REAL_GID Integer 10 539 548 Old real z/OS UNIX group identifier (GID).
DACC_OLD_EFF_GID Integer 10 550 559 Old effective z/OS UNIX group identifier (GID).
DACC_OLD_SAVED_GID Integer 10 561 570 Old saved z/OS UNIX group identifier (GID).
DACC_PATH_NAME Char 1023 572 1594 The requested path name.
DACC_FILE_ID Char 32 1596 1627 File ID.
DACC_FILE_OWN_UID Integer 10 1629 1638 The owner z/OS UNIX user identifier (UID)
associated with the file.
DACC_FILE_OWN_GID Integer 10 1640 1649 The owner z/OS UNIX group identifier (GID)
associated with the file.
DACC_REQUEST_READ Yes/No 1651 1654 Did the requested access include read?
DACC_REQUEST_WRITE Yes/No 1656 1659 Did the requested access include write?
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Table 59. Format of the Check Directory Access Record Extension (Event Code 29) (continued)

Field Name Type Length Position Comments
Start End
DACC_REQUEST_EXEC Yes/No 4 1661 1664 Did the requested access include execute?
DACC_REQUEST_DSRCH Yes/No 4 1666 1669 Did the requested access include directory
search?
DACC_ACCESS_TYPE Char 8 1671 1678 What bits were used in granting the access? Valid

values are “OWNER”, “GROUP”, “OTHER”, “ACLUSER”,
“ACLGROUP”, “ACLERROR”, and “RSTD”.

DACC_ALLOWED_READ Yes/No 4 1680 1683 Was read access allowed?

DACC_ALLOWED_WRITE Yes/No 4 1685 1688 Was write access allowed?

DACC_ALLOWED_EXEC Yes/No 4 1690 1693 Was execute access allowed?

DACC_REQUEST_PATH2 Char 1023 1695 2717 Second requested path name.

DACC_SYMLINK Char 1023 2719 3741 The content of SYMLINK.

DACC_FILE_NAME Char 256 3743 3998 The file name that is being checked.

DACC_PATH_TYPE Char 4 4000 4003 Type of the requested path name. Valid values
are “OLD” and “NEW”.

DACC_FILEPOOL Char 8 4005 4012 SFS filepool containing the BFS file.

DACC_FILESPACE Char 8 4014 4021 SFS filespace containing the BFS file.

DACC_INODE Integer 10 4023 4032 Inode (file serial number).

DACC_SCID Integer 10 4034 4043 File SCID.

DACC_DCE_LINK Char 16 4045 4060 Link to connect DCE records that originate from a
single DCE request.

DACC_AUTH_TYPE Char 13 4062 4074 Defines the type of request. Valid values are:

“SERVER”, “AUTH_CLIENT”, and
“UNAUTH_CLIENT".

DACC_DFLT_PROCESS Yes/No 4 4076 4079 Default z/OS UNIX security environment in effect.
DACC_UTK_NETW Char 8 4081 4088 The port of entry network name.
DACC_X500_SUBJECT Char 255 4090 4344 Subject’s name associated with this event.
DACC_X500_ISSUER Char 255 4346 4600 Issuer's name associated with this event.

Event Qualifiers for Check Directory Access Records

The event qualifiers that may be associated with a directory search event are
shown in [Table 60|

Table 60. Event Qualifiers for Check Directory Records

Event Qualifier Event Event Description
Qualifier
Number
SUCCESS 00 Access allowed.
NOTAUTH 01 Not authorized to the directory.

The Format of the Check File Access Record Extension

able 61| describes the format of a record that is created by checking access to a
file.

Table 61. Format of the Check File Access Record Extension (Event Code 30)

Field Name Type Length Position Comments
Start End
FACC_CLASS Char 8 282 289 Class name.
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Table 61. Format of the Check File Access Record Extension (Event Code 30) (continued)

Field Name Type Length Position Comments
Start End
FACC_USER_NAME Char 20 291 310 The name associated with the user ID.
FACC_UTK_ENCR Yes/No 4 312 315 Is the UTOKEN associated with this user
encrypted?
FACC_UTK_PRE19 Yes/No 4 317 320 Is this a pre-1.9 token?
FACC_UTK_VERPROF Yes/No 4 322 325 Is the VERIFYX propagation flag set?
FACC_UTK_NJEUNUSR Yes/No 4 327 330 Is this the NJE undefined user?
FACC_UTK_LOGUSR Yes/No 4 332 335 Is UAUDIT specified for this user?
FACC_UTK_SPECIAL Yes/No 4 337 340 Is this a SPECIAL user?
FACC_UTK_DEFAULT Yes/No 4 342 345 Is this a default token?
FACC_UTK_UNKNUSR Yes/No 4 347 350 Is this an undefined user?
FACC_UTK_ERROR Yes/No 4 352 355 Is this user token in error?
FACC_UTK_TRUSTED Yes/No 4 357 360 Is this user a part of the trusted computing base
(TCB)?
FACC_UTK_SESSTYPE Char 8 362 369 The session type of this session.
FACC_UTK_SURROGAT Yes/No 4 371 374 Is this a surrogate user?
FACC_UTK_REMOTE Yes/No 4 376 379 Is this a remote job?
FACC_UTK_PRIV Yes/No 4 381 384 Is this a privileged user ID?
FACC_UTK_SECL Char 8 386 393 The SECLABEL of the user.
FACC_UTK_EXECNODE Char 8 395 402 The execution node of the work.
FACC_UTK_SUSER_ID Char 8 404 411 The submitting user ID.
FACC_UTK_SNODE Char 8 413 420 The submitting node.
FACC_UTK_SGRP_ID Char 8 422 429 The submitting group name.
FACC_UTK_SPOE Char 8 431 438 The port of entry.
FACC_UTK_SPCLASS Char 8 440 447 Class of the POE. Valid values are “TERMINAL”,
“CONSOLE”, “JESINPUT”, and “APPCPORT”.
FACC_UTK_USER_ID Char 8 449 456 User ID associated with the record.
FACC_UTK_GRP_ID Char 8 458 465 Group name associated with the record.
FACC_UTK_DFT_GRP Yes/No 4 467 470 Is a default group assigned?
FACC_UTK_DFT_SECL Yes/No 4 472 475 Is a default SECLABEL assigned?
FACC_APPC_LINK Char 16 477 492 Key to link together APPC records.
FACC_AUDIT_CODE Char 1 494 504 Audit function code.
FACC_OLD_REAL_UID Integer 10 506 515 Old real z/OS UNIX user identifier (UID).
FACC_OLD_EFF_UID Integer 10 517 526 Old effective z/OS UNIX user identifier (UID).
FACC_OLD_SAVED_UID Integer 10 528 537 Old saved z/OS UNIX user identifier (UID).
FACC_OLD_REAL_GID Integer 10 539 548 Old real z/OS UNIX group identifier (GID).
FACC_OLD_EFF_GID Integer 10 550 559 Old effective z/OS UNIX group identifier (GID).
FACC_OLD_SAVED_GID Integer 10 561 570 Old saved z/OS UNIX group identifier (GID).
FACC_PATH_NAME Char 1023 572 1594 The requested path name.
FACC_FILE_ID Char 32 1596 1627 File ID.
FACC_FILE_OWN_UID Integer 10 1629 1638 The owner z/OS UNIX user identifier (UID)
associated with the file.
FACC_FILE_OWN_GID Integer 10 1640 1649 The owner z/OS UNIX group identifier (GID)
associated with the file.
FACC_REQUEST_READ Yes/No 1651 1654 Did the requested access include read?
FACC_REQUEST_WRITE Yes/No 1656 1659 Did the requested access include write?
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Table 61. Format of the Check File Access Record Extension (Event Code 30) (continued)

Field Name Type Length Position Comments
Start End
FACC_REQUEST_EXEC Yes/No 4 1661 1664 Did the requested access include EXECUTE?
FACC_REQUEST_DSRCH Yes/No 4 1666 1669 Did the requested access include directory
search?
FACC_ACCESS_TYPE Char 8 1671 1678 What bits were used in granting the access? Valid

values are “OWNER”, “GROUP”, “OTHER”, “ACLUSER”,
“ACLGROUP”, “ACLERROR”, and “RSTD”.

FACC_ALLOWED_READ Yes/No 4 1680 1683 Was read access allowed?

FACC_ALLOWED_WRITE Yes/No 4 1685 1688 Was write access allowed?

FACC_ALLOWED_EXEC Yes/No 4 1690 1693 Was execute access allowed?

FACC_REQUEST_PATH2 Char 1023 1695 2717 Second requested path name.

FACC_FILE_NAME Char 256 2719 2974 The file name that is being checked.

FACC_PATH_TYPE Char 4 2976 2979 Type of the requested path name. Valid values
are “OLD” and “NEW”.

FACC_FILEPOOL Char 8 2981 2988 SFS filepool containing the BFS file.

FACC_FILESPACE Char 8 2990 2997 SFS filespace containing the BFS file.

FACC_INODE Integer 10 2999 3008 Inode (file serial number).

FACC_SCID Integer 10 3010 3019 File SCID.

FACC_DCE_LINK Char 16 3021 3036 Link to connect DCE records that originate from a
single DCE request.

FACC_AUTH_TYPE Char 13 3038 3050 Defines the type of request. Valid values are:

“SERVER”, “AUTH_CLIENT”, and
“UNAUTH_CLIENT".

FACC_DFLT_PROCESS Yes/No 4 3052 3055 Default zZ/OS UNIX security environment in effect.
FACC_UTK_NETW Char 8 3057 3064 The port of entry network name.
FACC_X500_SUBJECT Char 255 3066 3320 Subject’s name associated with this event.
FACC_X500_ISSUER Char 255 3322 3576 Issuer’'s name associated with this event.

Event Qualifiers for Check File Access Records

The event qualifiers that may be associated with a check file access event are
shown in [Table 62|

Table 62. Event Qualifiers for Check File Access Records

Event Qualifier Event Event Description
Qualifier
Number
SUCCESS 00 Access allowed.
NOTAUTH 01 Not authorized to the file.

The Format of the Change Audit Record Extension

describes the format of a record that is created by checking access to a
file.

Table 63. Format of the Change Audit Record Extension (Event Code 31)

Field Name Type Length Position Comments
Start End
CAUD_CLASS Char 8 282 289 Class name.
CAUD_USER_NAME Char 20 291 310 The name associated with the user ID.
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Table 63. Format of the Change Audit Record Extension (Event Code 31) (continued)

Field Name Type Length Position Comments
Start End
CAUD_UTK_ENCR Yes/No 4 312 315 Is the UTOKEN associated with this user
encrypted?
CAUD_UTK_PRE19 Yes/No 4 317 320 Is this a pre-1.9 token?
CAUD_UTK_VERPROF Yes/No 4 322 325 Is the VERIFYX propagation flag set?
CAUD_UTK_NJEUNUSR Yes/No 4 327 330 Is this the NJE undefined user?
CAUD_UTK_LOGUSR Yes/No 4 332 335 Is UAUDIT specified for this user?
CAUD_UTK_SPECIAL Yes/No 4 337 340 Is this a SPECIAL user?
CAUD_UTK_DEFAULT Yes/No 4 342 345 Is this a default token?
CAUD_UTK_UNKNUSR Yes/No 4 347 350 Is this an undefined user?
CAUD_UTK_ERROR Yes/No 4 352 355 Is this user token in error?
CAUD_UTK_TRUSTED Yes/No 4 357 360 Is this user a part of the trusted computing base
(TCB)?
CAUD_UTK_SESSTYPE Char 8 362 369 The session type of this session.
CAUD_UTK_SURROGAT Yes/No 4 371 374 Is this a surrogate user?
CAUD_UTK_REMOTE Yes/No 4 376 379 Is this a remote job?
CAUD_UTK_PRIV Yes/No 4 381 384 Is this a privileged user ID?
CAUD_UTK_SECL Char 8 386 393 The SECLABEL of the user.
CAUD_UTK_EXECNODE Char 8 395 402 The execution node of the work.
CAUD_UTK_SUSER_ID Char 8 404 411 The submitting user ID.
CAUD_UTK_SNODE Char 8 413 420 The submitting node.
CAUD_UTK_SGRP_ID Char 8 422 429 The submitting group name.
CAUD_UTK_SPOE Char 8 431 438 The port of entry.
CAUD_UTK_SPCLASS Char 8 440 447 Class of the POE. Valid values are “TERMINAL”,
“CONSOLE”, “JESINPUT”, and “APPCPORT”.
CAUD_UTK_USER_ID Char 8 449 456 User ID associated with the record.
CAUD_UTK_GRP_ID Char 8 458 465 Group name associated with the record.
CAUD_UTK_DFT_GRP Yes/No 4 467 470 Is a default group assigned?
CAUD_UTK_DFT_SECL Yes/No 4 472 475 Is a default SECLABEL assigned?
CAUD_APPC_LINK Char 16 477 492 A key to link together audit record together for a
user's APPC transaction processing work.
CAUD_AUDIT_CODE Char 11 494 504 Audit function code.
CAUD_OLD_REAL_UID Integer 10 506 515 Old real z/OS UNIX user identifier (UID).
CAUD_OLD_EFF_UID Integer 10 517 526 Old effective z/OS UNIX user identifier (UID).
CAUD_OLD_SAVED_UID Integer 10 528 537 Old saved z/OS UNIX user identifier (UID).
CAUD_OLD_REAL_GID Integer 10 539 548 Old real z/OS UNIX group identifier (GID).
CAUD_OLD_EFF_GID Integer 10 550 559 Old effective z/OS UNIX group identifier (GID).
CAUD_OLD_SAVED_GID Integer 10 561 570 Old saved z/OS UNIX group identifier (GID).
CAUD_PATH_NAME Char 1023 572 1594 The requested path name.
CAUD_FILE_ID Char 32 1596 1627 File ID.
CAUD_FILE_OWN_UID Integer 10 1629 1638 The owner z/OS UNIX user identifier (UID)
associated with the file.
CAUD_FILE_OWN_GID Integer 10 1640 1649 The owner z/OS UNIX group identifier (GID)
associated with the file.
CAUD_REQUEST_READ Char 8 1651 1658 What audit options are requested for a READ

operation? Valid values are “NONE”, “SUCCESS”,
“FAIL”, and “ALL".
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Table 63. Format of the Change Audit Record Extension (Event Code 31) (continued)

Field Name Type Length Position Comments
Start End

CAUD_REQUEST_WRITE Char 8 1660 1667 What audit options are requested for a WRITE
operation? Valid values are “NONE”, “SUCCESS”,
“FAIL”, and “ALL”.

CAUD_REQUEST_EXEC Char 8 1669 1676 What audit options are requested for an
EXECUTE operation? Valid values are “NONE”,
“SUCCESS”, “FAIL”, and “ALL".

CAUD_UOLD_READ Char 8 1678 1685 What were the previous user audit options for
READ actions? Valid values are “NONE”, “SUCCESS”,
“FAIL”, and “ALL”.

CAUD_UOLD_WRITE Char 8 1687 1694 What were the previous user audit options for
WRITE actions? Valid values are “NONE”,
“SUCCESS”, “FAIL”, and “ALL".

CAUD_UOLD_EXEC Char 8 1696 1703 What were the previous user audit options for
EXECUTE actions? Valid values are “NONE”,
“SUCCESS”, “FAIL”, and “ALL".

CAUD_AOLD_READ Char 8 1705 1712 What were the previous auditor audit options for
READ actions? Valid values are “NONE”, “SUCCESS”,
“FAIL”, and “ALL".

CAUD_AOLD_WRITE Char 8 1714 1721 What were the previous auditor audit options for
WRITE actions? Valid values are “NONE”,
“SUCCESS”, “FAIL”, and “ALL”.

CAUD_AOLD_EXEC Char 8 1723 1730 What were the previous auditor audit options for
EXECUTE actions? Valid values are “NONE”,
“SUCCESS”, “FAIL”, and “ALL".

CAUD_UNEW_READ Char 8 1732 1739 What are the new user audit options for READ
actions? Valid values are “NONE”, “SUCCESS”,
“FAIL”, and “ALL".

CAUD_UNEW_WRITE Char 8 1741 1748 What are the new user audit options for WRITE
actions? Valid values are “NONE”, “SUCCESS”,
“FAIL”, and “ALL”.

CAUD_UNEW_EXEC Char 8 1750 1757 What are the new user audit options for
EXECUTE actions? Valid values are “NONE”,
“SUCCESS”, “FAIL”, and “ALL".

CAUD_ANEW_READ Char 8 1759 1766 What are the new auditor audit options for READ
actions? Valid values are “NONE”, “SUCCESS”,
“FAIL”, and “ALL”.

CAUD_ANEW_WRITE Char 8 1768 1775 What are the new auditor audit options for WRITE
actions? Valid values are “NONE”, “SUCCESS”,
“FAIL”, and “ALL".

CAUD_ANEW_EXEC Char 8 1777 1784 What are the new auditor audit options for
EXECUTE actions? Valid values are “NONE”,
“SUCCESS”, “FAIL”, and “ALL".

CAUD_FILEPOOL Char 8 1786 1793 SFS filepool containing the BFS file.

CAUD_FILESPACE Char 8 1795 1802 SFS filespace containing the BFS file.

CAUD_INODE Integer 10 1804 1813 Inode (file serial number).

CAUD_SCID Integer 10 1815 1824 File SCID.

CAUD_DCE_LINK Char 16 1826 1841 Link to connect DCE records that originate from a
single DCE request.

CAUD_AUTH_TYPE Char 13 1843 1855 Defines the type of request. Valid values are:
“SERVER”, “AUTH_CLIENT”, and
“UNAUTH_CLIENT".

CAUD_DFLT_PROCESS Yes/No 4 1857 1860 Default z/OS UNIX security environment in effect.

CAUD_UTK_NETW Char 8 1862 1869 The port of entry network name.

CAUD_X500_SUBJECT Char 255 1871 2125 Subject’s name associated with this event.
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Table 63. Format of the Change Audit Record Extension (Event Code 31) (continued)

Field Name Type Length Position Comments
Start End
CAUD_X500_ISSUER Char 255 2127 2381 Issuer's name associated with this event.

Event Qualifiers for Change Audit Records

The event qualifiers that may be associated with a directory search event are
shown in [Table 64|

Table 64. Event Qualifiers for Change Audit Records

Event Qualifier Event Event Description
Qualifier
Number
SUCCESS 00 File’s audit options changed.
NOTAUTHU 01 Not authorized to change the user audit options on the
specified file.
NOTAUTHA 02 Not authorized to change the auditor audit options on the
specified file.

The Format of the Change Directory Record Extension
describes the format of a record that is created by changing directories.

Table 65. Format of the Change Directory Record Extension (Event Code 32)

Field Name Type Length Position Comments
Start End
CDIR_CLASS Char 8 282 289 Class name.
CDIR_USER_NAME Char 20 291 310 The name associated with the user ID.
CDIR_UTK_ENCR Yes/No 4 312 315 Is the UTOKEN associated with this user
encrypted?
CDIR_UTK_PRE19 Yes/No 4 317 320 Is this a pre-1.9 token?
CDIR_UTK_VERPROF Yes/No 4 322 325 Is the VERIFYX propagation flag set?
CDIR_UTK_NJEUNUSR Yes/No 4 327 330 Is this the NJE undefined user?
CDIR_UTK_LOGUSR Yes/No 4 332 335 Is UAUDIT specified for this user?
CDIR_UTK_SPECIAL Yes/No 4 337 340 Is this a SPECIAL user?
CDIR_UTK_DEFAULT Yes/No 4 342 345 Is this a default token?
CDIR_UTK_UNKNUSR Yes/No 4 347 350 Is this an undefined user?
CDIR_UTK_ERROR Yes/No 4 352 355 Is this user token in error?
CDIR_UTK_TRUSTED Yes/No 4 357 360 Is this user a part of the trusted computing base
(TCB)?
CDIR_UTK_SESSTYPE Char 8 362 369 The session type of this session.
CDIR_UTK_SURROGAT Yes/No 4 371 374 Is this a surrogate user?
CDIR_UTK_REMOTE Yes/No 4 376 379 Is this a remote job?
CDIR_UTK_PRIV Yes/No 4 381 384 Is this a privileged user ID?
CDIR_UTK_SECL Char 8 386 393 The SECLABEL of the user.
CDIR_UTK_EXECNODE Char 8 395 402 The execution node of the work.
CDIR_UTK_SUSER_ID Char 8 404 411 The submitting user ID.
CDIR_UTK_SNODE Char 8 413 420 The submitting node.
CDIR_UTK_SGRP_ID Char 8 422 429 The submitting group name.
CDIR_UTK_SPOE Char 8 431 438 The port of entry.
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Table 65. Format of the Change Directory Record Extension (Event Code 32) (continued)

Field Name Type Length Position Comments
Start End

CDIR_UTK_SPCLASS Char 8 440 447 Class of the POE. Valid values are “TERMINAL”,
“CONSOLE”, “JESINPUT”, and “APPCPORT".

CDIR_UTK_USER_ID Char 8 449 456 User ID associated with the record.

CDIR_UTK_GRP_ID Char 8 458 465 Group name associated with the record.

CDIR_UTK_DFT_GRP Yes/No 4 467 470 Is a default group assigned?

CDIR_UTK_DFT_SECL Yes/No 4 472 475 Is a default SECLABEL assigned?

CDIR_APPC_LINK Char 16 477 492 A key to link together audit record together for a
user's APPC transaction processing work.

CDIR_AUDIT_CODE Char 11 494 504 Audit function code.

CDIR_OLD_REAL_UID Integer 10 506 515 Old real z/OS UNIX user identifier (UID).

CDIR_OLD_EFF_UID Integer 10 517 526 Old effective zZOS UNIX user identifier (UID).

CDIR_OLD_SAVED_UID Integer 10 528 537 Old saved z/OS UNIX user identifier (UID).

CDIR_OLD_REAL_GID Integer 10 539 548 Old real z/OS UNIX group identifier (GID).

CDIR_OLD_EFF_GID Integer 10 550 559 Old effective z/OS UNIX group identifier (GID).

CDIR_OLD_SAVED_GID Integer 10 561 570 Old saved z/OS UNIX group identifier (GID).

CDIR_PATH_NAME Char 1023 572 1594 The requested path name.

CDIR_FILE_ID Char 32 1596 1627 File ID.

CDIR_FILE_OWN_UID Integer 10 1629 1638 The owner z/OS UNIX user identifier (UID)
associated with the file.

CDIR_FILE_OWN_GID Integer 10 1640 1649 The owner z/OS UNIX group identifier (GID)
associated with the file.

CDIR_DCE_LINK Char 16 1651 1666 Link to connect DCE records that originate from a
single DCE request.

CDIR_AUTH_TYPE Char 13 1668 1680 Defines the type of request. Valid values are:
“SERVER”, “AUTH_CLIENT”, and
“UNAUTH_CLIENT".

CDIR_DFLT_PROCESS Yes/No 4 1682 1685 Default z/OS UNIX security environment in effect.

CDIR_UTK_NETW Char 8 1687 1694 The port of entry network name.

CDIR_X500_SUBJECT Char 255 1696 1950 Subject’s name associated with this event.

CDIR_X500_ISSUER Char 255 1952 2206 Issuer’'s name associated with this event.

Event Qualifiers for Change Directory Records
The event qualifiers that may be associated with a directory search event are

shown in [Table 66|

Table 66. Event Qualifiers for Change Directory Records

Event Qualifier Event Event Description
Qualifier
Number
SUCCESS 00 Current working directory changed. Failures are logged as

directory search events.

The Format of the Change File Mode Record Extension
|Tab|e 67 on page 167| describes the format of a record that is created by changing

the access mode of a file.

166 2/0OS V1R4.0 Security Server RACF Macros and Interfaces



SMF Data Unload—IRRADU00

Table 67. Format of the Change File Mode Record Extension (Event Code 33)

Field Name Type Length Position Comments
Start End
CMOD_CLASS Char 8 282 289 Class name.
CMOD_USER_NAME Char 20 291 310 The name associated with the user ID.
CMOD_UTK_ENCR Yes/No 4 312 315 Is the UTOKEN associated with this user
encrypted?
CMOD_UTK_PRE19 Yes/No 4 317 320 Is this a pre-1.9 token?
CMOD_UTK_VERPROF Yes/No 4 322 325 Is the VERIFYX propagation flag set?
CMOD_UTK_NJEUNUSR Yes/No 4 327 330 Is this the NJE undefined user?
CMOD_UTK_LOGUSR Yes/No 4 332 335 Is UAUDIT specified for this user?
CMOD_UTK_SPECIAL Yes/No 4 337 340 Is this a SPECIAL user?
CMOD_UTK_DEFAULT Yes/No 4 342 345 Is this a default token?
CMOD_UTK_UNKNUSR Yes/No 4 347 350 Is this an undefined user?
CMOD_UTK_ERROR Yes/No 4 352 355 Is this user token in error?
CMOD_UTK_TRUSTED Yes/No 4 357 360 Is this user a part of the trusted computing base
(TCB)?
CMOD_UTK_SESSTYPE Char 8 362 369 The session type of this session.
CMOD_UTK_SURROGAT Yes/No 4 371 374 Is this a surrogate user?
CMOD_UTK_REMOTE Yes/No 4 376 379 Is this a remote job?
CMOD_UTK_PRIV Yes/No 4 381 384 Is this a privileged user ID?
CMOD_UTK_SECL Char 8 386 393 The SECLABEL of the user.
CMOD_UTK_EXECNODE Char 8 395 402 The execution node of the work.
CMOD_UTK_SUSER_ID Char 8 404 411 The submitting user ID.
CMOD_UTK_SNODE Char 8 413 420 The submitting node.
CMOD_UTK_SGRP_ID Char 8 422 429 The submitting group name.
CMOD_UTK_SPOE Char 8 431 438 The port of entry.
CMOD_UTK_SPCLASS Char 8 440 447 Class of the POE. Valid values are “TERMINAL”,
“CONSOLE”, “JESINPUT”, and “APPCPORT”.
CMOD_UTK_USER_ID Char 8 449 456 User ID associated with the record.
CMOD_UTK_GRP_ID Char 8 458 465 Group name associated with the record.
CMOD_UTK_DFT_GRP Yes/No 4 467 470 Is a default group assigned?
CMOD_UTK_DFT_SECL Yes/No 4 472 475 Is a default SECLABEL assigned?
CMOD_APPC_LINK Char 16 477 492 Key to link together APPC records.
CMOD_AUDIT_CODE Char 11 494 504 Audit function code.
CMOD_OLD_REAL_UID Integer 10 506 515 Old real z/OS UNIX user identifier (UID).
CMOD_OLD_EFF_UID Integer 10 517 526 Old effective zZOS UNIX user identifier (UID).
CMOD_OLD_SAVED_UID Integer 10 528 537 Old saved z/OS UNIX user identifier (UID).
CMOD_OLD_REAL_GID Integer 10 539 548 Old real z/OS UNIX group identifier (GID).
CMOD_OLD_EFF_GID Integer 10 550 559 Old effective z/OS UNIX group identifier (GID).
CMOD_OLD_SAVED_GID Integer 10 561 570 Old saved z/OS UNIX group identifier (GID).
CMOD_PATH_NAME Char 1023 572 1594 The requested path name.
CMOD_FILE_ID Char 32 1596 1627 File ID.
CMOD_FILE_OWN_UID Integer 10 1629 1638 The owner z/OS UNIX user identifier (UID)
associated with the file.
CMOD_FILE_OWN_GID Integer 10 1640 1649 The owner z/OS UNIX group identifier (GID)
associated with the file.
CMOD_OLD_S_ISGID Yes/No 4 1651 1654 Was the S_ISGID bit requested on for this file?
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Table 67. Format of the Change File Mode Record Extension (Event Code 33) (continued)

Field Name Type Length Position Comments
Start End
CMOD_OLD_S_ISUID Yes/No 4 1656 1659 Was the S_ISUID bit requested on for this file?
CMOD_OLD_S_ISVTX Yes/No 4 1661 1664 Was the S_ISVTX bit requested on for this file?
CMOD_OLD_OWN_READ Yes/No 4 1666 1669 Was the owner READ bit on for this file?
CMOD_OLD_OWN_WRITE Yes/No 4 1671 1674 Was the owner WRITE bit on for this file?
CMOD_OLD_OWN_EXEC Yes/No 4 1676 1679 Was the owner EXECUTE bit on for this file?
CMOD_OLD_GRP_READ Yes/No 4 1681 1684 Was the group READ bit on for this file?
CMOD_OLD_GRP_WRITE Yes/No 4 1686 1689 Was the group WRITE bit on for this file?
CMOD_OLD_GRP_EXEC Yes/No 4 1691 1694 Was the group EXECUTE bit on for this file?
CMOD_OLD_OTH_READ Yes/No 4 1696 1699 Was the other READ bit on for this file?
CMOD_OLD_OTH_WRITE Yes/No 4 1701 1704 Was the other WRITE bit on for this file?
CMOD_OLD_OTH_EXEC Yes/No 4 1706 1709 Was the other EXECUTE bit on for this file?
CMOD_NEW_S_ISGID Yes/No 4 1711 1714 Is the S_ISGID bit requested on for this file?
CMOD_NEW_S_ISUID Yes/No 4 1716 1719 Is the S_ISUID bit requested on for this file?
CMOD_NEW_S_ISVTX Yes/No 4 1721 1724 Is the S_ISVTX bit requested on for this file?
CMOD_NEW_OWN_READ Yes/No 4 1726 1729 Is the owner READ bit on for this file?
CMOD_NEW_OWN_WRITE Yes/No 4 1731 1734 Is the owner WRITE bit on for this file?
CMOD_NEW_OWN_EXEC Yes/No 4 1736 1739 Is the owner EXECUTE bit on for this file?
CMOD_NEW_GRP_READ Yes/No 4 1741 1744 Is the group READ bit on for this file?
CMOD_NEW_GRP_WRITE Yes/No 4 1746 1749 Is the group WRITE bit on for this file?
CMOD_NEW_GRP_EXEC Yes/No 4 1751 1754 Is the group EXECUTE bit on for this file?
CMOD_NEW_OTH_READ Yes/No 4 1756 1759 Is the other READ bit on for this file?
CMOD_NEW_OTH_WRITE Yes/No 4 1761 1764 Is the other WRITE bit on for this file?
CMOD_NEW_OTH_EXEC Yes/No 4 1766 1769 Is the other EXECUTE bit on for this file?
CMOD_REQ_S_ISGID Yes/No 4 1771 1774 Was the S_ISGID bit requested on for this file?
CMOD_REQ_S_ISUID Yes/No 4 1776 1779 Was the S_ISUID bit requested on for this file?
CMOD_REQ_S_ISVTX Yes/No 4 1781 1784 Was the S_ISVTX bit requested on for this file?
CMOD_REQ_OWN_READ Yes/No 4 1786 1789 Was the owner READ bit requested on for this
file?
CMOD_REQ_OWN_WRITE Yes/No 4 1791 1794 Was the owner WRITE bit requested on for this
file?
CMOD_REQ_OWN_EXEC Yes/No 4 1796 1799 Was the owner EXECUTE bit requested on for
this file?
CMOD_REQ_GRP_READ Yes/No 4 1801 1804 Was the group READ bit requested on for this
file?
CMOD_REQ_GRP_WRITE Yes/No 4 1806 1809 Was the group WRITE bit requested on for this
file?
CMOD_REQ_GRP_EXEC Yes/No 4 1811 1814 Was the group EXECUTE bit requested on for
this file?
CMOD_REQ_OTH_READ Yes/No 4 1816 1819 Was the other READ bit requested on for this
file?
CMOD_REQ_OTH_WRITE Yes/No 4 1821 1824 Was the other WRITE bit requested on for this
file?
CMOD_REQ_OTH_EXEC Yes/No 4 1826 1829 Was the other EXECUTE bit requested on for this
file?
CMOD_FILEPOOL Char 8 1831 1838 SFS filepool containing the BFS file.
CMOD_FILESPACE Char 8 1840 1847 SFS filespace containing the BFS file.
CMOD_INODE Integer 10 1849 1858 Inode (file serial number).
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Table 67. Format of the Change File Mode Record Extension (Event Code 33) (continued)

Field Name Type Length Position Comments
Start End
CMOD_SCID Integer 10 1860 1869 File SCID.
CMOD_DCE_LINK Char 16 1871 1886 Link to connect DCE records that originate from a
single DCE request.
CMOD_AUTH_TYPE Char 13 1888 1900 Defines the type of request. Valid values are:

“SERVER”, “AUTH_CLIENT”, and
“UNAUTH_CLIENT".

CMOD_DFLT_PROCESS Yes/No 4 1902 1905 Default zZ/OS UNIX security environment in effect.
CMOD_UTK_NETW Char 8 1907 1914 The port of entry network name.
CMOD_X500_SUBJECT Char 255 1916 2170 Subject’'s name associated with this event.
CMOD_X500_ISSUER Char 255 2172 2426 Issuer's name associated with this event.

Event Qualifiers for Change File Mode Records

The event qualifiers that may be associated with changing a file mode event are
shown in [Table 68

Table 68. Event Qualifiers for Change File Mode Records

Event Qualifier Event Event Description
Qualifier
Number
SUCCESS 00 File’s mode changed.
NOTAUTH 01 Not authorized to change the file’s mode.

The Format of the Change File Ownership Record Extension

describes the format of a record that is created by changing the ownership
of a file.

Table 69. Format of the Change File Ownership Record Extension (Event Code 34)

Field Name Type Length Position Comments
Start End
COWN_CLASS Char 8 282 289 Class name.
COWN_USER_NAME Char 20 291 310 The name associated with the user ID.
COWN_UTK_ENCR Yes/No 4 312 315 Is the UTOKEN associated with this user
encrypted?
COWN_UTK_PRE19 Yes/No 4 317 320 Is this a pre-1.9 token?
COWN_UTK_VERPROF Yes/No 4 322 325 Is the VERIFYX propagation flag set?
COWN_UTK_NJEUNUSR Yes/No 4 327 330 Is this the NJE undefined user?
COWN_UTK_LOGUSR Yes/No 4 332 335 Is UAUDIT specified for this user?
COWN_UTK_SPECIAL Yes/No 4 337 340 Is this a SPECIAL user?
COWN_UTK_DEFAULT Yes/No 4 342 345 Is this a default token?
COWN_UTK_UNKNUSR Yes/No 4 347 350 Is this an undefined user?
COWN_UTK_ERROR Yes/No 4 352 355 Is this user token in error?
COWN_UTK_TRUSTED Yes/No 4 357 360 Is this user a part of the trusted computing base
(TCB)?
COWN_UTK_SESSTYPE Char 8 362 369 The session type of this session.
COWN_UTK_SURROGAT Yes/No 4 371 374 Is this a surrogate user?
COWN_UTK_REMOTE Yes/No 4 376 379 Is this a remote job?
COWN_UTK_PRIV Yes/No 4 381 384 Is this a privileged user ID?
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Table 69. Format of the Change File Ownership Record Extension (Event Code 34) (continued)

Field Name Type Length Position Comments
Start End

COWN_UTK_SECL Char 8 386 393 The SECLABEL of the user.

COWN_UTK_EXECNODE Char 8 395 402 The execution node of the work.

COWN_UTK_SUSER_ID Char 8 404 411 The submitting user ID.

COWN_UTK_SNODE Char 8 413 420 The submitting node.

COWN_UTK_SGRP_ID Char 8 422 429 The submitting group name.

COWN_UTK_SPOE Char 8 431 438 The port of entry.

COWN_UTK_SPCLASS Char 8 440 447 Class of the POE. Valid values are “TERMINAL”,
“CONSOLE”, “JESINPUT”, and “APPCPORT”.

COWN_UTK_USER_ID Char 8 449 456 User ID associated with the record.

COWN_UTK_GRP_ID Char 8 458 465 Group name associated with the record.

COWN_UTK_DFT_GRP Yes/No 4 467 470 Is a default group assigned?

COWN_UTK_DFT_SECL Yes/No 4 472 475 Is a default SECLABEL assigned?

COWN_APPC_LINK Char 16 477 492 Key to link together APPC records.

COWN_AUDIT_CODE Char 11 494 504 Audit function code.

COWN_OLD_REAL_UID Integer 10 506 515 Old real z/OS UNIX user identifier (UID).

COWN_OLD_EFF_UID Integer 10 517 526 Old effective z/OS UNIX user identifier (UID).

COWN_OLD_SAVED_UID Integer 10 528 537 Old saved z/OS UNIX user identifier (UID).

COWN_OLD_REAL_GID Integer 10 539 548 Old real z/OS UNIX group identifier (GID).

COWN_OLD_EFF_GID Integer 10 550 559 Old effective z/OS UNIX group identifier (GID).

COWN_OLD_SAVED_GID Integer 10 561 570 Old saved z/OS UNIX group identifier (GID).

COWN_PATH_NAME Char 1023 572 1594 The requested path name.

COWN_FILE_ID Char 32 1596 1627 File ID.

COWN_FILE_OWN_UID Integer 10 1629 1638 The owner z/OS UNIX user identifier (UID)
associated with the file.

COWN_FILE_OWN_GID Integer 10 1640 1649 The owner z/OS UNIX group identifier (GID)
associated with the file.

COWN_UID Integer 10 1651 1660 The z/OS UNIX user identifier (UID) input
parameter.

COWN_GID Integer 10 1662 1671 The z/OS UNIX group identifier (GID) input
parameter.

COWN_FILEPOOL Char 8 1673 1680 SFS filepool containing the BFS file.

COWN_FILESPACE Char 8 1682 1689 SFS filespace containing the BFS file.

COWN_INODE Integer 10 1691 1700 Inode (file serial number).

COWN_SCID Integer 10 1702 1711 File SCID.

COWN_DCE_LINK Char 16 1713 1728 Link to connect DCE records that originate from a
single DCE request.

COWN_AUTH_TYPE Char 13 1730 1742 Defines the type of request. Valid values are:

“SERVER”, “AUTH_CLIENT”, and
“UNAUTH_CLIENT".

COWN_DFLT_PROCESS Yes/No 4 1744 1747 Default z/OS UNIX security environment in effect.
COWN_UTK_NETW Char 8 1749 1756 The port of entry network name.
COWN_X500_SUBJECT Char 255 1758 2012 Subject’s name associated with this event.
COWN_X500_ISSUER Char 255 2014 2268 Issuer's name associated with this event.
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Event Qualifiers for Change File Ownership Records
The event qualifiers that may be associated with changing a file’s ownership are

shown in [Table 70

Table 70. Event Qualifiers for Change File Ownership Records

Event Qualifier Event Event Description
Qualifier
Number
SUCCESS 00 File’s ownership changed.
NOTAUTH 01 Not authorized to change the file’s ownership.

The Format of the Clear SETID Bits Record Extension

able 71| describes the format of a record that is created by clearing the SETID bits
of a file.

Table 71. Format of the Clear SETID Bits Record Extension (Event Code 35)

Field Name Type Length Position Comments
Start End
CSID_CLASS Char 8 282 289 Class name.
CSID_USER_NAME Char 20 291 310 The name associated with the user ID.
CSID_UTK_ENCR Yes/No 4 312 315 Is the UTOKEN associated with this user
encrypted?
CSID_UTK_PRE19 Yes/No 4 317 320 Is this a pre-1.9 token?
CSID_UTK_VERPROF Yes/No 4 322 325 Is the VERIFYX propagation flag set?
CSID_UTK_NJEUNUSR Yes/No 4 327 330 Is this the NJE undefined user?
CSID_UTK_LOGUSR Yes/No 4 332 335 Is UAUDIT specified for this user?
CSID_UTK_SPECIAL Yes/No 4 337 340 Is this a SPECIAL user?
CSID_UTK_DEFAULT Yes/No 4 342 345 Is this a default token?
CSID_UTK_UNKNUSR Yes/No 4 347 350 Is this an undefined user?
CSID_UTK_ERROR Yes/No 4 352 355 Is this user token in error?
CSID_UTK_TRUSTED Yes/No 4 357 360 Is this user a part of the trusted computing base
(TCB)?
CSID_UTK_SESSTYPE Char 8 362 369 The session type of this session.
CSID_UTK_SURROGAT Yes/No 4 371 374 Is this a surrogate user?
CSID_UTK_REMOTE Yes/No 4 376 379 Is this a remote job?
CSID_UTK_PRIV Yes/No 4 381 384 Is this a privileged user ID?
CSID_UTK_SECL Char 8 386 393 The SECLABEL of the user.
CSID_UTK_EXECNODE Char 8 395 402 The execution node of the work.
CSID_UTK_SUSER_ID Char 8 404 411 The submitting user ID.
CSID_UTK_SNODE Char 8 413 420 The submitting node.
CSID_UTK_SGRP_ID Char 8 422 429 The submitting group name.
CSID_UTK_SPOE Char 8 431 438 The port of entry.
CSID_UTK_SPCLASS Char 8 440 447 Class of the POE. Valid values are “TERMINAL”,
“CONSOLE”, “JESINPUT”, and “APPCPORT”.
CSID_UTK_USER_ID Char 8 449 456 User ID associated with the record.
CSID_UTK_GRP_ID Char 8 458 465 Group name associated with the record.
CSID_UTK_DFT_GRP Yes/No 4 467 470 Is a default group assigned?
CSID_UTK_DFT_SECL Yes/No 4 472 475 Is a default SECLABEL assigned?
CSID_APPC_LINK Char 16 477 492 A key to link together audit record together for a

user's APPC transaction processing work.
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Table 71. Format of the Clear SETID Bits Record Extension (Event Code 35) (continued)

Field Name Type Length Position Comments
Start End

CSID_AUDIT_CODE Char 1 494 504 Audit function code.
CSID_OLD_REAL_UID Integer 10 506 515 Old real z/OS UNIX user identifier (UID).
CSID_OLD_EFF_UID Integer 10 517 526 Old effective z/OS UNIX user identifier (UID).
CSID_OLD_SAVED_UID Integer 10 528 537 Old saved z/OS UNIX user identifier (UID).
CSID_OLD_REAL_GID Integer 10 539 548 Old real z/OS UNIX group identifier (GID).
CSID_OLD_EFF_GID Integer 10 550 559 Old effective z/OS UNIX group identifier (GID).
CSID_OLD_SAVED_GID Integer 10 561 570 Old saved z/OS UNIX group identifier (GID).
CSID_PATH_NAME Char 1023 572 1594 The requested path name.
CSID_FILE_ID Char 32 1596 1627 File ID.
CSID_FILE_OWN_UID Integer 10 1629 1638 The owner z/OS UNIX user identifier (UID)

associated with the file.
CSID_FILE_OWN_GID Integer 10 1640 1649 The owner z/OS UNIX group identifier (GID)

associated with the file.
CSID_OLD_S_ISGID Yes/No 4 1651 1654 Was the S_ISGID bit requested on for this file?
CSID_OLD_S_ISUID Yes/No 4 1656 1659 Was the S_ISUID bit requested on for this file?
CSID_OLD_S_ISVTX Yes/No 4 1661 1664 Was the S_ISVTX bit requested on for this file?
CSID_OLD_OWN_READ Yes/No 4 1666 1669 Was the owner READ bit on for this file?
CSID_OLD_OWN_WRITE Yes/No 4 1671 1674 Was the owner WRITE bit on for this file?
CSID_OLD_OWN_EXEC Yes/No 4 1676 1679 Was the owner EXECUTE bit on for this file?
CSID_OLD_GRP_READ Yes/No 4 1681 1684 Was the group READ bit on for this file?
CSID_OLD_GRP_WRITE Yes/No 4 1686 1689 Was the group WRITE bit on for this file?
CSID_OLD_GRP_EXEC Yes/No 4 1691 1694 Was the group EXECUTE bit on for this file?
CSID_OLD_OTH_READ Yes/No 4 1696 1699 Was the other READ bit on for this file?
CSID_OLD_OTH_WRITE Yes/No 4 1701 1704 Was the other WRITE bit on for this file?
CSID_OLD_OTH_EXEC Yes/No 4 1706 1709 Was the other EXECUTE bit on for this file?
CSID_NEW_S_ISGID Yes/No 4 1711 1714 Is the S_ISGID bit requested on for this file?
CSID_NEW_S_ISUID Yes/No 4 1716 1719 Is the S_ISUID bit requested on for this file?
CSID_NEW_S_ISVTX Yes/No 4 1721 1724 Is the S_ISVTX bit requested on for this file?
CSID_NEW_OWN_READ Yes/No 4 1726 1729 Is the owner READ bit on for this file?
CSID_NEW_OWN_WRITE Yes/No 4 1731 1734 Is the owner WRITE bit on for this file?
CSID_NEW_OWN_EXEC Yes/No 4 1736 1739 Is the owner EXECUTE bit on for this file?
CSID_NEW_GRP_READ Yes/No 4 1741 1744 Is the group READ bit on for this file?
CSID_NEW_GRP_WRITE Yes/No 4 1746 1749 Is the group WRITE bit on for this file?
CSID_NEW_GRP_EXEC Yes/No 4 1751 1754 Is the group EXECUTE bit on for this file?
CSID_NEW_OTH_READ Yes/No 4 1756 1759 Is the other READ bit on for this file?
CSID_NEW_OTH_WRITE Yes/No 4 1761 1764 Is the other WRITE bit on for this file?
CSID_NEW_OTH_EXEC Yes/No 4 1766 1769 Is the other EXECUTE bit on for this file?
CSID_DFLT_PROCESS Yes/No 4 1771 1774 Default zZ/OS UNIX security environment in effect.
CSID_UTK_NETW Char 8 1776 1783 The port of entry network name.
CSID_X500_SUBJECT Char 255 1785 2039 Subject’s name associated with this event.
CSID_X500_ISSUER Char 255 2041 2295 Issuer's name associated with this event.
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Event Qualifiers for Clear SETID Records

The event qualifier that may be associated with clearing a file’s SETID bits is shown

in [Table 72|
Table 72. Event Qualifiers for Clear SETID Records
Event Qualifier Event Event Description
Qualifier
Number
SUCCESS 00 S_ISUID, S_ISGID, and S_ISVTX changed. There are no

failure cases for this event.

The Format of the EXEC SETUID/SETGID Record Extension

describes the format of a record that is created by the execution of an
EXEC SETUID or SETGID.

Table 73. Format of the EXEC with SETUID/SETGID Record Extension (Event Code 36)

Field Name Type Length Position Comments
Start End
ESID_CLASS Char 8 282 289 Class name.
ESID_USER_NAME Char 20 291 310 The name associated with the user ID.
ESID_UTK_ENCR Yes/No 4 312 315 Is the UTOKEN associated with this user
encrypted?
ESID_UTK_PRE19 Yes/No 4 317 320 Is this a pre-1.9 token?
ESID_UTK_VERPROF Yes/No 4 322 325 Is the VERIFYX propagation flag set?
ESID_UTK_NJEUNUSR Yes/No 4 327 330 Is this the NJE undefined user?
ESID_UTK_LOGUSR Yes/No 4 332 335 Is UAUDIT specified for this user?
ESID_UTK_SPECIAL Yes/No 4 337 340 Is this a SPECIAL user?
ESID_UTK_DEFAULT Yes/No 4 342 345 Is this a default token?
ESID_UTK_UNKNUSR Yes/No 4 347 350 Is this an undefined user?
ESID_UTK_ERROR Yes/No 4 352 355 Is this user token in error?
ESID_UTK_TRUSTED Yes/No 4 357 360 Is this user a part of the trusted computing base
(TCB)?
ESID_UTK_SESSTYPE Char 8 362 369 The session type of this session.
ESID_UTK_SURROGAT Yes/No 4 371 374 Is this a surrogate user?
ESID_UTK_REMOTE Yes/No 4 376 379 Is this a remote job?
ESID_UTK_PRIV Yes/No 4 381 384 Is this a privileged user ID?
ESID_UTK_SECL Char 8 386 393 The SECLABEL of the user.
ESID_UTK_EXECNODE Char 8 395 402 The execution node of the work.
ESID_UTK_SUSER_ID Char 8 404 411 The submitting user ID.
ESID_UTK_SNODE Char 8 413 420 The submitting node.
ESID_UTK_SGRP_ID Char 8 422 429 The submitting group name.
ESID_UTK_SPOE Char 8 431 438 The port of entry.
ESID_UTK_SPCLASS Char 8 440 447 Class of the POE. Valid values are “TERMINAL”,
“CONSOLE”, “JESINPUT”, and “APPCPORT”.
ESID_UTK_USER_ID Char 8 449 456 User ID associated with the record.
ESID_UTK_GRP_ID Char 8 458 465 Group name associated with the record.
ESID_UTK_DFT_GRP Yes/No 4 467 470 Is a default group assigned?
ESID_UTK_DFT_SECL Yes/No 4 472 475 Is a default SECLABEL assigned?
ESID_APPC_LINK Char 16 477 492 A key to link together audit record together for a

user's APPC transaction processing work.
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Table 73. Format of the EXEC with SETUID/SETGID Record Extension (Event Code 36) (continued)

Field Name Type Length Position Comments
Start End
ESID_AUDIT_CODE Char 11 494 504 Audit function code.
ESID_OLD_REAL_UID Integer 10 506 515 Old real z/OS UNIX user identifier (UID).
ESID_OLD_EFF_UID Integer 10 517 526 Old effective z/OS UNIX user identifier (UID).
ESID_OLD_SAVED_UID Integer 10 528 537 Old saved z/OS UNIX user identifier (UID).
ESID_OLD_REAL_GID Integer 10 539 548 Old real z/OS UNIX group identifier (GID).
ESID_OLD_EFF_GID Integer 10 550 559 Old effective z/OS UNIX group identifier (GID).
ESID_OLD_SAVED_GID Integer 10 561 570 Old saved z/OS UNIX group identifier (GID).
ESID_NEW_REAL_UID Integer 10 572 581 New real z/OS UNIX user identifier (UID).
ESID_NEW_EFF_UID Integer 10 583 592 New effective z/OS UNIX user identifier (UID).
ESID_NEW_SAVED_UID Integer 10 594 603 New saved z/OS UNIX user identifier (UID).
ESID_NEW_REAL_GID Integer 10 605 614 New real z/OS UNIX group identifier (GID).
ESID_NEW_EFF_GID Integer 10 616 625 New effective z/OS UNIX group identifier (GID).
ESID_NEW_SAVED_GID Integer 10 627 636 New saved z/OS UNIX group identifier (GID).
ESID_UID Integer 10 638 647 The z/OS UNIX user identifier (UID) input
parameter.
ESID_GID Integer 10 649 658 The z/OS UNIX group identifier (GID) input
parameter.
ESID_DFLT_PROCESS Yes/No 4 660 663 Default z/OS UNIX security environment in effect.
ESID_UTK_NETW Char 8 665 672 The port of entry network name.
ESID_X500_SUBJECT Char 255 674 928 Subject’s name associated with this event.
ESID_X500_ISSUER Char 255 930 1184 Issuer's name associated with this event.

Event Qualifiers for EXEC with SETUID/SETGID Records

The event qualifier that may be associated with the execution of EXEC SETUID or
EXEC SETGID is shown in|Table 74

Table 74. Event Qualifiers for EXEC with SETID/SETGID Records

Event Qualifier Event Event Description
Qualifier
Number
SUCCESS 00 z/OS UNIX user identifier (UID) or z/OS UNIX group
identifier (GID) changed. There are no failure cases for this
event.

The Format of the GETPSENT Record Extension

describes the format of a record that is created by the GETPSENT
service.

Table 75. Format of the GETPSENT Record Extension (Event Code 37)

Field Name Type Length Position Comments

Start End
GPST_CLASS Char 8 282 289 Class name.
GPST_USER_NAME Char 20 291 310 The name associated with the user ID.
GPST_UTK_ENCR Yes/No 4 312 315 Is the UTOKEN associated with this user

encrypted?

GPST_UTK_PRE19 Yes/No 4 317 320 Is this a pre-1.9 token?
GPST_UTK_VERPROF Yes/No 4 322 325 Is the VERIFYX propagation flag set?
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Table 75. Format of the GETPSENT Record Extension (Event Code 37) (continued)

Field Name Type Length Position Comments
Start End
GPST_UTK_NJEUNUSR Yes/No 4 327 330 Is this the NJE undefined user?
GPST_UTK_LOGUSR Yes/No 4 332 335 Is UAUDIT specified for this user?
GPST_UTK_SPECIAL Yes/No 4 337 340 Is this a SPECIAL user?
GPST_UTK_DEFAULT Yes/No 4 342 345 Is this a default token?
GPST_UTK_UNKNUSR Yes/No 4 347 350 Is this an undefined user?
GPST_UTK_ERROR Yes/No 4 352 355 Is this user token in error?
GPST_UTK_TRUSTED Yes/No 4 357 360 Is this user a part of the trusted computing base
(TCB)?
GPST_UTK_SESSTYPE Char 8 362 369 The session type of this session.
GPST_UTK_SURROGAT Yes/No 4 371 374 Is this a surrogate user?
GPST_UTK_REMOTE Yes/No 4 376 379 Is this a remote job?
GPST_UTK_PRIV Yes/No 4 381 384 Is this a privileged user ID?
GPST_UTK_SECL Char 8 386 393 The SECLABEL of the user.
GPST_UTK_EXECNODE Char 8 395 402 The execution node of the work.
GPST_UTK_SUSER_ID Char 8 404 411 The submitting user ID.
GPST_UTK_SNODE Char 8 413 420 The submitting node.
GPST_UTK_SGRP_ID Char 8 422 429 The submitting group name.
GPST_UTK_SPOE Char 8 431 438 The port of entry.
GPST_UTK_SPCLASS Char 8 440 447 Class of the POE. Valid values are “TERMINAL”,
“CONSOLE”, “JESINPUT”, and “APPCPORT”.
GPST_UTK_USER_ID Char 8 449 456 User ID associated with the record.
GPST_UTK_GRP_ID Char 8 458 465 Group name associated with the record.
GPST_UTK_DFT_GRP Yes/No 4 467 470 Is a default group assigned?
GPST_UTK_DFT_SECL Yes/No 4 472 475 Is a default SECLABEL assigned?
GPST_APPC_LINK Char 16 477 492 Key to link together APPC records.
GPST_AUDIT_CODE Char 11 494 504 Audit function code.
GPST_OLD_REAL_UID Integer 10 506 515 Old real z/OS UNIX user identifier (UID).
GPST_OLD_EFF_UID Integer 10 517 526 Old effective z/OS UNIX user identifier (UID).
GPST_OLD_SAVED_UID Integer 10 528 537 Old saved z/OS UNIX user identifier (UID).
GPST_OLD_REAL_GID Integer 10 539 548 Old real z/OS UNIX group identifier (GID).
GPST_OLD_EFF_GID Integer 10 550 559 Old effective z/OS UNIX group identifier (GID).
GPST_OLD_SAVED_GID Integer 10 561 570 Old saved z/OS UNIX group identifier (GID).
GPST_TGT_REAL_UID Integer 10 572 581 Target real z/OS UNIX user identifier (UID).
GPST_TGT_EFF_UID Integer 10 583 592 Target effective z/OS UNIX user identifier (UID).
GPST_TGT_SAV_UID Integer 10 594 603 Target saved z/OS UNIX user identifier (UID).
GPST_TGT_PID Integer 10 605 614 Target process ID.
GPST_DFLT_PROCESS Yes/No 4 616 619 Default zZ/OS UNIX security environment in effect.
GPST_UTK_NETW Char 8 621 628 The port of entry network name.
GPST_X500_SUBJECT Char 255 630 884 Subject’'s name associated with this event.
GPST_X500_ISSUER Char 255 886 1140 Issuer's name associated with this event.

Event Qualifiers for the GETPSENT Record Extension

The event qualifiers that may be associated with the GETPSENT service are shown
in [Table 76 on page 176]
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Table 76. Event Qualifiers for GETPSENT Records

Event Qualifier Event Event Description
Qualifier
Number
SUCCESS 00 GETPSENT was successful.
NOTAUTH 01 Not authorized to the specified process.

The Format of the Initialize z/0S UNIX Record Extension

describes the format of a record that is created when a z/OS UNIX
process is initialized.

Table 77. Format of the Initialize z/OS UNIX Process Record Extension (Event Code 38)

Field Name Type Length Position Comments
Start End
IOEP_CLASS Char 8 282 289 Class name.
IOEP_USER_NAME Char 20 291 310 The name associated with the user ID.
IOEP_UTK_ENCR Yes/No 4 312 315 Is the UTOKEN associated with this user
encrypted?
IOEP_UTK_PRE19 Yes/No 4 317 320 Is this a pre-1.9 token?
IOEP_UTK_VERPROF Yes/No 4 322 325 Is the VERIFYX propagation flag set?
IOEP_UTK_NJEUNUSR Yes/No 4 327 330 Is this the NJE undefined user?
IOEP_UTK_LOGUSR Yes/No 4 332 335 Is UAUDIT specified for this user?
IOEP_UTK_SPECIAL Yes/No 4 337 340 Is this a SPECIAL user?
IOEP_UTK_DEFAULT Yes/No 4 342 345 Is this a default token?
IOEP_UTK_UNKNUSR Yes/No 4 347 350 Is this an undefined user?
IOEP_UTK_ERROR Yes/No 4 352 355 Is this user token in error?
IOEP_UTK_TRUSTED Yes/No 4 357 360 Is this user a part of the trusted computing base
(TCB)?
IOEP_UTK_SESSTYPE Char 8 362 369 The session type of this session.
IOEP_UTK_SURROGAT Yes/No 4 371 374 Is this a surrogate user?
IOEP_UTK_REMOTE Yes/No 4 376 379 Is this a remote job?
IOEP_UTK_PRIV Yes/No 4 381 384 Is this a privileged user ID?
IOEP_UTK_SECL Char 8 386 393 The SECLABEL of the user.
IOEP_UTK_EXECNODE Char 8 395 402 The execution node of the work.
IOEP_UTK_SUSER_ID Char 8 404 411 The submitting user ID.
IOEP_UTK_SNODE Char 8 413 420 The submitting node.
IOEP_UTK_SGRP_ID Char 8 422 429 The submitting group name.
IOEP_UTK_SPOE Char 8 431 438 The port of entry.
IOEP_UTK_SPCLASS Char 8 440 447 Class of the POE. Valid values are “TERMINAL”,
“CONSOLE”, “JESINPUT”, and “APPCPORT”.
IOEP_UTK_USER_ID Char 8 449 456 User ID associated with the record.
IOEP_UTK_GRP_ID Char 8 458 465 Group name associated with the record.
IOEP_UTK_DFT_GRP Yes/No 4 467 470 Is a default group assigned?
IOEP_UTK_DFT_SECL Yes/No 4 472 475 Is a default SECLABEL assigned?
IOEP_APPC_LINK Char 16 477 492 A key to link together audit record together for a
user's APPC transaction processing work.
IOEP_AUDIT_CODE Char 11 494 504 Audit function code.
IOEP_OLD_REAL_UID Integer 10 506 515 Old real z/OS UNIX user identifier (UID).
IOEP_OLD_EFF_UID Integer 10 517 526 Old effective z/OS UNIX user identifier (UID).
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Table 77. Format of the Initialize zZOS UNIX Process Record Extension (Event Code 38) (continued)

Field Name Type Length Position Comments

Start End
IOEP_OLD_SAVED_UID Integer 10 528 537 Old saved z/OS UNIX user identifier (UID).
IOEP_OLD_REAL_GID Integer 10 539 548 Old real z/OS UNIX group identifier (GID).
IOEP_OLD_EFF_GID Integer 10 550 559 Old effective z/OS UNIX group identifier (GID).
IOEP_OLD_SAVED_GID Integer 10 561 570 Old saved z/OS UNIX group identifier (GID).
IOEP_DFLT_PROCESS Yes/No 4 572 575 Default z/OS UNIX security environment in effect.
IOEP_UTK_NETW Char 8 577 584 The port of entry network name.
IOEP_X500_SUBJECT Char 255 586 840 Subject’s name associated with this event.
IOEP_X500_ISSUER Char 255 842 1096 Issuer's name associated with this event.

Event Qualifiers for the Initialize z/0S UNIX Record Extension

The event qualifiers that may be associated with the initiation of a z/ OS UNIX
process are shown in [Table 78,

Table 78. Event Qualifiers for Initialize z/OS UNIX Process Records

Event Qualifier Event Event Description
Qualifier
Number
SUCCESS 00 Process successfully initialized.
NOTDFND 01 User not defined as a z/OS UNIX user. The OMVS segment
or the user profile was missing.
NOUID 02 Incompletely defined user ID. There was no z/OS UNIX user
identifier (UID) in profile.
NOGID 03 User’s current group has no z/OS UNIX group identifier
(GID).

The Format of the z/OS UNIX Process Completion Record

describes the format of a record that is created when a z/OS UNIX
process completes.

Table 79. Format of the z/OS UNIX Process Complete Record Extension (Event Code 39)

Field Name Type Length Position Comments
Start End
TOEP_CLASS Char 8 282 289 Class name.
TOEP_USER_NAME Char 20 291 310 The name associated with the user ID.
TOEP_UTK_ENCR Yes/No 4 312 315 Is the UTOKEN associated with this user
encrypted?
TOEP_UTK_PRE19 Yes/No 4 317 320 Is this a pre-1.9 token?
TOEP_UTK_VERPROF Yes/No 4 322 325 Is the VERIFYX propagation flag set?
TOEP_UTK_NJEUNUSR Yes/No 4 327 330 Is this the NJE undefined user?
TOEP_UTK_LOGUSR Yes/No 4 332 335 Is UAUDIT specified for this user?
TOEP_UTK_SPECIAL Yes/No 4 337 340 Is this a SPECIAL user?
TOEP_UTK_DEFAULT Yes/No 4 342 345 Is this a default token?
TOEP_UTK_UNKNUSR Yes/No 4 347 350 Is this an undefined user?
TOEP_UTK_ERROR Yes/No 4 352 355 Is this user token in error?
TOEP_UTK_TRUSTED Yes/No 4 357 360 Is this user a part of the trusted computing base
(TCB)?
TOEP_UTK_SESSTYPE Char 8 362 369 The session type of this session.
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Table 79. Format of the z/OS UNIX Process Complete Record Extension (Event Code 39) (continued)

Field Name Type Length Position Comments
Start End
TOEP_UTK_SURROGAT Yes/No 4 371 374 Is this a surrogate user?
TOEP_UTK_REMOTE Yes/No 4 376 379 Is this a remote job?
TOEP_UTK_PRIV Yes/No 4 381 384 Is this a privileged user ID?
TOEP_UTK_SECL Char 8 386 393 The SECLABEL of the user.
TOEP_UTK_EXECNODE Char 8 395 402 The execution node of the work.
TOEP_UTK_SUSER_ID Char 8 404 411 The submitting user ID.
TOEP_UTK_SNODE Char 8 413 420 The submitting node.
TOEP_UTK_SGRP_ID Char 8 422 429 The submitting group name.
TOEP_UTK_SPOE Char 8 431 438 The port of entry.
TOEP_UTK_SPCLASS Char 8 440 447 Class of the POE. Valid values are “TERMINAL”,
“CONSOLE”, “JESINPUT”, and “APPCPORT”.
TOEP_UTK_USER_ID Char 8 449 456 User ID associated with the record.
TOEP_UTK_GRP_ID Char 8 458 465 Group name associated with the record.
TOEP_UTK_DFT_GRP Yes/No 4 467 470 Is a default group assigned?
TOEP_UTK_DFT_SECL Yes/No 4 472 475 Is a default SECLABEL assigned?
TOEP_APPC_LINK Char 16 477 492 A key to link together audit record together for a
user's APPC transaction processing work.
TOEP_AUDIT_CODE Char 11 494 504 Audit function code.
TOEP_OLD_REAL_UID Integer 10 506 515 Old real z/OS UNIX user identifier (UID).
TOEP_OLD_EFF_UID Integer 10 517 526 Old effective z/OS UNIX user identifier (UID).
TOEP_OLD_SAVED_UID Integer 10 528 537 Old saved z/OS UNIX user identifier (UID).
TOEP_OLD_REAL_GID Integer 10 539 548 Old real z/OS UNIX group identifier (GID).
TOEP_OLD_EFF_GID Integer 10 550 559 Old effective z/OS UNIX group identifier (GID).
TOEP_OLD_SAVED_GID Integer 10 561 570 Old saved z/OS UNIX group identifier (GID).
TOEP_DFLT_PROCESS Yes/No 4 572 575 Default zZ/OS UNIX security environment in effect.
TOEP_UTK_NETW Char 8 577 584 The port of entry network name.
TOEP_X500_SUBJECT Char 255 586 840 Subject’'s name associated with this event.
TOEP_X500_ISSUER Char 255 842 1096 Issuer's name associated with this event.

Event Qualifiers for the z/0OS UNIX Process Complete Record

Extension

The event qualifier that may be associated with the completion of a z/OS UNIX
process is shown in[Table 80}

Table 80. Event Qualifiers for zZ0S UNIX Process Complete Records

Event Qualifier Event Event Description
Qualifier
Number
SUCCESS 00 Process complete. There are no failure cases for this event.

The Format of the KILL Record Extension
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[Table 81 on page 179 describes the format of a record that is created by the
termination with extreme prejudice of a process.
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Table 81. Format of the KILL Process Record Extension (Event Code 40)

Field Name Type Length Position Comments
Start End
KILL_CLASS Char 8 282 289 Class name.
KILL_USER_NAME Char 20 291 310 The name associated with the user ID.
KILL_UTK_ENCR Yes/No 4 312 315 Is the UTOKEN associated with this user
encrypted?
KILL_UTK_PRE19 Yes/No 4 317 320 Is this a pre-1.9 token?
KILL_UTK_VERPROF Yes/No 4 322 325 Is the VERIFYX propagation flag set?
KILL_UTK_NJEUNUSR Yes/No 4 327 330 Is this the NJE undefined user?
KILL_UTK_LOGUSR Yes/No 4 332 335 Is UAUDIT specified for this user?
KILL_UTK_SPECIAL Yes/No 4 337 340 Is this a SPECIAL user?
KILL_UTK_DEFAULT Yes/No 4 342 345 Is this a default token?
KILL_UTK_UNKNUSR Yes/No 4 347 350 Is this an undefined user?
KILL_UTK_ERROR Yes/No 4 352 355 Is this user token in error?
KILL_UTK_TRUSTED Yes/No 4 357 360 Is this user a part of the trusted computing base
(TCB)?
KILL_UTK_SESSTYPE Char 8 362 369 The session type of this session.
KILL_UTK_SURROGAT Yes/No 4 371 374 Is this a surrogate user?
KILL_UTK_REMOTE Yes/No 4 376 379 Is this a remote job?
KILL_UTK_PRIV Yes/No 4 381 384 Is this a privileged user ID?
KILL_UTK_SECL Char 8 386 393 The SECLABEL of the user.
KILL_UTK_EXECNODE Char 8 395 402 The execution node of the work.
KILL_UTK_SUSER_ID Char 8 404 411 The submitting user ID.
KILL_UTK_SNODE Char 8 413 420 The submitting node.
KILL_UTK_SGRP_ID Char 8 422 429 The submitting group name.
KILL_UTK_SPOE Char 8 431 438 The port of entry.
KILL_UTK_SPCLASS Char 8 440 447 Class of the POE. Valid values are “TERMINAL”,
“CONSOLE”, “JESINPUT”, and “APPCPORT”.
KILL_UTK_USER_ID Char 8 449 456 User ID associated with the record.
KILL_UTK_GRP_ID Char 8 458 465 Group name associated with the record.
KILL_UTK_DFT_GRP Yes/No 4 467 470 Is a default group assigned?
KILL_UTK_DFT_SECL Yes/No 4 472 475 Is a default SECLABEL assigned?
KILL_APPC_LINK Char 16 477 492 Key to link together APPC records.
KILL_AUDIT_CODE Char 11 494 504 Audit function code.
KILL_OLD_REAL_UID Integer 10 506 515 Old real z/OS UNIX user identifier (UID).
KILL_OLD_EFF_UID Integer 10 517 526 Old effective z/ZOS UNIX user identifier (UID).
KILL_OLD_SAVED_UID Integer 10 528 537 Old saved z/OS UNIX user identifier (UID).
KILL_OLD_REAL_GID Integer 10 539 548 Old real z/OS UNIX group identifier (GID).
KILL_OLD_EFF_GID Integer 10 550 559 Old effective z/OS UNIX group identifier (GID).
KILL_OLD_SAVED_GID Integer 10 561 570 Old saved z/OS UNIX group identifier (GID).
KILL_TGT_REAL_UID Integer 10 572 581 Target real z/OS UNIX user identifier (UID).
KILL_TGT_EFF_UID Integer 10 583 592 Target effective z/OS UNIX user identifier (UID).
KILL_TGT_SAV_UID Integer 10 594 603 Target saved z/OS UNIX user identifier (UID).
KILL_TGT_PID Integer 10 605 614 Target process ID.
KILL_SIGNAL_CODE Integer 10 616 625 Kill signal code.
KILL_DFLT_PROCESS Yes/No 4 627 630 Default z/OS UNIX security environment in effect.
KILL_UTK_NETW Char 8 632 639 The port of entry network name.
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Table 81. Format of the KILL Process Record Extension (Event Code 40) (continued)

Field Name Type Length Position Comments

Start End
KILL_X500_SUBJECT Char 255 641 895 Subject’s name associated with this event.
KILL_X500_ISSUER Char 255 897 1151 Issuer's name associated with this event.

Event Qualifiers for the KILL Process Record Extension

The event qualifiers that may be associated with the killing of a process are shown
in [Table 82,

Table 82. Event Qualifiers for KILL Records

Event Qualifier Event Event Description
Qualifier
Number
SUCCESS 00 Process terminated.
NOTAUTH 01 Not authorized to kill the specified process.

The Format of the LINK Record Extension
able 83 describes the format of a record that is created by a LINK operation.
Table 83

Table 83. Format of the LINK Record Extension (Event Code 41)

Field Name Type Length Position Comments
Start End
LINK_CLASS Char 8 282 289 Class name.
LINK_USER_NAME Char 20 291 310 The name associated with the user ID.
LINK_UTK_ENCR Yes/No 4 312 315 Is the UTOKEN associated with this user
encrypted?
LINK_UTK_PRE19 Yes/No 4 317 320 Is this a pre-1.9 token?
LINK_UTK_VERPROF Yes/No 4 322 325 Is the VERIFYX propagation flag set?
LINK_UTK_NJEUNUSR Yes/No 4 327 330 Is this the NJE undefined user?
LINK_UTK_LOGUSR Yes/No 4 332 335 Is UAUDIT specified for this user?
LINK_UTK_SPECIAL Yes/No 4 337 340 Is this a SPECIAL user?
LINK_UTK_DEFAULT Yes/No 4 342 345 Is this a default token?
LINK_UTK_UNKNUSR Yes/No 4 347 350 Is this an undefined user?
LINK_UTK_ERROR Yes/No 4 352 355 Is this user token in error?
LINK_UTK_TRUSTED Yes/No 4 357 360 Is this user a part of the trusted computing base
(TCB)?
LINK_UTK_SESSTYPE Char 8 362 369 The session type of this session.
LINK_UTK_SURROGAT Yes/No 4 371 374 Is this a surrogate user?
LINK_UTK_REMOTE Yes/No 4 376 379 Is this a remote job?
LINK_UTK_PRIV Yes/No 4 381 384 Is this a privileged user ID?
LINK_UTK_SECL Char 8 386 393 The SECLABEL of the user.
LINK_UTK_EXECNODE Char 8 395 402 The execution node of the work.
LINK_UTK_SUSER_ID Char 8 404 411 The submitting user ID.
LINK_UTK_SNODE Char 8 413 420 The submitting node.
LINK_UTK_SGRP_ID Char 8 422 429 The submitting group name.
LINK_UTK_SPOE Char 8 431 438 The port of entry.
LINK_UTK_SPCLASS Char 8 440 447 Class of the POE. Valid values are “TERMINAL”,

“CONSOLE”, “JESINPUT”, and “APPCPORT”.
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Table 83. Format of the LINK Record Extension (Event Code 41) (continued)

Field Name Type Length Position Comments
Start End
LINK_UTK_USER_ID Char 8 449 456 User ID associated with the record.
LINK_UTK_GRP_ID Char 8 458 465 Group name associated with the record.
LINK_UTK_DFT_GRP Yes/No 4 467 470 Is a default group assigned?
LINK_UTK_DFT_SECL Yes/No 4 472 475 Is a default SECLABEL assigned?
LINK_APPC_LINK Char 16 477 492 A key to link together audit record together for a
user's APPC transaction processing work.
LINK_AUDIT_CODE Char 11 494 504 Audit function code.
LINK_OLD_REAL_UID Integer 10 506 515 Old real z/OS UNIX user identifier (UID).
LINK_OLD_EFF_UID Integer 10 517 526 Old effective z/OS UNIX user identifier (UID).
LINK_OLD_SAVED_UID Integer 10 528 537 Old saved z/OS UNIX user identifier (UID).
LINK_OLD_REAL_GID Integer 10 539 548 Old real z/OS UNIX group identifier (GID).
LINK_OLD_EFF_GID Integer 10 550 559 Old effective z/OS UNIX group identifier (GID).
LINK_OLD_SAVED_GID Integer 10 561 570 Old saved z/OS UNIX group identifier (GID).
LINK_PATH_NAME Char 1023 572 1594 The requested path name.
LINK_FILE_ID Char 32 1596 1627 File ID.
LINK_FILE_OWN_UID Integer 10 1629 1638 The owner z/OS UNIX user identifier (UID)
associated with the file.
LINK_FILE_OWN_GID Integer 10 1640 1649 The owner z/OS UNIX group identifier (GID)
associated with the file.
LINK_REQUEST_PATH2 Char 1023 1651 2673 Second requested path name.
LINK_PATH_TYPE Char 4 2675 2678 Type of the requested path name. Valid values
are “OLD” and “NEW”.
LINK_FILEPOOL Char 8 2680 2687 SFS filepool containing the BFS file.
LINK_FILESPACE Char 8 2689 2696 SFS filespace containing the BFS filespace.
LINK_INODE Integer 10 2698 2707 Inode (file serial number).
LINK_SCID Integer 10 2709 2718 File SCID.
LINK_DCE_LINK Char 16 2720 2735 Link to connect DCE records that originate from a

single DCE request.

LINK_AUTH_TYPE

Char 13 2737 2749 Defines the type of request. Valid values are:
“SERVER”, “AUTH_CLIENT”, and
“UNAUTH_CLIENT”.

LINK_DFLT_PROCESS Yes/No 4 2751 2754 Default z/OS UNIX security environment in effect.
LINK_UTK_NETW Char 8 2756 2763 The port of entry network name.
LINK_X500_SUBJECT Char 255 2765 3019 Subject’s name associated with this event.
LINK_X500_ISSUER Char 255 3021 3275 Issuer's name associated with this event.

Event Qualifiers for LINK Records

The event qualifier that may be associated with a LINK event is shown in|Table 84,
Table 84. Event Qualifiers for LINK Records

Event Qualifier Event Event Description
Qualifier
Number
SUCCESS 00 New link created. There are no failure cases for this event.
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The Format of the MKDIR Record Extension
describes the format of a record that is created by making a directory.

Table 85. Format of the MKDIR Record Extension (Event Code 42)

Field Name Type Length Position Comments
Start End
MDIR_CLASS Char 8 282 289 Class name.
MDIR_USER_NAME Char 20 291 310 The name associated with the user ID.
MDIR_UTK_ENCR Yes/No 4 312 315 Is the UTOKEN associated with this user
encrypted?
MDIR_UTK_PRE19 Yes/No 4 317 320 Is this a pre-1.9 token?
MDIR_UTK_VERPROF Yes/No 4 322 325 Is the VERIFYX propagation flag set?
MDIR_UTK_NJEUNUSR Yes/No 4 327 330 Is this the NJE undefined user?
MDIR_UTK_LOGUSR Yes/No 4 332 335 Is UAUDIT specified for this user?
MDIR_UTK_SPECIAL Yes/No 4 337 340 Is this a SPECIAL user?
MDIR_UTK_DEFAULT Yes/No 4 342 345 Is this a default token?
MDIR_UTK_UNKNUSR Yes/No 4 347 350 Is this an undefined user?
MDIR_UTK_ERROR Yes/No 4 352 355 Is this user token in error?
MDIR_UTK_TRUSTED Yes/No 4 357 360 Is this user a part of the trusted computing base
(TCB)?
MDIR_UTK_SESSTYPE Char 8 362 369 The session type of this session.
MDIR_UTK_SURROGAT Yes/No 4 371 374 Is this a surrogate user?
MDIR_UTK_REMOTE Yes/No 4 376 379 Is this a remote job?
MDIR_UTK_PRIV Yes/No 4 381 384 Is this a privileged user ID?
MDIR_UTK_SECL Char 8 386 393 The SECLABEL of the user.
MDIR_UTK_EXECNODE Char 8 395 402 The execution node of the work.
MDIR_UTK_SUSER_ID Char 8 404 411 The submitting user ID.
MDIR_UTK_SNODE Char 8 413 420 The submitting node.
MDIR_UTK_SGRP_ID Char 8 422 429 The submitting group name.
MDIR_UTK_SPOE Char 8 431 438 The port of entry.
MDIR_UTK_SPCLASS Char 8 440 447 Class of the POE. Valid values are “TERMINAL”,
“CONSOLE”, “JESINPUT”, and “APPCPORT”.
MDIR_UTK_USER_ID Char 8 449 456 User ID associated with the record.
MDIR_UTK_GRP_ID Char 8 458 465 Group name associated with the record.
MDIR_UTK_DFT_GRP Yes/No 4 467 470 Is a default group assigned?
MDIR_UTK_DFT_SECL Yes/No 4 472 475 Is a default SECLABEL assigned?
MDIR_APPC_LINK Char 16 477 492 A key to link together audit record together for a
user’'s APPC transaction processing work.
MDIR_AUDIT_CODE Char 11 494 504 Audit function code.
MDIR_OLD_REAL_UID Integer 10 506 515 Old real z/OS UNIX user identifier (UID).
MDIR_OLD_EFF_UID Integer 10 517 526 Old effective z/OS UNIX user identifier (UID).
MDIR_OLD_SAVED_UID Integer 10 528 537 Old saved z/OS UNIX user identifier (UID).
MDIR_OLD_REAL_GID Integer 10 539 548 Old real z/OS UNIX group identifier (GID).
MDIR_OLD_EFF_GID Integer 10 550 559 Old effective z/OS UNIX group identifier (GID).
MDIR_OLD_SAVED_GID Integer 10 561 570 Old saved z/OS UNIX group identifier (GID).
MDIR_PATH_NAME Char 1023 572 1594 The requested path name.
MDIR_FILE_ID Char 32 1596 1627 File ID.
MDIR_FILE_OWN_UID Integer 10 1629 1638 The owner z/OS UNIX user identifier (UID)
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Table 85. Format of the MKDIR Record Extension (Event Code 42) (continued)

Field Name Type Length Position Comments
Start End
MDIR_FILE_OWN_GID Integer 10 1640 1649 The owner z/OS UNIX group identifier (GID)
associated with the file.
MDIR_OLD_S_ISGID Yes/No 4 1651 1654 Was the S_ISGID bit requested on for this file?
MDIR_OLD_S_ISUID Yes/No 4 1656 1659 Was the S_ISUID bit requested on for this file?
MDIR_OLD_S_ISVTX Yes/No 4 1661 1664 Was the S_ISVTX bit requested on for this file?
MDIR_OLD_OWN_READ Yes/No 4 1666 1669 Was the owner READ bit on for this file?
MDIR_OLD_OWN_WRITE Yes/No 4 1671 1674 Was the owner WRITE bit on for this file?
MDIR_OLD_OWN_EXEC Yes/No 4 1676 1679 Was the owner EXECUTE bit on for this file?
MDIR_OLD_GRP_READ Yes/No 4 1681 1684 Was the group READ bit on for this file?
MDIR_OLD_GRP_WRITE Yes/No 4 1686 1689 Was the group WRITE bit on for this file?
MDIR_OLD_GRP_EXEC Yes/No 4 1691 1694 Was the group EXECUTE bit on for this file?
MDIR_OLD_OTH_READ Yes/No 4 1696 1699 Was the other READ bit on for this file?
MDIR_OLD_OTH_WRITE Yes/No 4 1701 1704 Was the other WRITE bit on for this file?
MDIR_OLD_OTH_EXEC Yes/No 4 1706 1709 Was the other EXECUTE bit on for this file?
MDIR_NEW_S_ISGID Yes/No 4 1711 1714 Is the S_ISGID bit requested on for this file?
MDIR_NEW_S_ISUID Yes/No 4 1716 1719 Is the S_ISUID bit requested on for this file?
MDIR_NEW_S_ISVTX Yes/No 4 1721 1724 Is the S_ISVTX bit requested on for this file?
MDIR_NEW_OWN_READ Yes/No 4 1726 1729 Is the owner READ bit on for this file?
MDIR_NEW_OWN_WRITE Yes/No 4 1731 1734 Is the owner WRITE bit on for this file?
MDIR_NEW_OWN_EXEC Yes/No 4 1736 1739 Is the owner EXECUTE bit on for this file?
MDIR_NEW_GRP_READ Yes/No 4 1741 1744 Is the group READ bit on for this file?
MDIR_NEW_GRP_WRITE Yes/No 4 1746 1749 Is the group WRITE bit on for this file?
MDIR_NEW_GRP_EXEC Yes/No 4 1751 1754 Is the group EXECUTE bit on for this file?
MDIR_NEW_OTH_READ Yes/No 4 1756 1759 Is the other READ bit on for this file?
MDIR_NEW_OTH_WRITE Yes/No 4 1761 1764 Is the other WRITE bit on for this file?
MDIR_NEW_OTH_EXEC Yes/No 4 1766 1769 Is the other EXECUTE bit on for this file?
MDIR_UNEW_READ Char 8 1771 1778 What are the new user audit options for READ
actions? Valid values are “NONE”, “SUCCESS”,
“FAIL”, and “ALL".
MDIR_UNEW_WRITE Char 8 1780 1787 What are the new user audit options for WRITE
actions? Valid values are “NONE”, “SUCCESS”,
“FAIL", and “ALL".
MDIR_UNEW_EXEC Char 8 1789 1796 What are the new user audit options for
EXECUTE actions? Valid values are “NONE”,
“SUCCESS”, “FAIL”, and “ALL".
MDIR_ANEW_READ Char 8 1798 1805 What are the new auditor audit options for READ
actions? Valid values are “NONE”, “SUCCESS”,
“FAIL", and “ALL".
MDIR_ANEW_WRITE Char 8 1807 1814 What are the new auditor audit options for WRITE
actions? Valid values are “NONE”, “SUCCESS”,
“FAIL”, and “ALL".
MDIR_ANEW_EXEC Char 8 1816 1823 What are the new auditor audit options for
EXECUTE actions? Valid values are “NONE”,
“SUCCESS”, “FAIL”, and “ALL”".
MDIR_REQ_S_ISGID Yes/No 1825 1828 Was the S_ISGID bit requested on for this file?
MDIR_REQ_S_ISUID Yes/No 1830 1833 Was the S_ISUID bit requested on for this file?
MDIR_REQ_S_ISVTX Yes/No 1835 1838 Was the S_ISVTX bit requested on for this file?
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Table 85. Format of the MKDIR Record Extension (Event Code 42) (continued)

Field Name Type Length Position Comments
Start End

MDIR_REQ_OWN_READ Yes/No 4 1840 1843 Was the owner READ bit requested on for this
file?

MDIR_REQ_OWN_WRITE Yes/No 4 1845 1848 Was the owner WRITE bit requested on for this
file?

MDIR_REQ_OWN_EXEC Yes/No 4 1850 1853 Was the owner EXECUTE bit requested on for
this file?

MDIR_REQ_GRP_READ Yes/No 4 1855 1858 Was the group READ bit requested on for this
file?

MDIR_REQ_GRP_WRITE Yes/No 4 1860 1863 Was the group WRITE bit requested on for this
file?

MDIR_REQ_GRP_EXEC Yes/No 4 1865 1868 Was the group EXECUTE bit requested on for
this file?

MDIR_REQ_OTH_READ Yes/No 4 1870 1873 Was the other READ bit requested on for this
file?

MDIR_REQ_OTH_WRITE Yes/No 4 1875 1878 Was the other WRITE bit requested on for this
file?

MDIR_REQ_OTH_EXEC Yes/No 4 1880 1883 Was the other EXECUTE bit requested on for this
file?

MDIR_FILEPOOL Char 8 1885 1892 SFS filepool containing the BFS file.

MDIR_FILESPACE Char 8 1894 1901 SFS filespace containing the BFS file.

MDIR_INODE Integer 10 1903 1912 Inode (file serial number).

MDIR_SCID Integer 10 1914 1923 File SCID.

MDIR_DFLT_PROCESS Yes/No 4 1925 1928 Default zZOS UNIX security environment in effect.

MDIR_UTK_NETW Char 8 1930 1937 The port of entry network name.

MDIR_X500_SUBJECT Char 255 1939 2193 Subject’'s name associated with this event.

MDIR_X500_ISSUER Char 255 2195 2449 Issuer's name associated with this event.

Event Qualifiers for MKDIR Records

The event qualifier that may be associated with making a directory is shown in

able 86|
Table 86. Event Qualifiers for MKDIR Records
Event Qualifier Event Event Description
Qualifier
Number
SUCCESS 00 Directory created. There are no failure cases for this event.

The Format of the MKNOD Record Extension
describes the format of a record that is created by making a node.

Table 87. Format of the MKNOD Extension (Event Code 43)

Field Name Type Length Position Comments
Start End
MNOD_CLASS Char 8 282 289 Class name.
MNOD_USER_NAME Char 20 291 310 The name associated with the user ID.
MNOD_UTK_ENCR Yes/No 4 312 315 Is the UTOKEN associated with this user
encrypted?
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Field Name Type Length Position Comments
Start End
MNOD_UTK_PRE19 Yes/No 4 317 320 Is this a pre-1.9 token?
MNOD_UTK_VERPROF Yes/No 4 322 325 Is the VERIFYX propagation flag set?
MNOD_UTK_NJEUNUSR Yes/No 4 327 330 Is this the NJE undefined user?
MNOD_UTK_LOGUSR Yes/No 4 332 335 Is UAUDIT specified for this user?
MNOD_UTK_SPECIAL Yes/No 4 337 340 Is this a SPECIAL user?
MNOD_UTK_DEFAULT Yes/No 4 342 345 Is this a default token?
MNOD_UTK_UNKNUSR Yes/No 4 347 350 Is this an undefined user?
MNOD_UTK_ERROR Yes/No 4 352 355 Is this user token in error?
MNOD_UTK_TRUSTED Yes/No 4 357 360 Is this user a part of the trusted computing base
(TCB)?
MNOD_UTK_SESSTYPE Char 8 362 369 The session type of this session.
MNOD_UTK_SURROGAT Yes/No 4 371 374 Is this a surrogate user?
MNOD_UTK_REMOTE Yes/No 4 376 379 Is this a remote job?
MNOD_UTK_PRIV Yes/No 4 381 384 Is this a privileged user ID?
MNOD_UTK_SECL Char 8 386 393 The SECLABEL of the user.
MNOD_UTK_EXECNODE Char 8 395 402 The execution node of the work.
MNOD_UTK_SUSER_ID Char 8 404 411 The submitting user ID.
MNOD_UTK_SNODE Char 8 413 420 The submitting node.
MNOD_UTK_SGRP_ID Char 8 422 429 The submitting group name.
MNOD_UTK_SPOE Char 8 431 438 The port of entry.
MNOD_UTK_SPCLASS Char 8 440 447 Class of the POE. Valid values are “TERMINAL”,
“CONSOLE”, “JESINPUT”, and “APPCPORT”.
MNOD_UTK_USER_ID Char 8 449 456 User ID associated with the record.
MNOD_UTK_GRP_ID Char 8 458 465 Group name associated with the record.
MNOD_UTK_DFT_GRP Yes/No 4 467 470 Is a default group assigned?
MNOD_UTK_DFT_SECL Yes/No 4 472 475 Is a default SECLABEL assigned?
MNOD_APPC_LINK Char 16 477 492 A key to link together audit record together for a
user's APPC transaction processing work.
MNOD_AUDIT_CODE Char 11 494 504 Audit function code.
MNOD_OLD_REAL_UID Integer 10 506 515 Old real z/OS UNIX user identifier (UID).
MNOD_OLD_EFF_UID Integer 10 517 526 Old effective z/OS UNIX user identifier (UID).
MNOD_OLD_SAVED_UID Integer 10 528 537 Old saved z/OS UNIX user identifier (UID).
MNOD_OLD_REAL_GID Integer 10 539 548 Old real z/OS UNIX group identifier (GID).
MNOD_OLD_EFF_GID Integer 10 550 559 Old effective z/OS UNIX group identifier (GID).
MNOD_OLD_SAVED_GID Integer 10 561 570 Old saved z/OS UNIX group identifier (GID).
MNOD_PATH_NAME Char 1023 572 1594 The requested path name.
MNOD_FILE_ID Char 32 1596 1627 File ID.
MNOD_FILE_OWN_UID Integer 10 1629 1638 The owner z/OS UNIX user identifier (UID)
associated with the file.
MNOD_FILE_OWN_GID Integer 10 1640 1649 The owner z/OS UNIX group identifier (GID)
associated with the file.
MNOD_OLD_S_ISGID Yes/No 4 1651 1654 Was the S_ISGID bit requested on for this file?
MNOD_OLD_S_ISUID Yes/No 4 1656 1659 Was the S_ISUID bit requested on for this file?
MNOD_OLD_S_ISVTX Yes/No 4 1661 1664 Was the S_ISVTX bit requested on for this file?
MNOD_OLD_OWN_READ Yes/No 4 1666 1669 Was the owner READ bit on for this file?

Chapter 6. RACF SMF Data Unload Utility (RRADU00) 185



SMF Data Unload—IRRADUOQO0
Table 87. Format of the MKNOD Extension (Event Code 43) (continued)

Field Name Type Length Position Comments

Start End
MNOD_OLD_OWN_WRITE Yes/No 4 1671 1674 Was the owner WRITE bit on for this file?
MNOD_OLD_OWN_EXEC Yes/No 4 1676 1679 Was the owner EXECUTE bit on for this file?
MNOD_OLD_GRP_READ Yes/No 4 1681 1684 Was the group READ bit on for this file?
MNOD_OLD_GRP_WRITE Yes/No 4 1686 1689 Was the group WRITE bit on for this file?
MNOD_OLD_GRP_EXEC Yes/No 4 1691 1694 Was the group EXECUTE bit on for this file?
MNOD_OLD_OTH_READ Yes/No 4 1696 1699 Was the other READ bit on for this file?
MNOD_OLD_OTH_WRITE Yes/No 4 1701 1704 Was the other WRITE bit on for this file?
MNOD_OLD_OTH_EXEC Yes/No 4 1706 1709 Was the other EXECUTE bit on for this file?
MNOD_NEW_S_ISGID Yes/No 4 1711 1714 Is the S_ISGID bit requested on for this file?
MNOD_NEW_S_ISUID Yes/No 4 1716 1719 Is the S_ISUID bit requested on for this file?
MNOD_NEW_S_ISVTX Yes/No 4 1721 1724 Is the S_ISVTX bit requested on for this file?
MNOD_NEW_OWN_READ Yes/No 4 1726 1729 Is the owner READ bit on for this file?
MNOD_NEW_OWN_WRITE Yes/No 4 1731 1734 Is the owner WRITE bit on for this file?
MNOD_NEW_OWN_EXEC Yes/No 4 1736 1739 Is the owner EXECUTE bit on for this file?
MNOD_NEW_GRP_READ Yes/No 4 1741 1744 Is the group READ bit on for this file?
MNOD_NEW_GRP_WRITE Yes/No 4 1746 1749 Is the group WRITE bit on for this file?
MNOD_NEW_GRP_EXEC Yes/No 4 1751 1754 Is the group EXECUTE bit on for this file?
MNOD_NEW_OTH_READ Yes/No 4 1756 1759 Is the other READ bit on for this file?
MNOD_NEW_OTH_WRITE Yes/No 4 1761 1764 Is the other WRITE bit on for this file?
MNOD_NEW_OTH_EXEC Yes/No 4 1766 1769 Is the other EXECUTE bit on for this file?
MNOD_UNEW_READ Char 8 1771 1778 What are the new user audit options for READ

actions? Valid values are “NONE”, “SUCCESS”,
“FAIL”, and “ALL".

MNOD_UNEW_WRITE Char 8 1780 1787 What are the new user audit options for WRITE
actions? Valid values are “NONE”, “SUCCESS”,
“FAIL”, and “ALL".

MNOD_UNEW_EXEC Char 8 1789 1796 What are the new user audit options for
EXECUTE actions? Valid values are “NONE”,
“SUCCESS”, “FAIL”, and “ALL".

MNOD_ANEW_READ Char 8 1798 1805 What are the new auditor audit options for READ
actions? Valid values are “NONE”, “SUCCESS”,
“FAIL”, and “ALL".

MNOD_ANEW_WRITE Char 8 1807 1814 What are the new auditor audit options for WRITE
actions? Valid values are “NONE”, “SUCCESS”,
“FAIL”, and “ALL".

MNOD_ANEW_EXEC Char 8 1816 1823 What are the new auditor audit options for
EXECUTE actions? Valid values are “NONE”,
“SUCCESS”, “FAIL”, and “ALL".

MNOD_REQ_S_ISGID Yes/No 4 1825 1828 Was the S_ISGID bit requested on for this file?

MNOD_REQ_S_ISUID Yes/No 4 1830 1833 Was the S_ISUID bit requested on for this file?

MNOD_REQ_S_ISVTX Yes/No 4 1835 1838 Was the S_ISVTX bit requested on for this file?

MNOD_REQ_OWN_READ Yes/No 4 1840 1843 Was the owner READ bit requested on for this
file?

MNOD_REQ_OWN_WRITE Yes/No 4 1845 1848 Was the owner WRITE bit requested on for this
file?

MNOD_REQ_OWN_EXEC Yes/No 4 1850 1853 Was the owner EXECUTE bit requested on for
this file?

MNOD_REQ_GRP_READ Yes/No 4 1855 1858 Was the group READ bit requested on for this
file?
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Table 87. Format of the MKNOD Extension (Event Code 43) (continued)

Field Name Type Length Position Comments
Start End

MNOD_REQ_GRP_WRITE Yes/No 4 1860 1863 Was the group WRITE bit requested on for this
file?

MNOD_REQ_GRP_EXEC Yes/No 4 1865 1868 Was the group EXECUTE bit requested on for
this file?

MNOD_REQ_OTH_READ Yes/No 4 1870 1873 Was the other READ bit requested on for this
file?

MNOD_REQ_OTH_WRITE Yes/No 4 1875 1878 Was the other WRITE bit requested on for this
file?

MNOD_REQ_OTH_EXEC Yes/No 4 1880 1883 Was the other EXECUTE bit requested on for this
file?

MNOD_FILEPOOL Char 8 1885 1892 SFS filepool containing the BFS file.

MNOD_FILESPACE Char 8 1894 1901 SFS filespace containing the BFS file.

MNOD_INODE Integer 10 1903 1912 Inode (file serial number).

MNOD_SCID Integer 10 1914 1923 File SCID.

MNOD_DFLT_PROCESS Yes/No 4 1925 1928 Default z/OS UNIX security environment in effect.

MNOD_UTK_NETW Char 8 1930 1937 The port of entry network name.

MNOD_X500_SUBJECT Char 255 1939 2193 Subject’s name associated with this event.

MNOD_X500_ISSUER Char 255 2195 2449 Issuer's name associated with this event.

Event Qualifiers for MKNOD Records

The event qualifier that may be associated with making a node is shown in
[Table 88|

Table 88. Event Qualifiers for MKNOD Records

Event Qualifier Event Event Description
Qualifier
Number
SUCCESS 00 Node created. There are no failure cases for this event.

The Format of the Mount File System Record Extension
describes the format of a record that is created by mounting a file system.

Table 89. Format of the Mount File System Record Extension (Event Code 44)

Field Name Type Length Position Comments

Start End
MFS_CLASS Char 8 282 289 Class name.
MFS_USER_NAME Char 20 291 310 The name associated with the user ID.
MFS_UTK_ENCR Yes/No 4 312 315 Is the UTOKEN associated with this user

encrypted?

MFS_UTK_PRE19 Yes/No 4 317 320 Is this a pre-1.9 token?
MFS_UTK_VERPROF Yes/No 4 322 325 Is the VERIFYX propagation flag set?
MFS_UTK_NJEUNUSR Yes/No 4 327 330 Is this the NJE undefined user?
MFS_UTK_LOGUSR Yes/No 4 332 335 Is UAUDIT specified for this user?
MFS_UTK_SPECIAL Yes/No 4 337 340 Is this a SPECIAL user?
MFS_UTK_DEFAULT Yes/No 4 342 345 Is this a default token?
MFS_UTK_UNKNUSR Yes/No 4 347 350 Is this an undefined user?
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Table 89. Format of the Mount File System Record Extension (Event Code 44) (continued)

Field Name Type Length Position Comments
Start End

MFS_UTK_ERROR Yes/No 4 352 355 Is this user token in error?

MFS_UTK_TRUSTED Yes/No 4 357 360 Is this user a part of the trusted computing base
(TCB)?

MFS_UTK_SESSTYPE Char 8 362 369 The session type of this session.

MFS_UTK_SURROGAT Yes/No 4 371 374 Is this a surrogate user?

MFS_UTK_REMOTE Yes/No 4 376 379 Is this a remote job?

MFS_UTK_PRIV Yes/No 4 381 384 Is this a privileged user ID?

MFS_UTK_SECL Char 8 386 393 The SECLABEL of the user.

MFS_UTK_EXECNODE Char 8 395 402 The execution node of the work.

MFS_UTK_SUSER_ID Char 8 404 411 The submitting user ID.

MFS_UTK_SNODE Char 8 413 420 The submitting node.

MFS_UTK_SGRP_ID Char 8 422 429 The submitting group name.

MFS_UTK_SPOE Char 8 431 438 The port of entry.

MFS_UTK_SPCLASS Char 8 440 447 Class of the POE. Valid values are “TERMINAL”,
“CONSOLE”, “JESINPUT”, and “APPCPORT”.

MFS_UTK_USER_ID Char 8 449 456 User ID associated with the record.

MFS_UTK_GRP_ID Char 8 458 465 Group name associated with the record.

MFS_UTK_DFT_GRP Yes/No 4 467 470 Is a default group assigned?

MFS_UTK_DFT_SECL Yes/No 4 472 475 Is a default SECLABEL assigned?

MFS_APPC_LINK Char 16 477 492 A key to link together audit record together for a
user’s APPC transaction processing work.

MFS_AUDIT_CODE Char 11 494 504 Audit function code.

MFS_OLD_REAL_UID Integer 10 506 515 Old real z/OS UNIX user identifier (UID).

MFS_OLD_EFF_UID Integer 10 517 526 Old effective z/OS UNIX user identifier (UID).

MFS_OLD_SAVED_UID Integer 10 528 537 Old saved z/OS UNIX user identifier (UID).

MFS_OLD_REAL_GID Integer 10 539 548 Old real z/OS UNIX group identifier (GID).

MFS_OLD_EFF_GID Integer 10 550 559 Old effective z/OS UNIX group identifier (GID).

MFS_OLD_SAVED_GID Integer 10 561 570 Old saved z/OS UNIX group identifier (GID).

MFS_PATH_NAME Char 1023 572 1594 The requested path name.

MFS_FILE_ID Char 32 1596 1627 File ID.

MFS_FILE_OWN_UID Integer 10 1629 1638 The owner z/OS UNIX user identifier (UID)
associated with the file.

MFS_FILE_OWN_GID Integer 10 1640 1649 The owner z/OS UNIX group identifier (GID)
associated with the file.

MFS_HFS_DS_NAME Char 44 1651 1694 HFS data set name for the mounted file system.

MFS_DCE_LINK Char 16 1696 1711 Link to connect DCE records that originate from a
single DCE request.

MFS_AUTH_TYPE Char 13 1713 1725 Defines the type of request. Valid values are:

“SERVER”, “AUTH_CLIENT”, and
“UNAUTH_CLIENT".

MFS_DFLT_PROCESS Yes/No 4 1727 1730 Default zZOS UNIX security environment in effect.
MFS_UTK_NETW Char 8 1732 1739 The port of entry network name.
MFS_X500_SUBJECT Char 255 1741 1995 Subject’s name associated with this event.
MFS_X500_ISSUER Char 255 1997 2251 Issuer's name associated with this event.
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Event Qualifiers for Mount File System Records

The event g

is shown in

Table QOI

ualifier that may be associated with the mounting of a file system event

Table 90. Event Qualifiers for Mount File System Records

Event Qualifier Event Event Description
Qualifier
Number
SUCCESS 00 File system mounted. There are no failure cases for this

event.

The Format of the OPENFILE Record Extension

Table 91. Format of the OPENFILE Extension (Event Code 45)

able 91| describes the format of a record that is created by opening a file.

Field Name Type Length Position Comments
Start End
OPEN_CLASS Char 8 282 289 Class name.
OPEN_USER_NAME Char 20 291 310 The name associated with the user ID.
OPEN_UTK_ENCR Yes/No 4 312 315 Is the UTOKEN associated with this user
encrypted?
OPEN_UTK_PRE19 Yes/No 4 317 320 Is this a pre-1.9 token?
OPEN_UTK_VERPROF Yes/No 4 322 325 Is the VERIFYX propagation flag set?
OPEN_UTK_NJEUNUSR Yes/No 4 327 330 Is this the NJE undefined user?
OPEN_UTK_LOGUSR Yes/No 4 332 335 Is UAUDIT specified for this user?
OPEN_UTK_SPECIAL Yes/No 4 337 340 Is this a SPECIAL user?
OPEN_UTK_DEFAULT Yes/No 4 342 345 Is this a default token?
OPEN_UTK_UNKNUSR Yes/No 4 347 350 Is this an undefined user?
OPEN_UTK_ERROR Yes/No 4 352 355 Is this user token in error?
OPEN_UTK_TRUSTED Yes/No 4 357 360 Is this user a part of the trusted computing base
(TCB)?
OPEN_UTK_SESSTYPE Char 8 362 369 The session type of this session.
OPEN_UTK_SURROGAT Yes/No 4 371 374 Is this a surrogate user?
OPEN_UTK_REMOTE Yes/No 4 376 379 Is this a remote job?
OPEN_UTK_PRIV Yes/No 4 381 384 Is this a privileged user ID?
OPEN_UTK_SECL Char 8 386 393 The SECLABEL of the user.
OPEN_UTK_EXECNODE Char 8 395 402 The execution node of the work.
OPEN_UTK_SUSER_ID Char 8 404 411 The submitting user ID.
OPEN_UTK_SNODE Char 8 413 420 The submitting node.
OPEN_UTK_SGRP_ID Char 8 422 429 The submitting group name.
OPEN_UTK_SPOE Char 8 431 438 The port of entry.
OPEN_UTK_SPCLASS Char 8 440 447 Class of the POE. Valid values are “TERMINAL”,
“CONSOLE”, “JESINPUT”, and “APPCPORT”.
OPEN_UTK_USER_ID Char 8 449 456 User ID associated with the record.
OPEN_UTK_GRP_ID Char 8 458 465 Group name associated with the record.
OPEN_UTK_DFT_GRP Yes/No 4 467 470 Is a default group assigned?
OPEN_UTK_DFT_SECL Yes/No 4 472 475 Is a default SECLABEL assigned?
OPEN_APPC_LINK Char 16 477 492 A key to link together audit record together for a
user's APPC transaction processing work.
OPEN_AUDIT_CODE Char 1 494 504 Audit function code.
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Table 91. Format of the OPENFILE Extension (Event Code 45) (continued)

Field Name Type Length Position Comments
Start End
OPEN_OLD_REAL_UID Integer 10 506 515 Old real z/OS UNIX user identifier (UID).
OPEN_OLD_EFF_UID Integer 10 517 526 Old effective zZOS UNIX user identifier (UID).
OPEN_OLD_SAVED_UID Integer 10 528 537 Old saved z/OS UNIX user identifier (UID).
OPEN_OLD_REAL_GID Integer 10 539 548 Old real z/OS UNIX group identifier (GID).
OPEN_OLD_EFF_GID Integer 10 550 559 Old effective z/OS UNIX group identifier (GID).
OPEN_OLD_SAVED_GID Integer 10 561 570 Old saved z/OS UNIX group identifier (GID).
OPEN_PATH_NAME Char 1023 572 1594 The requested path name.
OPEN_FILE_ID Char 32 1596 1627 File ID.
OPEN_FILE_OWN_UID Integer 10 1629 1638 The owner z/OS UNIX user identifier (UID)
associated with the file.
OPEN_FILE_OWN_GID Integer 10 1640 1649 The owner z/OS UNIX group identifier (GID)
associated with the file.
OPEN_OLD_S_ISGID Yes/No 4 1651 1654 Was the S_ISGID bit requested on for this file?
OPEN_OLD_S_ISUID Yes/No 4 1656 1659 Was the S_ISUID bit requested on for this file?
OPEN_OLD_S_ISVTX Yes/No 4 1661 1664 Was the S_ISVTX bit requested on for this file?
OPEN_OLD_OWN_READ Yes/No 4 1666 1669 Was the owner READ bit on for this file?
OPEN_OLD_OWN_WRITE Yes/No 4 1671 1674 Was the owner WRITE bit on for this file?
OPEN_OLD_OWN_EXEC Yes/No 4 1676 1679 Was the owner EXECUTE bit on for this file?
OPEN_OLD_GRP_READ Yes/No 4 1681 1684 Was the group READ bit on for this file?
OPEN_OLD_GRP_WRITE Yes/No 4 1686 1689 Was the group WRITE bit on for this file?
OPEN_OLD_GRP_EXEC Yes/No 4 1691 1694 Was the group EXECUTE bit on for this file?
OPEN_OLD_OTH_READ Yes/No 4 1696 1699 Was the other READ bit on for this file?
OPEN_OLD_OTH_WRITE Yes/No 4 1701 1704 Was the other WRITE bit on for this file?
OPEN_OLD_OTH_EXEC Yes/No 4 1706 1709 Was the other EXECUTE bit on for this file?
OPEN_NEW_S_ISGID Yes/No 4 1711 1714 Is the S_ISGID bit requested on for this file?
OPEN_NEW_S_ISUID Yes/No 4 1716 1719 Is the S_ISUID bit requested on for this file?
OPEN_NEW_S_ISVTX Yes/No 4 1721 1724 Is the S_ISVTX bit requested on for this file?
OPEN_NEW_OWN_READ Yes/No 4 1726 1729 Is the owner READ bit on for this file?
OPEN_NEW_OWN_WRITE Yes/No 4 1731 1734 Is the owner WRITE bit on for this file?
OPEN_NEW_OWN_EXEC Yes/No 4 1736 1739 Is the owner EXECUTE bit on for this file?
OPEN_NEW_GRP_READ Yes/No 4 1741 1744 Is the group READ bit on for this file?
OPEN_NEW_GRP_WRITE Yes/No 4 1746 1749 Is the group WRITE bit on for this file?
OPEN_NEW_GRP_EXEC Yes/No 4 1751 1754 Is the group EXECUTE bit on for this file?
OPEN_NEW_OTH_READ Yes/No 4 1756 1759 Is the other READ bit on for this file?
OPEN_NEW_OTH_WRITE Yes/No 4 1761 1764 Is the other WRITE bit on for this file?
OPEN_NEW_OTH_EXEC Yes/No 4 1766 1769 Is the other EXECUTE bit on for this file?
OPEN_UNEW_READ Char 8 1771 1778 What are the new user audit options for READ
actions? Valid values are “NONE”, “SUCCESS”,
“FAIL”, and “ALL".
OPEN_UNEW_WRITE Char 8 1780 1787 What are the new user audit options for WRITE
actions? Valid values are “NONE”, “SUCCESS”,
“FAIL”, and “ALL”.
OPEN_UNEW_EXEC Char 8 1789 1796 What are the new user audit options for
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Table 91. Format of the OPENFILE Extension (Event Code 45) (continued)

Field Name Type Length Position Comments
Start End

OPEN_ANEW_READ Char 8 1798 1805 What are the new auditor audit options for READ
actions? Valid values are “NONE”, “SUCCESS”,
“FAIL”, and “ALL”.

OPEN_ANEW_WRITE Char 8 1807 1814 What are the new auditor audit options for WRITE
actions? Valid values are “NONE”, “SUCCESS”,
“FAIL”, and “ALL”.

OPEN_ANEW_EXEC Char 8 1816 1823 What are the new auditor audit options for
EXECUTE actions? Valid values are “NONE”,
“SUCCESS”, “FAIL”, and “ALL".

OPEN_REQ_S_ISGID Yes/No 4 1825 1828 Was the S_ISGID bit requested on for this file?

OPEN_REQ_S_ISUID Yes/No 4 1830 1833 Was the S_ISUID bit requested on for this file?

OPEN_REQ_S_ISVTX Yes/No 4 1835 1838 Was the S_ISVTX bit requested on for this file?

OPEN_REQ_OWN_READ Yes/No 4 1840 1843 Was the owner READ bit requested on for this
file?

OPEN_REQ_OWN_WRITE Yes/No 4 1845 1848 Was the owner WRITE bit requested on for this
file?

OPEN_REQ_OWN_EXEC Yes/No 4 1850 1853 Was the owner EXECUTE bit requested on for
this file?

OPEN_REQ_GRP_READ Yes/No 4 1855 1858 Was the group READ bit requested on for this
file?

OPEN_REQ_GRP_WRITE Yes/No 4 1860 1863 Was the group WRITE bit requested on for this
file?

OPEN_REQ_GRP_EXEC Yes/No 4 1865 1868 Was the group EXECUTE bit requested on for
this file?

OPEN_REQ_OTH_READ Yes/No 4 1870 1873 Was the other READ bit requested on for this
file?

OPEN_REQ_OTH_WRITE Yes/No 4 1875 1878 Was the other WRITE bit requested on for this
file?

OPEN_REQ_OTH_EXEC Yes/No 4 1880 1883 Was the other EXECUTE bit requested on for this
file?

OPEN_FILEPOOL Char 8 1885 1892 SFS filepool containing the BFS file.

OPEN_FILESPACE Char 8 1894 1901 SFS filespace containing the BFS file.

OPEN_INODE Integer 10 1903 1912 Inode (file serial number).

OPEN_SCID Integer 10 1914 1923 File SCID.

OPEN_DFLT_PROCESS Yes/No 4 1925 1928 Default z/OS UNIX security environment in effect.

OPEN_UTK_NETW Char 8 1930 1937 The port of entry network name.

OPEN_X500_SUBJECT Char 255 1939 2193 Subject’s name associated with this event.

OPEN_X500_ISSUER Char 255 2195 2449 Issuer’'s name associated with this event.

Event Qualifiers for OPENFILE Records

The event qualifier that may be associated with making a node is shown in

[Table 92

Table 92. Event Qualifiers for OPENFILE Records

Event Qualifier Event Event Description
Qualifier
Number
SUCCESS 00 File created. There are no failure cases for this event.
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The Format of the PTRACE Record Extension

Table 93. Format of the PTRACE Record Extension (Event Code 46)

describes the format of a record that is created by the tracing of a
process.

Field Name Type Length Position Comments
Start End
PTRC_CLASS Char 8 282 289 Class name.
PTRC_USER_NAME Char 20 291 310 The name associated with the user ID.
PTRC_UTK_ENCR Yes/No 4 312 315 Is the UTOKEN associated with this user
encrypted?
PTRC_UTK_PRE19 Yes/No 4 317 320 Is this a pre-1.9 token?
PTRC_UTK_VERPROF Yes/No 4 322 325 Is the VERIFYX propagation flag set?
PTRC_UTK_NJEUNUSR Yes/No 4 327 330 Is this the NJE undefined user?
PTRC_UTK_LOGUSR Yes/No 4 332 335 Is UAUDIT specified for this user?
PTRC_UTK_SPECIAL Yes/No 4 337 340 Is this a SPECIAL user?
PTRC_UTK_DEFAULT Yes/No 4 342 345 Is this a default token?
PTRC_UTK_UNKNUSR Yes/No 4 347 350 Is this an undefined user?
PTRC_UTK_ERROR Yes/No 4 352 355 Is this user token in error?
PTRC_UTK_TRUSTED Yes/No 4 357 360 Is this user a part of the trusted computing base
(TCB)?
PTRC_UTK_SESSTYPE Char 8 362 369 The session type of this session.
PTRC_UTK_SURROGAT Yes/No 4 371 374 Is this a surrogate user?
PTRC_UTK_REMOTE Yes/No 4 376 379 Is this a remote job?
PTRC_UTK_PRIV Yes/No 4 381 384 Is this a privileged user ID?
PTRC_UTK_SECL Char 8 386 393 The SECLABEL of the user.
PTRC_UTK_EXECNODE Char 8 395 402 The execution node of the work.
PTRC_UTK_SUSER_ID Char 8 404 411 The submitting user ID.
PTRC_UTK_SNODE Char 8 413 420 The submitting node.
PTRC_UTK_SGRP_ID Char 8 422 429 The submitting group name.
PTRC_UTK_SPOE Char 8 431 438 The port of entry.
PTRC_UTK_SPCLASS Char 8 440 447 Class of the POE. Valid values are “TERMINAL”,
“CONSOLE”, “JESINPUT”, and “APPCPORT”.
PTRC_UTK_USER_ID Char 8 449 456 User ID associated with the record.
PTRC_UTK_GRP_ID Char 8 458 465 Group name associated with the record.
PTRC_UTK_DFT_GRP Yes/No 4 467 470 Is a default group assigned?
PTRC_UTK_DFT_SECL Yes/No 4 472 475 Is a default SECLABEL assigned?
PTRC_APPC_LINK Char 16 477 492 Key to link together APPC records.
PTRC_AUDIT_CODE Char 11 494 504 Audit function code.
PTRC_OLD_REAL_UID Integer 10 506 515 Old real z/OS UNIX user identifier (UID).
PTRC_OLD_EFF_UID Integer 10 517 526 Old effective z/OS UNIX user identifier (UID).
PTRC_OLD_SAVED_UID Integer 10 528 537 Old saved z/OS UNIX user identifier (UID).
PTRC_OLD_REAL_GID Integer 10 539 548 Old real z/OS UNIX group identifier (GID).
PTRC_OLD_EFF_GID Integer 10 550 559 Old effective z/OS UNIX group identifier (GID).
PTRC_OLD_SAVED_GID Integer 10 561 570 Old saved z/OS UNIX group identifier (GID).
PTRC_TGT_REAL_UID Integer 10 572 581 Target real z/OS UNIX user identifier (UID).
PTRC_TGT_EFF_UID Integer 10 583 592 Target effective z/OS UNIX user identifier (UID).
PTRC_TGT_SAVED_UID Integer 10 594 603 Target saved z/OS UNIX user identifier (UID).
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Table 93. Format of the PTRACE Record Extension (Event Code 46) (continued)

Field Name Type Length Position Comments

Start End
PTRC_TGT_REAL_GID Integer 10 605 614 Target real z/OS UNIX group identifier (GID).
PTRC_TGT_EFF_GID Integer 10 616 625 Target effective z/OS UNIX group identifier (GID).
PTRC_TGT_SAVED_GID Integer 10 627 636 Target saved z/OS UNIX group identifier (GID).
PTRC_TGT_PID Integer 10 638 647 Target process ID.
PTRC_DFLT_PROCESS Yes/No 4 649 652 Default z/OS UNIX security environment in effect.
PTRC_UTK_NETW Char 8 654 661 The port of entry network name.
PTRC_X500_SUBJECT Char 255 663 917 Subject’s name associated with this event.
PTRC_X500_ISSUER Char 255 919 1173 Issuer's name associated with this event.

Event Qualifiers for the PTRACE Process Record Extension

The event qualifiers that may be associated with the tracing of a process are shown
in [Table 94|

Table 94. Event Qualifiers for PTRACE Records

Event Qualifier Event Event Description
Qualifier
Number
SUCCESS 00 Access allowed.
NOTAUTH 01 Not authorized to trace the specified process.

The Format of the Rename File Record Extension

[Table 83 on page 180| describes the format of a record that is created by a rename
operation.

Table 95. Format of the Rename File Record Extension (Event Code 47)

Field Name Type Length Position Comments
Start End
RENF_CLASS Char 8 282 289 Class name.
RENF_USER_NAME Char 20 291 310 The name associated with the user ID.
RENF_UTK_ENCR Yes/No 4 312 315 Is the UTOKEN associated with this user
encrypted?
RENF_UTK_PRE19 Yes/No 4 317 320 Is this a pre-1.9 token?
RENF_UTK_VERPROF Yes/No 4 322 325 Is the VERIFYX propagation flag set?
RENF_UTK_NJEUNUSR Yes/No 4 327 330 Is this the NJE undefined user?
RENF_UTK_LOGUSR Yes/No 4 332 335 Is UAUDIT specified for this user?
RENF_UTK_SPECIAL Yes/No 4 337 340 Is this a SPECIAL user?
RENF_UTK_DEFAULT Yes/No 4 342 345 Is this a default token?
RENF_UTK_UNKNUSR Yes/No 4 347 350 Is this an undefined user?
RENF_UTK_ERROR Yes/No 4 352 355 Is this user token in error?
RENF_UTK_TRUSTED Yes/No 4 357 360 Is this user a part of the trusted computing base
(TCB)?
RENF_UTK_SESSTYPE Char 8 362 369 The session type of this session.
RENF_UTK_SURROGAT Yes/No 4 371 374 Is this a surrogate user?
RENF_UTK_REMOTE Yes/No 4 376 379 Is this a remote job?
RENF_UTK_PRIV Yes/No 4 381 384 Is this a privileged user ID?
RENF_UTK_SECL Char 8 386 393 The SECLABEL of the user.
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Table 95. Format of the Rename File Record Extension (Event Code 47) (continued)

Field Name Type Length Position Comments
Start End

RENF_UTK_EXECNODE Char 8 395 402 The execution node of the work.

RENF_UTK_SUSER_ID Char 8 404 411 The submitting user ID.

RENF_UTK_SNODE Char 8 413 420 The submitting node.

RENF_UTK_SGRP_ID Char 8 422 429 The submitting group name.

RENF_UTK_SPOE Char 8 431 438 The port of entry.

RENF_UTK_SPCLASS Char 8 440 447 Class of the POE. Valid values are “TERMINAL”,
“CONSOLE”, “JESINPUT”, and “APPCPORT”.

RENF_UTK_USER_ID Char 8 449 456 User ID associated with the record.

RENF_UTK_GRP_ID Char 8 458 465 Group name associated with the record.

RENF_UTK_DFT_GRP Yes/No 4 467 470 Is a default group assigned?

RENF_UTK_DFT_SECL Yes/No 4 472 475 Is a default SECLABEL assigned?

RENF_APPC_LINK Char 16 477 492 A key to link together audit record together for a
user's APPC transaction processing work.

RENF_AUDIT_CODE Char 11 494 504 Audit function code.

RENF_OLD_REAL_UID Integer 10 506 515 Old real z/OS UNIX user identifier (UID).

RENF_OLD_EFF_UID Integer 10 517 526 Old effective z/OS UNIX user identifier (UID).

RENF_OLD_SAVED_UID Integer 10 528 537 Old saved z/OS UNIX user identifier (UID).

RENF_OLD_REAL_GID Integer 10 539 548 Old real z/OS UNIX group identifier (GID).

RENF_OLD_EFF_GID Integer 10 550 559 Old effective z/OS UNIX group identifier (GID).

RENF_OLD_SAVED_GID Integer 10 561 570 Old saved z/OS UNIX group identifier (GID).

RENF_PATH_NAME Char 1023 572 1594 The requested path name.

RENF_FILE_ID Char 32 1596 1627 File ID.

RENF_FILE_OWN_UID Integer 10 1629 1638 The owner z/OS UNIX user identifier (UID)
associated with the file.

RENF_FILE_OWN_GID Integer 10 1640 1649 The owner z/OS UNIX group identifier (GID)
associated with the file.

RENF_PATH2 Char 1023 1651 2673 Second requested path name.

RENF_FILE_ID2 Char 32 2675 2706 Second requested file ID.

RENF_OWNER_UID Integer 10 2708 2717 z/OS UNIX user identifier (UID) of the owner of
the deleted file.

RENF_OWNER_GID Integer 10 2719 2728 z/OS UNIX group identifier (GID) of the owner of
the deleted file.

RENF_PATH_TYPE Char 4 2730 2733 Type of the requested path name. Valid values
are “OLD” and “NEW”.

RENF_LAST_DELETED Yes/No 4 2735 2738 Was the last link deleted?

RENF_FILEPOOL Char 8 2740 2747 SFS filepool containing the BFS file.

RENF_FILESPACE Char 8 2749 2756 SFS filespace containing the BFS file.

RENF_INODE Integer 10 2758 2767 Inode (file serial number).

RENF_SCID Integer 10 2769 2778 File SCID.

RENF_FILEPOOL2 Char 8 2780 2787 SFS filepool containing the second BFS file.

RENF_FILESPACE2 Char 8 2789 2796 SFS filespace containing the second BFS file.

RENF_INODE2 Integer 10 2798 2807 Second Inode (file serial number).

RENF_SCID2 Integer 10 2809 2818 Second file SCID.

RENF_DCE_LINK Char 16 2820 2835 Link to connect DCE records that originate from a
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Table 95. Format of the Rename File Record Extension (Event Code 47) (continued)

Field Name Type Length Position Comments
Start End
RENF_AUTH_TYPE Char 13 2837 2849 Defines the type of request. Valid values are:

“SERVER”, “AUTH_CLIENT”, and
“UNAUTH_CLIENT".

RENF_DFLT_PROCESS Yes/No 4 2851 2854 Default z/OS UNIX security environment in effect.
RENF_UTK_NETW Char 8 2856 2863 The port of entry network name.
RENF_X500_SUBJECT Char 255 2865 3119 Subject’'s name associated with this event.
RENF_X500_ISSUER Char 255 3121 3375 Issuer's name associated with this event.

Event Qualifiers for Rename File Records

The event qualifier that may be associated with a file rename event is shown in
[Table 9€|

Table 96. Event Qualifiers for Rename File Records

Event Qualifier Event Event Description
Qualifier
Number
SUCCESS 00 File renamed. There are no failure cases for this event.

The Format of the RMDIR Record Extension
describes the format of a record that is created by removing a directory.

Table 97. Format of the RMDIR Record Extension (Event Code 48)

Field Name Type Length Position Comments
Start End
RDIR_CLASS Char 8 282 289 Class name.
RDIR_USER_NAME Char 20 291 310 The name associated with the user ID.
RDIR_UTK_ENCR Yes/No 4 312 315 Is the UTOKEN associated with this user
encrypted?
RDIR_UTK_PRE19 Yes/No 4 317 320 Is this a pre-1.9 token?
RDIR_UTK_VERPROF Yes/No 4 322 325 Is the VERIFYX propagation flag set?
RDIR_UTK_NJEUNUSR Yes/No 4 327 330 Is this the NJE undefined user?
RDIR_UTK_LOGUSR Yes/No 4 332 335 Is UAUDIT specified for this user?
RDIR_UTK_SPECIAL Yes/No 4 337 340 Is this a SPECIAL user?
RDIR_UTK_DEFAULT Yes/No 4 342 345 Is this a default token?
RDIR_UTK_UNKNUSR Yes/No 4 347 350 Is this an undefined user?
RDIR_UTK_ERROR Yes/No 4 352 355 Is this user token in error?
RDIR_UTK_TRUSTED Yes/No 4 357 360 Is this user a part of the trusted computing base
(TCB)?
RDIR_UTK_SESSTYPE Char 8 362 369 The session type of this session.
RDIR_UTK_SURROGAT Yes/No 4 371 374 Is this a surrogate user?
RDIR_UTK_REMOTE Yes/No 4 376 379 Is this a remote job?
RDIR_UTK_PRIV Yes/No 4 381 384 Is this a privileged user ID?
RDIR_UTK_SECL Char 8 386 393 The SECLABEL of the user.
RDIR_UTK_EXECNODE Char 8 395 402 The execution node of the work.
RDIR_UTK_SUSER_ID Char 8 404 411 The submitting user ID.
RDIR_UTK_SNODE Char 8 413 420 The submitting node.
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Table 97. Format of the RMDIR Record Extension (Event Code 48) (continued)

Field Name Type Length Position Comments
Start End

RDIR_UTK_SGRP_ID Char 422 429 The submitting group name.

RDIR_UTK_SPOE Char 8 431 438 The port of entry.

RDIR_UTK_SPCLASS Char 8 440 447 Class of the POE. Valid values are “TERMINAL”,
“CONSOLE”, “JESINPUT”, and “APPCPORT”.

RDIR_UTK_USER_ID Char 8 449 456 User ID associated with the record.

RDIR_UTK_GRP_ID Char 8 458 465 Group name associated with the record.

RDIR_UTK_DFT_GRP Yes/No 4 467 470 Is a default group assigned?

RDIR_UTK_DFT_SECL Yes/No 4 472 475 Is a default SECLABEL assigned?

RDIR_APPC_LINK Char 16 477 492 A key to link together audit record together for a
user’s APPC transaction processing work.

RDIR_AUDIT_CODE Char 11 494 504 Audit function code.

RDIR_OLD_REAL_UID Integer 10 506 515 Old real z/OS UNIX user identifier (UID).

RDIR_OLD_EFF_UID Integer 10 517 526 Old effective z/OS UNIX user identifier (UID).

RDIR_OLD_SAVED_UID Integer 10 528 537 Old saved z/OS UNIX user identifier (UID).

RDIR_OLD_REAL_GID Integer 10 539 548 Old real z/OS UNIX group identifier (GID).

RDIR_OLD_EFF_GID Integer 10 550 559 Old effective z/OS UNIX group identifier (GID).

RDIR_OLD_SAVED_GID Integer 10 561 570 Old saved z/OS UNIX group identifier (GID).

RDIR_PATH_NAME Char 1023 572 1594 The requested path name.

RDIR_FILE_ID Char 32 1596 1627 File ID.

RDIR_FILE_OWN_UID Integer 10 1629 1638 The owner z/OS UNIX user identifier (UID)
associated with the file.

RDIR_FILE_OWN_GID Integer 10 1640 1649 The owner z/OS UNIX group identifier (GID)
associated with the file.

RDIR_FILEPOOL Char 8 1651 1658 SFS filepool containing the BFS file.

RDIR_FILESPACE Char 8 1660 1667 SFS filespace containing the BFS file.

RDIR_INODE Integer 10 1669 1678 Inode (file serial number).

RDIR_SCID Integer 10 1680 1689 File SCID.

RDIR_DCE_LINK Char 16 1691 1706 Link to connect DCE records that originate from a
single DCE request.

RDIR_AUTH_TYPE Char 13 1708 1720 Defines the type of request. Valid values are:
“SERVER”, “AUTH_CLIENT”, and
“UNAUTH_CLIENT".

RDIR_DFLT_PROCESS Yes/No 4 1722 1725 Default zZ/OS UNIX security environment in effect.

RDIR_UTK_NETW Char 8 1727 1734 The port of entry network name.

RDIR_X500_SUBJECT Char 255 1736 1990 Subject’s name associated with this event.

RDIR_X500_ISSUER Char 255 1992 2246 Issuer's name associated with this event.

Event Qualifiers for RMDIR Records

196

The event qualifier that may be associated with removing a directory is shown in
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Table 98. Event Qualifiers for RMDIR Records

Event Qualifier Event Event Description
Qualifier
Number
SUCCESS 00 Directory removed. There are no failure cases for this event.
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The Format of the SETEGID (SET Effective z/OS UNIX Group Identifier

(GID) Record Extension

describes the format of a record that is created by the setting of an
effective z/OS UNIX group identifier (GID).

Table 99. Format of the SETEGID Record Extension (Event Code 49)

Field Name Type Length Position Comments
Start End
SEGI_CLASS Char 8 282 289 Class name.
SEGI_USER_NAME Char 20 291 310 The name associated with the user ID.
SEGI_UTK_ENCR Yes/No 4 312 315 Is the UTOKEN associated with this user
encrypted?
SEGI_UTK_PRE19 Yes/No 4 317 320 Is this a pre-1.9 token?
SEGI_UTK_VERPROF Yes/No 4 322 325 Is the VERIFYX propagation flag set?
SEGI_UTK_NJEUNUSR Yes/No 4 327 330 Is this the NJE undefined user?
SEGI_UTK_LOGUSR Yes/No 4 332 335 Is UAUDIT specified for this user?
SEGI_UTK_SPECIAL Yes/No 4 337 340 Is this a SPECIAL user?
SEGI_UTK_DEFAULT Yes/No 4 342 345 Is this a default token?
SEGI_UTK_UNKNUSR Yes/No 4 347 350 Is this an undefined user?
SEGI_UTK_ERROR Yes/No 4 352 355 Is this user token in error?
SEGI_UTK_TRUSTED Yes/No 4 357 360 Is this user a part of the trusted computing base
(TCB)?
SEGI_UTK_SESSTYPE Char 8 362 369 The session type of this session.
SEGI_UTK_SURROGAT Yes/No 4 371 374 Is this a surrogate user?
SEGI_UTK_REMOTE Yes/No 4 376 379 Is this a remote job?
SEGI_UTK_PRIV Yes/No 4 381 384 Is this a privileged user ID?
SEGI_UTK_SECL Char 8 386 393 The SECLABEL of the user.
SEGI_UTK_EXECNODE Char 8 395 402 The execution node of the work.
SEGI_UTK_SUSER_ID Char 8 404 411 The submitting user ID.
SEGI_UTK_SNODE Char 8 413 420 The submitting node.
SEGI_UTK_SGRP_ID Char 8 422 429 The submitting group name.
SEGI_UTK_SPOE Char 8 431 438 The port of entry.
SEGI_UTK_SPCLASS Char 8 440 447 Class of the POE. Valid values are “TERMINAL”,
“CONSOLE”, “JESINPUT”, and “APPCPORT”.
SEGI_UTK_USER_ID Char 8 449 456 User ID associated with the record.
SEGI_UTK_GRP_ID Char 8 458 465 Group name associated with the record.
SEGI_UTK_DFT_GRP Yes/No 4 467 470 Is a default group assigned?
SEGI_UTK_DFT_SECL Yes/No 4 472 475 Is a default SECLABEL assigned?
SEGI_APPC_LINK Char 16 477 492 Key to link together APPC records.
SEGI_AUDIT_CODE Char 11 494 504 Audit function code.
SEGI_OLD_REAL_UID Integer 10 506 515 Old real z/OS UNIX user identifier (UID).
SEGI_OLD_EFF_UID Integer 10 517 526 Old effective z/OS UNIX user identifier (UID).
SEGI_OLD_SAVED_UID Integer 10 528 537 Old saved z/OS UNIX user identifier (UID).
SEGI_OLD_REAL_GID Integer 10 539 548 Old real z/OS UNIX group identifier (GID).
SEGI_OLD_EFF_GID Integer 10 550 559 Old effective z/OS UNIX group identifier (GID).
SEGI_OLD_SAVED_GID Integer 10 561 570 Old saved z/OS UNIX group identifier (GID).
SEGI_NEW_REAL_GID Integer 10 572 581 New real z/OS UNIX group identifier (GID).
SEGI_NEW_EFF_GID Integer 10 583 592 New effective z/OS UNIX group identifier (GID).
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Table 99. Format of the SETEGID Record Extension (Event Code 49) (continued)

Field Name Type Length Position Comments

Start End
SEGI_NEW_SAVED_GID Integer 10 594 603 New saved z/OS UNIX group identifier (GID).
SEGI_GID Integer 10 605 614 The z/OS UNIX group identifier (GID) input

parameter.

SEGI_DFLT_PROCESS Yes/No 4 616 619 Default z/OS UNIX security environment in effect.
SEGI_UTK_NETW Char 8 621 628 The port of entry network name.
SEGI_X500_SUBJECT Char 255 630 884 Subject’s name associated with this event.
SEGI_X500_ISSUER Char 255 886 1140 Issuer’'s name associated with this event.

Event Qualifiers for the SETEGID Record Extension

The event qualifiers that may be associated with setting the effective zZOS UNIX
group identifier (GID) are shown in|Table 100,

Table 100. Event Qualifiers for SETEGID Records

Event Qualifier Event Event Description
Qualifier
Number
SUCCESS 00 Successful change of effective z/OS UNIX group identifier
(GID).
NOTAUTH 01 Not authorized to set the effective z/OS UNIX group identifier
(GID).

The Format of the SETEUID (SET Effective z/0S UNIX User Identifier
(UID) Record Extension

able 101| describes the format of a record that is created by the setting of an
effective z/OS UNIX user identifier (UID).

Table 101. Format of the SETEUID Record Extension (Event Code 50)

Field Name Type Length Position Comments
Start End
SEUI_CLASS Char 8 282 289 Class name.
SEUI_USER_NAME Char 20 291 310 The name associated with the user ID.
SEUI_UTK_ENCR Yes/No 4 312 315 Is the UTOKEN associated with this user
encrypted?
SEUI_UTK_PRE19 Yes/No 4 317 320 Is this a pre-1.9 token?
SEUI_UTK_VERPROF Yes/No 4 322 325 Is the VERIFYX propagation flag set?
SEUI_UTK_NJEUNUSR Yes/No 4 327 330 Is this the NJE undefined user?
SEUI_UTK_LOGUSR Yes/No 4 332 335 Is UAUDIT specified for this user?
SEUI_UTK_SPECIAL Yes/No 4 337 340 Is this a SPECIAL user?
SEUI_UTK_DEFAULT Yes/No 4 342 345 Is this a default token?
SEUI_UTK_UNKNUSR Yes/No 4 347 350 Is this an undefined user?
SEUI_UTK_ERROR Yes/No 4 352 355 Is this user token in error?
SEUI_UTK_TRUSTED Yes/No 4 357 360 Is this user a part of the trusted computing base
(TCB)?
SEUI_UTK_SESSTYPE Char 8 362 369 The session type of this session.
SEUI_UTK_SURROGAT Yes/No 4 371 374 Is this a surrogate user?
SEUI_UTK_REMOTE Yes/No 4 376 379 Is this a remote job?
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Table 101. Format of the SETEUID Record Extension (Event Code 50) (continued)

Field Name Type Length Position Comments
Start End
SEUI_UTK_PRIV Yes/No 4 381 384 Is this a privileged user ID?
SEUI_UTK_SECL Char 8 386 393 The SECLABEL of the user.
SEUI_UTK_EXECNODE Char 8 395 402 The execution node of the work.
SEUI_UTK_SUSER_ID Char 8 404 411 The submitting user ID.
SEUI_UTK_SNODE Char 8 413 420 The submitting node.
SEUI_UTK_SGRP_ID Char 8 422 429 The submitting group name.
SEUI_UTK_SPOE Char 8 431 438 The port of entry.
SEUI_UTK_SPCLASS Char 8 440 447 Class of the POE. Valid values are “TERMINAL”,
“CONSOLE”, “JESINPUT”, and “APPCPORT”.
SEUI_UTK_USER_ID Char 8 449 456 User ID associated with the record.
SEUI_UTK_GRP_ID Char 8 458 465 Group name associated with the record.
SEUI_UTK_DFT_GRP Yes/No 4 467 470 Is a default group assigned?
SEUI_UTK_DFT_SECL Yes/No 4 472 475 Is a default SECLABEL assigned?
SEUI_APPC_LINK Char 16 477 492 Key to link together APPC records.
SEUI_AUDIT_CODE Char 11 494 504 Audit function code.
SEUI_OLD_REAL_UID Integer 10 506 515 Old real z/OS UNIX user identifier (UID).
SEUI_OLD_EFF_UID Integer 10 517 526 Old effective z/OS UNIX user identifier (UID).
SEUI_OLD_SAVED_UID Integer 10 528 537 Old saved z/OS UNIX user identifier (UID).
SEUI_OLD_REAL_GID Integer 10 539 548 Old real z/OS UNIX group identifier (GID).
SEUI_OLD_EFF_GID Integer 10 550 559 Old effective z/OS UNIX group identifier (GID).
SEUI_OLD_SAVED_GID Integer 10 561 570 Old saved z/OS UNIX group identifier (GID).
SEUI_NEW_REAL_UID Integer 10 572 581 New real z/OS UNIX user identifier (UID).
SEUI_NEW_EFF_UID Integer 10 583 592 New effective z/OS UNIX user identifier (UID).
SEUI_NEW_SAVED_UID Integer 10 594 603 New saved z/OS UNIX user identifier (UID).
SEUI_UID Integer 10 605 614 The z/OS UNIX user identifier (UID) input
parameter.
SEUI_DFLT_PROCESS Yes/No 4 616 619 Default z/OS UNIX security environment in effect.
SEUI_UTK_NETW Char 8 621 628 The port of entry network name.
SEUI_X500_SUBJECT Char 255 630 884 Subject’s name associated with this event.
SEUI_X500_ISSUER Char 255 886 1140 Issuer's name associated with this event.

Event Qualifiers for the SETEUID Record Extension

The event qualifiers that may be associated with setting the effective zZOS UNIX

user identifier (UID) are shown in|Table 102

Table 102. Event Qualifiers for SETEUID Records

Event Qualifier Event Event Description

Qualifier

Number
SUCCESS 00 Successful change of z/OS UNIX user identifiers (UIDs).
NOTAUTH 01 Not authorized to set the effective z/OS UNIX user identifier

(UID).

The Format of the SETGID Record Extension

[Table 103 on page 200|describes the format of a record that is created by the
setting of a z/OS UNIX group identifier (GID).
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Table 103. Format of the SETGID Record Extension (Event Code 51)

Field Name Type Length Position Comments
Start End
SGI_CLASS Char 8 282 289 Class name.
SGI_USER_NAME Char 20 291 310 The name associated with the user ID.
SGI_UTK_ENCR Yes/No 4 312 315 Is the UTOKEN associated with this user
encrypted?
SGI_UTK_PRE19 Yes/No 4 317 320 Is this a pre-1.9 token?
SGI_UTK_VERPROF Yes/No 4 322 325 Is the VERIFYX propagation flag set?
SGI_UTK_NJEUNUSR Yes/No 4 327 330 Is this the NJE undefined user?
SGI_UTK_LOGUSR Yes/No 4 332 335 Is UAUDIT specified for this user?
SGI_UTK_SPECIAL Yes/No 4 337 340 Is this a SPECIAL user?
SGI_UTK_DEFAULT Yes/No 4 342 345 Is this a default token?
SGI_UTK_UNKNUSR Yes/No 4 347 350 Is this an undefined user?
SGI_UTK_ERROR Yes/No 4 352 355 Is this user token in error?
SGI_UTK_TRUSTED Yes/No 4 357 360 Is this user a part of the trusted computing base
(TCB)?
SGI_UTK_SESSTYPE Char 8 362 369 The session type of this session.
SGI_UTK_SURROGAT Yes/No 4 371 374 Is this a surrogate user?
SGI_UTK_REMOTE Yes/No 4 376 379 Is this a remote job?
SGI_UTK_PRIV Yes/No 4 381 384 Is this a privileged user ID?
SGI_UTK_SECL Char 8 386 393 The SECLABEL of the user.
SGI_UTK_EXECNODE Char 8 395 402 The execution node of the work.
SGI_UTK_SUSER_ID Char 8 404 411 The submitting user ID.
SGI_UTK_SNODE Char 8 413 420 The submitting node.
SGI_UTK_SGRP_ID Char 8 422 429 The submitting group name.
SGI_UTK_SPOE Char 8 431 438 The port of entry.
SGI_UTK_SPCLASS Char 8 440 447 Class of the POE. Valid values are “TERMINAL”,
“CONSOLE”, “JESINPUT”, and “APPCPORT”.
SGI_UTK_USER_ID Char 8 449 456 User ID associated with the record.
SGI_UTK_GRP_ID Char 8 458 465 Group name associated with the record.
SGI_UTK_DFT_GRP Yes/No 4 467 470 Is a default group assigned?
SGI_UTK_DFT_SECL Yes/No 4 472 475 Is a default SECLABEL assigned?
SGI_APPC_LINK Char 16 477 492 Key to link together APPC records.
SGI_AUDIT_CODE Char 11 494 504 Audit function code.
SGI_OLD_REAL_UID Integer 10 506 515 Old real z/OS UNIX user identifier (UID).
SGI_OLD_EFF_UID Integer 10 517 526 Old effective zZOS UNIX user identifier (UID).
SGI_OLD_SAVED_UID Integer 10 528 537 Old saved z/OS UNIX user identifier (UID).
SGI_OLD_REAL_GID Integer 10 539 548 Old real z/OS UNIX group identifier (GID).
SGI_OLD_EFF_GID Integer 10 550 559 Old effective z/OS UNIX group identifier (GID).
SGI_OLD_SAVED_GID Integer 10 561 570 Old saved z/OS UNIX group identifier (GID).
SGI_NEW_REAL_GID Integer 10 572 581 New real z/OS UNIX group identifier (GID).
SGI_NEW_EFF_GID Integer 10 583 592 New effective z/OS UNIX group identifier (GID).
SGI_NEW_SAVED_GID Integer 10 594 603 New saved z/OS UNIX group identifier (GID).
SGI_GID Integer 10 605 614 The z/OS UNIX group identifier (GID) input
parameter.
SGI_DFLT_PROCESS Yes/No 4 616 619 Default z/OS UNIX security environment in effect.
SGI_UTK_NETW Char 621 628 The port of entry network name.
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Table 103. Format of the SETGID Record Extension (Event Code 51) (continued)

Field Name Type Length Position Comments

Start End
SGI_X500_SUBJECT Char 255 630 884 Subject’'s name associated with this event.
SGI_X500_ISSUER Char 255 886 1140 Issuer's name associated with this event.

Event Qualifiers for the SETGID Record Extension
The event qualifiers that may be associated with setting the z/OS UNIX group

identifier (GID) are shown in[Table 104,

Table 104. Event Qualifiers for SETGID Records

Event Qualifier Event Event Description

Qualifier

Number
SUCCESS 00 Successful change of z/OS UNIX group identifier (GID).
NOTAUTH 01 Not authorized to set the z/OS UNIX group identifier (GID).

The Format of the SETUID Record Extension

able 105|describes the format of a record that is created by the setting of a z/OS
UNIX user identifier (UID).

Table 105. Format of the SETUID Record Extension (Event Code 52)

Field Name Type Length Position Comments
Start End
SUI_CLASS Char 8 282 289 Class name.
SUI_USER_NAME Char 20 291 310 The name associated with the user ID.
SUI_UTK_ENCR Yes/No 4 312 315 Is the UTOKEN associated with this user
encrypted?
SUI_UTK_PRE19 Yes/No 4 317 320 Is this a pre-1.9 token?
SUI_UTK_VERPROF Yes/No 4 322 325 Is the VERIFYX propagation flag set?
SUI_UTK_NJEUNUSR Yes/No 4 327 330 Is this the NJE undefined user?
SUI_UTK_LOGUSR Yes/No 4 332 335 Is UAUDIT specified for this user?
SUI_UTK_SPECIAL Yes/No 4 337 340 Is this a SPECIAL user?
SUI_UTK_DEFAULT Yes/No 4 342 345 Is this a default token?
SUI_UTK_UNKNUSR Yes/No 4 347 350 Is this an undefined user?
SUI_UTK_ERROR Yes/No 4 352 355 Is this user token in error?
SUI_UTK_TRUSTED Yes/No 4 357 360 Is this user a part of the trusted computing base
(TCB)?
SUI_UTK_SESSTYPE Char 8 362 369 The session type of this session.
SUI_UTK_SURROGAT Yes/No 4 371 374 Is this a surrogate user?
SUI_UTK_REMOTE Yes/No 4 376 379 Is this a remote job?
SUI_UTK_PRIV Yes/No 4 381 384 Is this a privileged user ID?
SUI_UTK_SECL Char 8 386 393 The SECLABEL of the user.
SUI_UTK_EXECNODE Char 8 395 402 The execution node of the work.
SUI_UTK_SUSER_ID Char 8 404 411 The submitting user ID.
SUI_UTK_SNODE Char 8 413 420 The submitting node.
SUI_UTK_SGRP_ID Char 8 422 429 The submitting group name.
SUI_UTK_SPOE Char 8 431 438 The port of entry.
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Table 105. Format of the SETUID Record Extension (Event Code 52) (continued)

Field Name Type Length Position Comments
Start End

SUI_UTK_SPCLASS Char 8 440 447 Class of the POE. Valid values are “TERMINAL”,

“CONSOLE”, “JESINPUT”, and “APPCPORT".
SUI_UTK_USER_ID Char 8 449 456 User ID associated with the record.
SUI_UTK_GRP_ID Char 8 458 465 Group name associated with the record.
SUI_UTK_DFT_GRP Yes/No 4 467 470 Is a default group assigned?
SUI_UTK_DFT_SECL Yes/No 4 472 475 Is a default SECLABEL assigned?
SUI_APPC_LINK Char 16 477 492 Key to link together APPC records.
SUI_AUDIT_CODE Char 11 494 504 Audit function code.
SUI_OLD_REAL_UID Integer 10 506 515 Old real z/OS UNIX user identifier (UID).
SUI_OLD_EFF_UID Integer 10 517 526 Old effective z/OS UNIX user identifier (UID).
SUI_OLD_SAVED_UID Integer 10 528 537 Old saved z/OS UNIX user identifier (UID).
SUI_OLD_REAL_GID Integer 10 539 548 Old real z/OS UNIX group identifier (GID).
SUI_OLD_EFF_GID Integer 10 550 559 Old effective z/OS UNIX group identifier (GID).
SUI_OLD_SAVED_GID Integer 10 561 570 Old saved z/OS UNIX group identifier (GID).
SUI_NEW_REAL_UID Integer 10 572 581 New real z/OS UNIX user identifier (UID).
SUI_NEW_EFF_UID Integer 10 583 592 New effective z/OS UNIX user identifier (UID).
SUI_NEW_SAVED_UID Integer 10 594 603 New saved z/OS UNIX user identifier (UID).
SUl_UID Integer 10 605 614 The z/OS UNIX user identifier (UID) input

parameter.
SUI_DFLT_PROCESS Yes/No 4 616 619 Default z/OS UNIX security environment in effect.
SUI_UTK_NETW Char 8 621 628 The port of entry network name.
SUI_X500_SUBJECT Char 255 630 884 Subject’s name associated with this event.
SUI_X500_ISSUER Char 255 886 1140 Issuer’'s name associated with this event.

Event Qualifiers for the SETUID Record Extension

The event qualifiers that may be associated with setting the effective zZOS UNIX

user identifier (UID) are shown in|Table 106
Table 106. Event Qualifiers for SETUID Records

Event Qualifier Event Event Description

Qualifier

Number
SUCCESS 00 Successful change of z/OS UNIX user identifier (UID).
NOTAUTH 01 Not authorized to set the z/OS UNIX user identifier (UID).

The Format of the SYMLINK Record Extension

able 107| describes the format of a record that is created by a SYMLINK operation.
Table 107. Format of the SYMLINK Record Extension (Event Code 53)

Field Name Type Length Position Comments
Start End
SYML_CLASS Char 8 282 289 Class name.
SYML_USER_NAME Char 20 291 310 The name associated with the user ID.
SYML_UTK_ENCR Yes/No 4 312 315 Is the UTOKEN associated with this user
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Table 107. Format of the SYMLINK Record Extension (Event Code 53) (continued)

Field Name Type Length Position Comments
Start End
SYML_UTK_PRE19 Yes/No 4 317 320 Is this a pre-1.9 token?
SYML_UTK_VERPROF Yes/No 4 322 325 Is the VERIFYX propagation flag set?
SYML_UTK_NJEUNUSR Yes/No 4 327 330 Is this the NJE undefined user?
SYML_UTK_LOGUSR Yes/No 4 332 335 Is UAUDIT specified for this user?
SYML_UTK_SPECIAL Yes/No 4 337 340 Is this a SPECIAL user?
SYML_UTK_DEFAULT Yes/No 4 342 345 Is this a default token?
SYML_UTK_UNKNUSR Yes/No 4 347 350 Is this an undefined user?
SYML_UTK_ERROR Yes/No 4 352 355 Is this user token in error?
SYML_UTK_TRUSTED Yes/No 4 357 360 Is this user a part of the trusted computing base
(TCB)?
SYML_UTK_SESSTYPE Char 8 362 369 The session type of this session.
SYML_UTK_SURROGAT Yes/No 4 371 374 Is this a surrogate user?
SYML_UTK_REMOTE Yes/No 4 376 379 Is this a remote job?
SYML_UTK_PRIV Yes/No 4 381 384 Is this a privileged user ID?
SYML_UTK_SECL Char 8 386 393 The SECLABEL of the user.
SYML_UTK_EXECNODE Char 8 395 402 The execution node of the work.
SYML_UTK_SUSER_ID Char 8 404 411 The submitting user ID.
SYML_UTK_SNODE Char 8 413 420 The submitting node.
SYML_UTK_SGRP_ID Char 8 422 429 The submitting group name.
SYML_UTK_SPOE Char 8 431 438 The port of entry.
SYML_UTK_SPCLASS Char 8 440 447 Class of the POE. Valid values are “TERMINAL”,
“CONSOLE”, “JESINPUT”, and “APPCPORT”.
SYML_UTK_USER_ID Char 8 449 456 User ID associated with the record.
SYML_UTK_GRP_ID Char 8 458 465 Group name associated with the record.
SYML_UTK_DFT_GRP Yes/No 4 467 470 Is a default group assigned?
SYML_UTK_DFT_SECL Yes/No 4 472 475 Is a default SECLABEL assigned?
SYML_APPC_LINK Char 16 477 492 A key to link together audit record together for a
user's APPC transaction processing work.
SYML_AUDIT_CODE Char 11 494 504 Audit function code.
SYML_OLD_REAL_UID Integer 10 506 515 Old real z/OS UNIX user identifier (UID).
SYML_OLD_EFF_UID Integer 10 517 526 Old effective z/OS UNIX user identifier (UID).
SYML_OLD_SAVED_UID Integer 10 528 537 Old saved z/OS UNIX user identifier (UID).
SYML_OLD_REAL_GID Integer 10 539 548 Old real z/OS UNIX group identifier (GID).
SYML_OLD_EFF_GID Integer 10 550 559 Old effective z/OS UNIX group identifier (GID).
SYML_OLD_SAVED_GID Integer 10 561 570 Old saved z/OS UNIX group identifier (GID).
SYML_PATH_NAME Char 1023 572 1594 The requested path name.
SYML_FILE_ID Char 32 1596 1627 File ID.
SYML_FILE_OWN_UID Integer 10 1629 1638 The owner z/OS UNIX user identifier (UID)
associated with the file.
SYML_FILE_OWN_GID Integer 10 1640 1649 The owner z/OS UNIX group identifier (GID)
associated with the file.
SYML_SYMLINK_DATA Char 1023 1651 2673 Content of SYMLINK.
SYML_FILEPOOL Char 8 2675 2682 SFS filepool containing the BFS file.
SYML_FILESPACE Char 8 2684 2691 SFS filespace containing the BFS file.
SYML_INODE Integer 10 2693 2702 Inode (file serial number).
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Table 107. Format of the SYMLINK Record Extension (Event Code 53) (continued)

Field Name Type Length Position Comments

Start End
SYML_SCID Integer 10 2704 2713 File SCID.
SYML_DFLT_PROCESS Char 1 2715 2715 Default z/OS UNIX security environment in effect.
SYML_UTK_NETW Char 8 2720 2727 The port of entry network name.
SYML_X500_SUBJECT Char 255 2729 2983 Subject’s name associated with this event.
SYML_X500_ISSUER Char 255 2985 3239 Issuer’'s name associated with this event.

Event Qualifiers for SYMLINK Records

The event qualifier that may be associated with a SYMLINK event is shown in

able 108
Table 108. Event Qualifiers for SYMLINK Records
Event Qualifier Event Event Description
Qualifier
Number
SUCCESS 00 Successful SYMLINK. There are no failure cases for this

event.

The Format of the UNLINK Record Extension
able 109| describes the format of a record that is created by an UNLINK operation.

Table 109. Format of the UNLINK Record Extension (Event Code 54)

Field Name Type Length Position Comments
Start End
UNL_CLASS Char 8 282 289 Class name.
UNL_USER_NAME Char 20 291 310 The name associated with the user ID.
UNL_UTK_ENCR Yes/No 4 312 315 Is the UTOKEN associated with this user
encrypted?
UNL_UTK_PRE19 Yes/No 4 317 320 Is this a pre-1.9 token?
UNL_UTK_VERPROF Yes/No 4 322 325 Is the VERIFYX propagation flag set?
UNL_UTK_NJEUNUSR Yes/No 4 327 330 Is this the NJE undefined user?
UNL_UTK_LOGUSR Yes/No 4 332 335 Is UAUDIT specified for this user?
UNL_UTK_SPECIAL Yes/No 4 337 340 Is this a SPECIAL user?
UNL_UTK_DEFAULT Yes/No 4 342 345 Is this a default token?
UNL_UTK_UNKNUSR Yes/No 4 347 350 Is this an undefined user?
UNL_UTK_ERROR Yes/No 4 352 355 Is this user token in error?
UNL_UTK_TRUSTED Yes/No 4 357 360 Is this user a part of the trusted computing base
(TCB)?
UNL_UTK_SESSTYPE Char 8 362 369 The session type of this session.
UNL_UTK_SURROGAT Yes/No 4 371 374 Is this a surrogate user?
UNL_UTK_REMOTE Yes/No 4 376 379 Is this a remote job?
UNL_UTK_PRIV Yes/No 4 381 384 Is this a privileged user ID?
UNL_UTK_SECL Char 8 386 393 The SECLABEL of the user.
UNL_UTK_EXECNODE Char 8 395 402 The execution node of the work.
UNL_UTK_SUSER_ID Char 8 404 411 The submitting user ID.
UNL_UTK_SNODE Char 8 413 420 The submitting node.
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Table 109. Format of the UNLINK Record Extension (Event Code 54) (continued)

Field Name Type Length Position Comments
Start End

UNL_UTK_SGRP_ID Char 422 429 The submitting group name.

UNL_UTK_SPOE Char 431 438 The port of entry.

UNL_UTK_SPCLASS Char 8 440 447 Class of the POE. Valid values are “TERMINAL”,
“CONSOLE”, “JESINPUT”, and “APPCPORT”.

UNL_UTK_USER_ID Char 8 449 456 User ID associated with the record.

UNL_UTK_GRP_ID Char 8 458 465 Group name associated with the record.

UNL_UTK_DFT_GRP Yes/No 4 467 470 Is a default group assigned?

UNL_UTK_DFT_SECL Yes/No 4 472 475 Is a default SECLABEL assigned?

UNL_APPC_LINK Char 16 477 492 A key to link together audit record together for a
user's APPC transaction processing work.

UNL_AUDIT_CODE Char 11 494 504 Audit function code.

UNL_OLD_REAL_UID Integer 10 506 515 Old real z/OS UNIX user identifier (UID).

UNL_OLD_EFF_UID Integer 10 517 526 Old effective z/OS UNIX user identifier (UID).

UNL_OLD_SAVED_UID Integer 10 528 537 Old saved z/OS UNIX user identifier (UID).

UNL_OLD_REAL_GID Integer 10 539 548 Old real z/OS UNIX group identifier (GID).

UNL_OLD_EFF_GID Integer 10 550 559 Old effective z/OS UNIX group identifier (GID).

UNL_OLD_SAVED_GID Integer 10 561 570 Old saved z/OS UNIX group identifier (GID).

UNL_PATH_NAME Char 1023 572 1594 The requested path name.

UNL_FILE_ID Char 32 1596 1627 File ID.

UNL_FILE_OWN_UID Integer 10 1629 1638 The owner z/OS UNIX user identifier (UID)
associated with the file.

UNL_FILE_OWN_GID Integer 10 1640 1649 The owner z/OS UNIX group identifier (GID)
associated with the file.

UNL_LAST_DELETED Yes/No 4 1651 1654 Was the last link deleted?

UNL_FILEPOOL Char 8 1656 1663 SFS filepool containing the BFS file.

UNL_FILESPACE Char 8 1665 1672 SFS filespace containing the BFS file.

UNL_INODE Integer 10 1674 1683 Inode (file serial number).

UNL_SCID Integer 10 1685 1694 File SCID.

UNL_DCE_LINK Char 16 1696 1711 Link to connect DCE records that originate from a
single DCE request.

UNL_AUTH_TYPE Char 13 1713 1725 Defines the type of request. Valid values are:
“SERVER”, “AUTH_CLIENT”, and
“UNAUTH_CLIENT".

UNL_DFLT_PROCESS Yes/No 4 1727 1730 Default z/OS UNIX security environment in effect.

UNL_UTK_NETW Char 8 1732 1739 The port of entry network name.

UNL_X500_SUBJECT Char 255 1741 1995 Subject’s name associated with this event.

UNL_X500_ISSUER Char 255 1997 2251 Issuer's name associated with this event.

Event Qualifiers for UNLINK Records

The event qualifier that may be associated with an UNLINK event is shown in
[Table 110 on page 206}
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Table 110. Event Qualifiers for UNLINK Records

Event Qualifier Event Event Description
Qualifier
Number
SUCCESS 00 Successful UNLINK. Failures are logged as check access

event types.

The Format of the Unmount File System Record Extension
describes the format of a record that is created unmounting a file system.

Table 111. Format of the Unmount File System Record Extension (Event Code 55)

Field Name Type Length Position Comments
Start End
UFS_CLASS Char 8 282 289 Class name.
UFS_USER_NAME Char 20 291 310 The name associated with the user ID.
UFS_UTK_ENCR Yes/No 4 312 315 Is the UTOKEN associated with this user
encrypted?
UFS_UTK_PRE19 Yes/No 4 317 320 Is this a pre-1.9 token?
UFS_UTK_VERPROF Yes/No 4 322 325 Is the VERIFYX p