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About this document

This document supports z/OS (5694-A01) and z/OS.e (5655-G52). This document

contains information about PKI Services, which is part of the z/OS Security Server.

The Security Server includes the following components:

» DCE Security Server

* Resource Access Control Facility (RACF)

» Lightweight Directory Access Protocol (LDAP) Server, which includes client and
server functions

* Network Authentication Service

* Open Cryptographic Enhanced Plug-ins (OCEP)

* PKI Services

» z/OS Firewall Technologies

This document provides the information for planning, customizing, administering,
and using the PKI Services component of the Security Server. For information about
other components of the Security Server, see the publications related to those
components.

PKI Services provides a certificate authority for the z/OS environment and enables
you to issue and administer digital certificates, so that you do not have to purchase
them from an external certificate authority. This document provides you with the
information you need to become productive with PKI Services. It discusses the
following topics:

» Procedures for setting up PKI Services on the z/OS platform.

» Using the PKI Services administration and user Web pages, you can easily issue
digital certificates to trusted parties and control whether or not a certificate is
renewed or revoked.

» Guidelines to help you plan for PKI Services, such as how to integrate PKI
Services components with other products installed at your site.

Who should use this document

This document should be used by those who plan, install, customize, administer,
and use PKI Services. It should also be used by those who install, configure, or
provide support in the following areas:

* Integrated Cryptographic Service Facility (ICSF)
» Lightweight Directory Access Protocol (LDAP)

* Open Cryptographic Enhanced Plug-ins (OCEP)
» Open Cryptographic Services Facility (OCSF)

* Resource Access Control Facility (RACF)

+ z/OS

» z/OS HTTP Server

» z/OS UNIX System Services

* z/OS Communications Server’'s sendmail utility

This document assumes that you have experience with installing and configuring
products in a network environment. You should be knowledgeable about the
following concepts and protocols:

» Hardware installation and configuration

© Copyright IBM Corp. 2001, 2002 xiii



Preface
* Internet communications protocols, in particular Transmission Control
Protocol/Internet Protocol (TCP/IP) and Secure Sockets Layer (SSL)

* Public key infrastructure (PKI) technology, including Directory schemas, the
X.509 version 3 standard, and the Lightweight Directory Access Protocol (LDAP)

How to use this document

This document contains several parts:

. |Part 1, “Planning” on page 1| includes the following chapters:

— [Chapter 1, “Introducing PKI Services” on page 3|introduces PKI Services,
describing its basic components and related products. It also describes
supported standards, certificate types, fields and extensions.

- |Chapter 2, “Planning your implementation” on page 9| provides a planning
overview for your implementation. It discusses the components that work with
PKI Services and the team members you will need to implement PKI Services
and the skills they will need.

— [Chapter 3, “Migration considerations” on page 17|provides information about
migrating from an earlier release.

— [Chapter 4, “Installing and configuring prerequisite products” on page 27|
describes installing and configuring related products: the z/OS HTTP Server,
OCSF and OCEP, LDAP, and optionally ICSF.

« |Part 2, “Configuring your system for PKI Services” on page 35 describes the
tasks your team members need to perform to configure PKI Services.

— [Chapter 5, “Running IKYSETUP to perform RACF administration” on page 37|
describes how the RACF administrator updates and runs IKYSETUP, a REXX
exec to perform RACF administration tasks, such as setting up the daemon
user ID and giving accesses.

— [Chapter 6, “Configuring the UNIX runtime environment” on page 53| explains
UNIX programmer tasks including how to copy files, update environment
variables, update the PKI Services configuration file, and set up the
/var/pkiserv HFS directory.

— [Chapter 7, “Tailoring LDAP configuration for PKI Services” on page 69|
explains how the LDAP programmer updates LDAP configuration for PKI
Services.

— [Chapter 8, “Updating zZOS HTTP Server configuration and starting the server’|
fon page 71| explains how the Web server programmer updates the z/OS
HTTP Server configuration files and starts the z/OS HTTP Server.

— [Chapter 9, “Tailoring the PKI Services configuration file for LDAP” on page 75
explains how the UNIX programmer updates the LDAP section of the PKI
Services configuration file.

— [Chapter 10, “Creating VSAM data sets” on page 81| explains how the MVS
programmer creates VSAM data sets.

- |Chapter 11, “Starting and stopping PKI Services” on page 85| explains how the
MVS programmer starts and stops the PKI Services daemon.

Part 3, “Customizing PKI Services” on page 89| explains how to customize
end-user and administration Web pages and advanced customization using an
exit.

- |Chapter 12, “Customizing the end-user Web application” on page 91| provides
an overview of the pkiserv.tmpl file, which contains the certificate templates,
and explains how to customize the end-user Web pages.
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— [Chapter 13, “Customizing the administration Web pages” on page 133]
provides an overview of the CGl scripts and explains how to customize the
administration Web pages.

— [Chapter 14, “Advanced customization” on page 139|explains how to use
certificate policies, the signature algorithm, and the PKI exit.

Part 4, “Using PKI Services” on page 155| explains using the end-user and
administration Web pages.

|Chapter 15, “Using the end-user Web pages” on page 157| shows the end-user
Web pages and explains how to request a certificate, obtain the certificate, and
renew or revoke a certificate.

|Chapter 16, “Using the administration Web pages” on page 173| shows the
administration Web pages and explains how to process certificate requests and
certificates.

» |Part 5, “Administering RACF for PKI Services” on page 197| explains how to
perform many RACF administration tasks needed for PKI Services, such as
authorizing users, administering extensions, locating your PKI Services certificate
and key ring, and so on.

+ |Part 6, “Troubleshooting” on page 217 explains using logs and utilities:

— [Chapter 18, “Using information from SYS1.LOGREC” on page 219 describes
'SYS1.LOGREC’ — which is used to record unusual runtime events, such as
an exception.

— [Chapter 19, “Using information from the PKI Services logs” on page 225|
discusses using the PKI Services logs to debug problems and explains how to
change logging options and display log options settings.

— |Chapter 20, “Using PKI Services utilities” on page 231|explains how to use
PKI Services utilities: vosview displays the entries in the VSAM ObjectStore
data set (request database), and iclview displays the entries in the issued
certificate list (ICL).

« [Part 7, “Reference information” on page 237| provides reference information
including messages and important code samples.

- [Chapter 21, “Messages” on page 239 explains PKI Services messages.

— [Chapter 22, “File directory structure” on page 257|describes product and HFS
directories for PKI Services and files contained in them.

— [Chapter 23, “The pkiserv.conf configuration file” on page 261| provides a code
sample of the pkiserv.conf configuration file.

— [Chapter 24, “The pkiserv.tmpl certificate templates file” on page 263|provides
a code sample of the pkiserv.tmpl file.

— [Chapter 25, “Environment variables” on page 305 explains the pkiserv.envars
environment variables file and provides a code sample.

- |Chapter 26, “The IKYSETUP REXX exec” on page 309| explains the contents
of the IKYSETUP REXX exec that performs RACF administration and
provides a code sample.

— [Chapter 27, “Other code samples” on page 327 provides additional code
samples.

- |Chapter 28, “The certificate validation service” on page 337| describes the
certificate validation service.

» There are several appendixes, including the following:

- |Appendix A, “LDAP directory server requirements” on page 365| explains using
a non-z/OS LDAP server.

— [Appendix B, “Using a gskkyman key database for your certificate store” on|

page 367| explains an alternative method for setting up your key database.
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How to read syntax conventions

This section describes how to read syntax conventions.
and provides syntax examples that contain these items.

Table 1. Syntax conventions

It defines syntax notations

Notation

Meaning

Example

Book Syntax

Sample Entry

Apostrophes

Apostrophes indicate a
parameter string and
must be entered as
shown.

SEND 'message’',NOW

SEND 'listings ready',NOW

Comma

Commas must be entered
as shown.

DISPLAY C,K

DISPLAY C,K

Ellipsis ...

Ellipsis indicates that the
preceding item or group
of items can be repeated
one or more times. Do
not enter the ellipsis.

VARY (devspec[,devspec]...),ONLINE

VARY (282,283,287) ,0NLINE

Parentheses
and special
characters

Parentheses and special
characters must be
entered as shown.

DUMP COMM=(text)

DUMP COMM=(PAYROLL)

Underline

Underline indicates a
default option. If you
select an underlined
alternative, you do not
have to specify it when
you enter the command.

KT

Lowercase
parameter

Lowercase indicates a
variable term. Substitute
your own value for the
item.

MOUNT devnum

MOUNT A30

or
mount a30

Uppercase
parameter

Uppercase indicates the
item must be entered
using the characters
shown. Enter the item in
either upper or
lowercase.

DISPLAY SMF

DISPLAY SMF

or
display smf

Single
brackets

Single brackets represent
single or group-related
items that are optional.
Enter one or none of
these items.

DISPLAY DMN[=domainum]

DISPLAY DMN=5

Stacked
brackets

Stacked brackets
represent group-related
items that are optional.
Enter one or none of
these items.

[TERMINAL]
[NOTERMINAL]

NOTERMINAL

Single braces

Single braces represent
group-related items that
are alternatives. You must
enter one of the items.
You cannot enter more
than one.

{COMCHECK | COMK}

COMK

XVi
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mutually exclusive choice.
When used with brackets,
enter one or none of the
items. When used with
braces, you must enter
one of the items.

Notation Meaning Example
Book Syntax Sample Entry
Stacked Stacked braces represent |y (pSNAME} MN SPACE
braces group related items that {SPACE }
are alternatives. You must {STATUS}
enter one of the items.
You cannot enter more
than one.
Or-bar (1) An or-bar indicates a ACTIVATE |RECOVER=SOURCE RECOVER=SOURCE

Stacked items
with or-bars (1)
and brackets

Stacked items with
or-bars indicates a
mutually-exclusive choice.
Enter one or none of
these items.

CD RESET [ ,SDUMP 1
» SYSABEND
, SYSUDUMP
» SYSMDUMP

AL

CD RESET,SYSUDUMP

Where to find more information

Where necessary, this document references information in other documents. For

complete titles and order numbers for all elements of z/OS, seez/OS Information|

Softcopy publications

The Security Server library is available on the following CD-ROMs. The CD-ROM
online library collections include the IBM Library Reader, which is a program that

enables you to view the softcopy documents.

SK3T-4269

SK3T-4272

z/OS Version 1 Release 3 Collection

Using LookAt to look up message explanations

LookAt is an online facility that allows you to look up explanations for most
messages you encounter, as well as for some system abends and codes. Using
LookAt to find information is faster than a conventional search because in most

cases LookAt goes directly to the message explanation.

You can access LookAt from the Internet at:

[http://www.ibm.com/eserver/zseries/zos/bkserv/lookat/|

This collection contains the set of unlicensed documents for the
current release of z/OS in both BookManager and Portable
Document Format (PDF) files. You can view or print the PDF files
with the Adobe Acrobat reader.

z/0OS Security Server RACF Collection

This softcopy collection kit contains the Security Server library for
z/OS in both BookManager and Portable Document Format (PDF)
files. You can view or print the PDF files with the Adobe Acrobat

reader.
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or from anywhere in z/OS where you can access a TSO/E command line (for
example, TSO/E prompt, ISPF, z/OS UNIX System Services running OMVS). You
can also download code from the z/OS Collection (SK3T-4269) and the LookAt Web
site that will allow you to access LookAt from a handheld computer (Palm Pilot VIIx
suggested).

To use LookAt as a TSO/E command, you must have LookAt installed on your host
system. You can obtain the LookAt code for TSO/E from a disk on your zZOS
Collection (SK3T-4269) or from the News section on the LookAt Web site.

Some messages have information in more than one document. For those
messages, LookAt displays a list of documents in which the message appears.

Accessing z/0S™ licensed documents on the Internet

z/OS licensed documentation is available on the Internet in PDF format at the IBM
Resource Link™ Web site at:

[http://www.ibm.com/servers/resourcelink|

Licensed documents are available only to customers with a z/OS license. Access to
these documents requires an IBM Resource Link user ID and password, and a key
code. With your z/OS order you received a Memo to Licensees, (GI10-0671), that
includes this key code. '

To obtain your IBM Resource Link user ID and password, log on to:
[http://www.ibm.com/servers/resourcelink|

To register for access to the z/OS licensed documents:
1. Sign in to Resource Link using your Resource Link user ID and password.
2. Select User Profiles located on the left-hand navigation bar.

Note: You cannot access the z/OS licensed documents unless you have registered
for access to them and received an e-mail confirmation informing you that
your request has been processed.

Printed licensed documents are not available from IBM.

You can use the PDF format on either 2/OS Licensed Product Library CD-ROM or
IBM Resource Link to print licensed documents.

Other sources of information

IBM provides customer-accessible discussion areas where PKI Services and RACF
may be discussed by customer and IBM participants. Other information is also
available through the Internet.

IBM discussion areas

IBM provides the following discussion areas for PKI Services, RACF and
security-related topics.
+ MVSRACF

MVSRACEF is available to customers through IBM’s TalkLink offering. To access
MVSRACF from TalkLink:

1. z/0S.e™ customers received a Memo to Licensees, (GI10-0684) that includes this key code.
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1. Select S390 (the S/390 Developers’ Association).
2. Use the fastpath keyword: MVSRACF.
+ SECURITY

SECURITY is available to customers through IBM’s DiallBM offering, which may
be known by other names in various countries. To access SECURITY:

1. Use the CONFER fastpath option.
2. Select the SECURITY CFORUM.

Contact your IBM representative for information on TalkLink, DiallBM, or equivalent
offerings for your country and for more information on the availability of the
MVSRACF and SECURITY discussions.

Internet sources

The following resources are available through the Internet to provide additional
information about PKI Services, RACF, and other security-related topics:

* Online library
To view and print online versions of the z/OS publications, use this address:
|nttp://www.ibm.com/servers/eserver/zseries/zos/bkserv/|

* Redbooks

The Redbooks that are produced by the International Technical Support
Organization (ITSO) are available at the following address:

|http://www.ibm.com/redbooks /|
* Enterprise systems security

For more information about security on the S/390 platform, OS/390, and z/OS,
including the elements that comprise the Security Server, use this address:

|http://www.ibm.com/servers/eserver/zseries/zos/security/|
PKI Services home page

You can visit the PKI Services home page on the World Wide Web using this
address:

http://www.ibm.com/servers/eserver/zseries/zos/pki/
RACF home page

You can visit the RACF home page on the World Wide Web using the following
address. Check this site for future possible updates regarding PKI Services.

|http://www.ibm.com/servers/eserver/zseries/zos/racf/|
RACF-L discussion list

Customers and IBM participants may also discuss RACF on the RACF-L
discussion list. RACF-L is not operated or sponsored by IBM,; it is run by the
University of Georgia.

To subscribe to the RACF-L discussion and receive postings, send a note to:

listserv@listserv.uga.edu

Include the following line in the body of the note, substituting your first name and
last name as indicated:

subscribe racf-1 first_name last_name

To post a question or response to RACF-L, send a note, including an appropriate
Subject: line, to:
racf-1@Tistserv.uga.edu

* RACF sample code
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You can get sample code, internally-developed tools, and exits to help you use
RACF. This code works in our environment, at the time we make it available, but
is not officially supported. Each tool or sample has a README file that describes
the tool or sample and any restrictions on its use.

To access this code from a Web browser, go to the|[RACF home page| and select
the “Downloads” topic from the navigation bar, or go to
[ftp://ftp.software.ibm.com/eserver/zseries/zos/racf/

The code is also available from ftp.software.ibm.com through anonymous FTP.
To get access:

1. Log in as user anonymous.

2. Change the directory, as follows, to find the subdirectories that contain the
sample code or tool you want to download:

cd eserver/zseries/zos/racf/

An announcement will be posted on RACF-L discussion list and on newsgroup
ibm.servers.mvs.racf whenever something is added.

Note: Some Web browsers and some FTP clients (especially those using a
graphical interface) might have problems using ftp.software.ibm.com
because of inconsistencies in the way they implement the FTP protocols.
If you have problems, you can try the following:

— Try to get access by using a Web browser and the links from the
[RACF home pagel

— Use a different FTP client. If necessary, use a client that is based on
command line interfaces instead of graphical interfaces.

— If your FTP client has configuration parameters for the type of remote
system, configure it as UNIX instead of MVS.

Restrictions
Because the sample code and tools are not officially supported,

— There are no guaranteed enhancements.
— No APARs can be accepted.

To request copies of IBM publications

Direct your request for copies of any IBM publication to your IBM representative or
to the IBM branch office serving your locality.

There is also a toll-free customer support number (1-800-879-2755) available
Monday through Friday from 6:30 a.m. through 5:00 p.m. Mountain Time. You can
use this number to:

Order or inquire about IBM publications
Resolve any software manufacturing or delivery concerns

Activate the program reorder form to provide faster and more convenient ordering
of software updates
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Summary of changes

Summary of changes
for SA22-7693-01
z/OS Version 1 Release 4

This document contains information previously presented in SA22-7693-00, which
supports z/OS Version 1 Release 3.

New information
» Support for enabling a sysplex

» Support for sending e-mail notifications to users when a certificate is ready for
retrieval or expiring or when a certificate request has been rejected

» Support for using MAIL, STREET, and POSTALCODE distinguished name
qualifiers

» Support for using an encrypted LDAP password
» Support for using the 4758 coprocessor (called PCICC) to generate private keys

» Support for storing serial number and event files that PKI Services uses
(previously maintained as separate files) in the VSAM object store

* The vosview utility has added new -c and -r parameters.
* The iclview utility has added new -c and -r parameters.
* New messages are included:

— IKYCO030I

— IKYCO031lI

- IKYCO032l

— IKYCO033lI

— IKYC034l

- IKYCO035I

— IKYLOO3I

— IKYLOO4I
* Message IKYP029I changed.
* New code samples include:

— IKYRVSAM

— expiringmsg.form

— readymsg.form

— rejectmsg.form
» Information is added to indicate that this document supports z/OS.e (5655-G52).

This document includes terminology, maintenance, and editorial changes. Technical

changes or additions to the text and illustrations are indicated by a vertical line to
the left of the change.

© Copyright IBM Corp. 2001, 2002 XXi
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Part 1. Planning

The Planning part includes the following:

+ [Chapter 1, “Introducing PKI Services” on page 3| provides an overview of PKI
Services, its components, and related concepts.

« [Chapter 2, “Planning your implementation” on page 9| provides a planning
overview for your implementation, including a discussion of the components that
work with PKI Services. It also discusses the team members you will need to
implement PKI Services and the skills they will need.

« [Chapter 3, “Migration considerations” on page 17| summarizes the enhancements

for the latest release and describes considerations for migrating from an earlier
release.

Chapter 4, “Installing and configuring prerequisite products” on page 27| describes

installing and configuring related products: the z/OS HTTP Server, OCSF and
OCEP, LDAP, and optionally ICSF.
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Chapter 1. Introducing PKI Services

This chapter provides an overview of PKI Services.

It covers the following topics:

* [‘What is PKI Services?’]

« [‘What is a certificate authority?”|

[‘What is PKI?” on page 4|

[‘Basic components of PKI Services and related products” on page 4|
[‘Component diagram” on page 5

* |"Supported standards” on pagﬂ

» |"Supported certificate types” on pagﬂ

» |“Supported certificate fields and extensions” on page 7|

What is PKI Services?

PKI Services allows you to establish a PKI infrastructure and serve as a certificate
authority for your internal and external users, issuing and administering digital
certificates in accordance with your own organization’s policies. Your users can use
a PKI Services application to request and obtain certificates through their own Web
browsers, while your authorized PKI administrators approve, modify, or reject these
requests through their own Web browsers. The Web applications provided with PKI
Services are highly customizable, and a programming exit is also included for
advanced customization. You can allow automatic approval for certificate requests
from certain users and, to provide additional authentication, add host IDs, such as
RACF user IDs, to certificates you issue for certain users. You can also issue your
own certificates for browsers, servers, and other purposes, such as virtual private
network (VPN) devices, smart cards, and secure e-mail.

PKI Services supports Public Key Infrastructure for X.509 version 3 (PKIX) and
Common Data Security Architecture (CDSA) cryptographic standards. It also
supports the following:

» The delivery of certificates through the Secure Sockets Layer (SSL) for use with
applications that are accessed from a Web browser or Web server.

» The delivery of certificates that support the Internet Protocol Security standard
(IPSEC) for use with secure VPN applications or IPSEC-enabled devices.

* The delivery of certificates that support Secure Multipurpose Internet Mail
Extensions (S/MIME), for use with secure e-mail applications.

What is a certificate authority?

The certificate authority, commonly called a CA, acts as a trusted third party to
ensure that users who engage in e-business can trust each other. A certificate
authority vouches for the identity of each party through the certificates it issues. In
addition to proving the identity of the user, each certificate includes a public key that
enables the user to verify and encrypt communications.

The trustworthiness of the parties depends on the trust that is placed in the CA that
issued the certificates. To ensure the integrity of a certificate, the CA digitally signs
the certificate as part of creating it, using its signing private key. Trying to alter a
certificate invalidates the signature and renders it unusable.
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What is PKI?

Protecting the CA’s signing private key is critical to the integrity of the CA. For this
reason, you should consider using ICSF to securely store your PKI Services CA’s
private key.

As a CA using PKI Services, you can do the following:

» Track certificates you issue with an issued certificate list (ICL) that contains a
copy of each certificate, indexed by serial number

» Track revoked certificates using certificate revocation lists (CRLs). When a
certificate is revoked, PKI Services updates the CRL during the next periodic
update. Just as it signs certificates, the CA digitally signs all CRLs to vouch for
their integrity.

The public key infrastructure (PKI) provides applications with a framework for
performing the following types of security-related activities:

« Authenticate all parties that engage in electronic transactions
» Authorize access to sensitive systems and repositories

» Verify the author of each message through its digital signature
* Encrypt the content of all communications

The PKIX standard evolved from PKI to support the interoperability of applications
that engage in e-business. Its main advantage is that it enables organizations to
conduct secure electronic transactions without regard for operating platform or
application software package.

The PKIX implementation in PKI Services is based on the Common Data Security
Architecture (CDSA) from Intel Corporation. CDSA supports multiple trust models,
certificate formats, cryptographic algorithms, and certificate repositories. Its main
advantage is that it enables organizations to write PKI-compliant applications that
support their business policies.

Basic components of PKI Services and related products

Table 2. Basic components of PKI Services and related products

Administration Assists authorized administrators to review requests for certificates,

Web application  approve or reject requests, renew certificates, or revoke certificates
through their own Web browsers. The application consists of sample
screens that you can easily customize to display your organization’s logo.
It also supports the following tasks:

* Reviewing pending certificate requests

* Querying pending requests to process those that meet certain criteria
» Displaying detailed information about a certificate or request

» Monitoring certificate information, such as validity period

* Annotating the reason for an administrative action

End-user Web Guides your users to request, obtain, and renew certificates through their

application Web browsers. The application consists of sample screens that you can
easily customize to meet your organization’s needs for certificate content
and standards for appearance. It offers several certificate templates that
you can use to create requests for a variety of certificate types, based on
the certificate’s intended purpose and validity period, and supports
certificate requests that are automatically approved.
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Table 2. Basic components of PKI Services and related products (continued)

Exit

Provides advanced customization for additional authorization checking,
validating, and changing parameters on calls to the R_PKIServ callable
service (IRRSPX00), and capturing certificates for further processing. You
can call this exit from the PKIServ CGls and use its IRRSPX00
pre-processing and post-processing functions. A code sample in C
language code is included.

ICSF (optional)

Securely stores the PKI Services certificate authority’s private signing key.

LDAP

The directory that maintains information about the valid and revoked
certificates that PKI Services issues in an LDAP-compliant format. You
can use an LDAP server such as z/OS Security Server LDAP.

PKI Services The server daemon that acts as your certificate authority, confirming the
daemon identities of users and servers, verifying that they are entitled to
certificates with the requested attributes, and approving and rejecting
requests to issue and renew certificates. It includes support for:
* An issued certificate list (ICL) to track issued certificates
» Certificate revocation lists (CRLs) to track revoked certificates
R_PKIServ The application programming interface (API) that allows authorized
callable service  applications, such as servers, to programmatically request the functions of
(IRRSPX00) PKI Services to generate, retrieve and administer certificates.
RACF (or Controls who can use the functions of the R_PKIServ callable service and
equivalent) protects the components of your PKI Services system. RACF creates your
certificate authority’s certificate, key ring and private key. You can also use
it to store the private key, if ICSF is not available.
z/OS HTTP PKI Services uses the Web server to encrypt messages, authenticate
Server requests, and transfer certificates to intended recipients.

Component diagram

[Figure 1 on page 6|shows a typical PKI Services system.
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Figure 1. Component diagram of a typical PKI Services system

Supported standards

6

PKI Services supports the following standards for public key cryptography:

Secure Sockets Layer (SSL) version 2 and version 3, with client authentication

PKCS#10 browser and server certificate format, with a base64-encoded
response

IPSEC certificate format
S/MIME certificate format

Browser certificates for:
— Microsoft Internet Explorer version 5.x
— Netscape Navigator and Netscape Communicator version 4.x

Server certificates

LDAP standard for communications with the Directory
X.509v3 certificates

Certificate revocation lists (CRLv2)

Key lengths up to 1024 bits for the CA signing private keys
RSA algorithms for encryption and signing

MD5 and SHA-1 hash algorithms

z/OS V1R4.0 Security Server PKI Services Guide and Reference



Introducing PKI Services

The LDAP standard that PKI Services supports is LDAP version 2. A directory using
LDAP version 3 (with RFC 1779 syntax), is acceptable if it is backwardly compatible
with version 2.

Supported certificate types

lists the types of certificates that you can request, based on the certificate
templates that are included with PKI Services. Certificate templates are samples of
the most commonly requested certificate types. You can add, modify, and remove
certificate templates to customize the variety of certificate types you offer to your
users.

Table 3. Types of certificates you can request

Type of certificate Use

One-year PKI SSL browser certificate End-user client authentication using SSL
One-year PKI S/MIME browser certificate Browser-based e-mail encryption

Two-year PKI browser certificate for End-user client authorization using SSL when
authenticating to z/OS logging onto z/OS

Five-year PKI SSL server certificate SSL Web server certification

Five-year PKI IPSEC server (firewall) Firewall server identification and key
certificate exchange

Five-year PKI intermediate CA certificate Subordinate (non-self-signed) Certificate

Authority certification

One-year SAF browser certificate End-user client authentication where RACF
(not PKI Services) is the certificate provider

One-year SAF server certificate Web server SSL certification where RACF
(not PKI Services) is the certificate provider

Note: You can customize certificate templates to add, modify and remove
certificate types.

Supported certificate fields and extensions

PKI Services certificates support most of the fields and extensions defined in the
X.509 version 3 (X.509v3) standard. This support lets you use these certificates for
most cryptographic purposes, such as SSL, IPSEC, VPN, and S/MIME.

PKI Services certificates can include the following types of extensions:
Standard extensions

The standard X.509v3 certificate extensions:

« authority key identifier

* basic constraints

 certificate policies

* key usage

* subject alternate name

» subject key identifier
Other extensions

Extensions that are unique to PKI Services, such as host identity mapping.

This extension associates the subject of a certificate with a corresponding
identity on a host system, such as with a RACF user ID.
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To support your organization’s policies, PKI Services also provides the means for
you to customize and define certificate extensions. For example, you can change
the extensions that are specified in the default certificate templates or create
templates that return certificates with different extensions.
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Chapter 2. Planning your implementation

The implementation of PKI Services requires the interaction of several software
products, each with its own required skills. Therefore, it is important to understand
the tasks involved and to plan your implementation.

This chapter provides the information you need to understand the task of
implementing PKI Services, determine which skills are required to complete your
implementation team, and create your own implementation plan.

This chapter covers the following topics:

* [‘Installing PKI Services’|

. :“Determining prerequisite products” on page 10|
B :“Identifying skill requirements” on page 11|
. “‘Creating an implementation plan” on pagm

Installing PKI Services

Your MVS programmer uses SMP/E to install PKI Services into an HFS directory.
By default, PKI Services is installed in the /ust/lpp/pkiserv directory but the MVS
programmer can determine whether to change the default for this and other
directories. Before your team begins installing and configuring prerequisite products
and setting up PKI Services, you will need to know which HFS directories were
used so you can customize the install process.

shows each HFS-related variable with its description and default value. Your
MVS programmer should review the rightmost column of this table, crossing out any
defaults that have changed and recording the correct directory names.

Table 4. HFS directory variables

Variable name Description Default value or customized value
variables-dir The HFS directory where PKI Ivar/pkiserv
Services creates working files.
HFS-install-dir The HFS directory where PKI lust/lpp/pkiserv
Services is installed.
runtime-dir The HFS directory where PKI letc/pkiserv

Services looks for configuration files.

| Requirements for sysplex support

© Copyright IBM Corp. 2001, 2002

If your installation plans to use sysplex support (running multiple independent
instances of PKI Services (one per image) that work in unison):

» All systems in the sysplex that run PKI Services must be at z/OS 1.4 or higher.

» All instances of PKI Services must share the same VSAM data sets. To do so,
they use VSAM record-level sharing (RLS). This requires setting up a coupling
facility for data sharing (lock and cache).

See r‘(OptionaI) preliminary steps for establishing VSAM RLS” on page 82| for
information about creating VSAM data sets suitable for VSAM RLS. For information
on establishing a parallel sysplex environment with a coupling facility, see
IMVS Programming: Sysplex Services Guidd For more information about




Planning your implementation

establishing data sharing for VSAM RLS, see |zZ0S DFSMS Introduction and |z/0§
[DFSMSdfp Storage Administration Reference

Determining prerequisite products

The installation and use of PKI Services requires the following products:
+ |2/0S HTTP Server|

¢ |LDAP directory server|

- [OCSF and OCEP|

* |ICSF (optional)
+ |sendmail (optional)|

The installation and use of RACF, or an equivalent security product, is required.

z/OS HTTP Server

In a PKI Services system, the z/OS HTTP Server handles all requests that it
receives from a Web browser. This includes requests for new certificates and
requests to renew or revoke existing certificates. If needed, it performs
authentication before allowing any exchange of information to take place.

z/OS HTTP Server must be installed on the same system where PKI Services is
installed. SSL-enablement is required. If your HTTP server is SSL-enabled, your
key file may be a RACF key ring, or a key file created by another product. For more
information, see [“Steps for installing and configuring the z/OS HTTP Server to work|
with PKI Services” on page 27|

LDAP directory server

Use of an LDAP server is required to maintain information about PKI Services
certificates in a centralized location. The z/OS LDAP Server is recommended, but
you can use a non-z/OS LDAP server if it can support the objectclasses and
attributes that PKI Services uses. Typical PKI Services usage requires an LDAP
directory server that supports the LDAP (Version 2) protocol (and the PKIX
schema), such as IBM z/OS LDAP. If you intend to use the z/OS LDAP server, you
must configure it to use the TDBM backend.

Through the integration of IBM z/OS LDAP with DB2, the directory can support
millions of directory entries. It also allows client applications, such as PKI Services,
to perform database storage, update, and retrieval transactions. For more
information, see[“Steps for installing and configuring LDAP” on page 30|

OCSF and OCEP

PKI Services requires OCSF and OCEP to be installed and configured so that the
user ID under which the PKI Services daemon runs can use required services. For
more information, see [‘Installing and configuring OCSF and OCEP” on page 29,

ICSF (optional)

ICSF is recommended but not required. You can begin using PKI Services without
installing ICSF and install it later without reinstalling PKI Services. ICSF is strongly
recommended to store and protect your certificate authority’s private key. For more
information, see |“Instal|ing and configuring ICSF (optional)” on page 32|
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sendmail (optional)
You need to configure sendmail if your installation plans to send e-mail notifications
to users for certificate-related events, such as certificate expiration. For more
information, see[‘Configuring sendmail (optional)” on page 33,

Identifying skill requirements

The implementation of PKI Services requires the interaction of several software
products, each with its own required skills. This means that your team may consist
of people from several different disciplines, particularly if you work with a large
organization.

This section provides the information you need to determine which skills are
required to complete your implementation. These skills are presented in terms of
job titles for people who specialize in those skills. For example, a task requiring
MVS skills is referred to as a task for an MVS programmer. Therefore, if some of
your team members have multiple skills, you may require fewer individuals to
complete your team.

Team members

Your team for installing and configuring prerequisite products and setting up PKI
Services should include the following members:

* |CSF programmer

* LDAP programmer

* MVS programmer

* OCSF and OCEP programmer
* RACF administrator

* UNIX programmer

* Web server programmer

You may wish to include a Web page designer to customize your PKI Services Web
applications. This task is listed in the chapter as a task for a Web server
programmer.

One or more PKI administrators are needed to manage your ongoing operation as a
certificate authority, once your PKI Services system is set up. The responsibilities of
these administrators include approving, modifying and rejecting certificate requests
and revoking certificates. It may be advisable to appoint a PKI administrator early,
and involve this person in your planning.

Attention: PKI Services administrators play a very powerful role in your
organization. The decisions they make when managing certificates and certificate
requests determine who will access your computer systems and what privileges
they will have when doing so. IBM recommends that you give this authority to only
those individuals whom you trust with the RACF SPECIAL attribute. For more
information on the RACF SPECIAL attribute, see the [z/0S Security Server RACH
[Security Administrator’s Guide,

Skills for setting up prerequisite products

The following table lists team members (alphabetically) and tasks and required skills
needed for installing and configuring prerequisite products:

Chapter 2. Planning your implementation 11
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Table 5. Tasks and skills needed for installing prerequisite products

Role

Tasks

Required Skills

Documented in:

ICSF programmer

(Optionally) installing and
configuring ICSF (if not
already done)

ICSF installation and
configuration skills

[0S ICSA

|Administrator’s Guidg|

2/0OS ICSF Application|
Programmer’s Guidg

z/OS ICSF Systern
Programmer’s Guidg

LDAP programmer

Installing and configuring
LDAP (if not already done)
and recording information

LDAP installation and
configuration skills

z/0OS Security Servel|
LDAP Server|
| Administration and Use|

OCSF and OCEP
programmer

Installing and configuring
OCSF and OCERP (if not
already done) and recording
information

OCSF and OCEP
installation and configuration
skills

2/0S Open Cryptographid|
Services Facility
 Application Programming|

2/0S SecureWay Security]
Server Oper]
Cryptographic Enhanced
Plug-ins Application]
Programming{

UNIX programmer

Configuring sendmail (if

your installation is planning
to send e-mail notifications
to users about certificates)

¢ Basic UNIX commands
such as the cp (copy)
command and mkdir
(make directory)
command

» sendmail configuration
skills

z/0S Communications|

Server: IP Configuratior]

Guidgl

Web server programmer

Installing and configuring
the z/OS HTTP Server (if
not already configured for at
least non-SSL pages) and
recording information

z/OS HTTP Server
installation and configuration
skills

2/0S HTTP Servet

Planning, Installing, and

Usind

Your team needs to install and configure prerequisite products before setting up PKI
Services:

1.
2.

3.
4.

The Web server programmer installs and configures the z/OS HTTP Server.

The OCSF and OCEP programmer installs and configures the OCSF and
OCEP.

The LDAP programmer installs and configures LDAP.
Optionally, the ICSF programmer install and configures ICSF.

See |Chapter 4, “Installing and configuring prerequisite products” on page 27| for
details about performing these tasks.

Skills for setting up PKI Services

The following table lists team members (alphabetically) and the tasks and skills
needed for setting up PKI Services:
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Table 6. Roles, tasks, and skills for setting up PKI Services

Role

Tasks

Planning your implementation

Required Skills

Documented in:

LDAP programmer

Customizes LDAP
configuration for PKI
Services

LDAP customization skills *

2/0S Security Servel|

LDAP Serve

| Administration and Use|

MVS programmer

Creates VSAM object
store and ICL data sets
and indexes

Optionally setting up
VSAM RLS

Starts the PKI Services
daemon

Basic MVS skills
— Editing a data set
— ISPF COPY command

— MVS console START
command

JCL knowledge to change
job card

Basic Web and browser
skills

Z/0S MVS Syster]

Commandg]

RACF administrator

Adds groups and user
IDs

Sets up access control
Creates certificates
Sets up daemon security

RACF administration

REXX skills (for working
with IKYSETUP REXX
exec)

RACF commands such
as the following:

— ADDGROUP
— ADDSD

— ADDUSER
— RACDCERT
— RDEFINE
— PERMIT

— SETROPTS
TSO skills

2/0S TSO/E REXX

F?eferencd

2/0S UNIX System|

Services Planning

2/0S Security Servel|

RACF Security|

| Administrator’s Guided

UNIX programmer

Copies files

(Optionally) customizes
environment variables

(Optionally) customizes
(non-LDAP sections of)
pkiserv.conf configuration
file

Sets up /var/pkiserv
directory

Updates the LDAP
section of the pkiserv.conf
configuration file

Basic UNIX commands,
such as the cp (copy)
command

Getting superuser
authority

2/0S UNIX System|

Services Command|

Ffeferencg

z/0S UNIX System

Services Planning

Web server programmer

Helps set up PKI
Services

— Updates the z/OS
HTTP Server's
configuration files

— Starts the z/OS HTTP
Server

Customizes the PKI
Services Web pages

z/OS HTTP Server
customization skills

Editing configuration files

Customizing the PKI
Services Web pages

z/0S HTTP Servef

Planning, Installing, and

Using
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Creating an implementation plan

Your implementation plan should include major subtasks, responsible parties, and a
realistic estimate of time and effort required. The major tasks for implementing PKI
Services are provided here as a basis for you to build your own plan.

Task roadmap for implementing PKI Services

shows the subtasks and associated procedures for implementing PKI
Services. These tasks will comprise the major part of your implementation plan.

Table 7. Task roadmap for implementing PKI Services

Subtask

Associated procedure (See ... )

Installing and configuring prerequisite
products:

« [z/OS HTTP Server|

|OCSF and OCEP|

ILDAP directory server|

» [ICSF (optional

+ |sendmail (optional)

Chapter 4, “Installing and configuring|

rerequisite products” on page 27|

- [“Steps for installing and configuring the]
z/0S HTTP Server to work with PKI|
Services” on page 27|

« [“Steps for installing and configuring OCSH
and OCEP to work with PKI Services” on|

page 29|

« [“Steps for installing and configuring|
LDAP” on page 30|

« [“Installing and configuring ICSF (optional)]

|9n page sgl

+ [‘Configuring sendmail (optional)” on|
page 33|

Configuring your system for PKI Services:

- RACF

» z/0S UNIX

» LDAP configuration

e 7z/OS HTTP Server

* LDAP

+ VSAM

Part 2, “Configuring your system for PKI|

Services” on page 35

+ [Chapter 5, “Running IKYSETUP tq
perform RACF administration” on page 37|

+ |Chapter 6, “Configuring the UNIX runtime|
environment” on page 53|

+ [Chapter 7, “Tailoring LDAP configuration|
for PKI Services” on page 69|

« |Chapter 8, “Updating z/OS HTTP Server|
configuration and starting the server” on|

page 71|

* [Chapter 9, “Tailoring the PKI Services|
configuration file for LDAP” on page 75|

* [Chapter 10, “Creating VSAM data sets” on|
page 81|

« |Chapter 11, “Starting and stopping PKI|
Services” on page 85|

Customizing PKI Services:

» Customizing end-user Web pages

» Customizing administration Web pages

14  z/0S V1R4.0 Security Server PKI Services Guide and Reference

Part 3, “Customizing PKI Services” on|

page 89]
« [Chapter 12, “Customizing the end-usel
Web application” on page 91|

« [Chapter 13, “Customizing the)
administration Web pages” on page 133|
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Table 7. Task roadmap for implementing PKI Services (continued)

Subtask

Associated procedure (See ... )

* Advanced customizing

* |Chapter 14, “Advanced customization” on|
page 139

Testing PKI Services:

» Using end-user Web pages

» Using administration Web pages

|Part 4, “Using PKI Services” on page 155

+ [Chapter 15, “Using the end-user Webj
pages” on page 157|

* |Chapter 16, “Using the administratiori
Web pages” on page 173|

Administering PKI Services:

* RACF

Part 5, “Administering RACF for PKI|
Services” on page 197

« [Chapter 17, “RACF administration for PKI|
Services” on page 199
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Chapter 3. Migration considerations

Migration overview

The following sections describe the new and changed information for PKI Services

introduced in z/OS V1R4. For each change, this section provides the following

information:
» Description of change

* Summary of the tasks or interfaces affected by each change

» Coexistence considerations, if any
» Migration procedures, if any
» References to other documents

Release summary

For information about: | Refer to:
Changes introduced in z/OS V1R4

PKI sysplex support page
E-mail notification about certificates page
Support for MAIL, STREET, and page
POSTALCODE distinguished name qualifiers.

Support for encrypted passwords for your page
LDAP servers

Storing serial number and event files that page
PKI Services uses (previously maintained as

separate files) in the VSAM object store

Parallel sysplex support

This support lets you take advantage of a parallel SYSPLEX environment to start

multiple independent instances of the PKI Services daemon on different images in
the sysplex and to configure PKI Services to run in parallel, acting on one common

data store.

Using a sysplex requires setting up VSAM record-level sharing (RLS). The vosview
and iclview utilities are updated with new parameters to support VSAM RLS. A new

SharedVSAM keyword is added to the pkiserv.conf configuration file in the

ObjectStore section. Using a sysplex also entails using the sample JCL IKYRVSAM

rather than IKYCVSAM.

What this change affects

Area

Considerations

LDAP programming

None.

© Copyright IBM Corp. 2001, 2002
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| Area Considerations

MVS programming If you want to use a sysplex to run multiple
instances of the PKI Services daemon, you
need to:

1. Perform VSAM data set creation

» Perform preliminary steps for
establishing VSAM Record-Level
Sharing (RLS)

|

|

|

|

|

|

|

| » Update the VOL statements when
| creating the VSAM object store and
| ICL data sets and indexes

| * Enable existing PKI Services VSAM
| data sets for VSAM RLS

|

|

2. Stop and restart the PKI Services

daemons.
| RACF administration None.
| Web server programming None.
UNIX programming If you want to use a sysplex for PKI

SharedVSAM=T when updating the

I
| Services, you need to specify
|
| pkiserv.conf configuration file.

| PKI Services administration None.

| Dependencies

| To use a sysplex for PKI Services, you must copy data sets to the appropriate
I storage class.

| Coexistence considerations
I There are no unique considerations in the sysplex environment.

| Migration Tasks

| Review the following high-level tasks to better understand the impacts to your

| environment. A task is required if you must perform this task to use a sysplex and
I you are migrating from z/OS V1R3. For detailed procedures, see the reference

I

listed.
| Task Condition Reference
| Update the pkiserv.conf Required. page @
| configuration file.
I Perform preliminary steps to | Required. page
| establish VSAM RLS.
| Enable existing PKI Services |Required. page
| VSAM data sets for VSAM
| RLS.
I Stop and restart the PKI Required. pageand page

| Services daemons.
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References to other documents

* |2/0S MVS Programming: Sysplex Services Guide

* |2/0S MVS Programming: Sysplex Services Referenced

E-mail notification for completed certificate requests and expiration

warnings

This support is added to enhance user convenience by providing a mechanism to

notify your clients through e-mail when their certificates are ready for retrieval or are

about to expire. This support includes the following changes:

* NotifyEmail: a new optional user input field for the non-SAF certificate request
web pages and the R_PKIServ callable service (IRRSPX00).

* Changes in the pkiserv.conf configuration file for this support include the

following:

— ExpireWarningTime in the CertPolicy section

— In the General section:
ReadyMessageForm

RejectMessageForm

ExpiringMessageForm

What this change affects

notification sent when certificate is ready for
retrieval

notification sent when certificate request is
rejected

notification sent when certificate is expiring.

Area Considerations
LDAP programming None.
RACF administration None.
Web server programming None.

UNIX programming

If you are sending e-mail notifications:
1. Configure sendmail.

2. Copy additional files:
* rejectmsg.form
* readymsg.form
* expiringmsg.form

3. Optionally update environment variables (if you
are not using the default PKI Services
environment variables file
(/usr/lpp/pkiserv/samples/pkiserv.envars)

4. Update the pkiserv.conf configuration file.

MVS programming

If you are sending e-mail notifications you need to
stop and restart the PKI Services daemons because
of changes to pkiserv.conf

PKI Services administration

If you are sending e-mail notifications:

1. Retrofit z/OS Version 1 Release 4 release
changes to the PKI Services certificate
templates file pkiserv.tmpl for the templates you
use.

2. Customize e-mail notifications sent to users.
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Dependencies

You must enable sendmail. For more information, see [zZ70S Communications
[Server: IP Configuration Guide}

Coexistence considerations
There are no coexistence considerations associated with this change.

Migration Tasks

Review the following high-level tasks to better understand the impacts to your
environment. A task is required if you must perform this task to send e-mail
notifications and you are migrating from z/OS V1R3. For detailed procedures, see
the references listed.

Task Condition Reference
Configure sendmail. Required. page
Copy additional files, such as | Required. page
messages notifications forms.
Update environment Optional. You need to update environment page
variables variables only if you are not using the

default PKI Services environment

variables file

/usr/lpp/pkiserv/samples/pkiserv.envars.
Update the pkiserv.conf Required. page
configuration file.
Stop and restart the PKI Required. page [86] and
Services daemons. page
Retrofit z/OS Version 1 Required. page

Release 4 release changes
to the PKI Services certificate
templates file pkiserv.tmpl for
the templates you use. (For
sending e-mail notifications,
include NotifyEmail on
non-SAF certificate request
templates.)

Customize e-mail Required. page
notifications sent to users.

References to other documents
+ |2/0S Communications Server: IP Configuration Guidd

Support for MAIL, STREET, and POSTALCODE qualifiers for
distinguished names

In z/OS V1R4 PKI Services has added MAIL, STREET, and POSTALCODE
qualifiers for distinguished names. This helps to differentiate distinguished names.

Corresponding with the addition of MAIL, STREET, and POSTALCODE qualifiers,
PKI Services has added Email, Street, and PostalCode named fields in various
TEMPLATES sections of the pkiserv.tmpl certificate templates file.
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| What this change affects

| Area Considerations

| LDAP programming None.

| MVS programming None.

| RACF administration None.

I Web server programming None.

I UNIX programming None.

I PKI Services administration Retrofit release changes to the PKI Services
| certificates template file, pkiserv.tmpl, for
| changes to support Email, Street, and

| PostalCode in the templates you use.

|

| Dependencies
I There are no dependencies associated with this change.

| Coexistence considerations
I There are no coexistence considerations associated with this change.

Migration Tasks

|

I Review the following high-level tasks to better understand the impacts to your

I environment. A task is required if you must perform this task to use MAIL, STREET,
I and POSTALCODE qualifiers for distinguished names and you are migrating from

| z/OS V1RS3. For detailed procedures, see the reference listed.

Task Condition Reference
Retrofit z/OS Version 1 Required. page

Release 4 release changes

templates file pkiserv.tmpl for
the templates you use.

|
|
|
| to the PKI Services certificate
|
|
|

| References to other documents
| None.

| Using encrypted passwords for your LDAP servers

| PKI Services stores certificates, CRLs, and so forth in an LDAP directory. The

I LDAP interface requires the caller to authenticate (bind) to the directory either

I anonymously or using a distinguished name and passwords. Before z/OS V1R4,

I those passwords (for multiple directories) are stored in clear text in the pkiserv.conf
I configuration file. Starting in V1R4, the customer can optionally encrypt and store

I the passwords in the PROXY segment of general resource profiles.

You can either store binding information in the IRR.PROXY.DEFAULTS profile in the
FACILITY class or in one or more profiles defined in the LDAPBIND class. The
BindProfile1 parameter has been added to the pkiserv.conf file to specify the name
of the LDAP bind profile containing the bind information.
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| What this change affects

Dependencies

Area

Considerations

LDAP programming

None.

MVS programming

Stop and restart the PKI Services daemons
because of changes to pkiserv.conf

RACF administration

You need to perform an additional series of
steps including defining and activating a
RACF KEYSMSTR class profile and creating
an LDAPBIND profile.

Web server programming

None.

UNIX programming

You need to update the LDAP section of the
pkiserv.conf configuration file to add a bind
profile directive.

PKI Services administration

None.

The RACF administrator must set up a RACF KEYSMSTR class and bind profile
and tell the UNIX programmer the profile name. The UNIX programmer uses this
name when adding the BindProfile1 parameter to the pkiserv.conf configuration file.
The UNIX programmer also removes the Server1, AuthName1, and AuthPwd1
parameters from the pkiserv.conf configuration file.

Coexistence considerations

There are no coexistence considerations associated with this change.

Migration Tasks

Review the following high-level tasks to better understand the impacts to your
environment. A task is required if you must perform this task to use encrypted
passwords for your LDAP servers and you are migrating from z/OS V1R3. For
detailed procedures, see the reference listed.

Task Condition Reference

Update the LDAP section of | Required. page

the pkiserv.conf configuration

file.

Perform RACF administration | Required. page

for using encrypted

passwords.

Stop and restart the PKI Required. pageand page
Services daemons.

References to other documents

z/0S Security Server LDAP Server Administration and Us€
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Storing serial number and event files in the VSAM object store

To simplify setup, PKI Services has been enhanced to store serial number and
event files in the VSAM object store. Before z/OS V1R4, PKI Services stored these
files as separate files, and the ObjectStore section of the pkiserv.conf configuration
file specified the path and file name stem by including the Name and Path

keywords.

If you are installing PKI Services for the first time in z/OS V1R4, you do not need to
do anything. If you used PKI Services in z/OS V1R3 and are migrating to a later
release, leave the Name and Path keywords in the pkiserv.conf configuration file
until after you complete migration; after migration, you remove these keywords.

What this change affects

Area

Considerations

LDAP programming

None.

MVS programming

The first time you start the PKI Services
daemon, the first system you start must be
the one that has access to the old work files
(by default, /etc/pkiserv/pkiserv.j*). (These
are on the same system you were using for
PKI Services before adding sysplex support.)

RACF administration

None.

Web server programming

None.

UNIX programming

[page 64))

You can remove the Name and Path
keywords from the pkiserv.conf configuration

file after migration. (See Step[Ta on|

PKI Services administration

None.

Dependencies

There are no dependencies associated with this change.

Coexistence considerations

There are no coexistence considerations associated with this change.

Migration Tasks

There are no high-level tasks to perform for this support.

References to other documents

None.

Summary of interface changes

This section summarizes new and changed interface components of PKI Services:

For information about: Refer to:
Code samples page
Messages page
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Code Samples
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For information about: Refer to:
SYS1.SAMPLIB page[25]
Utilities page

The following table lists the changes made to PKI Services code samples for z/OS

Version 1 Release 4:

File name

Release

Description

Related support

pkiserv.conf

V1R4

Updated: The following

parameters were added:

* SharedVSAM (in
ObjectStore section)

» ExpireWarningTime (in
CertPolicy section)

* ReadyMessageForm
(in General section)

* RejectMessageForm
(in General section)

» ExpiringMessageForm
(in General section)

* BindProfile1 (in LDAP
section)
Note: This parameter
is commented out; you
must uncomment to
use it.

Removed parameters (in
ObjectStore section):

« Name
* Path

See [(Optional) Steps for

updating the configuration|

file” on page 58/and

“Steps for tailoring the|

LDAP section of thel

configuration file” on|

page 76| for information

about updating the

pkiserv.conf configuration
file. See |Chapter 23, “The|

pkiserv.conf configuration|

file” on page 261[for a
code sample.

None.




File name

Release

Description

Related support

pkiserv.tmpl

ViR4

Updated: The
pkiserv.tmpl certificate
templates file was
updated, and this affects
the Web pages. See

“Steps for retrofittin
release changes into the

PKI Services certificate)

templates” on page 121|

for more information

about changes and
Chapter 24, “The|

pkiserv.tmpl certificate]

templates file” on
page 263|for a code

sample.

None.

expiringmsg.form

ViR4

New: A new e-mail form
was added to send when
a certificate is expiring.

None.

readymsg.form

V1R4

New: A new e-mail form
was added to send when
a certificate is ready for
retrieval.

None.

rejectmsg.form

V1R4

New: A new e-mail form
was added to send when
a certificate request is
rejected.

None.

Messages

For detailed information about the new and changed PKI Services messages, see

[Chapter 21, “Messages” on page 239 For information about other message

changes that may affect your installation, refer to |zZ0S Summary of Message,
ﬂChane

SYS1.SAMPLIB members

The following table lists changes to PKI Services members of SYS1.SAMPLIB:

Member name

Release

Description

Related support

IKYRVSAM

ViR4

New: Contains

you intend to use
RLS and parallel
sysplex support.

sample IDCAMS JCL
to create VSAM data
sets that you use if

None.

Utilities

The following table lists the changes made to PKI Services utilities for z/OS Version

1 Release 4:
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Utility name

Release

Description

Related support

vosview

V1R4

Updated: Support for
parameters -r and -c
was added.

None.

iclview

V1R4

Updated: Support for
parameters -r and -c
was added.

None.
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Chapter 4. Installing and configuring prerequisite products

After the MVS programmer installs PKI Services using SMP/E (but before team
members set up PKI Services — see [Chapter 5, “Running IKYSETUP to perform|

[RACF administration” on page 37|through|Chapter 10, “Creating VSAM data sets’]

|on page 81b, your team needs to set up prerequisite products:

z/OS HTTP Server
OCSF and OCEP
LDAP

ICSF (optional)
sendmail (optional)

You need to install and configure the z/OS HTTP Server, OCSF and OCEP, and
LDAP only if you are setting up prerequisite products for PKI Services for the first
time. Installing ICSF is optional. You need to configure sendmail only if you are
sending e-mail notifications to users (about rejected certificate requests or
certificates that are ready for retrieval or expiring).

Tasks to perform before setting up PKI Services

Before you can set up PKI Services, your team needs to set up prerequisite
software products by completing the following tasks, if not already done:

1.

o &

w

“Installing and configuring the z/OS HTTP Server’]
“Installing and configuring OCSF and OCEP” on page 29|
[Installing and configuring LDAP” on page 30

[“Installing and configuring ICSF (optional)” on page 32|
[‘Configuring sendmail (optional)” on page 33

This chapter explains these tasks in more detail.

Installing and configuring the z/OS HTTP Server

You need perform this task only if you are setting up prerequisite products for PKI
Services for the first time.

PKI Services requires that you have the z/OS HTTP Server installed and configured
for at least non-SSL page retrieval. (Tasks of other team members, such as the
RACF administrator and Web server programmer — see [Chapter 5, “Running

IKYSETUP to perform RACF administration” on page 37|and [Chapter 8, “Updating|

z/OS HTTP Server configuration and starting the server’ on page 71|— assume that

this is already done.)

Steps for installing and configuring the z/0S HTTP Server to work with

PKI Services

Before you begin:

1.
2.

You will need Web server programming skills to complete this procedure.
You may need to refer to the following document:
[z/0S HTTP Server Planning, Installing, and Using|
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Perform the following steps to install and configure the z/OS HTTP Server to work

with PKI Services:

1. Use the following table to decide what you need to do:

If ...

Then ...

Notes

The z/OS HTTP Server is not
installed and configured...

Install and configure z/OS

HTTP Server by following the
instructions in the installation
section of |z70S HTTP Servel|

Planning, Installing, and

Using|

Recommendation: For PKI
Services, when you install the
z/OS HTTP Server, do not
use a password file.

The z/OS HTTP Server is
installed but not configured
for SSL...

Fill in the missing values in
the table in the next step.
(The RACF programmer
needs information for setting
up PKI Services; see

Chapter 5, “Running|

IKYSETUP to perform RACF|

administration” on page 37})

The z/OS HTTP Server is
installed and configured for
SSL using a RACF key ring...

Fill in the missing values in
the table in the next step.
(The RACF programmer
needs information for setting
up PKI Services; see

Chapter 5, “Running|

IKYSETUP to perform RACF|

ladministration” on page 37f)

The z/OS HTTP Server is
installed and configured for
SSL using gskkyman...

Fill in the missing values in
the table in the next step.
(The RACF programmer
needs information for setting
up PKI Services; see

Chapter 5, “Running

IKYSETUP to perform RACF|

ladministration” on page 37|

The RACF programmer also
needs to add your CA

certificate to an existin
keyfile; see ﬁppendix B,|

“Using a gskkyman key|

database for your certificate]

store” on page 367|for

information about gskkyman
steps.)

You can now perform the steps for the decision you have made.

2. Fill in the rightmost column of the following table with information from the

configuration:
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Table 8. z/OS HTTP Server information you need to record

2/0S HTTP Server
information

Explanation Value

z/OS HTTP Server fully
qualified domain name

A fully qualified domain name is the name of a host
system. It includes a series of subnames (each of which is
a domain name). For example, ralvm7.vnet.ibm.com is a
fully qualified domain name that includes the domain
names ibm.com and vnet.ibm.com. (The RACF
administrator needs to know the fully qualified domain
name when setting up PKI Services.)

The full UNIX pathname
of your httpd.conf
configuration file.

(The Web server programmer needs to know the full UNIX
pathname when updating the httpd.conf configuration file
to support PKI Services.)

Installing and configuring OCSF and OCEP

PKI Services requires OCSF and OCEP to be installed and configured so that the
user ID under which the PKI Services daemon runs can use required services. The
OCSF and OCEP programmer also needs to record some information.

Steps for installing and configuring OCSF and OCEP to work with PKI

Services

You need perform this task only if you are setting up prerequisite products for PKI
Services for the first time.

Before you begin:

1. Although the base feature of z/OS includes OCSF and ICSF, if you are in the
United States or Canada, make sure you have ordered and installed the
additional OCSF Security Level 3 feature. (There is no charge for this feature.)

2. You will need OCSF and OCEP programming skills to complete this procedure.

3. You may need to refer to the configuration information in the following
documents:

+ |z/0S Open Cryptographic Services Facility Application Programmind

+ |z/0S SecureWay Security Server Open Cryptographic Enhanced Plug-ing
Application Programminq

These documents contain:
* Instructions on how to set up the necessary security authorizations using RACF
* Information on the RACF program control definitions necessary for OCSF

* Instructions on how to run the installation scripts necessary to use OCSF and
OCEP.

Perform the following steps to install and configure OCSF and OCEP to work with
PKI Services:

1. If OCSF and OCEP are not already installed and configured, follow the
instructions for how to do so in the previously listed documents.

2. If the value set for the registry directory differs from the default of */var/ocsf’,
record the new value in the following table. (If it differs from the default, the
UNIX programmer will need to update the OCSFREGDIR environment variable
in the PKI Services environment variables file, pkiserv.envars.)
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Table 9. OCSF information you need to record

Default value or
customized value

OCSF information Explanation

This is the location of the ’lvar/ocsf’
OCSF registry. The default is

’/var/ocsf’.

Value set for the registry
directory

A later chapter, [Chapter 28, “The certificate validation service” on page 337}
provides information about the PKI Services OCSF Trust Policy, PKITP. For
information about configuring this, see [‘Configuring and getting started with PKITP”|

on page 341}

Installing and configuring LDAP

The LDAP programmer installs and configures LDAP for the TDBM DB2 backend
and records entries that will be needed later.

Steps for installing and configuring LDAP

You need perform this task only if you are setting up prerequisite products for PKI
Services for the first time.

Although it may be configured otherwise, typical PKI Services usage requires
access to an LDAP directory server. Install the LDAP directory server separately
from PKI Services. After the installation is complete, LDAP needs to be configured
for PKI Services. The directory stores issued certificates and certification revocation
lists. The z/OS LDAP Server is recommended but not required. You can use a
non-z/OS LDAP server if it can support the object classes and attributes that PKI
Services uses. For information about using a non-z/OS LDAP server, see
IAppendix A, “LDAP directory server requirements” on page 365|. The remainder of
this chapter assumes you will use the z/OS LDAP Server.

Before you begin:
1. You will need LDAP programming skills to complete this procedure.
2. You will need to refer to the following document:

[z/0S Security Server LDAP Server Administration and Use|

Perform the following steps to install and configure LDAP to work with PKI Services:
1. Use the following table to decide what you need to do:

If ...

Then...

Notes

You do not have LDAP
installed and configured...

Follow the instructions in the

Note: It is not necessary to

Administration section of |z_/O§1 set up the LDAP server for

Security Server LDAP Servef  SSL because PKI Services

| Administration and Use| does not use SSL to

communicate with the LDAP
server.

You have LDAP installed and
configured but not for the
TDBM backend...

You need to migrate to the
TDBM backend. See [0

Security Server LDAP Server

| Administration and Uselfor

details about how to do this.

30 z/0S V1R4.0 Security Server PKI Services Guide and Reference



Installing and configuring prerequisites

If ... Then... Notes

You have LDAP installed and Go to the next step.
configured for the TDBM
backend...

You can now perform the steps for the decision you have made.

2. Record the entries and values from the LDAP configuration step in the following
table. (Your team will need this information when setting up PKI Services.)

Table 10. LDAP information you need to record

LDAP information

Explanation Value

Administrator’s
distinguished name

This is the distinguished name to use for LDAP binding. A
distinguished name is the unique name of a data entry that identifies
its position in the hierarchical structure of the directory. A
distinguished name consists of the relative distinguished name (RDN)
concatenated with the names of its ancestor entries. For example, an
entry for Tim Jones could have an RDN of CN=Tim Jones and a DN
of:

CN=Tim Jones,0=1BM,C=US

CAs typically have distinguished names in the following form:

OU=your-CA's-friendly-name,0=your-organization,
C=your-country-abbreviation

The LDAP administrator defines the administrator’s distinguished
name with the adminDN keyword in the /etc/Idap/slapd.conf
configuration file. For example, the value is "cn=Admin” in the
following:

adminDN="cn=Admin"

Administrator
password

This is the password to use for LDAP binding. The LDAP
programmer can set this in several ways, for example:

» By specifying the password as a TDBM entry by using the
userPassword attribute in the Idif2tdbm load utility

* (Not recommended) by using the adminPW keyword in the
slapd.conf configuration file.

LDAP fully qualified
domain name and port

This is the domain name on which the LDAP server is listening. For
example, for Tdap.widgets.com:389, the fully qualified domain name
is Tdap.widgets.com and the port is 389. See[Table 8 on page 29| for
a definition of fully qualified domain name.
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Table 10. LDAP information you need to record (continued)

LDAP information

Explanation Value

Suffix

A suffix in LDAP is the top-level name of the subtree. For example,
for the following distinguished name:

OU=your-CA's-friendly-name,0=your-organization,
C=your-country-abbreviation

the suffix could be either "0=your-company,C=your-country-
abbreviation" or "C=your-country-abbreviation".

The suffix value is specified after the suffix keyword in the slapd.conf
file:

suffix "O=your-company,C=your-country-abbreviation"

Note: If you have more than one suffix, record the suffix you intend
to use as the root for storing the PKI Services CA certificate.

3. The chapters that follow require the LDAP server to be running. Follow the

instructions in the chapter about running the LDAP server in|z/OS Security
[Server LDAP Server Administration and Use]

Installing and configuring ICSF (optional)

You can install and configure ICSF the first time you are setting up PKI Services or
at a later time. Using ICSF is recommended but not required. RACF can use ICSF’s
Public Key Data Set (PKDS) to securely store the PKI Services CA signing key if
directed to do so. For this to be successful, the ICSF programmer must install and
configure ICSF for Public Key Algorithms (PKA), and ICSF must be running. (The
RACF administrator uses the IKYSETUP REXX exec to set up any RACF profiles
needed to control access to ICSF services and keys. For more information, see
|Chapter 5, “Running IKYSETUP to perform RACF administration” on page 37|.)

Note: You do not have to choose whether or not to install ICSF and perform the
installation and configuration at this point. You can do so later in the process.

Before you begin:
* You will need ICSF programming skills to complete this procedure.
* You may need to refer to the following document:

[z/0S ICSF Administrator’s Guide|

This document provides information about managing cryptographic keys,
setting up and maintaining the PKDS, controlling who can use cryptographic
keys and services, and general information about ICSF and cryptographic
keys.

If ICSF is not already installed and configured for PKA, do this by following the
instructions in[z/0S ICSF Administrator’s Guidd,.
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| Configuring sendmail (optional)

I If your installation plans to send e-mail notifications to users whose certificate
I request is rejected or whose certificate is ready for retrieval or expiring, the UNIX
I programmer needs to configure sendmail.

| Before you begin: You need the following document:
2z/0S Communications Server: IP Configuration Guide

I Follow the instructions in [zZOS Communications Server: IP Configuration Guide| for
I configuring z/OS UNIX sendmail. In general you need to perform the following

| steps:

I 1. Create an alias file to define the postmaster and MAILER-DAEMON user IDs
I and the nobody alias (/dev/null).
I
|
I
I
|

2. Create the sendmail configuration file using the m4 macro preprocessor.

3. Load this configuration file into sendmail.

I Note: Because PKI Services always provides the return e-mail address, you do not
| need to configure sendmail to provide it. This simplifies your setup.

Perform the following steps to test your sendmail configuration:

|

| 1. From the UNIX command line, create a mail file with some information in it. The
I following example is called mail.txt. (You need this name in the next step.)

I Example:

| To:target-email@address.com

|
|

From:source-email@address.com
Subject:This is a test

I 2. Enter the following command:
| sendmail -t <mail.txt
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Part 2. Configuring your system for PKI Services

After the MVS programmer installs PKI Services into the HFS directory, your team
needs to perform additional tasks to configure PKI Services, including the following:

« [Chapter 5, “Running IKYSETUP to perform RACF administration” on page 37|
describes how the RACF administrator updates and runs IKYSETUP, a REXX
exec to perform RACF administration tasks, such as setting up the daemon user
ID and giving accesses.

[Chapter 6, “Configuring the UNIX runtime environment” on page 53| explains:
— Copying files, such as the PKI Services configuration file

Updating environment variables

Updating the PKI Services configuration file

Setting up the /var/pkiserv HFS directory.

Chapter 7, “Tailoring LDAP configuration for PKI Services” on page 69| explains
how to update your LDAP configuration (performed earlier — see|“Installing and
[configuring LDAP” on page 30) for PKI Services.

+ |Chapter 8, “Updating z/OS HTTP Server configuration and starting the server” on|
page 71| describes updating the z/ZOS HTTP Server configuration files and
starting the z/OS HTTP Server.

|Chapter 9, “Tailoring the PKI Services configuration file for LDAP” on page 75|
explains how to update the LDAP section of the PKI Services configuration file.
[Chapter 10, “Creating VSAM data sets” on page 81| explains how to create VSAM
data sets.

[Chapter 11, “Starting and stopping PKI Services” on page 85| explains how to
start and stop the PKI Services daemon.
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Chapter 5. Running IKYSETUP to perform RACF

administration

You need to perform this task only if you are configuring PKI Services for the first

time.

PKI Services provides SYS1.SAMPLIB(IKYSETUP), a REXX exec, to perform
RACF administration tasks for setting up PKI Services. The RACF administrator
updates and runs this REXX exec, which issues RACF commands to perform the
following tasks:

» Adding groups and user IDs

Setting up the PKI Services administration group
Creating the PKI Services daemon user ID
Giving appropriate access to the RACF group

Creating the surrogate user ID and giving the surrogate user ID authority to
generate certificates

(A surrogate user ID is the identity assigned to client processes when they are
requesting certificate services. A surrogate user ID is required for external
clients. For simplicity IBM recommends that you use surrogate user IDs for
internal clients as well, rather than allowing them to access PKI Services
under their own identities.)

Associating the user ID with the PKI Services started procedure.

» Setting up access control to protect end-user and administrative functions of PKI
Services:

Authorizing the PKI Services daemon user ID for CA functions
Giving administrators access to VSAM data sets
Optionally authorizing PKI Services for ICSF resources.

» Creating CA and SSL certificates:

Creating a CA certificate and private key

Backing them up to a password-protected MVS data set

Optionally migrating the private key to ICSF

Creating a SAF key ring and associating it with the certificate

Exporting the CA certificate to an MVS data set and HFS file

Generating a server certificate signed by the new CA

Creating a key ring for the Web server

Associating the Web server and any trusted CA certificates to the key ring.

» Setting up the z/OS HTTP Server for surrogate operation.

Overview of IKYSETUP

IKYSETUP consists of several parts:

» Configurable section — This section assigns values to variables.

» A section that issues RACF commands to perform RACF administration tasks
(see [‘Actions IKYSETUP performs by issuing RACF commands” on page 309 for
details about the actions that various sections of code perform)

» A section that writes information (such as the name of the PKI Services
administration group) to the log data set. The log itself consists of two parts:
commands issued and other information. (See [Figure 3 on page 51})

© Copyright IBM Corp. 2001, 2002 37



Running IKYSETUP

Note: By default, IKYSETUP creates the log. You can disable recording
information to the log by changing the value of one of the variables in
IKYSETUP (1og_dsn) to null.

The configurable section contains three parts:

Values you must change (by making them specific to your company, such as
your company’s name)

Values you might change depending on how you want PKI Services set up (for
example, whether your setup will include ICSF)

Values you can optionally change (these defaults are acceptable without change,
but you might want to change them to make them more specific to your
company, for example the name of the PKI Services administration group, which
by default is PKIGRP)

The following table illustrates the structure and divisions of IKYSETUP:

Table 11. IKYSETUP — Structure and divisions

Configurable section — assigns values to variables

+ Values you must change to customize (see [Table 12 on page 39)

« Values you might change that are related to setup (see|Table 17 on page 44)
= Values you can optionally change (see [Table 18 on page 46)

Issues RACF commands

Records information in the log data set

Before you begin

Remember: You update and run IKYSETUP only if you have not done so
previously for an earlier release (or if you are changing the value of one or more
parameters).

If you are configuring PKI Services for the first time and you want to generate the
CA signing key pair using the using the 4758 coprocessor (called PCICC), you
need to create your CA certificate manually using RACF before running
IKYSETUP; see [‘Steps for creating a CA certificate using the PCICC” on|

for directions.

You need to collect the following documents:

— |z/0S Security Server RACF Command Language Reference|
— [2/0S Security Server RACF Security Administrator’s Guide|
- |z/0S TSO/E REXX Referenced

The RACF administrator needs to decide the values of variables in IKYSETUP
and to record these values for future reference. Review and update as necessary
the following three variables tables.

Note: There are three tables because there are three categories of variables:

— Variables whose values you are required to change, such as ones
containing your company hame

— Variables whose values you might want to change, depending based
on how you are setting up PKI Services

— Variables whose values you can optionally change.

There is some overlap between the three types of variables, for example,
if you are already using the RACF sample Web application, PKISERV.

38 z/0S V1R4.0 Security Server PKI Services Guide and Reference



Running IKYSETUP

Recommendation: If you are running IKYSETUP for the first time, at a
minimum, you need to complete the following:

— |[Table 12

— [Table 16 on page 43|

— The rows of[Table 17 on page 44| concerning z/OS UNIX level security:

- unix_sec

- (If zZ/OS level security is already set up:) bpx_userid. and pgmcntl_dsn.
— Review the default values in all the tables.

Variables whose values must change

Fill in the blank lines in the rightmost column with your company’s information (and
cross out the defaults in these cells).

Table 12. IKYSETUP variables whose values must change

Variable
name

Description

Referenced elsewhere

Default value and your company’s
information

ca_dn

The CA'’s distinguished
name. (For a definition of
distinguished name, see
[Table 10 on page 31])

If you already have your
CA certificate and private
key set up in RACF, set
ca_dn="", set ca_label (in
the following row) to the
value of your CA’s label,
and update ca_expires
and web_expires (in
[Table 18 on page 46) to
reflect the expiration date
of your CA certificate. If
you do not already have
your CA certificate and
private key set up in
RACF, cross out the
default in the rightmost cell
of this row and record the
information for your
company-specific
information for
distinguished name on the
blank line.

The suffix of the PKI
Services CA’s
distinguished name must
match the LDAP suffix.
(The LDAP suffix is in
the LDAP configuration
file, slapd.conf. See
[Table 10 on page 31|for
a definition of suffix.)
Note: However, do not
specify a C('value’) if it
is not present in your
LDAP suffix.

OU(’Human Resources Certificate
Authority’)

O(’Your Company’)

C(’Your Country 2 Letter Abbreviation’)

ca_label

The CA certificate label. If
you already have your CA
certificate and private key
set up in RACF (and your
CA certificate’s label differs
from the default), you need
to set ca_label to your CA
certificate’s label.

No

Local PKI CA

(Replace this default if you already have your
CA certificate and private key set up in
RACF.)

daemon_uid

The z/OS UNIX user
identifier (UID) associated
with the PKI Services
daemon user ID.

No

554
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Table 12. IKYSETUP variables whose values must change (continued)

Variable Description Referenced elsewhere |Default value and your company’s
name information
pki_gid The z/OS UNIX group No 655

identifier (GID) for the PKI
Services administration

group.
pkigroup_mem. | Members of the PKI No 0 (default for pkigroup_mem.0, the number of
Services administration member user IDs)

group are responsible for
administering PKI Services -
functions. Note: You must change the default to at least
Note: IBM recommends 1.

that you restrict PKI
Services administration
tasks to those with the
RACF SPECIAL attribute.
See page for more
information.

(Record the member IDs:)

pkigroup_mem. is a list in
which pkigroup_mem.0 is
the number of members in
the list and the rest of the
entries are their user IDs.
You must change the
pkigroup_mem.0 to at least
1, and change
pkigroup_mem.1 through
pkigroup_mem.n to the
member user IDs.

surrog_uid The UID associated with No 555
the surrogate user ID.
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Running IKYSETUP

server's SAF key ring.

If your Web server is
configured for SSL and
you are using a RACF key
ring, set web_ring to the
value of the RACF key
ring. If your Web server is
configured for SSL and
you are using gskkyman,
set web ring="" and see
Appendix B, “Using al
gskkyman key databaseJI
for your certificate store”

|on page 362] for additional

directions.

Variable Description Referenced elsewhere |Default value and your company’s
name information
web_dn Your Web server’s The value of the Web CN(www.YourCompany.com’)
distinguished name. (For a | server's common name
definition of distinguished | (CN), which is your O(’Your Company’)
name, seel able 10 on| server’'s symbol IP
Y L('Your City’)
bage 31|) address, for example,
. WWW. yourcompany.com), ) : )
Notes: must match your Web SP(’Your Full State or Province Name’)
1. The RACF . server's fully qualified | c('Your Country 2 Letter Abbreviation’)
administrator copies domain name.
the fully qualified
domain name from an
earlier table: |Tab|e 8 on|
bage ZQl
2. If you already have
your Web server
configured for SSL:
e Setweb_dn=""
* Update the web_ring
row
(You need to connect
your PKI Services CA
certificate to your key
ring. See the web_ring
row for directions.)
web_ring The name of the Web httpd*.conf - KeyFile SSLring

directive

Variables whose values may change depending on setup

To help in completing the next table of variables (see(Table 17 on page 44) fill out
the following four decision tables:

Decision table for restrict_surrog

Use the following decision table to determine the value of restrict_surrog in
The restrict_surrog variable determines if the RESTRICTED attribute is
assigned to the surrogate user ID. The RESTRICTED attribute limits the resources
available to this user ID.
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Recommendation: By default, IKYSETUP does not assign the RESTRICTED
attribute to the surrogate user ID. IBM recommends that you do not change the
default the first time you run IKYSETUP (but do change it before going into a
production environment). For more information, see the chapter about defining
groups and users in[z/OS Security Server RACF Security Administrator’s Guidel

Table 13. Deciding the value of restrict_surrog

If ... Then ...

You want to assign the RESTRICTED Set restrict_surrog=1

attribute to the surrogate user ID

You do not want to assign the Do not change the default restrict_surrog=0
RESTRICTED attribute to the surrogate user

ID

Decision table for use_icsf

Use the following decision table to determine the value of use_icsf in[Table 17 on]
The use_icsf variable determines whether you are using ICSF for private
key protection.

Recommendation: By default, IKYSETUP does not use ICSF. IBM recommends
that you do not change the default the first time you run IKYSETUP but that you
change it before going into a production environment. (For information about
installing and configuring ICSF, see [‘Installing and configuring ICSF (optional)” on|
bage 52)

Table 14. Deciding the value of use_icsf

If ... Then ...
You want to use ICSF for private key Set use_icsf=1
protection

You also need to review and possibly change

the following additional variables in
fon page 44

« csfkeys_profile
« csfserv_profile
» csfusers_grp

You do not want to use ICSF Do not change the default use_icsf=0

Decision table for key_backup

Use the following decision table to determine the value of key_backup in
The key_backup variable determines whether the PKI Services CA
certificate and private key should be backed up to an encrypted data set.

Table 15. Deciding the value of key _backup

If ... Then ... Notes

You want to back up your Do not change the default Note: When you use

CA’s certificate and private key_backup=1 IKYSETUP, you need to enter
key to a passphrase a passphrase whose display
encrypted data set is not inhibited — it appears

on the screen in the clear.

You do not want to back up  Set key_backup=0
your CA'’s certificate and

private key to a passphrase

encrypted data set
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Decision table for unix_sec
Use the following decision table to determine the value of unix_sec in
The unix_sec variable determines whether you want to use z/OS UNIX
security, which is a higher level of security. zZOS UNIX provides two levels of

security:

UNIX level security

Running IKYSETUP

This is a less stringent level of security than z/OS UNIX level security. It is
for installations where system programmers have been granted superuser
authority. Programs that run with superuser authority have daemon level
authority and can issue MVS identity-changing services without entering a
_passwd() for the target user ID. With this level of security, the
BPX.DAEMON profile in the FACILITY class is not defined.

z/0S UNIX level security

This is a higher level of security than z/OS UNIX level security. It lets your
system exercise more control over superusers. With this level of security,
the BPX.DAEMON profile in the FACILITY class is defined.

Table 16. Deciding the value of unix_sec

If...

Then ... Notes

You already have z/OS UNIX
security set up

Set unix_sec=1 -

You do not have z/OS UNIX
security set up and you do
not want to set it up

Do not change the default of —

unix_sec=0

You do not have z/OS UNIX
security set up and you want
to set it up for the first time

Set unix_sec=2

Notes:
1.

For information about
additional manual
configuration, see the

section about establishin
UNIX security in the Eog

UNIX System Serviceq

Planningl

If you are setting
unix_sec=2, you also
need to review and
possibly update the
following variables:

* bpx_userid.
* pgmcentl_dsn.

Update the following table based on your answers in the preceding decision tables.
If you have decided to change any of the defaults in the rightmost column, cross
out the defaults and enter your company’s information:

Chapter 5. Running IKYSETUP to perform RACF administration

43



Running IKYSETUP
Table 17. IKYSETUP variables you might want to change depending on setup

Variable name

Description

Referenced
elsewhere

Default value or your company’s
information

bpx_userid.

A list of user IDs with
daemon and server
authority. The bpx_userid.0
is the number of items in
the list and the rest of the
entries are the bpx user
IDs. (This is non-applicable
if unix_sec ==2.)

No

1(default for number of items)

OMVSKERN

csfkeys_profile

A profile to protect the PKI
Services key in ICSF. (This
is non-applicable if
use_icsf= 0.) If you do not
want IKYSETUP to create
the profile, set
csftkeys_profile="".

Note: When RACF stores
the private key in the
PKDS, it generates the
label as:

'"IRR.DIGTCERT.CERTIFAUTH.
unique-time-stamp'

No

IRR.DIGTCERT.CERTIFAUTH.*

csfserv_profile

A profile to protect ICSF
services. (This is
non-applicable if
use_icsf=0.)

No

CSF*

csfusers_grp

A group of authorized ICSF
service users. (This is
non-applicable if
use_icsf=0.)

No

key_backup

Specifies whether the PKI
Services CA certificate and
private key should be
backed up to an encrypted
data set. The value can be:

* 1 (yes — the default)
* 0 (no).

Note: When you use
IKYSETUP, you need to
enter a passphrase whose
display is not inhibited — it
appears on the screen in
the clear.

No

1 (yes)

44  7/0S V1R4.0 Security Server PKI Services Guide and Reference




Table 17. IKYSETUP variables you might want to change depending on setup (continued)
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Variable name Description Referenced Default value or your company’s
elsewhere information
pgmcnt1_dsn. A list in which No 9 (default for number of items)
pgmcentl_dsn.0 is the . 'CEE.SCEERUN
number of items in the list , ,
and the rest of the entries * 'CBC.SCLBDLL
are a list of load libraries to * 'GLD.SGLDLNK’
be program controlled. If * 'GSK.SGSKLOAD’
yOU set un'iX_SeC=2, yOU . ’SYs.l -CSSLIB’
probably need to update the , ,
list of data sets. (This is * 'TCPIP.SEZALINK
non-applicable if * 'SYS1.LINKLIB’
unix_sec=2.) * 'CSF.SCSFMODO’
* 'CSF.SCSFMOD1Y’
restrict_surrog Specifies whether the No 0 (no)
surrogate user ID should be
marked restricted. The
value can be:
* 0 (no — the default)
+ 1(yes)
Recommendation: Do not
change the default the first
time you run IKYSETUP,
but change it before going
into a production
environment.
unix_sec Specifies whether to set up | For unix_sec=2, [0 (no)

z/OS UNIX level security.
(See page@ for a
definition of z/OS UNIX
level security.) The value
can be:

* 0 (do not set up — the
default)

+ 1 (is already set up)

* 2 (add this level of
security)

If you are changing
unix_sec to 1 or 2, you also
need to review and possibly
update the bpx_userid. and
pgmentl_dsn. rows.

Recommendation: Do not
set unix_sec=2 the first time
you are running IKYSETUP.

the names of the
load libraries
need to change.

Chapter 5. Running IKYSETUP to perform RACF administration

45



Running IKYSETUP
Table 17. IKYSETUP variables you might want to change depending on setup (continued)

Variable name

Description

Referenced
elsewhere

Default value or your company’s
information

use_icsf

Specifies whether PKI
Services should use ICSF
for private key operations.
The value can be:

* 0 (no — the default)
* 1 (yes).

If you are changing use_icsf
to 1, see also the
csfkeys_profile,
csfserv_profile, and
csfusers_grp rows.

Recommendation: Do not
change the default the first
time you run IKYSETUP,
but change it before going
into a production
environment.

For this to be

successful, ICSF

must be
configured for
RSA (PKA)
operations and
running.

0 (no)

Variables you can optionally change

Review the values of the following variables to determine if you want to change any

of the defaults in the rightmost column. (You should probably change at least the
values for ca_expires and web_expires.) If you decide to change any value, cross
out the default in the rightmost column and record your company’s information.

Table 18. IKYSETUP variables you can optionally change

contain the PKI Services
certificate for copying to
HFS.

Variable name Description Referenced Default value or your company’s
elsewhere information
backup_dsn The data set that will No ’daemon.PRIVATE.KEY.BACKUP.P12BIN’
contain a backup copy of
the PKI Services certificate Note: The daemon refers to the daemon
and private key variable in this table.
ca_expires The date the PKI Services |No 2020/01/01
CA certificate expires. Note: You should update this value to the
expiration date of your CA certificate.
ca_ring The name of the PKI pkiserv.conf - CAring
Services SAF key ring. [SAF] KeyRing
value
daemon The PKI Services daemon | pkiserv.conf - PKISRVD
user ID. [SAF] KeyRing
value
export_dsn The data set that will No ’daemon.PRIVATE.CACERT.DERBIN’

Note: The daemon refers to the daemon
variable in this table.
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Table 18. IKYSETUP variables you can optionally change (continued)
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Variable name Description Referenced Default value or your company’s
elsewhere information
Tog_dsn The log data set name. No "your-id.PRIVATE.IKYSETUP.LOG’

Notes:

1. The your-id refers to the RACF ID of the
person running IKYSETUP. (You do not
need to add this; MVS adds this for you.)

2. Changing the default is not recommended.

pkigroup The PKI Services No PKIGRP
administration group. This is
a RACF group containing
the list of user IDs that are
authorized to use PKI
Services administration
functions.
surrog The surrogate user ID for httpd*.conf - PKISERV
PKI Services. Surrogate user ID
Note: This cannot be an
existing user ID (because
IKYSETUP creates the user
ID with the NOPASSWORD
attribute).
vsamhlq The high-level qualifier of pkiserv.conf - Same as the daemon variable earlier in this
the VSAM data sets for PKI [ObjectStore] | table.
ﬁervice_lfh RACF *DSN values
ote: The . IKYCVSAM -
administrator gets this Dat t
information from the MVS ata sets
programmer names
web_expires The date the Web server No 2020/01/01
certificate expires. Note: You should update this value to the
expiration date of your CA certificate.
web_Tabel The label for the Web No SSL Cert
server’s certificate.
webserver The Web server's daemon | See Web server | WEBSRV

user ID.

documentation.

Steps for performing RACF tasks using IKYSETUP

Use the following directions to run IKYSETUP only if you have not done so for a
previous release (or if you are changing values).

You can use the following directions to run IKYSETUP with minimal changes or to

extensively customize it.

Recommendation: If this is your first attempt to use IKYSETUP, you are
recommended to change only the IKYSETUP variables in the section "Things you
must change.” You can refine IKYSETUP later, after you are familiar with the
process of updating and running it.
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The following flowchart illustrates the iterative nature of the process of updating
IKYSETUP:

Copy sample setup
CLIST file

i

v
Update CLIST variables

Y

Run CLIST with
RUN(NO) option

Y
Examine log data set

Is log data
set as you
wanted?

no

Run CLIST with
RUN(YES) option

Figure 2. Flowchart of the process of updating IKYSETUP

Perform the following steps to use IKYSETUP to perform RACF administration
tasks:

1. Copy 'SYS1.SAMPLIB(IKYSETUP)’ to a data set you are permitted to edit.

2. Edit the IKYSETUP code to update the values of variables you changed in
[Table 12 on page 39|

The following example shows how to change the pkigroup_mem. variables.
(Remember that for pkigroup_mem., you set pkigroup_mem.0 to the number of
items in the list and pkigroup_mem.1 through pkigroup_mem.n to the PKI
Services administration group member IDs.)

Example:

pkigroup_mem.0=3 /* Number of pkigroup members to connect x/
pkigroup_mem.1="TOM"

pkigroup_mem.2="DICK"

pkigroup_mem.3="HARRY"
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If necessary, update the values of variables you changed in|Table 17 on

The following example shows how to change the use_icsf variable.
Example:
use_icsf=1

Optionally update any variables you changed in ITabIe 18 on page 46l
The following example shows how to change the Tog_dsn variable.
Example:

log_dsn="PRIVATE.IKYSETUP.LOG"

Run IKYSETUP by entering the following command:
EX 'data-set-name(IKYSETUP)' 'RUN(NO)'

Notes:
a. The user ID that runs IKYSETUP must be a RACF SPECIAL user ID.

b. When IKYSETUP runs, it prompts you to enter your secret passphrase.
(This is for encrypting the backup copy of your CA certificate and private
key.) Be aware that asterisks do not replace the secret passphrase; it
appears on the screen in the clear. Make a note of this passphrase. (If
you forget it, your backup will be useless.)

c. The NO option in the command specifies displaying the commands only.
(This creates a log data set listing the commands and other information.
Alternative parameters are: YES, which indicates running IKYSETUP as is,
and PROMPT, indicates prompting the user before running each
command.)

Review the log data set. (See [Figure 3 on page 51| for an example of the data
that appears on your display when you are running IKYSETUP; this is similar
to the contents of the log data set.) The top part identifies the tasks and shows
the commands that run to perform those tasks. Review this to ensure that the
issued commands match your expectations. (For more information about these
commands, see [‘Actions IKYSETUP performs by issuing RACF commands” on|
.) The bottom part provides a record of important information that you
will need for later steps, such the name of your daemon user ID. Review this
information to ensure that the values are the ones you want.

If you want to change any of the commands or information in the log data set,
you need to change additional values in IKYSETUP. Remember to record any
additional changes in [Table 12 on page 39| [Table 17 on page 44|, and|Table 18|

Then go back to step [3

If the log data set includes the commands and information you want, rerun the
IKYSETUP code by entering the following command:

EX 'data-set-name(IKYSETUP)' 'RUN(YES)'

After running IKYSETUP with RUN(YES), examine the results recorded in the
log data set. Investigate and rerun (potentially by hand) any failing commands.
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10.

Investigate informational messages and make any necessary corrections.
(Informational messages usually indicate a set-up problem that may affect
operations later. For example, any informational message from the
RACDCERT commands that indicate that the certificate has been marked "NO
TRUST" is an error.)

For the PKI Services proc to start, the PKI Services user ID (by default,
PKISRVD) needs read access to the OCSF services. Provide this access by
entering the following RACF commands:

PERMIT CDS.CSSM CLASS(FACILITY) ID(PKISRVD) ACC(READ)

PERMIT CDS.CSSM.CRYPTO CLASS(FACILITY) ID(PKISRVD) ACC(READ)

PERMIT CDS.CSSM.DATALIB CLASS(FACILITY) ID(PKISRVD) ACC(READ)

SETROPTS RACLIST(FACILITY))

If you intend to use encrypted LDAP passwords, you need to perform
additional RACF administration tasks; see |“Using encrypted passwords for|
[LDAP servers” on page 214}

The following figure shows an example of the data that appears when you run
IKYSETUP.
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Creating users and groups ...

ADDUSER  PKISRVD name('PKI Srvs Daemon') nopassword omvs(uid(554) assize(256000000) threads(512))

ADDUSER  PKISERV nopassword  omvs(uid(555)) name('PKI Srvs Surrogate')

SETROPTS EGN GENERIC(DATASET)

ADDSD 'PKISRVD.*x' UACC(NONE)

ADDGROUP  PKIGRP OMVS(GID(655))

Allowing administrators to access PKI databases ...

PERMIT 'PKISRVD.#**' ID(PKIGRP) ACCESS(CONTROL)

SETROPTS GENERIC(DATASET) REFRESH

Creating the CA certificate ...

RACDCERT GENCERT CERTAUTH SUBJECTSDN(OU('Human Resources Certificate Authority')

0('Your Company') C('Your Country 2 Letter Abbreviation'))

WITHLABEL('Local PKI CA') NOTAFTER(DATE(2020/01/01))

Backing up the CA certificate ...

RACDCERT CERTAUTH EXPORT(LABEL('Local PKI CA')) DSN('PKISRVD.PRIVATE.KEY.BACKUP.P12BIN')

FORMAT (PKCS12DER)  PASSWORD (' stk ')

Marking CA certificate as HIGHTRUST ...

RACDCERT CERTAUTH ALTER(LABEL('Local PKI CA')) HIGHTRUST

Saving the CA certificate to a data set for OPUT ...

RACDCERT CERTAUTH EXPORT(LABEL('Local PKI CA')) DSN('PKISRVD.PRIVATE.CACERT.DERBIN') FORMAT (CERTDER)

Creating the PKI Services keyring ...

RACDCERT ADDRING(CAring) ID(PKISRVD)

RACDCERT ID(PKISRVD) CONNECT(CERTAUTH LABEL('Local PKI CA') RING(CAring) USAGE

(PERSONAL) DEFAULT)

Creating the Webserver SSL certificate and keyring ...

RACDCERT GENCERT ID(WEBSRV) SIGNWITH(CERTAUTH LABEL('Local PKI CA')) WITHLABEL

('SSL Cert') SUBJECTSDN(CN('www.YourCompany.com') O('Your Company') L('Your City')
SP('Your Full State or Province Name') C('Your Country 2 Letter Abbreviation'))
NOTAFTER(DATE(2020/01/01))

RACDCERT ADDRING(SSLring) ID(WEBSRV)

RACDCERT ID(WEBSRV) CONNECT(CERTAUTH LABEL('Local PKI CA') RING(SSLring))

RACDCERT ID(WEBSRV) CONNECT(ID(WEBSRV) LABEL('SSL Cert') RING(SSLring)

USAGE (PERSONAL) DEFAULT)

Giving PKISRVD access to BPX.SERVER ...

RDEFINE FACILITY BPX.SERVER

PERMIT BPX.SERVER CLASS(FACILITY) ID(PKISRVD) ACCESS(READ)

Allowing the PKI Services daemon to act as a CA ...

RDEFINE FACILITY IRR.DIGTCERT.GENCERT

RDEFINE FACILITY IRR.DIGTCERT.LISTRING

RDEFINE FACILITY IRR.DIGTCERT.LIST

PERMIT IRR.DIGTCERT.GENCERT CLASS(FACILITY) ID(PKISRVD) ACCESS(CONTROL)

PERMIT IRR.DIGTCERT.LISTRING CLASS(FACILITY) ID(PKISRVD) ACCESS(READ)

PERMIT IRR.DIGTCERT.LIST CLASS(FACILITY) ID(PKISRVD) ACCESS(READ)

Allowing the Webserver to access its keyring ...

PERMIT IRR.DIGTCERT.LISTRING CLASS(FACILITY) ID(WEBSRV) ACCESS(READ)

PERMIT IRR.DIGTCERT.LIST CLASS(FACILITY) ID(WEBSRV) ACCESS(READ)

Allowing the Webserver to switch identity to PKISERV ...

SETROPTS CLASSACT (SURROGAT)

RDEFINE SURROGAT BPX.SRV.PKISERV

PERMIT BPX.SRV.PKISERV CLASS(SURROGAT) ID(WEBSRV) ACCESS(READ)

SETROPTS RACLIST(SURROGAT) REFRESH

Figure 3. Sample log data set (Part 1 of 2)
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Creating the STARTED class profile for the daemon ...

RDEFINE STARTED PKISRVD.* STDATA(USER(PKISRVD))

SETROPTS CLASSACT(STARTED) RACLIST(STARTED)

SETROPTS RACLIST(STARTED) REFRESH

Allowing PKISERV to request certificate functions ...

SETR GENERIC(FACILITY)

RDEFINE FACILITY IRR.RPKISERV.#=*

PERMIT IRR.RPKISERV.** CLASS(FACILITY) ID(PKISERV) ACCESS(CONTROL)
Creating the profile to protect PKI Admin functions ...

RDEFINE FACILITY IRR.RPKISERV.PKIADMIN

PERMIT IRR.RPKISERV.PKIADMIN CLASS(FACILITY) ID(PKIGRP) ACCESS(UPDATE)
PERMIT IRR.RPKISERV.PKIADMIN CLASS(FACILITY) ID(PKISERV) ACCESS(NONE)
SETROPTS RACLIST(FACILITY) REFRESH

The daemon user ID is:
PKISRVD

The VSAM high Tevel qualifier is:
PKISRVD
This is needed for the [ObjectStore] section in pkiserv.conf

The PKI Services' DER encoded certificate is in data set:
"PKISRVD.PRIVATE.CACERT.DERBIN'
This must be OPUT to /var/pkiserv/cacert.der with the BINARY option

The fully qualified PKI Services' SAF keyring is:
PKISRVD/CAring
This is needed for the [SAF] section in pkiserv.conf

The PKI Services CA DN is:
OU=Human Resources Certificate Authority,0=Your Company,C=Your Country 2 Letter Abbreviation
The suffix must match the LDAP suffix in slapd.conf

The webserver's SAF keyring is:
SSLring
This is needed for the KeyFile directive in httpd*.conf files

The Webserver's DN is:
CN=www. YourCompany.com,0=Your Company,L=Your City,ST=Your Full State or

Province Name,C=Your Country 2 Letter Abbreviation
The left most RDN must be the webserver's fully qualified domain name

Figure 3. Sample log data set (Part 2 of 2)
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Chapter 6. Configuring the UNIX runtime environment

You need to perform all of the tasks in this chapter if you are configuring PKI
Services for the first time. If you have already configured PKI Services for an earlier
release, you may need to perform some of the tasks in this chapter if you are:

» Using a sysplex for PKI Services daemons

» Sending e-mail notification for certificates ready for retrieval or expiration or
rejected certificate requests

After the RACF administrator performs the tasks necessary to set up PKI Services,
the UNIX programmer needs to perform the following tasks:

* If necessary, copy files
» If necessary, update the environment variables file

* |If necessary, update the configuration file

* If configuring PKI Services for the first time, set up the /var/pkiserv directory.

The following table summarizes information about copying and updating files:

Table 19. Deciding which files to copy and change

File Purpose Need to copy? Need to change?
pkiserv.conf Configuration file. Contains  Only if you are The UNIX programmer may need to change the
various settings and values  configuring PKI LDAP section of this file, but IBM recommends
PKI Services needs. Services for the doing this later (see[Chapter 9, “Tailoring the PKI|
first time. Services configuration file for LDAP” on|
page 75b.
The UNIX programmer needs to update the
non-LDAP pkiserv.conf configuration file if any of
the following is true:
* You intend to run multiple instances of PKI
Services in a sysplex
* You are migrating from Release 3 and you
intend to send e-mail notifications for
certificate-related events
* You are configuring PKI Services for the first
time and do not intend to send e-mail
notifications for certificate-related events
pkiserv.tmpl Certificate templates file. Only if you are Recommendation: Make no changes to this file
Contains HTML-style code  configuring PKI until later. See [Chapter 13, “Customizing the|
that builds the Web pages  Services for the ladministration Web pages” on page 133|for
underlying certificate first time. details about making changes.
requests.
pkiserv.envars The environment variables  Only if you are UNIX programmer may have to update this file.

file.

© Copyright IBM Corp. 2001, 2002

configuring PKI
Services for the
first time and the

file needs changes

See|“Optionally updating PKI Services|
lenvironment variables” on page 55|
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Table 19. Deciding which files to copy and change (continued)

File Purpose Need to copy? Need to change?
rejectmsg.form  The form for an e-mail sent  Only if your Recommendation: Make no changes to this file
to a user when the PKI company sends an until later. See|Chapter 13, “Customizing the|
Services administrator has  e-mail notification  fadministration Web pages” on page 133| for
rejected a certificate to a user after the  details about making changes.
request. PKI Services
administrator has
rejected a
certificate request
readymsg.form  The form for an e-mail sent  Only if your Recommendation: Make no changes to this file
to a user when the PKI company sends an until later. See|Chapter 13, “Customizing the|

Services administrator has  e-mail notification  jadministration Web pages” on page 133| for
approved a certificate to a user after the  details about making changes.
request and the certificate is PKI Services

ready for

retrieval. administrator has
approved a
certificate request
and the certificate
is ready for
retrieval.

expiringmsg.form The form
to a user

for an e-mail sent  Only if your Recommendation: Make no changes to this file
when a certificate company sends an until later. See[Chapter 13, “Customizing the]

is going to expire. e-mail notification  fadministration Web pages” on page 133| for

to a user about a  details about making changes.
certificate that is
going to expire

o0 view the contents of any of these files, see [Chapter 27, “Other code samples’|

i
lon page 3o

Steps for copying files

Before you begin:

You need to obtain the following document:

[z/0S UNIX System Services Planning
You need to know the HFS directory where the MVS programmer installed PKI
Services and the runtime directory, HFS-install-dir and runtime-dir in the
commands that follow. The defaults are /usr/Ipp/pkiserv/ and /etc/pkiserv
respectively. The MVS programmer was asked to record any changes to these
defaults; see [Table 4 on page 9

The user ID you use for copying files must have superuser authority.

Perform the following steps to copy the files:

1.

If you are configuring PKI Services for the first time, copy the configuration and
template files by entering the following commands from the UNIX command line.

Note: To use these commands, your user ID must have super user authority.

cp -p /HFS-install-dir/samples/pkiserv.conf runtime-dir
cp -p /HFS-install-dir/samples/pkiserv.tmpl runtime-dir

If your company is sending e-mail notifications to users (when certificate
requests are rejected or when certificates are ready for retrieval or expiring),
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copy the appropriate notification files from the samples directory to the runtime
directory by entering commands such as the following:
cp -p /HFS-install-dir/samples/rejectmsg.form runtime-dir

cp -p /HFS-install-dir/samples/readymsg.form runtime-dir
cp -p /HFS-install-dir/samples/expiringmsg.form runtime-dir

3. If you are configuring PKI Services for the first time, examine the values in the
environment variables file (by default, pkiserv.envars). If any values need to
change (such as the OCSFREGDIR, the environment variable for the OCSF
registry directory — see step , copy this file by entering the
following command:

cp -p /HFS-install-dir/samples/pkiserv.envars runtime-dir

Optionally updating PKI Services environment variables

You need to perform this task only if any one of the following conditions is true:
* You are configuring PKI Services for the first time
* You want to send e-mail notifications (for rejected certificate requests or

certificates that are ready for retrieval or expiring) and you did not use the default
location for sendmail (/usr/sbin/sendmail)

* You are migrating from Release 3 where you are running with customized
environment variables and you want to send e-mail notifications.

You need to define certain environment variables (such as LIBPATH) for the PKI
Services daemon to run. There are two files related to environment variables.

* A sample environment variables file, pkiserv.envars (by default in
/usr/lpp/pkiserv/samples/)

* SYS1.PROCLIB member PKISERVD (You can use the ENVAR parameter to
point to the environment variables file.)

You can use pkiserv.envars to set environment variables for the PKI Services
daemon. This file contains most of the environment variables needed to run the
daemon.

You need to change the file if you did not use the default for any of the following:
» The install directory for PKI Service (/usr/Ipp/pkiserv)

* The message level

* The location of the OCSF Registry directory (/var/ocsf)

* The location for sendmail (/usr/sbin/sendmail)

Recommendation: If you need to make changes to the pkiserv.envars file, copy
the file another directory (such as /etc/pkiserv) and make changes only to the copy.

PKISERVD is the sample procedure to start PKI Services. (For sample code, see
|“PKISERVD sample procedure to start PKI Services daemon” on page 3351)
PKISERVD sets the TZ (time zone) environment variable because it is very likely
that the value of this variable needs to change. PKISERVD also includes
parameters specifying the directory containing the environment variables file (DIR)
and the file name of the environment variables file (FN). If you make a copy of
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pkiserv.envars as recommended, you also need to change the name of the
directory in PKISERVD (for example, DIR="/etc/pkiserv") and possibly the file
name (for example, FN="pki.env").

Note: You can change all of the following on the start command:
e environment variables directory
« file name
* job output class
* region size
» stdout
» stderr
» time zone

See [‘Steps for starting the PKI Services daemon” on page 85|

Because of the limitation of the number of characters allowed in the
PARM=operand on the JCL EXEC card, take care to ensure that the total
length of the environment variables directory and file name, TZ value, and
stdout and stderr redirection values do not exceed the 100 character
maximum.

You must specify any environment variables that PKI Services requires either in the
PKISERVD procedure or in the environment variables file (pkiserv.envars). IBM
recommends making additions and changes to the environment variables file.

(Optional) Steps for updating PKI Services environment variables
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Before you begin: See pageto determine if you need to update environment
variables.

Perform the following steps to update PKI Services environment variables:

1. Examine the values in the environment variables file (by default, pkiserv.envars)
and update the file as necessary. (See|“‘Environment variables in the]
[environment variables file” on page 305|for a description of the environment
variables and[‘The pkiserv.envars environment variables file” on page 307 for a
code sample of the environment variables file.)

Notes:

a. If the value set for the OCSF registry directory differs from the default value
of ’/var/ocsf’, you need to update the OCSFREGDIR environment variable.

b. If you did not install sendmail in its default location (/usr/sbin), you need to
update the PATH environment variable.

Note:

2. Make any needed changes to PKISERVD, such as updating the pathname of
the environment variables file (FN and DIR parameters). (See f‘PKISERVD|
|sample procedure to start PKI Services daemon” on page 335 for a code
sample of the PKISERVD proc.)

3. If you are migrating from Release 3 where you are already running with a
customized environment variables file and you want to send e-mail notifications,
you need to add a PATH statement to your environment variables file. If you
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installed sendmail in its default location (/usr/sbin), then you can copy the PATH
statement from the sample file shipped with PKI Services
(/usr/lpp/samples/pkiserv.envars). Otherwise add a PATH statement such as the
following:

PATH=/directory-where-sendmail-resides

Optionally updating the pkiserv.conf configuration file

You need to update the pkiserv.conf configuration file if you meet any of the
following conditions:

* You are configuring PKI Services for the first time
* You are adding support for:
— Running a sysplex for PKI Services daemon
— Sending e-mail notifications to users if the PKI Services administrator rejects
certificate requests or certificates are ready for retrieval or expiring

You can also optionally update the file if you want to change certain default values.

The pkiserv.conf configuration file for the PKI Services daemon consists of sections
of name-value pairs. Everything in the pkiserv.conf file — including section
names, keys, and values — is case-sensitive. Each section of the pkiserv.conf
configuration file has a title enclosed in square brackets. The configuration file
includes the following sections:

[OIDs]

The OIDs section specifies the object identifiers for
various nicknames PKI Services uses internally.
The OIDs are specified in the following form:

<name>=<dotted-decimal>

The following excerpt is from the OIDs section:
[OIDs]
MyPo]icy=l.2.3.4

[ObjectStore] The ObjectStore section specifies operational
information for various files and data sets.

The following excerpt is from the ObjectStore
section:

[ObjectStore]
ObjectDSN="pkisrvd.vsam.ost'

[CertPolicy] The CertPolicy section is for CA policy information.

The following excerpt is from the CertPolicy section:

[CertPoTlicy]
SigAlgl=sha-1WithRSAEncryption

[General] The General section is for general information.

The following excerpt is from the General section:
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[SAF]

[LDAP]

[General]

InitialThreadCount=10

The SAF section is for information about the SAF
(RACF) key ring that is used for CA certificate and
private key storage.

The following excerpt is from the SAF section:

[SAF]
KeyRing=PKISRVD/CAring

The LDAP section contains information about the
LDAP server for posting certificates and CRLs.
The following excerpt is from the LDAP section:

[LDAP]
NumServers=1

The UNIX programmer needs to update the LDAP section of this file, but IBM
recommends doing this later (see [Chapter 9, “Tailoring the PKI Services|

fconfiguration file for LDAP” on page 75).

(Optional) Steps for updating the configuration file

Before you begin: The following table provides information about parameters in
the pkiserv.conf configuration file. (It omits parameters for the LDAP section. For
information about these parameters, see[Table 24 on page 76) Read the parameter
descriptions, and examine the default values in the rightmost column to ensure that
the values meet your company’s requirements. As necessary, cross out the defaults
and enter the information appropriate to your own company’s needs and policies.

Table 20. Information needed for updating the configuration file

identifying your
organization’s usage policy,
for example:

information until you are
performing advanced
customization. See f‘Steps|

Parameter Information needed Where to get this Default value or customized
information value

OIDs section

MyPolicy= A registered Object ID Do not change this 1.2.34

If you need to use the
CertificatePolicies extension,

1.2.3.4

for creating thel

replace 1.2.3.4 with the value of

CertificatePolicies)

your Object ID:

extension” on page 139|for

more information.

ObjectStore section

ObjectDSN=

VSAM data set name for
ObjectStore data. This is
the request database. Each
VSAM request record
consists of a fixed header
followed by a
variable-length section.

For the high-level qualifier
before the period, see the
vsamhlq variable in

[Table 18 on page 46| The
name of the file (after the
period) can change; the
MVS programmer who
creates the VSAM data sets
usually decides these
names.

‘pkisrvd.vsam.ost’

Note that this begins with the
VSAM high-level qualifier.
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Table 20. Information needed for updating the configuration file (continued)

Parameter Information needed Where to get this Default value or customized
information value
ObjectTidDSN= VSAM data set name for For the high-level qualifier |’pkisrvd.vsam.ost.path’
the ObjectStore alternate before the period, see the
index. Vsamh/q variable in Note that this begins with the
ITab|e 18 on page 46| The VSAM high-leVe' qualifier.
name of the file (after the
period) can change; the
MVS programmer who
creates the VSAM data sets
usually decides these
names.
ICLDSN= VSAM data set name for For the high-level qualifier |’pkisrvd.vsam.icl’

ICL data.

This contains the
certificates that have been
issued. Each VSAM ICL
record consists of a fixed
header followed by a
variable-length section
containing the
BER-encoded certificates.

before the period, see the
vsamhlq variable in

[Table 18 on page 46| The
name of the file (after the
period) can change; the
MVS programmer who
creates the VSAM data sets
usually decides these
names.

Note that this begins with the
VSAM high-level qualifier.

RemoveCompletedReqs=

Time period that completed
certificate requests remain
in the ObjectStore before
automatic deletion. This is a
number followed by d
(days) or w (weeks).

UNIX programmer decides
this value.

RemovelInactiveReqs=

Time period that
incomplete, inactive
certificate requests remain
in the ObjectStore before
automatic deletion. This is a
number followed by d
(days) or w (weeks).

UNIX programmer decides
this value.

4w

SharedVSAM=

Indicates whether you
intend to share a single
copy of the PKI Services
VSAM data sets among
multiple images in a
sysplex. This is T (True) or
F (False).

UNIX programmer decides
this value.

CertPolicy section
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Table 20. Information needed for updating the configuration file (continued)

this parameter only if you
are sending e-mail
notifications to users when
certificates are expiring.

This parameter indicates
how soon before certificate
expiration to send a
warning message (that is,
the number of days or
weeks before the day and
time the certificate expires).

This name-value pair is
optional. Its absence
indicates no expiration
checking is performed. Also,
if the name-value pair is
present but has an incorrect
value or if PKI Services is
configured to operate
without LDAP, no expiration
checking is done.

this value.

Parameter Information needed Where to get this Default value or customized
information value
SigAlgl= The Object ID for the Do not change this sha-1WithRSA Encryption
signature algorithm. This information until you are
must be an RSA signature | performing advanced
algorithm: customization. See
« sha-1WithRSA Encryption | Updating the signature|
(the default) algorithm” on page 141|for
e md-5WithRSAEncryption more information.
* md-2WithRSAEncryption
Note: Changing the default
also requires adding a line
in the OIDs section. See
‘Updating the signature]
algorithm” on page 141[
Createlnterval= How often the certificate UNIX programmer decides |3m
creation thread scans the this value.
database for approved
requests. This is a number
followed by w (weeks), d
(days), h (hours), m
(minutes), or s (seconds).
ExpirelWarningTime Note: You need a value for | UNIX programmer decides |4w
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Table 20. Information needed for updating the configuration file (continued)

Parameter Information needed Where to get this Default value or customized
information value
TimeBetweenCRLs= How often a certificate UNIX programmer decides |1d
revocation list should be this value.
created.This is a number
followed by w (weeks), d
(days), h (hours), m
(minutes), or s (seconds).
Note: If you change this
value after PKI Services
has been in operation and
then restart PKI Services,
the change does not take
effect until after the next
CRL is created.
CRLDuration= The amount of time that a | UNIX programmer decides |2d
certificate revocation list is | this value.
valid. This is a number
followed by w (weeks), d
(days), h (hours), m
(minutes), or s (seconds).
PolicyRequired= Whether the UNIX programmer decides |F
CertificatePolicies extension | this value. It should be T if
is included in the certificate. | you are using the
This is T (True) or F (False). | CertificatePolicies extension
or F otherwise.
Unless you change this to
T, the following fields in Do not change this
the CertPolicy section are | information until you are
ignored. performing advanced
customization. See f‘Steps|
for creating thel
CertificatePolicies|
extension” on page 139|for
more information.
PolicyCritical= Whether the UNIX programmer decides |F

CertificatePolicies extension
is created with the critical
flag turned on. Thisis T
(True) or F (False).

this value. It should be T if
you are using the
CertificatePolicies extension
or F otherwise.

Do not change this
information until you are
performing advanced
customization. See f‘Steps|

for creating the

CertificatePolicies|

extension” on page 139|for

more information.
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Table 20. Information needed for updating the configuration file (continued)

Parameter

Information needed

Where to get this
information

Default value or customized
value

PolicyNamel=

The Object ID for the policy.
(This is the same value that
is in the MyPolicy
parameter of the OIDs
section.)

Do not change this
information until you are
performing advanced
customization. See f‘Steps|

for creating th

CertificatePolicies)|

extension” on page 139|for

more information.

MyPolicy

If you changed PolicyRequired=F
to PolicyRequired=T, replace the
variable MyPolicy with the same
value that is in the MyPolicy
parameter of the OIDs section.

number.

information until you are
performing advanced
customization. See f‘Steps|

for creating thel

CertificatePolicies|

extension” on page 139|for

more information.

PolicylOrg= This is the organization Do not change this My Company, Inc.
name for the information until you are
CertificatePolicies performing advanced If you are changing
extension, for example, customization. See ['Steps| | PolicyRequired=F to
International Business for creating thel PolicyRequired=T, you need to
Machines, Inc. CertificatePolicies] specify your own value for this:
extension” on page 139|for
more information.
PolicylNoticel= The first company notice Do not change this 1

If you are changing
PolicyRequired=F to
PolicyRequired=T, you need to
specify your own value for this:

PolicylNotice2=

The second company notice
number.

Do not change this
information until you are
performing advanced
customization. See f‘Steps|

for creating the]

CertificatePolicies)|

extension” on page 139|for

more information.

17

If you are changing
PolicyRequired=F to
PolicyRequired=T, you need to
specify your own value for this:

UserNoticeTextl=

A legal statement about
certificate issuance and
use, for example:
Certificate for IBM
internal use only

Do not change this
information until you are
performing advanced
customization. See f‘Steps|

for creating th

CertificatePolicies|

extension” on page 139|for

more information.

statement

If you are changing
PolicyRequired=F to
PolicyRequired=T, you need to
replace the variable statement
with your own value for this:

CpPS1=

The Uniform Resource
Identifier (URI) where your
organization’s Certification
Practice Statement (CPS) is
located. This is in the form:

http://www.mycompany .com/
cps.html

Do not change this
information until you are
performing advanced
customization. See f‘Steps|

for creating the|

CertificatePolicies)|

extension” on page 139|for

more information.

http://www.mycompany.com/
cps.html

If you are changing
PolicyRequired=F to
PolicyRequired=T, you need to
replace the variable mycompany
with your own value for this:

http://www. .com/

cps.html

General section
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Table 20. Information needed for updating the configuration file (continued)

Parameter Information needed Where to get this Default value or customized
information value
InitialThreadCount= | Number of threads (at least | UNIX programmer decides |10
2 and no more than 100) this value.
the PKI Services daemon
should create at program
initialization.
ReadyMessageForm= The full pathname or data | UNIX programmer decides |/etc/pkiserv/ireadymsg.form
set name containing the this value.
"Your certificate is ready’
message form. Using this
name-value pair is optional.
If you do not specify this
name-value pair, no
message is sent.
RejectMessageForm= | The full pathname or data | UNIX programmer decides |/etc/pkiserv/rejectmsg.form

set name containing the
"Your certificate request has
been rejected’ message
form. By default, no
message is issued. Using
this name-value pair is
optional.

this value.

ExpiringMessageForm=

The full pathname or data
set name containing the
"Your certificate is about to
expire’ message form. By
default, no message is
issued. If your team has
specified a value for
ExpireWarningTime (see
the ExpireWarningTime row
in this table), then
ExpiringMessageForm is
required. Otherwise an error
is logged and no expiring
message processing is
performed.

UNIX programmer decides
this value.

letc/pkiserv/expiringmsg.form

SAF section

KeyRing=

The fully qualified name of
the SAF key ring for PKI
Services to use. (This must
consist of an uppercase
user ID "/" case-sensitive
ring name.)

See|Table 18 on page 46}

PKISRVD/CAring

LDAP section — For information about the LDAP section, see[Table 24 on page 76,

You need to update the pkiserv.conf configuration file if you meet any of the

following conditions:

* You are configuring PKI Services for the first time

* You are adding support for:
— Running a sysplex for PKI Services daemon

Chapter 6. Configuring the UNIX runtime environment
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Sending e-malil notifications to users if the PKI Services administrator rejects
certificate requests or certificates are ready for retrieval or expiring

You can also optionally update the file if you want to change certain default values.

Perform the following steps to update the pkiserv.conf configuration file:

Note:

1. If

a.

Keep in mind that everything in the pkiserv.conf file — including section
names, keys, and values — is case-sensitive.

necessary, update the ObjectStore section:

If are configuring PKI Services for the first time, you can omit the following
change. (The pkiserv.conf configuration file that is shipped with the product
starting in z/OS Version 1 Release 4 does not contain the Name= line. This

line was included in z/OS Version 1 Release 3.)

If you are migrating from z/OS Version 1 Release 3 for PKI Services, you
may have updated the value pkica on the following line. Leave this line in
the pkiserv.conf file until migration is completed. You can tell when migration
has completed because the PKI Services daemon renames the HFS files,
appending .MIGRATED to the file names. After migration is completed, you
can delete the Name= line if you wish:

Name=pkica

If are configuring PKI Services for the first time, you can omit the following
change. (The pkiserv.conf configuration file that is shipped with the product
starting in z/OS Version 1 Release 4 does not contain the Path= line. This

line was included in z/OS Version 1 Release 3.)

If you are migrating from Release 3, you may have updated the value
/var/pkiserv on the following line. Leave this line in the pkiserv.conf file
until migration is completed. After this, you can delete the Path= line if you
wish:

Path=/var/pkiserv

If necessary, change pkisrvd in the following lines to the value of the VSAM
high-level qualifier in the 0bjectDSN=, ObjectTidDSN=, and ICLDSN= rows in
[Table 20 on page 58} if you changed the file names after the period, replace
these values also:

ObjectDSN="pkisrvd.vsam.ost'

ObjectTidDSN="pkisrvd.vsam.ost.path'
ICLDSN="pkisrvd.vsam.icl"'

Note: If you are configuring PKI Services for the first time be aware that the
high-level qualifier of the VSAM data set names must match the
name of the RACF user ID assigned to the PKI Services daemon (by
default, PKISRVD). If you change from the default to another user ID,
you need to change the high-level qualifier in the pkiserv.conf
configuration file as well. If the MVS programmer changes the data
set names (see Step , you must make equivalent
changes in pkiserv.conf.

If you are migrating from Release 3 and you want to use a sysplex,
you need to set up RLS. This involves running IKYRVSAM to
reallocate your VSAM data sets. It may also involve changing the
names of the source and destination data sets in IKYRVSAM. If you
change the names of the destination data sets in IKYRVSAM to
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different names than you currently have in the pkiserv.conf
configuration file, then you need to update pkiserv.conf as well.

If necessary, change 1w in the following line to the value in the
RemoveCompletedReqs= row in [Table 20 on page 58}
RemoveCompletedReqs=1w

If necessary, change 4w in the following line to the value in the
RemovelInactiveReqs= row in|Table 20 on page 58}

RemoveInactiveReqs=4w
If necessary, update the SharedVSAM lines:

If you intend to use sysplex and you are migrating from z/OS Version 1
Release 3 for PKI Services, locate the following lines in the sample
configuration file (/usr/lpp/pkiserv/samples/pkiserv.conf) and copy them to
the bottom of the ObjectStore section; then change F in the last line to T.
# Are the VSAM data sets shared in a sysplex with other instances

# of PKI Services. True (T) or False (F)

SharedVSAM=F

If you intend to use a sysplex and you are configuring PKI Services for
the first time, change F in the following line to T:

SharedVSAM=F
If you are not using a sysplex (regardless of whether you are migrating

from Release 3 or configuring PKI Services for the first time), you do not
need to do anything.

2. If necessary, update the CertPolicy section.

If necessary, change 3m in the following line to the value in the
Createlnterval= row in|Table 20 on page 58

Createlnterval=3m
If necessary, update the ExpireWarningTime line(s):

a.

If you are sending e-mail notifications (about rejected certificate requests
or certificates ready for retrieval or expiring) and you are migrating from
Release 3, locate the following lines in the sample configuration file
(/usr/lpp/pkiserv/samples/pkiserv.conf) and copy them into the CertPolicy
section (after the Createlnterval parameter). If necessary, change the

value 4w to the value in the ExpireWarningTime row of|Table 20 on

# when the warning message should be issued. (i.e. the number of days

# or weeks before the certificate expiration date/time). Defaults to never
ExpirelWarningTime=4w

If you are sending e-mail notifications and you are configuring PKI
Services for the first time, if necessary change the value 4w in the
following line to the value in the ExpireWarningTime row of

:

ExpireWarningTime=4w

If you are not using e-mail notifications and you are configuring PKI
Services for the first time, remove the ExpireWarningTime=4 line from the
pkiserv.conf file.

If you are not using e-mail notifications and you are migrating from
Release 3, you do not need to do anything.

If necessary, change 1d in the following line to the value in the
TimeBetweenCRLs= row in [Table 20 on page 58}

TimeBetweenCRLs=1d
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d. If necessary, change 2d in the following line to the value in the CRLDuration=
row in|Table 20 on page 58

CRLDuration=2d

e. If necessary, change F in the following line to the value in the
PolicyRequired= row in[Table 20 on page 58
PolicyRequired=F

3. If necessary, update the General section:

a. If necessary, change 10 in the following line to the value in the
InitialThreadCount row in in|Table 20 on page 58}

InitialThreadCount=10

b. If necessary update the ReadyMessageForm, RejectMessageForm, and
ExpiringMessageForm lines:

» If you are sending e-mail notifications (about rejected certificate requests
or certificates that are ready for retrieval or expiring) and you are
migrating from Release 3, copy the following lines from the sample
configuration file (/usr/Ipp/pkiserv/samples/pkiserv.conf) into your
pkiserv.conf configuration file (at the bottom of the General section). If
necessary, change the values of the pathname in the uncommented lines
to the corresponding values in [Table 20 on page 58|

# full pathname or data set name containing the 'your certificate is ready'
# message form. Defaults to no message issued
ReadyMessageForm=/etc/pkiserv/readymsg.form

# full pathname or data set name containing the 'your certificate request
# has been rejected' message form. Defaults to no message issued
RejectMessageForm=/etc/pkiserv/rejectmsg.form

# full pathname or data set name containing the 'your certificate is about
# to expire' message form. Defaults to no message issued
ExpiringMessageForm=/etc/pkiserv/expiringmsg.form

» If you are sending e-mail notifications and you are configuring PKI

Services for the first time, if necessary, change the values of the
pathname in following three lines to the corresponding values in
on éaée 58}

ReadyMessageForm=/etc/pkiserv/readymsg.form

RejectMessageForm=/etc/pkiserv/rejectmsg. form

ExpiringMessageForm=/etc/pkiserv/expiringmsg.form

» If you are not sending e-mail notifications and you are configuring PKI
Services for the first time, delete all of the following lines in the
pkiserv.conf configuration file:

# full pathname or data set name containing the 'your certificate is ready'
# message form. Defaults to no message issued
ReadyMessageForm=/etc/pkiserv/readymsg.form

# full pathname or data set name containing the 'your certificate request
# has been rejected' message form. Defaults to no message issued
RejectMessageForm=/etc/pkiserv/rejectmsg.form

# full pathname or data set name containing the 'your certificate is about

# to expire' message form. Defaults to no message issued
ExpiringMessageForm=/etc/pkiserv/expiringmsg.form
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+ If you are not sending e-mail notification and you are migrating from
Release 3, you do not need to do anything.

4. If necessary, in the SAF section, change PKISRVD/CAring in the following line to
the value in the KeyRing= row in[Table 20 on page 58

KeyRing=PKISRVD/CAring

Steps for setting up the /var/pkiserv directory

You need to perform this task only if you are configuring PKI Services for the first
time.

PKI Services needs to set up HFS files in a directory. (The default location is
/var/pkiserv.) You need to set up this location and make the PKI Services daemon
(by default, PKISRVD) the owner.

Then you copy the CA certificate from its MVS data set to the cacert.der in the
directory (the default location is /var/pkiserv) and change its permission settings.
(The data set was created earlier. See [‘Before you begin” on page 38; the default
name of the data set is ’'pkisrvd.private.cacert.derbin’.)

Perform the following steps to set up the /var/pkiserv directory (if you are
configuring PKI Services for the first time):

1. Change the ownership of the directory to PKISRVD by entering the following
command from the UNIX command line:

chown PKISRVD /var/pkiserv

2. Copy the CA certificate from its MVS data set to cacert.der in the /var/pkiserv
directory by entering the following command from the UNIX command line:

cp "//'pkisrvd.private.cacert.derbin'" /var/pkiserv/cacert.der

3. Change the permission settings of the file by entering the following command
from the UNIX command line:

chmod 755 /var/pkiserv/cacert.der

4. Change the ownership of the file by entering the following command from the
UNIX command line:

chown pkisrvd /var/pkiserv/*
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Chapter 7. Tailoring LDAP configuration for PKI Services

You need to tailoring LDAP configuration for PKI Services only if you are configuring

PKI Services for the first time.

The directions in this section are for using the z/OS Security Server LDAP for PKI

Services. If you intend to use a different LDAP product, you need to refer to the

documentation for this product. See |Appendix A, “LDAP directory server|

[requirements” on page 365| for information about installing a non-z/OS LDAP.

The LDAP programmer needs to update the schema.user.ldif file so that the LDAP

server understands the format of entries that will be stored in the directory.

Steps for updating schema.user.ldif

Before you begin:

* Remember: You need to perform this task only if you are configuring PKI

Services for the first time.

* You will need LDAP programming skills to complete this procedure.
» Make sure that the LDAP server is started before beginning these steps. If you

are unsure about this, see [‘Steps for installing and configuring LDAP” on|

page 30

* You need to know the following information from LDAP installation. Copy the

information into the following table from (completed) [Table 10 on page 31}

Table 21. LDAP information you need for tailoring LDAP configuration

LDAP information

Explanation

Value

Administrator’'s
distinguished name

This is the distinguished name to use for LDAP binding. (For a
definition of distinguished name, see [Table 10 on page 31| The LDAP
administrator defines the administrator’s distinguished name with the
adminDN keyword in the /etc/Idap/slapd.conf configuration file. For
example, the value is "cn=Admin” in the following:

adminDN="cn=Admin"

Administrator
password

This is the password to use for LDAP binding. The LDAP
programmer can set this in several ways, for example:

— By specifying the password as a TDBM entry by using the
userPassword attribute in the Idif2tdbm load utility

— (Not recommended) by using the adminPW keyword in the
slapd.conf configuration file.

LDAP fully qualified
domain name and port

This is the IP address and port on which the LDAP server is listening.

For example, for Tdap.widgets.com:389, the fully qualified domain
name is 1dap.widgets.com and the port is 389. See

for a definition of fully qualified domain name.

Suffix

(For a definition of suffix, see[Table 10 on page 31}) The suffix value
is specified after the suffix keyword in the slapd.conf file.

suffix "o=your-company,c=your-country-abbreviation"

You need to update the schema.user.ldif file only if you are configuring PKI Services

for the first time.

If you have already configured your LDAP schema using a schema.user.Idif file that

is from before z/OS V1R2 (or if you are using schema files other than
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schema.user.|dif), see [z/0S Security Server LDAP Server Administration and Use|
for instructions on how to change the schema. Refer to the sections about the
LDAP directory schema for TDBM and the minimum schema for TDBM. PKI
Services requires everything in the minimum schema, plus RFC2587.1dif and its
prerequisites.

If you are configuring your LDAP schema for the first time, perform the following
steps:

1. Copy the /usr/lpp/ldap/etc/schema.user.ldif file to the directory from which you
are working by entering the following z/OS UNIX shell command:

cp /usr/1pp/ldap/etc/schema.user.1dif

2. Edit the schema.user.ldif file in the current directory, ensuring that the "dn:” line
(the first line in the file) has the following form and replacing Your Company
Suffix with the suffix from [Table 21 on page 69}

dn: cn=schema, Your Company Suffix

3. Load the schema defined in the schema.user.ldif file into the directory by
entering the following command. Replace admindn and passwd with the
adminDN and adminPW values from [Table 21 on page 69}

ldapmodify -D admindn -w passwd -V 3 -f schema.user.1ldif
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Chapter 8. Updating z/OS HTTP Server configuration and
starting the server

You need to perform the tasks in this chapter only if you are configuring PKI
Services for the first time.

Starting the Web server requires having a configuration file for it. This chapter
describes how the Web server programmer performs the following tasks:

» Updating the z/OS HTTP Server’s configuration files by cutting and pasting
directives from the PKI Services samples directory into them

» Starting the z/OS HTTP Server.

Before you begin:
* The z/OS HTTP Server must have already been configured.

+ It would be helpful to have available a copy of |zZOS HTTP Server Planning,)
Installing, and Using,

Steps for updating the z/0OS HTTP Server’s configuration files

PKI Services uses two modes of SSL, and these two modes require running two
instances of the z/OS HTTP Server. Although the two instances share a single
server certificate and private key, they use two different configuration files.

* The first configuration file is your existing configuration file (created earlier — see
“Steps for installing and configuring the zZOS HTTP Server to work with PKI|
Services” on page 27). It specifies port 80 for normal HTTP traffic and port 443
for the SSL traffic port.

* The second configuration file, /etc/httpd1443.conf, specifies SSL traffic only on
port 1443, with client authentication. (If this file does not exist, you create it by
copying the first file.)

The following table summarizes the configuration and usage of each Web server:

Table 22. Summary of configuration and usage of each Web server instance

Server instance Protocol SSL Server Client Port number
authentication authentication

First instance HTTP No No No 80

First instance HTTPS Yes Yes No 443

Second instance  HTTPS Yes Yes Yes 1443

Before you begin:

* Remember: You need to perform these steps only if you are configuring PKI
Services for the first time.

* You need to know the HFS install directory (the HFS directory where the MVS
programmer installed PKI Services), called HFS-install-dir in the commands
that follow. The default is /usr/lpp/pkiserv/. The MVS programmer was asked to
record any changes to the defaults; see|Table 4 on page 9

* You need to know the following LDAP information. Record the information in the
rightmost row of the following table:
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Table 23. LDAP information you need for tailoring z/ZOS HTTP Server configuration

LDAP information

Explanation Value

Administrator’s
distinguished name

This is the distinguished name to use for LDAP binding. (For a
definition of distinguished name, see [Table 10 on page 31|) The
LDAP administrator defines the administrator’s distinguished name
with the adminDN keyword in the /etc/ldap/slapd.conf configuration
file. For example, the value is "cn=Admin” in the following:

adminDN="cn=Admin"

Administrator
password

This is the password to use for LDAP binding. The LDAP
programmer can set this in several ways, for example:

— By specifying the password as a TDBM entry by using the
userPassword attribute in the Idif2tdbm load utility

— (Not recommended) by using the adminPW keyword in the
slapd.conf configuration file.

LDAP fully qualified
domain name

This is the IP address on which the LDAP server is listening, for
example, for 1dap.widgets.com. See [Table 8 on page 29|for a
definition of fully qualified domain name.

LDAP port

This is the port for LDAP, for example, 389 in Tdap.widgets.com:389

Perform the following steps to update the z/OS HTTP Server’s configuration files (if
you are configuring PKI Services for the first time):

1. If the second configuration file does not yet exist, create it by copying the first
configuration file with the following command:

cp -p /etc/httpd.conf /etc/httpdl443.conf

2. Copy the first set of sample z/OS HTTP Server configuration directives (from
the PKI Services samples directory, /HFS-install-dir'samples/httpd.conf file) into
the default configuration file, /etc/httpd.conf.

Note: The HFS-install-dir, your HFS installation directory, by default is
/usr/lpp/pkiserv. The MVS programmer determines whether to change
this default (see [Table 4 on page 9).
a. Copy the keyfile, ssimode, sslport, and normalmode directives as is,
replacing any existing values.

b. If your organization customized the value of web_ring (see[Table 12 on
page 59)

), change SSLring in the keyfile directive in the following line to the
customized value:

keyfile SSLring SAF
c. Optionally, copy the userld directive as is, replacing any existing value.
Recommendation:

You are recommended to copy the userld directive (as shown in the
following) into your file as is. However, if you already have a value in your
file for this, you are not required to change it.

Userld %%CLIENT%%
d. Copy the protection and protect directives after any protection and protect

directives you already have. Do not change the order in which these
directives appear.

e. Copy the redirect directives after any redirect directives you already have.
Do not change the order in which these directives appear.
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f. Copy the pass and exec directives before any pass and exec directives you
already have.

g. Add the addtype directives to your list of addtypes if they don’t already exist.

h. Change all instances of server-domain-name to your Web server’s fully
qualified domain name, for example, www.ibm.com. (For information about
your Web server’s fully qualified domain name, see |Tab|e 8 on page 291)

i. Change all instances of application-root to your HFS installation directory,
which is ust/lpp/pkiserv by default.

Note: Your HFS installation directory by default is /usr/lpp/pkiserv. The MVS

Qro?rammer determines whether to change this default (see

on page 9).

Copy the second set of zZOS HTTP Server configuration directives (from the
PKI Services samples directory, /HFS-install-dir'samples/httpd2.conf) into the
/etc/httpd1443.conf file.

Note: The HFS-install-dir, your HFS installation directory, by default is
/usr/lpp/pkiserv. The MVS programmer determines whether to change
this default (see [Table 4 on page 9).

a. If you created this file by copying the first httpd.conf file, delete all existing
protection, protect, redirect, pass, exec, and FastCGl directives.

b. Copy the userld, keyfile, ssimode, sslport, ssiclientauth, normalmode, and
SSLX500CARoots directives as is, replacing any existing values.

c. If your organization customized the value of web_ring (see [Table 12 on
page 59

), change SSLring in the keyfile directive in the following line to the
customized value:

keyfile SSLring SAF
d. Add the following directives after the SSLX500CARoots directive:
+ SSLX500Host
» SSLX500Port
» SSLX500UserlD
» SSLX500Password
Replace the <> placeholders with the actual values from[Table 23 on|
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e. Copy the protection and protect directives after any protection and protect
directives you already have. Do not change the order in which these
directives appear.

f. Copy the redirect directives after any redirect directives you already have. Do
not change the order in which these directives appear.

g. Copy the exec directives before any pass and exec directives you already
have.

h. Change all instances of server-domain-name to your Web server’s fully
qualified domain name, for example, www.ibm.com. (For information about
your Web server’s fully qualified domain name, see |Tab|e 8 on page 29l)

i. Change all instances of application-root to your HFS installation directory.

Note: Your HFS installation directory by default is /usr/Ipp/pkiserv. The MVS
,oroirammer determines whether to change this default (see

on page 9).
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j- If you created httpd1443.conf by copying httpd.conf, optionally change the
directories in httpd1443.conf for the report, log, and pid files. (IBM
recommends that you do this to ensure the two servers are not using the
same files at the same time.) To do this:

1) Create a new directory for the httpd1443 files by using the following
command:

mkdir /etc/internet/logs1443
2) Assign ownership to WEBSRV with the following command:
chown websrv /etc/internet/logs1443

3) Edit the *Log directives in the new httpd1443.conf file to provide unique
path names.

For example, if the first httpd.conf file has the following:
Accesslog /etc/internet/Togs/httpd-Tog

AgentLog /etc/internet/logs/agent-log
RefererlLog /etc/internet/Togs/referer-log
ErrorLog /etc/internet/logs/httpd-errors

CgiErrorLog /etc/internet/logs/cgi-errors

change the httpd1443.conf *Logs to the following:
Accesslog /etc/internet/1ogs1443/httpd-Tog

AgentLog /etc/internet/1ogs1443/agent-Tog
RefererLog /etc/internet/logs1443/referer-log
ErrorLog /etc/internet/Togs1443/httpd-errors

CgiErrorLog /etc/internet/logs1443/cgi-errors

Steps for starting the z/OS HTTP Server

Perform the following steps to start the z/OS HTTP Server (if you are configuring
PKI Services for the first time):

1. Make sure that the LDAP server is started. (If you are unsure about this, see
[‘Steps for installing and configuring LDAP” on page 301)

2. Enter the following commands from the UNIX command line:

httpd
httpd -r /etc/httpdl443.conf

Alternately, if you are using the IMWEBSRYV started procedure as shipped with
the Web server, you can start the two instances by entering the following MVS
console commands:

S IMWEBSRV
S IMWEBSRV,ICSPARM='-r /etc/httpd1443.conf'
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Chapter 9. Tailoring the PKI Services configuration file for
LDAP

You need to tailor the LDAP section of the pkiserv.conf configuration file only if you
meet one of the following conditions:

* You are configuring PKI Services for the first time
* You intend to use encrypted passwords for your LDAP servers

[Chapter 6, “Configuring the UNIX runtime environment” on page 53 describes tasks
the UNIX programmer performs. The other team members perform additional tasks
before the UNIX programmer updates the LDAP section of the pkiserv.conf
configuration file (described in this chapter) and starts the PKI Services daemon
(described in |Chapter 11, “Starting and stopping PKI Services” on page 85|).

Excerpt of LDAP section

The following excerpt shows the LDAP section of the pkiserv.conf configuration file
as it is shipped:

[LDAP]

NumServers=1

PostInterval=5m

Serverl=myldapserver.mycompany.com:389

AuthNamel=CN=root

AuthPwdl=root

CreateOUValue= Created by PKI Services

RetryMissingSuffix=T

# Name of the LDAPBIND Class profile containing the bind information for LDAP
# server 1. This key is optional. Used in place of keys Serverl, AuthNamel.
# and AuthPwdl

#BindProfilel=LOCALPKI.BINDINFO.LDAP1

You use the LDAP section of the pkiserv.conf file to provide information for one or
more LDAP servers. The NumServers line specifies the number of servers.

| Storing information for encrypted passwords for your LDAP servers

I You store information about passwords for binding to LDAP directories in the

| pkiserv.conf configuration file. Passwords can be in clear text or encrypted. By

| default, the pkiserv.conf configuration file contains Server1, AuthName1, and

I AuthPwd1 parameters; these lines are for specifying your LDAP bind information,
| including passwords, in clear text: (For more than one LDAP server, you add

I additional lines, Server2, AuthName2, AuthPwd2, Server3, AuthName3, AuthPwd3,
I and so forth.) If you want to use encrypted passwords for your LDAP servers, you
I delete all these lines, uncomment (remove the #) from the BindProfile1 line at the
I bottom of the file, and correct the profile value specified if necessary. (See
I fencrypted passwords for LDAP servers” on page 214|for information about setting
| up this bind profile in RACF). For more than one LDAP server, you add additional
| lines: BindProfile2, BindProfile3, and so forth.

PKI Services performs the following processing when locating LDAP bind
information:

I

I

| 1. The Servern line specifies the fully qualified domain and port of your LDAP

I server. If your file contains a Servern line, PKI Services looks for the matching
I AuthNamen and AuthPwdn lines and uses these values.
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2. The BindProfilen parameter specifies the name of the LDAPBIND class profile.
If your file does not contain a Servern line but does contain a BindProfilen line,
PKI Services looks for the bind information in the LDAPBIND class profile. (If
Servern is present, PKI Services does not look for bind information in
BindProfilen, even if the value in Servern is incorrect.)

3. If neither is present for a specific server, then PKI Services uses the default
from IRR.PROXY.DEFAULTS in the FACILITY class.

Steps for tailoring the LDAP section of the configuration file

Before you begin:

* Remember: You need to update the LDAP section of the pkiserv.conf
configuration file only if you are configuring PKI Services for the first time or your
company is using encrypted passwords for your LDAP servers.

* You will need UNIX programming skills to complete this procedure.

 |Table 24| lists some parameters that are in the LDAP section of the pkiserv.conf
configuration file. The rightmost column lists the default values. You need to
change some of these values. Fill in the blank lines with your company’s
information (and cross out these defaults). If you decide to change any of the
other defaults, cross out these values and record your company’s information.

Table 24. Information needed for updating the LDAP section of the configuration file

only if you are storing
LDAP passwords in the
clear.

This parameter’s value is
the fully qualified domain
name (domain name or
IP address and port) for
the first LDAP server.

from the earlier
(completed) table,
[Table 21 on page 69|

Parameter Information needed Where to get this Default value and your
information company’s information
NumServers= The number of available | From LDAP programmer |1
LDAP servers. These are
replicas that can post
certificates and CRLs.
PostInterval= How often the posting UNIX programmer 5m
thread should scan the decides this. Specify a
database for items to number followed by h
post in weeks (w), days | (hours), m (minutes) or s
(d), hours (h), minutes (seconds).
(m), or seconds (s).
Example:
6m
Serverl= You use this parameter Copy this information myldapserver.mycompany.com:389

Note: If the number of servers
(the value in the row containing
NumServers=) is greater than
one, you need one value for each
server.

76  z/0S V1R4.0 Security Server PKI Services Guide and Reference




Tailoring the PKI Services configuration file for LDAP

Table 24. Information needed for updating the LDAP section of the configuration file (continued)

Parameter Information needed Where to get this Default value and your
information company’s information
AuthNamel= You use this parameter Copy this information CN-=root

only if you are storing
LDAP passwords in the
clear.

This parameter’s value is
the distinguished name to
use for LDAP binding.
Note: You must specify
the OID qualifiers in
uppercase and without
any spaces surrounding
the equal signs or
commas that separate
the attribute value
assertions (AVAs).

(See(Table 10 on page 31|
for a definition of
distinguished name.) The
LDAP administrator
defines the
administrator’s
distinguished name with
the adminDN keyword in
the /etc/ldap/slapd.conf
configuration file. For
example, the value is
"cn=Admin” in the
following:

adminDN="cn=Admin"

from the earlier
(completed) table,
[Table 21 on page 69|

Note: If the number of servers
(the value in the row containing
NumServers=) is greater than
one, you need one value for each
server.
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Table 24. Information needed for updating the LDAP section of the configuration file (continued)

Parameter

Information needed

Where to get this
information

Default value and your
company’s information

AuthPwdl=

You use this parameter
only if you are storing
LDAP passwords in the
clear.

Copy this information
from the earlier
(completed) table,
[Table 21 on page 69|

root

Note: If the number of servers

(the value in the row containing
NumServers=) is greater than
one, you need one value for each

This parameter’s value is
the password to use for

LDAP binding. The LDAP
programmer sets this.
Note: Include this
parameter, Server1, and
AuthName1 only if you
are storing the LDAP
password in the clear.
Alternately, if you
encrypting the password
for an LDAP server, use
the BindProfile1
parameter. Omitting
BindProfile1 and Server1
specifies using the
PROXY segment
information from the
IRR.PROXY.DEFAULTS
FACILITY class profile.
(For more information,
see |“Using encryptea
asswords for LDAP|
servers” on page 214})

server.

CreateOUValue=

Value to use for the OU
attribute when creating
LDAP entries under the
objectclass
organizationalUnit (see
[Table 72 on page 365).
This is used only when
no OU value is specified
in the relative
distinguished name.

UNIX programmer
decides this (after
consulting with LDAP
programmer)

Created by PKI Services

RetryMissingSuffix=

True (T) or False (F)
setting that indicates
whether LDAP post
requests should be
retried later if the
distinguished name suffix
does not exist. When set
to F, LDAP post requests
that fail because of a
missing suffix are
discarded.

UNIX programmer
decides this (after
consulting with LDAP
programmer)
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Table 24. Information needed for updating the LDAP section of the configuration file (continued)

Parameter Information needed Where to get this Default value and your
information company’s information
BindProfilel= You use this parameter Get the profile name from | LOCALPKI.BINDINFO.LDAP1

only if you intend to use |the RACF administrator
an encrypted password who creates the profile.
for your LDAP server. See FUsing encrypted| Note: If the number of servers

passwords for LDAP. (the value in the row containing
This parameter’s value is |[servers” on page 214] for NumServers=) is greater than
the name of the more information. one, you need one value for each
LDAPBIND class profile server.

containing the bind
information for the LDAP
server. (For more
information, see f‘Using|
encrypted passwords for|
LDAP servers” on|

page 214[)

Perform the following steps to update the LDAP section of the pkiserv.conf

configuration file (if you are configuring PKI Services for the first time or using

encrypted passwords for your LDAP servers):

1. If necessary, change 1 (the default) in the following line to the number of
available LDAP servers listed in [Table 24 on page 76}

NumServers=1

2. Optionally change 5m in the following line to the posting interval in[Table 24 on
h

ge 76
PostInterval=5m

3. If necessary, update the BindProfile1 line or the Server1, AuthName1, and
AuthPwd1 lines:

* If you intend to use encrypted passwords for your LDAP servers and you are
migrating from Release 3:

— If you intend to use an LDAPBIND class profile, perform the following
steps:

a. Copy the following lines in the sample configuration file
(/usr/ipp/pkiserv/samples/pkiserv.conf) into your pkiserv.conf
configuration file (at the bottom of the LDAP section):

# Name of the LDAPBIND Class profile containing the bind information for LDAP
# server 1. This key is optional. Used in place of keys Serverl, AuthNamel.

# and AuthPwdl

# BindProfilel=LOCALPKI.BINDINFO.LDAP1

b. Remove the comment delimiter (#) from the start of the fourth line and
change LOCALPKI.BINDINFO.LDAP1 to the name of the LDAPBIND class

profile. (See Step [3 on page 214).
c. Delete the following three lines in the LDAP section:

Serverl=myldapserver.mycompany.com:389
AuthNamel=CN=root
AuthPwdl=root
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If you intend to use the FACILITY CLASS profile IRR.PROXY.DEFAULTS,
delete the following three lines in the LDAP section:
Serverl=myldapserver.mycompany.com:389

AuthNamel=CN=root
AuthPwdl=root

« If you intend to use an encrypted password for your LDAP server and you
are configuring PKI Services for the first time, perform the following steps:

a.

If you are using an LDAPBIND class profile, remove the comment
delimiter (#) from the start of the following line and change
LOCALPKI.BINDINFO.LDAP1 to the name of the LDAPBIND class profile.

(See Step B on page 214).

# BindProfilel=LOCALPKI.BINDINFO.LDAP1
Delete the following three lines in the LDAP section:

Serverl=myldapserver.mycompany.com:389
AuthNamel=CN=root
AuthPwdl=root

* If you are not using an encrypted password for your LDAP server and are
configuring PKI Services for the first time, perform the following steps:

a.

Change your-ldap-server-address:port to your fully qualified domain name
and port as listed in[Table 24 on page 76}

Serverl=your-ldap-server-address:port

Change CN=root in the following line to the value of the administrator
distinguished name in|Table 24 on page 76}
AuthNamel=CN=root

Change root in the following line to the value of the administrator
password in [Table 24 on page 76}

AuthPwdl=root

* If you are not using encrypted passwords for your LDAP servers and you are
migrating from Release 3, you do not need to do anything.

4. If the value of NumServers= is greater than 1, repeat Step 3 on page 79|for
each additional server. (You will need to increment the number in the parameter

names for each additional server, for example Server2, AuthName2, AuthPwd2.

5. If necessary, change 'Created by PKI Services’ in the following line to the OU
attribute value in [Table 24 on page 76}

CreateOUValue=Created by PKI Services

6. If necessary, change ‘T’ in the following line to the RetryMissingSuffix value in

[Table 24 on page 76t

RetryMissingSuffix=T
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Chapter 10. Creating VSAM data sets

You need to perform the tasks this chapter describes only if you meet one of the
following conditions:

* You are configuring PKI Services for the first time
* Your company is using a sysplex for PKI Services daemons.

The MVS programmer performs the following tasks:
 If using a sysplex, perform the preliminary steps for establishing VSAM RLS

* If configuring PKI Services for the first time, create the VSAM object store and
ICL data sets and indexes

 If using a sysplex and migrating from z/OS Version 1 Release 3, enable existing
PKI Services VSAM data sets for VSAM RLS.

Note: If you are migrating from z/OS Version 1 Release 3 and do not want sysplex
support, you do not need to perform any of the tasks in this chapter.

Space considerations for creating VSAM data sets

The MVS programmer uses the IKYCVSAM sample JCL to create two VSAM data
sets (clusters):

» A data set for the request database (object store)
» A data set for the Issued Certificate List (ICL).

The IKYCVSAM sample JCL contains default values for the primary and secondary
extent allocations. Both are 50 (RECORDS(50 50)). You need to update these
values based on your anticipated future needs. Use the following guidelines to
update the RECORDS parameter for the DEFINE CLUSTER statements. Keep in
mind that IDCAMS allocates extents on a track basis. (For more information about
IDCAMS, see [z70S DFSMS Access Method Services for Catalogs) After
determining the size of the extent desired, IDCAMS rounds up to the next whole
track. This may increase the actual size of the extents allocated.

Determining storage needs for ICL

The ICL maintains a permanent record for each certificate PKI Services issues.
There is one ICL record for each issued certificate. The ICL grows over time as
more certificates are issued. Assuming average size certificates, one ICL record will
occupy 1024 bytes of storage. However, IDCAMS allocates based on the record’s
maximum size, 32756. Therefore, one allocation record will hold 31 certificates
(32756 / 1024 = 31). If you use the default RECORDS(50 50), each extent will hold
50 allocation records or 1599 certificates (32756 X 50 / 1024 = 1599). Because
VSAM data sets can have up to 128 extents, the total number of certificates that
can be stored using RECORDS(50 50) is 204672.

Summary of storage considerations for ICL

1 RECORD = 31 certificates

1 50 RECORD EXTEND = 1599 certificates

Entire data set using RECORDS(50 50) = 204672 certificates

If your anticipated needs different greatly from the above values, you need to adjust
the RECORDS parameter on the DEFINE CLUSTER statement for the ICL. (This is
the second DEFINE CLUSTER statement in IKYCVSAM. See ['IKYCVSAM” on|

for a code sample of this file.)
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Determining storage needs for the object store

The object store holds records to track active certificate requests. There is one
object store record for each active certificate request and potentially another record
to post the certificate to the LDAP directory. Object store records are not
permanent. They are deleted when they are no longer needed. Unlike the ICL, the
object store does not grow beyond a certain point, unless there is a spike in
certificate request activity. Assuming average size certificate requests, one object
store record and its companion posting record will occupy a total of 2560 bytes of
storage. IDCAMS allocates based on the maximum size, 32756. Therefore, one
allocation record will hold 12 concurrent certificate requests (32756 / 2560 = 12). If
you use the default RECORDS(50 50), each extent will hold 50 allocation records
or 639 concurrent certificate requests (32756 X 50 / 2560 = 639). Because VSAM
data sets can have up to 128 extents, the total number of concurrent certificate
requests that can be stored using RECORDS(50 50) is 81792.

Summary of storage considerations for the object store
1 RECORD = 12 concurrent certificate requests

1 50 RECORD EXTEND = 639 concurrent certificate requests
Entire data set using RECORDS(50 50) = 81792 certificates

If your anticipated needs different greatly from the preceding values, you need to
adjust the RECORDS parameter on the DEFINE CLUSTER statement for the object
store. (This is the first DEFINE CLUSTER statement in IKYCVSAM. See
FIKYCVSAM” on page 330|for a code sample of this file.)

| (Optional) preliminary steps for establishing VSAM RLS

Your team can configure PKI Services to take advantage of a parallel sysplex
environment. This enables you to start multiple instances of the PKI Services
daemon (one per image) that work in unison. The daemons are totally independent
of each other, but they all act upon a single common data store containing the ICL
and ObjectStore VSAM data sets.

If you want to run multiple instances of PKI Services in a parallel sysplex (one per
image), you must first establish the data sharing environment suitable for RLS.

Before you begin: The following steps assume that the coupling facility has
already been set up. If this is not the case, for information on how to set up the
coupling facility, see [z270S MVS Programming: Sysplex Services Guidd,.

Perform the following steps to establish VSAM RLS. For specific information on how
to perform these steps, see the chapter about administering VSAM Record-Level
Sharing in[z0S DFSMSdfp Storage Administration Reference,

1. Define and activate at least two sharing control data sets (SHCDS) and one
spare SHCDS for recovery purposes.

2. Define CF lock structure to MVS.

3. Define CF lock structure in the SMS base configuration.

4. Define at least one storage class for VSAM RLS.

Note: You must record the name of this storage class for use in creating the
VSAM data sets for PKI Services.
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Table 25. VSAM RLS information you need to record

VSAM information you need to record Value

Name of storage class for VSAM RLS

See [‘(Optional) steps for enabling existing PKI Services VSAM data sets for VSAM|

[RLS” on page 84| for additional information about setting up VSAM datasets to run

PKI Services in a sysplex.

Steps for creating the VSAM object store and ICL data sets and

indexes

You need to perform this task only if you are configuring PKI Services for the first

time.

PKI Services uses VSAM data sets to store requests in progress and issued
certificates. You need to create these data sets manually.

Before you begin: If you also want run multiple instances of PKI Services in a
parallel sysplex (one per image), you need to have performed the steps described

in [{(Optional) preliminary steps for establishing VSAM RLS” on page 82|

Perform the following steps to create the VSAM object store and ICL data sets and
indexes (if you are configuring PKI Services for the first time):

1. Copy the sample JCL in 'SYS1.SAMPLIB(IKYCVSAM)’ to your JCL data set.
(See [IKYCVSAM” on page 330|for a code sample of this file.)

2. Update your data set as directed in the instructions in the prolog of the sample
JCL:

a.
b.

Change the JOB card.
Change the VOL statements.
 If you are running multiple instances of PKI Services in a parallel sysplex,

replace the VOL statements with STORCLAS statements that specify the
storage class recorded in , for example:
STORCLAS (VSAMRLS)
 If you are running without a parallel sysplex, replace the vvvvvv in the
VOL statements with a VOL=SER suitable for your VSAM data sets.
If you are running multiple instances of PKI Services in a parallel sysplex,
remove the SPANNED and CISIZE statements in the file. These lines follow:

SPANNED -

CISZ(512)-

You can optionally change the data set names but must remember to make
equivalent changes in the pkiserv.conf file if you do so. (See Step
)

Update the primary and secondary extent allocations (both are 50 by
default) based on your anticipated future needs. (See|[‘Space considerations|
ffor creating VSAM data sets” on page 81|for guidelines on determining the
space you will need.) The following line shows these allocations:

RECORDS (50 50)
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f. Do not change any numeric values, other than the primary and secondary
values specified for RECORDS.

3. Submit the job when your changes are complete.

(Optional) steps for enabling existing PKI Services VSAM data sets for
VSAM RLS

To run PKI Services in parallel, the UNIX programmer must specify SharedVSAM=T
in the pkiserv.conf configuration file; (see the SharedVSAM row in|Table 20 oﬂ
page 58). The MVS programmer enables the sysplex to access the VSAM datasets.

Before you begin: You need to have performed the steps described in [‘(Optional)
lreliminary steps for establishing VSAM RLS” on page 82

Perform the following steps to enable your existing PKI Services data sets for

VSAM RLS:
1. Copy the sample reallocation JCL in 'SYS1.SAMPLIB(IKYRVSAM)’ to your JCL
data set.

Attention: Do not copy IKYCVSAM by mistake as this JCL will destroy your
existing VSAM data sets.

2. Update your data set, following the instructions in the prolog of the sample JCL:
a. Change the JOB card.
b. Change the STORCLAS statements.

c. Rename the source data sets to the names of your existing ObjectStore and
ICL data sets.

d. Change the destination data set names.

Note: Remember to give the UNIX programmer the data set names so the
UNIX programmer can make equivalent changes in the pkiserv.conf
file. See [{(Optional) Steps for updating the configuration file” on|

|Qage 58[

e. Update the primary and secondary extent allocations (both are 50 by
default) based on your anticipated future needs. (See [‘Space considerations|
[for creating VSAM data sets” on page 81|for guidelines on determining the
space you need.)

The following line shows these allocations:
RECORDS (50 50) -

f. Do not change any numeric values, other than the primary and secondary
values specified for RECORDS.

3. Submit the job when your changes are complete.
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You start the PKI Services daemon or daemons the first time you are configuring
PKI Services or if you are adding sysplex support to run multiple independent
instances of PKI Services (one per image) on a sysplex. The MVS programmer
performs these tasks.

Steps for starting the PKI Services daemon

You need to start the PKI Services daemon if:

* You are configuring PKI Services for the first time

* You want to use parallel sysplex support and need to run another instance of the
PKI Services on a different image in the sysplex

* You stopped PKI Services and need to restart it

Before you begin:

* Your z/OS HTTP Server should be SSL-enabled (see [Chapter 8, “Updating z/OS|
|HTTP Server configuration and starting the server” on page 71) and the
uncustomized PKISERYV application ready for use.

* If you are starting PKI Services for the first time, you need to know the runtime
directory, called runtime-dir in the command that follows. The default is
/etc/pkiserv/. The MVS programmer was asked to record any changes to the
default; see|Table 4 on page 9.

Perform the following steps to start the PKI Services daemon and view your Web
pages:
1. If you have not done so already, start the Web server and the LDAP server.

2. If you want to test the configuration to this point before customizing PKI
Services (recommended), you need to temporarily prevent PKI Services from
posting issued certificates to LDAP because posting to LDAP will not be
successful. Have the UNIX programmer perform the following steps to prevent
PKI Services from posting issued certificates to LDAP:

a. Edit the PKI Services configuration file (by default, this is:
/etc/pkiserv/pkiserv.conf).

b. Set NumServers=0 in the LDAP section of the file.
c. Exit to save your changes.

Note: After testing the configuration, you need to stop PKI Services and undo
the change in this step (see Step |2 on page 87) and then restart PKI

Services.

3. Start the PKI Services daemon from the MVS console by entering the following
command:

S PKISERVD

Notes:

a. If you are migrating from Release 3 and adding parallel sysplex support
(you want to start multiple instances of the PKI Services daemon on
different images in the sysplex), the first time you start the daemon, you
must ensure that the system you start first is the one that has access to the
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5.

old work files (by default, /var/pkiserv). (These are on the same system you
were using for PKI Services before adding sysplex support).

b. You must start the PKI Services daemon only from a started procedure. PKI
Services rejects all other methods of starting the daemon (including INETD,
/etc/re, UNIX shell, or submitted JCL job).

c. Depending on the amount of customization you did, there are various
versions of the preceding command to start the PKI Services daemon. For
example, if you changed the pkiserv.envars file (see Step , you
need to specify its new location as a parameter in the start command:

S PKISERVD,DIR='runtime-dir'

(Single quotation marks are required to maintain the character case of the
values being assigned to the substitution parameters.)

The command in the following example specifies the runtime directory and
the file name of the environment variables file:

Example:
S PKISERVD,DIR='/etc/pkiserv',FN="'pkiserv.envars'

The default time zone is EST5EDT. If you need to change this, you can
supply the new value as a parameter, as in the following examples:

Examples:

S PKISERVD,TZ=PST8PDT
S PKISERVD,DIR='/etc/pkiserv',FN="pkiserv.envars',TZ=PST8PDT

Go to your Web pages by entering the following URL from your browser:
http://webserver-fully-qualified-domain-name/PKIServ/public-cgi/camain.rexx

The webserver-fully-qualified-domain-name is the common name (CN) portion of
the Web server’s distinguished name; see[Table 12 on page 39|

You should be able to go through your Web pages to request, retrieve, and
revoke a certificate of type "PKI browser certificate for authenticating to z/OS.”
Ensure you can do this before trying to customize the application.

If you elected to test the configuration, you need to stop PKI Services (see

“Stopping the PKI Services daemon”), undo the change in Step
(see Step for steps on undoing the change), and then restart PKI

Services.

Stopping the PKI Services daemon

Perform the following steps to stop the PKI Services daemon:

1.

To stop the PKI Services daemon, enter one of the following two commands
You can use either the following MODIFY (or F) console command:

F PKISERVD,STOP

or the STOP (P) command:
P PKISERVD
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If you changed the PKI Services configuration file (as recommended previously

— see Step 2 on page 85), have the UNIX programmer undo that change now
by performing the following steps:

a. Edit the PKI Services configuration file (by default /etc/pkiserv/pkiserv.conf).

b. Set NumServers= in the LDAP section of the file to the correct number of
LDAP servers.

c. Exit to save your changes.
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Part 3. Customizing PKI Services

This part includes the following:

+ [Chapter 12, “Customizing the end-user Web application” on page 91| provides an
overview of the pkiserv.tmpl file, which contains the certificate templates, and
explains customizing the end-user Web pages.

« [Chapter 13, “Customizing the administration Web pages” on page 133|provides

an overview of the CGI scripts and explains how to customize the administration
Web pages.

« [Chapter 14, “Advanced customization” on page 139|explains:
— Using certificate policies
— Updating the signature algorithm
— Using the PKI exit.
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Chapter 12. Customizing the end-user Web application

For certificate processing to work, you need to customize the end-user Web pages
at least to some degree. Before you begin to customize Web pages, you need to
understand the pkiserv.tmpl certificate templates file. This file contains certificate
templates, which define the fields that comprise a specific certificate request. This
chapter describes the pkiserv.tmpl certificate templates file and explains how to use
it to customize the end-user Web pages. (See [Chapter 24, “The pkiserv.tmpl|
icertificate templates file” on page 263|for a code sample of the templates file.) This
chapter also explains the relationship between CGls and the certificate templates
file. Finally, this chapter also discusses customizing e-mail notifications. (Sending
e-mail notifications is an optional feature.)

Contents of the pkiserv.tmpl certificates templates file

The pkiserv.tmpl certificate templates file contains certificate templates that define
the fields that comprise a specific certificate request. The file contains a mixture of
true HTML and HTML-like tags. The HTML can contain JavaScript for input field
verification.

The main sections of the pkiserv.tmpl certificate templates file are listed in|Table 26;

Table 26. pkiserv.tmpl — Structure and main divisions

A prolog section of comments explaining main sections, subsections, named fields, and
substitution variables. (To examine these comments, see [Chapter 24, “The pkiserv.tmpl|
certificate templates file” on page 263)

APPLICATION section

The APPLICATION section contains subsections, which produce certain Web pages, such as
the PKI Services Home page (see |Figure 7 on page 158). For details, see
IAPPLICATION section” on page 97}

TEMPLATE sections

These are the certificate templates (models) that contain the HTML to produce certificate
request forms. They also define the fields that are permissible in the certificate. For details,
see['TEMPLATE sections” on page 100|

INSERT sections

These contain HTML for certain Web pages (for example, the "Request submitted
successfully” Web page) and certificate field dialogs (for example, text entry boxes (the
common name INSERT produces a text box where the user enters this information) and
drop-downs). For details, see[Figure 10 on page 165|

The pkiserv.tmpl file begins with a prolog. This is a section of comments that
explains the main sections and subsections of the file. Any line with a # in column 1
is a comment.

Only the APPLICATION section and TEMPLATE sections can contain subsections,
but all three can contain named fields and substitution variables.

What are substitution variables?

A substitution variable holds a value that HTML code can reference. At run time, the
actual value replaces a substitution variable.
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You use square brackets to delineate a substitution variable.

Example:
[baseb4cert]

Notes:

1. Substitution variables are case-sensitive.

2. Depending on the section where a substitution variable is present, it may not
have a valid meaning. For example, the base64cert substitution variable is
meaningless before the certificate is retrieved. Therefore, in this case, the value
of [base64cert] would be the null string (an empty string).

The following table summarizes valid substitution variables:

Table 27. Substitution variables

Substitution variable

Description

base64cert

The requested certificate, base64-encoded.

browsertype

A special substitution variable to qualify named fields only. It
enables the different browsers, Netscape and Internet Explorer,
to perform browser-specific operations, such as generating a
public and private key pair. To do this, Netscape uses a
KEYGEN HTML tag while Internet Explorer uses ActiveX
controls.

For example, suppose you specify %%PublicKey[browsertype] %%
in a TEMPLATE CONTENT section. If the user referencing this
section uses the Netscape Navigator browser, then INSERT
PublicKeyNS is included. If the user’s browser is Microsoft
Internet Explorer, INSERT PublicKeylE is included.

iecert

The requested certificate in a form that Microsoft Internet
Explorer accepts.

optfield

A special substitution variable that should be placed in any
certificate field name INSERT where the end user can supply
the value. It makes the input field optional.

printablecert

This contains the certificate details so that the end user can
confirm that the certificate is the correct one to renew or revoke.
The displayed data is extracted from the ICL entry.

tmplname

A certificate template name. This is primed from the HTML tag
<SELECT NAME="Template"> in the <APPLICATION NAME=PKISERV>
section. The end user selects it on the first Web page.

transactionid

What are named fields?

A unique value returned from a certificate request.

Named fields insert common HTML code, such as a common input field or a page
header or footer, in a Web page. (Each named field refers to a corresponding
INSERT section.) A named field is delineated with %%.

Examples:
%%Country%%
%%-pagefooters%

Note: Named fields are case-sensitive.
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A named field can include or not include a dash. A named field without a dash, such
as %%Label%% may have a special meaning as a certificate field. Its special meaning
depends on the section in which it appears. (See|“Relationship between CGls and|
the pkiserv.tmpl file” on page 114|for more information.)

A named field with a dash, such as %%-pagefooter%%, has no special meaning.
PKISERYV treats it simply as HTML code to insert. Any special meaning the named
field might have, based on the section in which it is contained, is ignored. For
example, in a TEMPLATE CONTENT section (see[“TEMPLATE sections” on|

if you specify %%-pagefooter%%, -pagefooter is not considered a
certificate field name. However, the INSERT section with the name -pagefooter is
included in the HTML page displayed to the end user.

INSERT sections

Although the INSERT sections are at the end of the pkiserv.tmpl certificate
templates file, they are explained first because of their relationship to named fields.
As previously indicated, any named field used in the pkiserv.tmpl file must be
defined in a corresponding INSERT section.

Unlike the APPLICATION section and TEMPLATE sections, INSERT sections can
have no subsections. The following is the format of an INSERT section:

<INSERT NAME-=insert-name>...</INSERT >
An INSERT contains HTML that either:
» defines a certificate field
» defines other common HTML that can be referenced in other sections.

The following example of an INSERT defines a certificate field.

Example:

<INSERT NAME=Country>

<p> Country [optfield] <BR>

<INPUT NAME="Country" TYPE="text" SIZE=2 maxlength="2">
</INSERT>

The next example defines other common HTML:

Example:

<INSERT NAME=-pagefooter>
<p>email: webmaster@your_company.com
</INSERT>

To reference an INSERT, you use a named field of the form %%insert-name%%, for
example %%Country%% or %%-pagefooter%s.

The pkiserv.tmpl certificate templates file contains INSERT sections of several main
types:
« Sample INSERTSs, which are includable code inserts (This is common HTML for
Web page content as listed in [Table 28 on page 94)
» Certificate fields that are defined in INSERT sections. (See |Tab|e 29 on page 94{.)
These include:
— X.509 fields (for example, OrgUnit)
— non-X.509 fields (for example Userld).
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Table 28. Sample INSERTs

INSERT NAME Contents

-AdditionalHeadIlE ActiveX controls to enable Internet Explorer to generate a key
pair

-requestok HTML for the Web page "Request submitted successfully” after a

successful certificate request (for both original requests and

renewals). (For a sample of this Web page, see |Figure 10 on

page 165|)
-requestbad HTML for the Web page that says, "Request was not successful”
-renewrevokeok HTML for the Web page that says, "Request submitted

successfully” after a successful attempt to revoke a certificate
(see [Figure 15 on page 171|for a sample of the Web page to
renew or revoke a certificate).

-renewrevokebad HTML for the Web page that says, "Request was not successful”
after an unsuccessful attempt to renew or revoke a certificate
(see IFigure 15 on page 171|for a sample of the Web page to
renew or revoke a certificate).

-returniOcert This returns a #10 certificate.

returnbrowsercertNS This contains [base64cert], which is the base64 substitution
variable.

returnbrowsercertlE This contains a script for producing a popup window installing

your certificate (if you are using the Microsoft Internet Explorer
browser). See [Figure 12 on page 167| for a sample of this Web

page.

Named fields in INSERT sections
Most of the following fields are X.509 fields. The following table summarizes the
named fields in INSERT sections:

Table 29. Named fields in INSERT sections

Field Description

AltDomain The host name of the machine where a certificate will be installed. This is a text
field of up to 100 characters.
Note: The value is one of the list of subject’s alternate names that is saved in the
subject alternate name extension in the certificate.

AREmail The user’s e-mail address, including the @ character and any periods (.). This is a
text field of up to 100 characters.
Note: The value is one of the list of subject’s alternate names that is saved in the
subject alternate name extension in the certificate.

AltIPAddr The unique IP version 4 address that specifies the location of the server or device
on the Internet, for example, 9.67.97.103. (PKI Services supports only IP version 4
addresses.) The IP address is in dotted decimal format and is a text field of up to 15
characters.
Note: The value is one of the list of subject’s alternate names that is saved in the
subject alternate name extension in the certificate.

AltURI A name or address referring to an Internet resource; a URL is one kind of uniform
resource identifier. This is a text field of up to 100 characters.
Note: The value is one of the list of subject’s alternate names that is saved in the
subject alternate name extension in the certificate.

ChallengePassPhrase The passphrase the user entered when requesting a certificate. The user types the
same passphrase, exactly as entered on the request form. This is a case-sensitive
text field of up to 32 characters.
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Table 29. Named fields in INSERT sections (continued)

Field

Description

CommonName

For browser certificates, this is your name, such as John Smith. (You can use your
first and last name, in that order.) For server certificates, this is name by which the
server's administrator wants it to be known. For SSL servers, the SSL protocol
requires the CommonName to be the fully qualified domain name of the server, for
example, www.ibm.com. CommonName is a text field of up to 64 characters. See the
Note [T on page 107 for more information about this field.

Note: The value is one of the relative distinguished names that is saved in the
subject’s distinguished name in the certificate.

Country

The country where your organization is located. This is a 2-character text field.
Note: The value is one of the relative distinguished names that is saved in the
subject’s distinguished name in the certificate.

Email

The e-mail address for the distinguished name. This is a text field of up to 64
characters.

Note: The value is one of the relative distinguished names that is saved in the
subject’s distinguished name in the certificate.

HostldMap

This is the user ID for authorization purposes, in an e-mail type of format:
subject-id@host-name

For example, this could be dsmith@ibm.com. This is a text field of up to 100
characters.

There are three ways to use %%HostldMap%%:

« If you place it in the CONTENT section, the end user can specify the value (or
values since it may be repeated).

* You can also place it in the APPL section that the application provides. If you do
so, it should have the following form:
%%HostIdMap=@host-name%%

The host-name is the hardcoded system name for the current system.

The application provides the user ID as the user entered it when prompted for
user ID and password. Note that, for this to function properly, the z/ OS HTTP
Server protection scheme for the request must force a prompt for user ID and
password. Thus, only one HostldMap is provided using this method.

= A third way to specify HostldMap is to place %%HostIdMap%% in the
ADMINAPPROVE section. This allows the administrator to fill in the value when
approving the certificate request. See|‘Administering HostldMappings extensions’]

on page 201|for more information.

KeyProt

(This is for the Internet Explorer browser only.) This asks if the user wants to enable
strong private key protection. The drop-down choices are Yes and No.

KeyUsage

The intended purpose of the certificate. Possible values are:
» handshake — Protocol handshaking (for example, SSL)

» dataencrypt — Data encryption

» certsign — Certificate signing

» docsign — Document signing

Label

The label assigned to the requested certificate. This is a text field of up to 32
characters.

Locality

The city or municipality where your organization is located, such as Pittsburgh or
Paris. This is a text field of up to 64 characters.

Note: The value is one of the relative distinguished names that is saved in the
subject’s distinguished name in the certificate.
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Table 29. Named fields in INSERT sections (continued)

Field Description

NotBefore Number of days (0 or 30) before the certificate becomes valid.

NotAfter Length of time that the certificate is current. This is 365 days (1 year) or 720 days
(2 years).

NotifyEmail The e-mail address for notification purposes. This is a text field of up to 64
characters.

Note: When a certificate is created and posted to LDAP, the NotifyEmail value, if
specified, is posted as the MAIL attribute. If the MAIL attribute already exists in that
directory entry, its value is replaced by the new value. If both NotifyEmail and Email
appear on one request, they must have the same value.

Org Organization. The legally registered name (or trademark name, for example, IBM) of
your organization. This is a text field of up to 64 characters.

Note: The value is one of the relative distinguished names that is saved in the
subject’s distinguished name in the certificate.

OrgUnit The name of your division or department. This is a text field of up to 64 characters.
Note: The value is one of the relative distinguished names that is saved in the
subject’s distinguished name in the certificate.

OrgUnit2 The name of your division or department. (There can be more than one
organizational unit field on a request form. For example, one could be for your
department and another for your division.) This is a text field of up to 64 characters.
Note: The value is one of the relative distinguished names that is saved in the
subject’s distinguished name in the certificate.

PassPhrase The user decides this and enters and then reenters it when requesting a certificate
(and must later supply this value when retrieving the certificate). This is a
case-sensitive text field of up to 32 characters. There is no minimum number of
characters, and the user can use any characters, but alphanumeric characters (A—Z,
a—z, and 0-9) are recommended.

PostalCode The zipcode or postal code. This is a text field of up to 64 characters.

Note: The value is one of the relative distinguished names that is saved in the
subject’s distinguished name in the certificate.

PublicKey The base64-encoded #10 certificate request. (This is for server or device enroliment
only. ) You create a certificate request on behalf of another server (which could be a
z/OS server or other type of server) or device for which you are requesting a
certificate. You use software specific to that server to generate the #10 request
before going to the PKI Services Web site. Save the request in a file. Then open the
file in a text editor such as Windows Notepad and copy the and paste the contents
into the text box on the enrollment form. A text area of 70 columns and 12 rows is
allocated for this certificate request. Here is an example of the certificate request:
MIIBiDCB8gIBADAZMRcwFQYDVQQDEwW5Kb2huIFEUIFB1YmxpYzCBnzANBgkghkiG
9wOBAQEFAAOBjQAwgYkCgYEAsSCT1cJHAGPqi60jAyL+xNbt8z5ngmvq02V0030Yu
/mEnQtRM96e+2jbmDCRo5tWVk1G40Yf9ZVB5biURMIFLzt fa4AVdEVtun8DH2pwe
wiNIZZcC1Zym5adurUmyDk64PgiiIPMQS/t0ttG4c5U8uWSKOb1J4VAf7ps+tlaG
t+cCAwWEAAaAWMC4GCSqGSIh3DQEJIDjERMBBWHQYDVROOBBYEFATKTovBBvNnFgDAO
10ThtRinwRCIMAOGCSqGSIb3DQEBBQUAA4AGBAIbLCVpwYvppIX3HHMpKZPNY8Snsz
AJrDsgAEH51WOIRGywhgKcLLxa9htoQaibcdc8RpFVTwk6UfdCOGXxMn4aFb34Tk3
5WYdz0iHXg8MhHiB3EruwdWs+S7Fv3JhU3FLwU61FLfAjbVi+357i ENQymOR6mESW
CathprmGfKRsDESE

PublicKeylE (This is for the Internet Explorer browser only.) This is the cryptographic service
provider. The user selects a value from a drop-down list (Microsoft Base
Cryptographic Provider or Microsoft Enhanced Cryptographic Provider).

PublicKeyNS (This is for the Netscape browser only.) This is the key size for your public/private

key pair. The user selects a value from the drop-down list. Larger keys are more
secure, but they also increase the time needed for connecting to a secure session.
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Table 29. Named fields in INSERT sections (continued)

Field

Description

Requestor

The user's name, used for tracking the request. This can be in any format, for
example, John Smith or John. J. Smith. (This can differ from the common name,
especially if the request is for a server certificate.) The value is saved with the
request and issued certificate, but it is not a field in the created certificate. The
default value is taken from the leftmost RDN in the subject’s distinguished name,
truncated to 32 characters.

SignWith

For PKI the component and for SAF the component and key-label used to sign this
certificate, indicating the provider for certificate generation. This is a text field of up
to 45 characters. It can be SAF or PKI Services, as shown in the following
examples.

Examples:
"SAF:CERTAUTH/Local CA Cert"

"PKI:"

For SAF, the label of the signing certificate must be included. The first example
shows the SignWith field in a SAF template. It includes the signing certificate, a
CERTAUTH certificate labeled 'Local CA Cert'.

For PKI, it is an error to include the signing certificate. The second example shows
the SignWith field in a PKI template. Notice that this contains no signing certificate.

StateProv

The state or province where your organization is located. Your registration policies
determine whether you spell out the full name of the state or province or use an
abbreviation. This is a text field of up to 64 characters.

Note: The value is one of the relative distinguished names that is saved in the
subject’s distinguished name in the certificate.

Street

The street address. This is a text field of up to 64 characters.
Note: The value is one of the relative distinguished names that is saved in the
subject’s distinguished name in the certificate.

Title

Job title. This is a text field of up to 64 characters.
Note: The value is one of the relative distinguished names that is saved in the
subject’s distinguished name in the certificate.

Transactionld

PKISERV Web pages assign this after the user requests a certificate. When it is
displayed, the user needs to record this number. This is a text field of up to 56
characters.

Userld

The owning SAF user ID. This is a text field of up to 8 characters.

The APPLICATION section

The APPLICATION section identifies the applications that will use PKI Services. The
following is the format of the APPLICATION section:

<APPLICATION NAME=appl-name>...</APPLICATION>

The product ships with one application, PKISERV. Therefore, the
pkiserv.tmpl certificate templates file that ships with PKI Services contains
the following line:

Example:

<APPLICATION NAME="PKISERV">

The APPLICATION section can contain the following subsections:
 CONTENT
+ RECONTENT
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*+ RESUCCESSCONTENT
* REFAILURECONTENT
+ ADMINHEADER

+ ADMINFOOTER

<CONTENT> ...</CONTENT>
This subsection contains the HTML to display the PKI Services
home Web page to the end user who is requesting and retrieving
certificates. (See |Figure 7 on page 158| for a sample Web page.)
This subsection should contain one or more named fields (see
[“‘What are named fields?” on page 92) identifying certificate
templates to use for requesting or managing certificates through
this application. These template names should match the HTML
selection value associated with them.

<RECONTENT> ...</RECONTENT>
This subsection contains the HTML to display information about the
certificate so that the end user can confirm that this is the correct
certificate to renew or revoke. (See [Figure 15 on page 171|for a
sample Web page.) This subsection uses the substitution variable
[printablecert], which contains the data extracted from the ICL entry.
(See [‘What are substitution variables?” on page 91])

<RESUCCESSCONTENT> ...</RESUCCESSCONTENT>
This subsection contains the HTML to display a Web page to the
end user when the revocation request is successful. Any named
fields in this subsection are interpreted as HTML content inserts (for
example, a page footer) that INSERT sections define. For
PKISERYV, the INSERT sections are included as part of the HTML
for the Web page displayed to the end user.

<REFAILURECONTENT> ...</REFAILURECONTENT>
This subsection contains the HTML to display a Web page to the
end user when renewal or revocation request is unsuccessful. Any
named fields in this subsection are interpreted as content inserts
(for example, a page footer) that INSERT sections define. For
PKISERY, the INSERT sections are included as part of the HTML
for the Web page displayed to the end user.

<ADMINHEADER>...</ADMINHEADER>
This subsection contains the general installation-specific HTML
content for the header of all administration Web pages. See |“Step§|
[for customizing the administration Web pages” on page 135| for

more information.

<ADMINFOOTER>...</ADMINFOOTER>
This subsection contains the general installation-specific HTML
content for the footer of all administration Web pages. See

for customizing the administration Web pages” on page 135| for
more information.

The following table summarizes the contents (Web pages) that the subsections of
the APPLICATION section generate.
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Table 30. Subsections of the APPLICATION section

Section or subsection Contents

CONTENT HTML for the Web page "PKISERV certificate generation
application.” (For a sample of this Web page, see[Figure 7]
on page 158})

RECONTENT HTML for the Web page "Renew or revoke a browser
certificate.” (For a sample of this Web page, see [Figure 15
on page 171})

RESUCCESSCONTENT Contains only the named field %%-renewrevokeok%%

(whose associated INSERT contains HTML for the Web
page "Request submitted successfully”).

REFAILURECONTENT Contains only the named field %%-renewrevokebad%%
(whose associated INSERT contains HTML for the Web
page "Request was not successful”).

ADMINHEADER This is for an administration page; see f‘Customizing the|
ladministration Web pages” on page 134|for more
information.

ADMINFOOTER This is for an administration page; see f‘Customizing the|
ladministration Web pages” on page 134|for more
information.

Templates that PKI Services provides
PKI Services provides the templates to request the following certificates:
* One-year SAF server certificate
* One-year SAF browser certificate

+ One-year PKI SSL browser certificate (See [Figure 9 on page 164|to see a
sample of this Web page.)

* One-year PKI SSL S/MIME browser certificate

« Two-year PKI browser certificate for authenticating to z/OS
» Five-year PKI SSL server certificate

* Five-year PKI IPSEC server (firewall) certificate

» Five-year PKI intermediate CA certificate

The following table describes the certificate templates that PKI Services provides:

Table 31. Certificate templates PKI Services provides

Certificate template Description

One-year SAF server certificate The template allows end users to request certificates for servers, using
native SAF certificate generation facilities (rather than PKI Services
certificate generation facilities). The certificate is used for handshaking
only (for example, SSL). This certificate is auto-approved.

One-year SAF browser certificate This template is for requesting a browser certificate. SAF certificate
generation facilities (rather than PKI Services certificate generation
facilities) create the certificate. The requestor must input a label (see
[Table 29 on page 94| for descriptions of fields) because the certificate is
stored in a RACF database. This certificate is auto-approved.
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Table 31. Certificate templates PKI Services provides (continued)

Certificate template

Description

One-year PKI SSL browser certificate

A template for requesting a browser certificate that PKI Services
generates. The end user enters the common name. (See [Table 29 or]
for descriptions of fields.) This template contains an
ADMINAPPROVE section. Therefore, certificates requested using this
template require administrator approval before being issued. The user ID
and password are not required but the passphrase is required.

One-year PKI S/MIME browser certificate

A template for requesting a browser certificate that PKI Services
generates. This is similar to the one-year PKI SSL browser certificate
except the end user selects AltEmail.

Two-year PKI browser certificate for
authenticating to z/OS

A template for requesting a browser certificate that PKI Services
generates. This is similar to the one-year PKI SSL browser certificate
except this includes the %%HostldMap%% INSERT and this certificate is
auto-approved.

%%HostldMap%% is intended as a replacement for adding (and mapping)
the certificate to a RACF user ID.

This template specifies %%HostIdMap=@ host-name%% and %%Userld%% in the
APPL section. This template does not require administrator approval but
has protection through the user ID and password. (For more information
about %%HostldMap%%, see the HostldMap field in [Table 29 on page 94I)

Five-year PKI SSL server certificate

A template for requesting a server certificate that PKI Services generates.
This is similar to the SAF server template except that this template
contains an ADMINAPPROVE section. Therefore, certificates requested
using this template require administrator approval before being issued. The
user ID and password are not required but the passphrase is required.

Five-year PKI IPSEC server (firewall)
certificate

A template for requesting a server certificate that PKI Services generates.
This is similar to the five-year PKI SSL server certificate except that
keyusages of handshake and dataencrypt are hardcoded. Also, the end
user selects AltEmail, AltIPAddr, AItURI, and AltDomain.

Five-year PKI intermediate CA certificate

TEMPLATE sections

A template for requesting a server certificate that PKI Services generates.
This is similar to the PKI SSL server template except that KeyUsage is
hardcoded as certsign. Also, this certificate is auto-approved (because it
runs under the user ID of the requestor, that is the person requesting this
must be highly authorized). The user ID and password are required, and
the units of work should run under the client’s ID. In other words, the end
user must be someone who can do this using RACDCERT alone, that is,
must have CONTROL authority to IRR.DIGTCERT.GENCERT, and so
forth. Given this requirement, the administrator need not approve this. The
PassPhrase is required.

TEMPLATE sections define the fields that comprise a specific certificate request.
They define the certificate templates referenced in the APPLICATION section. The
pkiserv.tmpl certificate templates file contains eight TEMPLATE sections, for the
eight certificates the preceding section describes.

Each template section begins with one or more template names.

<TEMPLATE NAME=tmpl-name>...</ TEMPLATE NAME>
The pkiserv.tmpl certificate templates file that ships with PKI Services
includes lines like the following:

Example:
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<TEMPLATE NAME=1 Year PKI SSL Browser Certificate>
<TEMPLATE NAME=PKI Browser Certificate>
<NICKNAME=1YBSSL>

The true name of a certificate template is its actual complete name. This is
the name in the first line, 1 Year PKI SSL Browser Certificate, However,
you can refer to a single template by more than one name by using an
alias. The template name in the second line, PKI Browser Certificate, is
an alias. An alias simply differentiates browser from server certificates.
Finally, renewing a certificate requires recalling the template name, so the
template name must be stored with the certificate. The NICKNAME (or short
name) serves this purpose.

Notes:

1. You can have more than one alias. (Use an additional <TEMPLATE
NAME=alias> line for each one.)

2. The value of a NICKNAME is an 8-character string.
3. SAF certificate templates do not include nicknames.

The following table shows the true name, alias, and nickname for each
certificate template:

Table 32. Names of certificate templates

True name Alias Nickname
1 Year PKI SSL Browser Certificate PKI Browser Certificate 1YBSSL
1 Year PKI S/MIME Browser Certificate PKI Browser Certificate 1YBSM
2 Year PKI Browser Certificate For PKI Browser Certificate 2YBZOS
Authenticating To z/OS

5 Year PKI SSL Server Certificate PKI Server Certificate 5YSSSL
5 Year PKI IPSEC Server (Firewall) PKI Server Certificate 5YSIPS
Certificate

5 Year PKI Intermediate CA Certificate PKI Server Certificate 5YSCA
1 Year SAF Server Certificate SAF Server Certificate none

1 Year SAF Browser Certificate SAF Browser Certificate none

TEMPLATE sections can have the following subsections:
* CONTENT

« APPL

+ CONSTANT

+ ADMINAPPROVE

+ SUCCESSCONTENT

* FAILURECONTENT

* RETRIEVECONTENT

* RETURNCERT

<CONTENT>...</CONTENT>
This subsection contains the HTML to display a Web page to the
end user requesting a certificate of a specific type. (See
for a sample Web page.) Field names on the certificate

request (such as a text box where the user enters a value for
Common Name) match the names of INSERT sections. The following
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examples show the INSERT sections corresponding to the field
names %%CommonName%% and %%Requestor (optional)%%:

Examples:

<INSERT NAME=CommonName>

<p> Common Name [optfield]

<BR>

<INPUT NAME="CommonName" TYPE="text" SIZE=64 maxlength="64">
<INSERT>

<INSERT NAME=Requestor>

<p> Your name for tracking this request [optfield] <BR>
<INPUT NAME="Requestor" TYPE="text" SIZE=32 maxlength="32">
<INSERT>

Named fields in this subsection are optional if the named field
contains more that one word within the %% delimiters (as in
%%Requestor (optional)%% ). The user need not supply a value for
Requestor.

<APPL>...</APPL>

This subsection identifies certificate fields for which the application
itself should provide values. This subsection should contain only
named fields, one per line. The only supported named fields
allowed in this section are:

e Userld
* HostldMap

Example:

<APPL>
%%Userld%%
%%HostIdMap=@www. ibm.com%%
<APPL>

<CONSTANT>...</CONSTANT>

This subsection identifies certificate fields that have a constant
(hardcoded) value for everyone. This subsection should contain
only named fields, one per line. The syntax for specifying the values
is %%field-name=field-value%%:

Example:
%%KeyUsage=handshake%%

<ADMINAPPROVE>...</ADMINAPPROVE>

This optional subsection contains the named fields that the
administrator can modify when approving certificate requests. (The
named fields refer to INSERT sections.) When an end user
requests a certificate, the certificate request may contain fields that
the end user cannot see. When approving a request, the
administrator can modify:

» Fields that are present and visible to the end user in the
certificate request, for example Common Name

* Fields that are not visible to the end user but are hardcoded (in
the CONSTANT subsection) in the template, for example
Organizational unit

* Fields that are not visible to the end user and that the PKI
Services administrator can add, for example, HostIdMappings
extension or an empty Organizational Unit field (these are
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The presence of this section (even if empty) indicates that an
administrator must approve this request. The absence of this
section indicates using auto-approval.

Note: In the pkiserv.tmpl certificate templates file, the only
certificate templates that are auto-approved are the

Customizing the end-user Web pages
listed in the <ADMINAPPROVE> section, and either the end user

did not fill them in or they are not present on the template

request form).

following:

* One-year SAF server certificate
* One-year SAF browser certificate
« Two-year PKI browser certificate for authenticating to

z/0S

» Five-year PKI intermediate CA certificate

You can put the following fields in the ADMINAPPROVE section:

AltDomain

AREmail

AltIPAddr

AltURI
CommonName
Country

EndDate

HostldMap (can repeat)
KeyUsage

Locality

Org

OrgUnit (can repeat)
StartDate

StateProv

Title

Note: The following fields are not modifiable and are ignored in the

ADMINAPPROVE section:

* Label

* PublicKey
* Requestor
+ SignWith
* Userld

(For information about fields, see [Table 29 on page 94})

Example:

<ADMINAPPROVE>
%%KeyUsage%%

AP AP oF oF

%0
%0rg%%
%C

%CommonName%%

rgUnit%%

ountry%%
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%%HostIdMap%
%%HostIdMap%%
%%HostIdMap%
%%HostIdMap%%
<ADMINAPPROVE>

<SUCCESSCONTENT>...</SUCCESSCONTENT>

This subsection contains the HTML to display to the end user a
Web page saying that the certificate request was submitted
successfully. Any named fields in this subsection are interpreted as
content inserts defined by INSERT sections. For PKISERYV, the
INSERT sections are included as part of the HTML to display a
Web page to the end user.

In all of the templates included with PKI Services,
<SUCCESSCONTENT> contains only the named field
%%-requestok%. (See ['What are named fields?” on page 92| for an
explanation of named fields.) This contains HTML for the Web page
"Request submitted successfully.” (For a sample of this Web page,
see [Figure 10 on page 165|)

<FAILURECONTENT>...</FAILURECONTENT>

This subsection contains the HTML to display to the end user a
Web page saying the certificate request was not submitted
successfully. Any named fields in this subsection are interpreted as
content inserts defined by INSERT sections. For PKISERYV, the
INSERT sections are included as part of the HTML to display a
Web page to the end user.

In all of the templates included with PKI Services,
<SUCCESSCONTENT> contains only the named field
%%-requestbad%%. (See ['What are named fields?” on page 92|for an
explanation of named fields.) This contains HTML for the Web page
that says, "Request was not successful.”

<RETRIEVECONTENT>...</RETRIEVECONTENT>

This subsection contains the HTML to display to the end user a
Web page to enable certificate retrieval. Any named fields in this
subsection are interpreted as content inserts that the INSERT
sections define. For PKISERYV, the INSERT sections are included as
part of the HTML presented to the end user.

For a sample of a Web page this section generates, see|Figure 11
You may want to look at this Web page while reading
the following explanation:

In all of the templates included with PKI Services,
<RETRIEVECONTENT> contains the following:

* The named field %%-copyright%%, which displays any copyright
information. (See ['What are named fields?” on page 92|for an
explanation of named fields.)

* The title of the Web page (This appears in the banner of your
browser. [Figure 11 on page 166| does not include the banner
header but shows only the frame containing the content and not
the browser window displaying the content.)

* A JavaScript script for processing the fields the user enters the
Web page
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A heading that says "Retrieve Your (name of certificate).” This

uses the substitution variable [tmplname]. (See

[substitution variables?” on page 91|for an explanation of

substitution variables.)
Text: a heading and paragraph about bookmarking this Web

page

The named field %%Transactionld%% — A field where you enter
your transaction ID if it is not already displayed

A field where you enter the passphrase you entered on the
certificate request form

<RETURNCERT>...</RETURNCERT>
This subsection contains the HTML to display to the end user a
Web page upon successful certificate retrieval. For PKISERYV, if the
certificate being retrieved is a browser certificate, then this section
must contain a single line containing a browser qualified INSERT
name.

Example:
%%returnbrowsercert [browsertype] %%

Additionally, INSERTs for Netscape (returnbrowsercertNS) and
Internet Explorer (returnbrowsercertlE) containing browser-specific
HTML for returning certificates must be defined elsewhere in the
pkiserv.tmpl certificates template file. If the certificate being
retrieved is a server certificate, this section should contain the
HTML necessary to present the certificate to the user as text.

Summary of subsections contained in certificate templates
The following table summarizes the subsections that are present in the various
certificate templates in the pkiserv.tmpl file (as it is shipped):

Subsection (in One- One- One- One-year |Two-year |Five-year |Five- Five-year
TEMPLATE section) year year year PKI | PKI SSL PKI PKI SSL |year PKI | PKl int. CA
SAF SAF SSL S/MIME browser |server IPSEC
browser |server browser |browser cert. for server
authen. (firewall)
to z/0S
CONTENT X X X X X X X X
APPL X X X X
CONSTANT X X X X X X X X
ADMINAPPROVE X X X X
SUCCESSCONTENT X X X X X X X X
FAILURECONTENT X X X X X X X X
RETRIEVECONTENT X X X X X X X X
RETURNCERT X X X X X X X X
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Summary of fields in certificate templates

The following table summarizes fields in the various certificate templates. Fields can

be:
* Required
* Optional

* Provided by the application
* Constant (values specified)

Table 34. Summary of fields in certificate templates that PK| Services provides

Template
Field name One-year |One-year |One-year |One-year |Two-year |Five-year |Five-year |Five-year
PKI SSL | PKI SAF SAF PKI PKI SSL | PKI PKI int.
browser |S/MIME |server browser |browser |server IPSEC CA cert.
cert. browser cert. cert. cert. for cert. server
cert. auth to (firewall)
z/0OS cert.
AltDomain Optional Optional
AltEmail Required | Optional Optional
AltIPAddr Optional Optional
AltURI Optional Optional
ChallengePassPhrase Optional Optional
CommonName Required Optional | Constant’ Optional
Country Required |Constant - Optional
us
Email Optional Optional
HostldMap? App.
provides
KeyUsage Constant - handshake Constant | Constant -
s certsign
Label Required
Locality Optional Optional
NotBefore Constant - 0 Constant - 0
NotAfter Constant - 365 Constant - | Constant - 1825
730
NotifyEmail Optional Optional Optional
Org Constant - The Firm Required |Constant - The Firm Optional
OrgUnit Constant - Class 1 Required | Constant* | Constant - | Optional
Internet Certificate CA Class 1
Internet
Certificate
CA
OrgUnit2 Optional Optional
PassPhrase Required | Required
PostalCode Optional
PublicKey® Required
Requestor Optional | Optional
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Table 34. Summary of fields in certificate templates that PKI Services provides (continued)

Template

SignWith Constant - PKI: Constant - Constant - PKI:
SAF:CERAUTH/ taca
StateProv Optional | Optional
Street Optional
Title (Not included in any template)
Transactionld Required
Userld Application provides App.
provides

Notes:
1.

Although CommonName is a constant, no value is assigned to it. This indicates that RACF must determine the
value. The user authenticates by specifying a user ID and password. (If Userld is listed in the APPL section, this
means the application provides the user ID and password.) Providing the user ID and password enables RACF to
look up the CommonName value in the user’s profile.

HostldMap is formed by concatenating Userld with @ host-name.
You can have more than one KeyUsage. The template contains two:

KeyUsage=handshake
KeyUsage=dataencrypt

You can have more than one OrgUnit. The template contains two:

OrgUnit=SAF template certificate
OrgUnit=Nuts and Bolts Division

The browser provides the PublicKey.

For the one-year SAF browser certificate, PublicKey is coded with the substitution variable browsertype. For
Internet Explorer, this generates two fields:

» CSP — the cryptographic service provider. (Defaults to Microsoft Enhanced Cryptographic Provider)
» KeyProt — Enable strong private key protection. Defaults to No.

For Netscape, this generates one field:
* PublicKeyNS — key size. (Defaults to high grade.)

In any of the server certificate templates, the PublicKey is the #10 request.

Examining the pkiserv.tmpl file

After the initial section of comments, the next section of the pkiserv.tmpl file is the
APPLICATION section. The following example shows the APPLICATION section.
(The vertical ellipses indicate omitted sections.)

<APPLICATION NAME=PKISERV> [
<CONTENT>H1
<HTML><HEAD>
<TITLE> Web Based Certificate Generation Application </TITLE>
%%-copyright%%
</HEAD>
<BODY>
<H1>PKISERV Certificate Generation Application</HI>
<p>
<A HREF="/PKIServ/cacerts/cacert.der">Install FJ
our CA certificate into your browser </A>
<H2>Choose one of the following:</H2>
<ul>
<li><h3>Request a new certificate using a model</h3>
<FORM name=mainform METHOD=GET ACTION="/PKIServ/ssl-cgi/catmpl.rexx"> [H
<p> Select the certificate template to use as a model
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<SELECT NAME="Template">H
%%1 Year PKI SSL Browser Certificate%%
<OPTION>1 Year PKI SSL Browser Certificate
%%1 Year PKI S/MIME Browser Certificate%%
<OPTION>1 Year PKI S/MIME Browser Certificate
%%2 Year PKI Browser Certificate For Authenticating To z/0S%%

</HTML>

</CONTENT>

<RECONTENT>

<HTML><HEAD>

<TITLE> PKISERV Renew or Revoke a Browser Certificate </TITLE>
%%-copyright%%

</HEAD>

<BODY>

<H1>Renew or Revoke a Browser Certificate</H1>

</BODY>

</HTML>

</RECONTENT>
<RESUCCESSCONTENT> |
%%-renewrevokeok%%
</RESUCCESSCONTENT>
<REFAILURECONTENT> B}
%%-renewrevokebad%%
</REFAILURECONTENT>
<ADMINHEADER> E]
<HTML><HEAD>

<TITLE> Web Based Certificate Generation Administration </TITLE> (]
%%-copyright%%
</HEAD>

<BODY>
</ADMINHEADER>
<ADMINFOOTER>

<p> %%-pagefooter%% il
</BODY>

</HTML>
</ADMINFOOTER>
</APPLICATION>

The numbers in the following list refer to the highlighted items in the preceding
example:

1. This is the beginning of the APPLICATION section. The name of the
application is PKISERV.

2. This is the beginning of the CONTENT subsection. The CONTENT subsection
contains HTML to display the Web page where the end user requests or
retrieves a certificate. The <H1> indicates the main heading of that Web page,
"Web Based Certificate Generation Application.” (See |Figure 7 on page 158| for
a sample of that Web page.)

3. The HREF tag is the link to install the certificate in the browser.

4. The ACTION tag indicates where to go when the user clicks the Request
certificate button.

5. The SELECT tag produces a drop-down that lists the certificate templates the
user can request. (The named fields, which are bracketed with %% symbols,
are the names of the certificate templates.)
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6. The RECONTENT section contains the HTML to display the Web page where
the end user renews or revokes a certificate. The main heading on this Web
page is "Renew or Revoke a Browser Certificate.” (See [Figure 15 on page 171|
for a sample of that Web page.)

7. The RESUCCESSCONTENT subsection references the
%%-renewrevokeok%% named field, which is defined in the INSERT section.
This contains HTML for the Web page displayed when the user’s attempt to
revoke a certificate is successful. The main heading on this Web page is
"Request submitted successfully.” (See |Figure 10 on page 165| for a sample of
that Web page.)

8. The REFAILURECONTENT subsection references the
%%-renewrevokebad%% named field, which is defined in the INSERT section.
This contains HTML for the Web page displayed when the user’s attempt to
renew or revoke a certificate fails. The main heading on this Web page is
"Request was not successful.”

9. The ADMINHEADER subsection references the %%-copyright%% named field,
which is defined in the INSERT section. This should contain the copyright
statement for your company.

10. The title appears in the banner across the very top of the browser window.

11. The ADMINFOOTER subsection references the %%-pagefooter%% named
field, which is defined in the INSERT section. This named field should specify
the e-mail address of your PKI Services administrator.

The TEMPLATE sections follow the APPLICATION section. The following example
shows a TEMPLATE section. (The vertical ellipses indicate omitted sections.)

Template Name - 2 Year PKI Browser Certificate For Authenticating
to z/0S

Function - Creates a 2 year certificate good for authenticating to
z/0S....

#
# User input fields:

# Requestor - optional

# PassPhrase - required

# PublicKey - required (Provided by the browser itself)
# NotifyEmail - optional

<TEMPLATE NAME=2 Year PKI Browser Certificate For Authenticating To z/0S> H
<TEMPLATE NAME=PKI Browser Certificate>

<NICKNAME=2YBZ0S>

<CONTENT> H

<HTML><HEAD>

<TITLE> Web Based PKIX Certificate Generation Application Pg 2</TITLE> |
%%-copyright%%

%%-AdditionalHead[browsertype] %%

<SCRIPT LANGUAGE="JavaScript">

<l--

/1-->
</SCRIPT>
</HEAD>

<BODY>
<H1>2 Year Browser Certificate For Authenticating To z/0S</H1>

<p>
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<H2>Choose one of the following:</H2>

#<FORM NAME="CertReq" METHOD=POST ACTION=
# "/PKIServ/ss1-cgi-bin/careq.rexx" onSubmit= |
"if(validateEntry()) return false; else return true;">

<INPUT NAME="Template" TYPE="hidden" VALUE="[tmplname]">
<p> Enter values for the following field(s) [l
%%Requestor (optional)%%

%%NotifyEmail (optional)%%

%%PassPhrase%%

%%PublicKey2[browsertype] %%

<INPUT TYPE="reset" VALUE="Clear">

</FORM>

<p>

<H3><1i>Pick Up a Previously Issued Certificate</H3>
<FORM METHOD=GET ACTION="/PKIServ/ssl-cgi/caretrieve.rexx">
<INPUT NAME="Template" TYPE="hidden" VALUE="[tmplname]">
<INPUT TYPE="submit" VALUE="Retrieve your certificate">
</FORM>

</ul>

<p>%%-pagefooterss

</BODY>

</HTML>

</CONTENT>

<APPL>

%%Userld%%

%%HostIdMap=@host-name%%

</APPL>

<CONSTANT>

%%NotBefore=0%%

%%NotAfter=730%%

%KeyUsage=handshake%%

OrgUnit=Class 1 Internet Certificate CA%%

Org=The Firm%%

SignWith=PKI:%%

CommonName=%%

ONSTANT>

UCCESSCONTENT>

%%-requestok%%

</SUCCESSCONTENT>

<FAILURECONTENT>

%%-requestbad%%

</FAILURECONTENT>

O N o o o

<
<

D P P ° P o

<RETRIEVECONTENT>

<HTML><HEAD>

%%-copyright%%

<TITLE> Web Based PKIX Certificate Generation Application Pg 3</TITLE>
<SCRIPT LANGUAGE="JavaScript">

<l--

//-->
</SCRIPT>
</HEAD>
<BODY>

<H1> Retrieve Your [tmplname]</H1>
<H3>Please bookmark this page</h3>

#<FORM NAME=retrieveform METHOD=POST ACTION=
# "/PKIServ/ss1-cgi-bin/auth/cagetcert.rexx" onSubmit=

</FORM>

<p>%%-pagefooter%s%
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</BODY>

</HTML>

</RETRIEVECONTENT>

<RETURNCERT> [FE]
%%returnbrowsercert [browsertype] %%
</RETURNCERT>

</TEMPLATE>

The numbers in the following list refer to the highlighted items in the preceding
example:

1.

10.

11.

12.

13.

14.

15.

The template begins with a block comment identifying the template and
explaining its use and fields.

There are three names for each certificate (except for SAF templates, which
do not include nicknames). The first TEMPLATE NAME line defines the true
(actual, complete) name of the certificate. The next TEMPLATE NAME line
defines an alias. (This simply differentiates browser from server certificates.)
The NICKNAME defines an 8-character string.

The CONTENT subsection contains the HTML to display a Web page to the
end user requesting this type of certificate. (The CGl script catmpl.rexx
displays this content.)

The title contains the heading that appears at the very top of the browser when
the Web page is displayed.
The %%-copyright%% named field displays the copyright statement.

This JavaScript script provides the underlying logic for the text entry that the
user must perform.

The heading is the main heading on the Web page for requesting the selected
certificate.

The ACTION tag indicates that the CGl script that gets control when the user
clicks the Submit certificate request button is careq.rexx.

Fields for which the user can supply input include %%Requestor%%,
%%PassPhrase%%, and %%PublicKey2%%. (These fields are named fields
that are defined in the INSERT section, which is shown later.) All fields not
marked optional are required. %%PublicKey2%% contains the substitution
variable, [browsertype]. This is replaced at run time with IE or NS, depending
on the browser the user has. This is necessary because the browsers behave
differently for key generation and certificates.

The %%-pagefooter%% named field is defined in the INSERT section (shown
later). This contains the e-mail address of the PKI Services administrator.
The APPL subsection indicates the fields that careq.rexx itself provides, in this
case, %%Userld%% and %%HostldMap%%. (These are set from the z/OS
HTTP Server environment variable REMOTE_USER.)

The CONSTANT subsection has hardcoded values to use, for example (for the
non-SAF certificates), the signing certificate is PKI:.

The SUCCESSCONTENT subsection contains the HTML to display upon
successfully requesting the certificate. It includes the %%-requestok%%
named field. (This is defined in the INSERT section, shown later. See Item
on page 113|)

The FAILURECONTENT subsection contains the HTML to display when the
certificate request is unsuccessful. This subsection contains the
%%-requestbad%% named field. (This named field is defined in the INSERT
section, shown later.)

The requestok INSERT (mentioned in Item includes an ACTION that calls
caretrieve.rexx, which displays the HTML in the RETRIEVECONTENT
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subsection. The first time the Web page is displayed, it includes the transaction
ID associated with the certificate request. If the user leaves the Web page and
then returns, the transaction ID field must be filled in. Entering the transaction
ID and clicking the Continue button calls cagetcert.rexx.

16. The main heading on the Web page is "Retrieve Your (Name of Certificate).”

17. The ACTION is to call cagetcert.rexx as Item |15 on page 111|indicates.

18. The RETURNCERT subsection contains the %%return10cert%% named field,
which is defined in an INSERT. (See ltem [4 on page 114})

The final section of the pkiserv.tmpl certificate templates file includes sample
INSERTS. The following example shows sample INSERTS. (The vertical ellipses
indicate omitted sections.)

<INSERT NAME=-AdditionalHeadIE>

<OBJECT
classid="clsid:43F8F289-7A20-11D0-8F06-00C04FC295E1"
CODEBASE="xenro11.cab"
id="certmgr"

>

</0BJECT>

</INSERT>

<INSERT NAME=-requestok>

<HTML><HEAD>

<TITLE> Web Based Certificate Generation Success</TITLE>

</HEAD>

<BODY>

<H1> Request submitted Successfully</H1>

[errorinfo]

<p> Here's your transaction ID. You will need it to retrieve your
certificate. Press 'Continue' to retrieve the certificate.

<p> <TABLE BORDER><TR><TD>[transactionid]</TD></TR></TABLE>

<FORM METHOD=GET ACTION="/PKIServ/ssl-cgi/caretrieve.rexx"> H
<INPUT NAME="Template" TYPE="hidden" VALUE="[tmplname]">

<INPUT NAME="TransactionId" TYPE="hidden" VALUE="[transactionid]">
<INPUT TYPE="submit" VALUE="Continue">

</FORM>

<p>%%-pagefooter%s%

</BODY>

</HTML>

</INSERT>

<INSERT NAME=-requestbad>

<HTML><HEAD>

<TITLE> Web Based Certificate Generation Failure</TITLE>
</HEAD>

<BODY>

<H1> Request was not successful</H1>

<p> Please correct the problem or report the error to your Web admin
person<br>

<PRE>

[errorinfo]

</PRE>

<p>%%-pagefooter%s%

</BODY>

</HTML>

</INSERT>
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<INSERT NAME=-returnlOcert> [

<HTML><HEAD>

<TITLE> Web Based SAF Certificate Generation Application Pg 4</TITLE>
</HEAD>

<BODY>

<H1> Here's Your Certificate. Cut and Paste it to a File</HI>
<TABLE BORDER><TR><TD>

<PRE>

[base64cert] H

</PRE>

</TD></TR></TABLE>

<p>%%-pagefooter%%

</BODY>

</HTML>

</INSERT>

</BODY>
</HTML>
</INSERT>

<INSERT NAME=PublicKeyIE> @
<SCRIPT LANGUAGE="VBScript">

<l--

/] -->

<

/] -->
</SCRIPT>

<INSERT NAME=PassPhrase>

<p> Pass phrase for securing this request. You will need to supply
this value when retrieving your certificate [optfield] <BR>

<INPUT NAME="PassPhrase" TYPE="password" SIZE=32 maxTength="32"> <BR>
<p> Reenter your pass phrase to confirm <BR>

<INPUT NAME="ConfirmPassPhrase" TYPE="password" SIZE=32
maxlength="32">

</INSERT>

<INSERT NAME=-pagefooter>
<p>email: webmaster@your_company.com
</INSERT>

The numbers in the following list refer to the highlighted items in the preceding
example:

1. The requestok INSERT has the logic to generate the certificate. If the certificate
is successfully generated, a Web page (whose main heading is "Request
submitted successfully”) is displayed. This Web page includes the transaction
ID.

2. The requestok INSERT includes an ACTION that calls caretrieve.rexx, which
allows the user to retrieve the certificate.

3. Alternately, if the request is not successful, the requestbad INSERT gains
control.
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4. (The caretrieve.rexx CGl displays the RETRIEVECONTENT subsection (see
ltem HTML, which displays a Web page that prompts the user
for the transaction ID associated with the certificate request. The user enteres
the transaction ID (and any password) and clicks the Continue button, which
calls cagetcert.rexx.) The cagetcert.rexx CGl calls R_PKIServ for EXPORT of
the certificate. If the export is successful, cagetcert.rexx displays the HTML
under the RETURNCERT subsection (see Item[18 on page 112).

5. The base64-encoded certificate is displayed on the Web page by using the
[base64cert] substitution variable.

6. This is a browser-qualified PublicKey INSERT for Internet Explorer.

7. Additional INSERTs are certificate field name INSERTs. These describe the
fields using the HTML dialogs that are displayed on the Web pages if the user is
allowed to input these fields. For example, PassPhrase is a text field with a
maximum length of 32 characters. The two-year PKI browser certificate for
authenticating to z/OS allows the user to fill in this field. (%%PassPhrase%% is
listed in the input fields; see Item .)

Relationship between CGls and the pkiserv.tmpl file

CGls are REXX execs that gain control when the end user clicks an action button
(for example, the Request certificate button on the PKI Services home page. The
CGils read the pkiserv.tmpl file to determine the action to perform. They resolve
substitution variables in the pkiserv.tmpl file.

The following are the CGils for the end-user Web pages (including their directories):
* /ust/lpp/pkiserv/PKIServ/public-cgi/camain.rexx
 /ust/lpp/pkiserv/PKIServ/ssl-cgi-bin/catmpl.rexx
 /ust/lpp/pkiserv/PKIServ/ssl-cgi-bin/auth/careq.rexx

* /ust/lpp/pkiserv/PKIServ/ssl-cgi-bin/caretrieve.rexx
 /ust/lpp/pkiserv/PKIServ/ssl-cgi-bin/auth/cagetcert.rexx
 /ust/lpp/pkiserv/PKIServ/clientauth-cgi-bin/cadisplay.rexx
 /ust/lpp/pkiserv/PKIServ/clientauth-cgi-bin/camodify.rexx

The following table summarizes the actions the CGls perform:

Table 35. CGl actions for end-user Web pages

REXX exec Action Sample associated Web
page
camain.rexx When user clicks the Request certificate button, this calls See [Figure 7 on page 158}
catmpl.rexx, passing it a parameter identifying the selected
template.

The user can click the Pick up certificate button to go directly
to caretrieve.rexx (if the certificate is already requested).

The user can click the Renew or revoke certificate button to
go to cadisplay.rexx.

An administrator can click the Go to administration page
button to go to admmain.rexx. (See [Table 41 on page 133]for
more information about admmain.rexx.)
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Table 35. CGl actions for end-user Web pages (continued)

REXX exec Action Sample associated Web
page
catmpl.rexx « Displays Web page coded in the HTML under the CONTENT ~ See [Figure 9 on page 164
subsection (of a TEMPLATE section).
* When the user clicks the Submit certificate request button,
this passes template and field name parameters to careq.rexx.
* When the user clicks the Retrieve your certificate button, this
passes control to caretrieve.rexx.
careq.rexx « Processes field names under the APPL subsection (of a See [Figure 10 on page 165}

TEMPLATE section).
Note: Depending on the template, this can be:

— Userld only
— Userld and HostldMap.

Processes hardcoded field names under the CONSTANT
subsection (of a TEMPLATE section).

Depending on the results, displays Web page coded in the
HTML under the SUCCESSCONTENT or FAILURECONTENT
subsection (of a TEMPLATE section):

— The SUCCESSCONTENT subsection includes a Continue
button the user can click to continue to caretrieve.rexx.

caretrieve.rexx

Displays Web page coded in the HTML under the See [Figure 11 on page 166}
RETRIEVECONTENT subsection (of a TEMPLATE section).

This HTML prompts the user to enter the transaction ID and a

password if the user entered one when requesting the

certificate.

When the user clicks the Retrieve and install certificate
button, this passes the transaction ID parameter to
cagetcert.rexx.

cagetcert.rexx

Displays Web page coded in the HTML under RETURNCERT  See [Figure 12 on page 167}
subsection (of a TEMPLATE section). This HTML determines

which of the following forms to use when returning the

certificate:

— as a base64-encoded certificate (for server certificates)

— as an ActiveX object (for Microsoft Internet Explorer
browser certificates)

— as an application/x-x509-user-certificate MIME type (for
Netscape browser certificates).

cadisplay.rexx

Displays Web page coded in the HTML under the See [Figure 15 on page 171}
RECONTENT subsection (of the APPLICATION section).

For renewing a certificate, the user fills in the passphrase and
clicks the Renew button. For revoking a certificate, the user
clicks the Revoke button. Both actions call camodify.rexx.

camodify.rexx

Displays Web page coded in the HTML under the See [Figure 10 on page 165}
SUCCESSCONTENT subsection (of a TEMPLATE section) for

a successful renewal. The SUCCESSCONTENT subsection

includes a Continue button the user can click to call

caretrieve.rexx.

Displays the Web page coded in HTML under the
RESUCCESSCONTENT subsection (of the APPLICATION
section) for a successful revocation.
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Steps for performing minimal customization

You need to perform these steps only if you are customizing certificate templates for
the first time. If your company used an earlier release of PKI Services, you do not
need to do so again.

Before you begin: Review the certificate templates and decide if there are any that
you want to remove from the pkiserv.tmpl certificates template file. If so, do this
first. (To remove a certificate template, you can simply remove its name from the
APPLICATION section.)

Perform the following steps to do the minimal updates on the remaining certificate
templates:

Note: Fields such as %%0rg%%, %%Country%%, and so forth are used to form
the subject’s distinguished name. Therefore, make sure that the name
formed has a suffix that matches a suffix that the LDAP directory supports
(that is, that it matches one of the suffix values in the slapd.conf file).

1. For the SAF templates, update the following fields as needed:
a. If present, replace the OrgUnit values in the following lines with values more
appropriate to your organization:

%%0rgUnit=Nuts and Bolts Division%%
%%0rgUnit=SAF template certificate%%

b. Replace taca in the following line with the correct label of the CERTAUTH
signing certificate:
%%SignWith=SAF:CERTAUTH/taca%%

2. For the PKI templates, replace the OrgUnit value in the following line with a
value more appropriate for your organization:

%%0rgUnit=Class 1 Internet Certificate CA%%

3. If present, replace The Firm with the name of your company in the following
%%0rg line:

%%0rg=The Firm%%

4. If your company location is not the United States, update the following line by
specifying the correct two-letter country abbreviation:

%%Country=US%%

5. If present, replace host-name with the domain name of this system in the
following %%HostldMap line:

%%HostIdMap=@host-name%%

You also need to follow the instructions in [‘Administering HostldMappings|
[extensions” on page 201|

6. For non-SAF certificates, you can notify users when certificate requests are
rejected or when certificates are ready for retrieval or are expiring.
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a. If you do not want to have NotifyEmail appear as an input field for any
non-SAF certificates, delete the NotifyEmail lines in the following locations in
the TEMPLATE section for this certificate:

* In the header:
# NotifyEmail - optional
* In the list of fields:
%%NotifyEmail (optional)%%
b. If you do not want to have NotifyEmail appear as an input field for renewal

of any non-SAF certificates, delete the following NotifyEmail line in the
APPLICATION section and in the list of fields:

%%NotifyEmail (optional)%%

7. Insert the copyright statement for your company in the -copyright named field in
the INSERT section.

8. Insert the e-mail address of your company’s PKI Services administrator in the
-pagefooter named field in the INSERT section.

Steps for additional first-time customization

You need to perform these steps only if you are customizing certificate templates for
the first time. If your company used an earlier release of PKI Services, you do not
need to perform these steps.

Perform the following steps if you want to perform additional customization of the
end-user Web pages:

1. Review the templates and decide which one(s) you need to update.

2. If necessary, change the true name, alias, or nickname, as in the following
lines.
<TEMPLATE NAME=true_name>

<TEMPLATE NAME=qalias>
<NICKNAME=nickname>

true_name
Is the whole and complete name of the certificate template.

alias
Differentiates browser from server certificates. An alias is not required. You
can have more than one alias.

nickname
Is an 8-character name. SAF certificates do not have nicknames. If a
nickname is not present, the certificate is not renewable.

Example:

<TEMPLATENAME=1 Year PKI SSL Browser Certificate>
<TEMPLATENAME= PKI Browser Certificate>
<NICKNAME=1YBSSL>
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3.

If necessary, in the CONTENT subsection, change the certificate fields listed.
The following example is from the one-year PKI SSL browser certificate
template.

Example:

<p> Enter values for the following field(s)
%%CommonName%%

%%Requestor (optional)%%

%%PassPhrase%%
%%PublicKey2[browsertype] %%

If you add required fields in the preceding step, update the JavaScript code
that is part of the embedded HTML to check for required fields that are
missing.

If necessary, in the APPL subsection, change the list of certificate fields that
the application provides. (Currently, the only supported fields are Userld and
HostldMap.) The following example is from the two-year PKI browser certificate
for authenticating to z/OS:

Example:

<APPL>

%%Userld%%

%%HostIdMap=@host-name%%

<APPL>

If necessary, in the CONSTANT subsection, update the list of certificate fields
whose values are hardcoded. The following example is from the one-year PKI
SSL browser certificate template:

Example:

<CONSTANT>

%%NotBefore=0%%

%%NotAfter=365%%

%%KeyUsage=handshake%%

%%0rgUnit=Class 1 Internet Certificate CA%%
%%0rg=The Firm%%

%%SignWith=PKI:%%

<CONSTANT>

Note: If you update the CONSTANT subsection to create subject distinguished
names, make sure that the names match the LDAP suffix defined for
your LDAP server. Otherwise the certificates are not posted to LDAP.
PKI Services constructs the subject distinguished name from the fields
specified in the following order:

* CommonName

» Title

* OrgUnits (in the order that they appear in the template file)
* Org

* Locality

» StateProv

» Country
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If necessary, edit the ADMINAPPROVE subsection. (Certificates requiring an
administrator’'s approval have an ADMINAPPROVE subsection. The absence
of the ADMINAPPROVE subsection indicates auto-approval for requests.)
Make sure the ADMINAPPROVE subsection, if present, correctly lists the
minimum set of certificate fields that the administrator can change.

Notes:

a. There may be more fields in the ADMINAPPROVE subsection than fields
that the user can complete in the certificate request (because the users do
not necessarily see all fields).

b. Do not include the Requestor, Label, Userld, PublicKey, or SignWith fields
in the ADMINAPPROVE subsection; these fields cannot be changed and
are ignored if present. (See pagefor a list of fields that can be in the
ADMINAPPROVE subsection.)

The following example of the ADMINAPPROVE subsection is from the
one-year PKI SSL browser certificate template:

Example:

<ADMINAPPROVE>
%%CommonName (Optional)%%
%0rgUnit (Optional)%%
%0rgUnit (Optional)%%
Org (Optional)%%
NotBefore (optional)%%
NotAfter (Optional)%%
KeyUsage (Optional)%%
HostIdMap (Optional)%
HostIdMap (Optional)%
HostIdMap (Optional)%
%HostIdMap (Optional)%
<ADMINAPPROVE>

A A A A A AN A P P P
N S S O I o o

%
%
%
%

Note: The four %%HostldMap%% lines in the example indicate that the
approver can provide up to four HostldMap entries.

If necessary, update the following:

* The SUCCESSCONTENT subsection contains only the %%-requestok%%
named field, which contains the HTML for the Web page whose main
heading is "Request submitted successfully.” To make changes to this Web
page, update the requestok INSERT (in the INSERT section of pkiserv.tmpl):

<INSERT NAME=-requestok>

<HTML><HEAD>

<TITLE> Web Based Certificate Generation Success</TITLE>

</HEAD>

<BODY>

<H1> Request submitted Successfully</H1>

[errorinfo]

<p> Here's your transaction ID. You will need it to retrieve your
certificate. Press 'Continue' to retrieve the certificate.

<p> <TABLE BORDER><TR><TD>[transactionid]</TD></TR></TABLE>

<FORM METHOD=GET ACTION="/PKIServ/ssl-cgi/caretrieve.rexx">
<INPUT NAME="Template" TYPE="hidden" VALUE="[tmplname]">

<INPUT NAME="TransactionId" TYPE="hidden" VALUE="[transactionid]">
<INPUT TYPE="submit" VALUE="Continue">

</FORM>
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<p>%%-pagefooter%s%
</BODY>

</HTML>

</INSERT>

* The FAILURECONTENT subsection contains only the %%-requestbad%%
named field, which contains the HTML for the Web page whose main
heading is "Request was not successful.” To make changes to this Web
page, update the requestbad INSERT:

<INSERT NAME=-requestbad>

<HTML><HEAD>

<TITLE> Web Based Certificate Generation Failure</TITLE>
</HEAD>

<BODY>

<H1> Request was not successful</H1>

<p> Please correct the problem or report the error to your Web admin
person<br>

<PRE>

[errorinfo]

</PRE>

<p>%%-pagefooter%s%

</BODY>

</HTML>

</INSERT>

9. If necessary, update the RETRIEVECONTENT subsection.

Note: See [‘Steps for changing the runtime user ID for retrieving certificates’]
|gn page 129| for directions for changing the runtime user ID for
retrieving a certificate.

a. The RETRIEVECONTENT subsection includes the %%-copyright%%
named field. If you want to make any changes in the copyright statement,
update the copyright INSERT. (The following is the copyright INSERT as it
is originally provided in the pkiserv.tmpl file. You should have previously
updated this INSERT by providing information tailored to your company, as
described in [‘Steps for performing minimal customization” on page 116})

<INSERT NAME=-copyright>

<l--

/********************************************************************/

/* */
/* LICENSED MATERIALS - PROPERTY OF IBM */
/* THIS SCRIPT IS "RESTRICTED MATERIALS OF IBM" */
/* 5647-A01 (C) COPYRIGHT IBM CORP. 2000,2001 */
/% */

/********************************************************************/
-

</INSERT>

b. If necessary, update any desired Web page content (such as headers,
footers, titles, background colors, frames, links, and so on) for the Web
page whose main heading is "Retrieve Your (certificate template name).”

10. If you are updating the template for a server certificate, you can update the
HTML in the RETURNCERT subsection to customize the returned Web page.
(For a browser template, you cannot change the RETURNCERT subsection. It
must contain the %%returnbrowsercert%% named field, which contains the
[browsertype] substitution variable. The INSERT section contains
browser-specific returnbrowsercert INSERTSs.)
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| Steps for retrofitting release changes into the PKI Services certificate

| templates

If you used an earlier release of PKI Services, depending on the Release 4 features
you are implementing, you may need to retrofit changes in the pkiserv.tmpl
certificate templates file. (You would not want to replace the file if you customized it
in the previous release.) The features related to changed lines in the pkiserv.tmpl
certificate templates file are:

» Sending e-mail notifications (NotifyEmail named field)

* Using MAIL, STREET, and POSTALCODE distinguished name qualifiers (Email,
Street, or PostalCode named fields, respectively)

The main differences between the Release 4 and Release 3 versions of the
pkiserv.tmpl certificate templates file are:

* In the APPLICATION section: Added NotifyEmail field
* In the TEMPLATE section:
— Comments in the header sections

Note: Comments are lines that begin with #. Inserting or changing these lines
does not change the way the pkiserv.tmpl certificate templates file
works, but IBM recommends that you retrofit changes in comment lines
for better program documentation.

— Changes in the JavaScript related to new certificate named fields
— New certificate named fields (named fields begin with %%)

* In the INSERTSs section: Line changes to update the field descriptions of the
Subject Alternate Name extension and new sections for named fields

You can use a file comparison tool to compare the new PKI Services certificates
template file (/usr/lpp/pkiserv/samples/pkiserv.tmpl) and your existing PKI Services
certificates template file (/etc/pkiserv/samples/pkiserv.tmpl). For a code sample of
the current pkiserv.tmpl certificates template file, see [Chapter 24, “The pkiserv.tmpl
certificate templates file” on page 263} revision bars on this code sample indicate
lines changed from z/OS Version 1 Release 3. (Of course, revision bars on this
code sample will not indicate changes for any customization you performed.)

The following table lists the templates, summarizing the template sections that
changed for each enhancement.

Note: If your installation added any certificate templates, you would need additional
rows in the table for these additional templates.

| Table 36. Cross-reference of changes made for new features used in various templates

| |Certificate Template

e-mail notifications

MAIL distinguished name
qualifier

STREET or POSTALCODE
distinguished name
qualifers

| |1 Year SAF Server
| | Certificate

Not changed

Not changed

Not changed

| |1 Year SAF Browser
| | Certificate

Not changed

Not changed

Not changed

| |1 Year PKI SSL Browser
| |Certificate

Changed

Changed

Not changed
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Table 36. Cross-reference of changes made for new features used in various templates (continued)

Certificate Template e-mail notifications MAIL distinguished name |STREET or POSTALCODE
qualifier distinguished name

qualifers

1 Year PKI S/MIME Changed Not changed Not changed

Browser Certificate

2 Year PKI Browser Changed Not changed Not changed

Certificate for Authenticating

to z/OS

5 Year PKI SSL Server Changed Changed Changed

Certificate

5 Year PKI IPSEC (Firewall) | Changed Changed Changed

Certificate

5 Year PKI Intermediate CA | Changed Changed Changed

Certificate

Perform the following steps to retrofit changes into the pkiserv.tmpl certificate
templates file:

Note: Throughout these directions, highlighted lines or parts of lines indicate new
or changed lines, respectively. Non-highlighted lines are included only to
provide a context for the new or changed lines.

1. If you are implementing e-mail notifications, insert the NotifyEmail named field in
the APPLICATION section.

</SCRIPT>

<INPUT NAME="action" TYPE="hidden" VALUE="renew">
%%NotifyEmail (optional)%%

%%PassPhrase%%

2. Use the following table to update the template sections, based on the
enhancements you have chosen to implement. (The table is ordered in the
same order as the pkiserv.tmpl certificate templates file. The Enhancement
column specifies the feature related to each changed section.) Go through the
table, using the feature column to decide if a change is necessary. For example,
if you are implementing e-mail notifications but not the Email, Street, or
PostalCode named fields, in the first template ("1 Year PKI SSL Browser
Certificate”), you need to make only the changes in rows 1 and 5.

Table 37. Changed lines in templates

Change |Enhancement Changed lines
Number

1 Year PKI SSL Browser Certificate

1. E-mail notifications # PublicKey - required (Provided by the browser itself)
# NotifyEmail - optional

2. MAIL distinguished name | 4 pyp1icKey - required (Provided by the browser itself)
qualifier # NotifyEmail - optional
# Email - optional

Note: Whether the NotifyEmail line appears depends on whether you added
the line in the preceding row.
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Table 37. Changed lines in templates (continued)

Change |Enhancement Changed lines
Number
3. E-mail notifications and | a1 STRING UnmatchPwdPrompt=
the MAIL distinguished "The passwords do not match. Enter again."
name qualifier var STRING_UnmatchEmailPrompt=
Note: Include these "The Email addresses for Distinguished name and
lines only if you are notification do not match. Enter again."
using both
enhancements.
4. E-mail notifications and | ¢15e i f(document.CertReq.PassPhrase.value!=
the MAIL distinguished document.CertReq.ConfirmPassPhrase.value){
name qualifier alert(STRING_UnmatchPwdPrompt) ;
Note: Include these document.CertReq.ConfirmPassPhrase.focus();
lines only if you are return true;
using both }
enhancements. else if((document.CertReq.Email.value !="" &&
document.CertReq.NotifyEmail.value != "") 8&&
(document.CertReq.Email.value!=
document.CertReq.NotifyEmail.value)){
alert(STRING_UnmatchEmailPrompt);
document.CertReq.NotifyEmail.focus();
return true;
}
5. E-mail notifications s%Requestor (optional)%
%%NotifyEmail (optional)%%
6. MAIL distinguished name

qualifier

<p> Enter values for the following field(s)
%%CommonName%%
%%Email (optional)%%

1 Year PKI S/MIME Browser Certifi

cate

1.

E-mail notifications

# PublicKey - required (Provided by the browser itself)
# NotifyEmail- optional

E-mail notifications

%%Requestor (optional)%%
%%NotifyEmail (optional)%%

2 Year PKI Browser Certificate For Authenticating to z/0S

1.

E-mail notifications

# PublicKey - required (Provided by the browser itself)
# NotifyEmail - optional

E-mail notifications

<p> Enter values for the following field(s)
Requestor (optional)%%
NotifyEmail (optional)%%

)
%%
00

%%

5 Year PKI SSL Server Certificate:

1.

MAIL distinguished name | 4 ey input fields:
qualifier # Email - optional
POSTALCODE # Street - optional
distinguished name # Locality - optional
qualifier (or both) # StateProv - optional
# PostalCode - optional
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Table 37. Changed lines in templates (continued)

Change |Enhancement Changed lines
Number
3. E-mail notifications # Publickey - required (This is the #10 request)
# NotifyEmail - optional
4. MAIL distinguished name | Same lines as row 3 of 1 Year PKI SSL Browser Certificate
qualifier
5. MAIL distinguished name | e1se i f((document.serverform.Email.value !="" 8&
qualifier document.serverform.NotifyEmail.value != "") 8&
(document.serverform.Email.value!=
document.serverform.NotifyEmail.value)){
alert(STRING_UnmatchEmailPrompt) ;
document.serverform.NotifyEmail.focus();
return true;
}
Note: These lines are similar but not identical to the lines in Step 4 of the 1
Year PKI SSL Browser Certificate. (Differences are because these lines are for
a server certificate.)
6. MAIL distinguished name | <;> Enter values for the following field(s)
qualifier %%Email (Optional)%%
7. STREET or %%0rg (Optional)%s
POSTALCODE %%Street (Optional)%%
distinguished name %%Locality (Optional)%%
qualifier (or both) %%StateProv (Optional)%%
%%PostalCode (Optional)%%
8. E-mail notifications %%Requestor (Optional)%s
%%NotifyEmail (Optional)%%

5 Year PKI IPSEC Server (Firewall) Certificate

Use list of changes from 5 Year SSL Server Certificate

5 Year PKI Intermediate CA Certificate:

Use list of changes from 5 Year SSL Server Certificate

3.
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If you added templates when you customized the pkiserv.tmpl certificate
templates last release, make any needed changes in these templates for the
enhancements you want to implement.

Make the following highlighted changes and additions to the INSERTs section:

<INSERT NAME=A1tIPAddr>

<p> IP address for alternate name in dotted decimal form [optfield] <BR>
<INPUT NAME="ATtIPAddr" TYPE="text" SIZE=15 maxlength="15">

</INSERT>

<INSERT NAME=AltEmail>

<p> Email address for alternate name [optfield] <BR>

<INPUT NAME="AltEmail" TYPE="text" SIZE=100 maxlength="100">
</INSERT>

<INSERT NAME=A1tURI>

<p> Uniform Resource Identifier for alternate name [optfield] <BR>
<INPUT NAME="ATtURI" TYPE="text" SIZE=100 maxlength="255">
</INSERT>

<INSERT NAME=AltDomain>
<p> Domain name for alternate name [optfield] <BR>

z/OS V1R4.0 Security Server PKI Services Guide and Reference




Customizing the end-user Web pages

<INPUT NAME="AltDomain" TYPE="text" SIZE=100 maxlength="100">
</INSERT>
<INPUT NAME="AltDomain" TYPE="text" SIZE=100 maxlength="100">
</INSERT>

<INSERT NAME=Street>

<p> Street address [optfield] <BR>

<INPUT NAME="Street" TYPE="text" MAXLENGTH=64 SIZE=64>
</INSERT>

<INSERT NAME=PostalCode>

<p> Zipcode or postal code [optfield] <BR>

<INPUT NAME="PostalCode" TYPE="text" MAXLENGTH=64 SIZE=64>
</INSERT>

<INSERT NAME=Email>

<p> Email address for distinguished name [optfield] <BR>
<INPUT NAME="Email" TYPE="text" MAXLENGTH=64 SIZE=64>
</INSERT>

<INSERT NAME=SignWith>

<INSERT NAME=TransactionId>

<p> Enter the assigned transaction ID [optfield] <BR>

<INPUT NAME="TransactionId" TYPE="text" SIZE=56 maxlength="56"
VALUE="[transactionid] ">

</INSERT>

<INSERT NAME=NotifyEmail>

<p> Email address for notification purposes [optfield] <BR>
<INPUT NAME="NotifyEmail" TYPE="text" SIZE=64 MAXLENGTH="64">
</INSERT>

Locating code for customizing end-user Web pages

For ongoing customization of end-user Web pages, you must know the code
locations for those Web pages. The following table summarizes this information:

Table 38. Location of code for various Web pages

Main header (and sample Web page if any) Location of code in pkiserv.tmpl certificate
templates file

"1 Year S/IMIME Browser Certificate” TEMPLATE section, CONTENT subsection

"1 Year SSL Browser Certificate” (See TEMPLATE section, CONTENT subsection
[Figure 9 on page 164])

"2 Year Browser Certificate For Authenticating TEMPLATE section, CONTENT subsection

To z/OS”

"5 Year PKI Intermediate CA Certificate” TEMPLATE section, CONTENT subsection

"5 Year PKI IPSEC Server (Firewall) TEMPLATE section, CONTENT subsection

Certificate”

"5 Year PKI SSL Server Certificate” TEMPLATE section, CONTENT subsection

"Here’s Your Certificate. Cut and Paste it to a INSERT section, -return10cert INSERT

File” Note: This is referenced in the
RETURNCERT subsection of the TEMPLATE
section of each certificate template.

"Internet Explorer Certificate Install” (See INSERT section, returnbrowsercertlE INSERT

[Figure 12 on page 167})
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Table 38. Location of code for various Web pages (continued)

Main header (and sample Web page if any)

Location of code in pkiserv.tmpl certificate
templates file

"PKISERYV Certificate Generation Application”
(See [Figure 7 on page 158)

APPLICATION section, CONTENT subsection

"Renew or Revoke a Browser Certificate”
(See [Figure 15 on page 171|)

APPLICATION section, RECONTENT
subsection

"Request submitted successfully” (For
submitting a successful certificate request or
renewal, see [Figure 10 on page 165})

» For a successful certificate request or
renewal: INSERT section, -requestok
INSERT
Note: This is referenced in the
SUCCESSCONTENT subsection of the
TEMPLATE section of the appropriate
certificate template.

* For a successful certificate revocation:
INSERT section, -renewrevokeok INSERT.
Note: This is referenced in the
RESUCCESSCONTENT subsection of the
APPLICATION section.

"Request was not successful”

» For an unsuccessful certificate request:
INSERT section, -requestbad INSERT
Note: This is referenced in the
FAILURECONTENT subsection of the
TEMPLATE section of each certificate
template.

* For an unsuccessful certificate revocation
request: INSERT section, -renewrevokebad
INSERT
Note: This is referenced in the
REFAILURECONTENT subsection of the
APPLICATION section.

"Retrieve Your 1 Year S/MIME Browser
Certificate”

TEMPLATE section, RETRIEVECONTENT
subsection

"Retrieve Your 1 Year SSL Browser
Certificate” (See [Figure 11 on page 166])

TEMPLATE section, RETRIEVECONTENT
subsection

"Retrieve Your 2 Year Browser Certificate For
Authenticating To z/OS”

TEMPLATE section, RETRIEVECONTENT
subsection

"Retrieve Your 5 Year PKI Intermediate CA
Certificate”

TEMPLATE section RETRIEVECONTENT
subsection

"Retrieve Your 5 Year PKI IPSEC Server
(Firewall) Certificate”

TEMPLATE section, RETRIEVECONTENT
subsection

"Retrieve Your 5 Year PKI SSL Server
Certificate”

TEMPLATE section, RETRIEVECONTENT
subsection

"Retrieve Your SAF Browser Certificate 1
Year”

TEMPLATE section, RETRIEVECONTENT
subsection

"Retrieve Your SAF Server Certificate 1 Year”

TEMPLATE section, RETRIEVECONTENT
subsection

"SAF Browser Certificate 1 Year (Auto
Approved)”

TEMPLATE section, CONTENT subsection

"SAF Server Certificate 1 Year (Auto
Approved)”
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Note: Fields (such as the Key Usage (KeyUsage) drop down or the Organizational
Unit (OrgUnit) text field) are defined in the pkiserv.tmpl certificate templates
file, in the INSERT section. (See(Table 29 on page 94| for descriptions of the
fields.)

Steps for adding a new certificate template

Perform the following steps to add a new certificate template:

1. Review the contents of the eight certificate templates provided with PKI
Services to determine the one that most closely approximates the certificate
template you want to add.

2. After you have determined the certificate template to use as a model, copy this
section in the certificate templates file.

3. Provide a new name, alias, and, if present, nickname for the certificate
template.

4. Follow the remaining steps, starting at Step |3 on page 118|in the preceding

section.

Changing the runtime user ID

When the PKI Services CGils are called, they are assigned a runtime user ID. This
is the identity that is associated with the unit of work (task). This identity must be
authorized to call the function being requested. (See|[Chapter 17, “RACH
tadministration for PKI Services” on page 199|for more information.) Most of the
templates run under the surrogate user ID (PKISERV) for requesting a certificate
and for subsequently retrieving it.

There are two exceptions:

* The two SAF templates run under PKISERV for requesting a certificate but run
under the client’s user ID for certificate retrieval.

* The five-year PKI intermediate CA template runs under the client’s user ID for
requesting a certificate and for certificate retrieval.

The advantage of having PKISERYV as the runtime user ID is that this is the only
user ID that needs to be authorized for requesting certificates. The advantage of
using the client’s user ID is that you have greater control over who can request and
retrieve certificates. For example, you can require the user to authenticate by
entering user ID and password before requesting or retrieving a certificate.

You can control the user ID under which a certificate request or retrieval runs by
selectively commenting and uncommenting FORM statements in the pkiserv.tmpl
file. (For requesting a certificate, the FORM statements are in the appropriate
TEMPLATE section, in the CONTENT subsection. For retrieving a certificate, the
FORM statements are in the appropriate TEMPLATE section, in the
RETRIEVECONTENT subsection.)

There are three levels of access control for requesting and retrieving certificates:
* Under the client’s ID with user ID and password authentication
* Under the surrogate user ID with user ID and password authentication
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* Under the surrogate user ID without user ID and password authentication.

Protection directives in the z/ OS HTTP Server’s configuration file (which defaults to
/etc/httpd.conf) enforce these three levels of access control. The default
configuration for PKI Services maps the three levels of access control to the
following CGl directories respectively:

» /PKIServ/ssl-cgi-bin/auth
» /PKIServ/ssl-cgi-bin/surrogateauth
» /PKIServ/ssl-cgi-bin

Each of the request and retrieve CGils reside in all three directories. Thus, when
you run a CGl you get the protection established for the directory from which it is
called.

Each certificate template contains several FORM statements (two commented out
and one uncommented, which is active) that determines which of these applies. You
can change the access control by uncommenting one of the FORM statements that
is commented out and commenting out the one that is active.

Steps for changing the runtime user ID for requesting certificates
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Perform the following steps to change the runtime user ID for requesting a
certificate.

1. In the pkiserv.tmpl file, find the CONTENT subsection of the TEMPLATE section
for the template whose user ID you want to change. Locate the lines containing
the FORM statements, such as those in the following example:

Example:

<h3><Ti>Request a New Certificate

# This ACTION forces userid/pw authentication and runs the task under
# the client's ID

#<FORM NAME="CertReq" METHOD=POST ACTION=

# "/PKIServ/ssl1-cgi-bin/auth/careq.rexx" onSubmit=

# This ACTION forces userid/pw authentication but runs the task under

# the surrogate ID

#<FORM NAME="CertReq" METHOD=POST ACTION=

# "/PKIServ/ss1-cgi-bin/surrogateauth/careq.rexx" onSubmit=

# This ACTION is for non z/0S clients. The task runs under the

# surrogate ID

<FORM NAME="CertReq" METHOD=POST ACTION=
"/PKIServ/ss1-cgi-bin/careq.rexx" onSubmit=

Notice that the preceding lines contain three FORM statements. The first two
FORM statements are commented out, so they are not active. They are for:

* Requesting the certificate under the client’s ID and using user ID and
password authentication

* Requesting the certificate under the surrogate ID and using user ID and
password authentication

The third FORM statement is for requesting the certificate under the surrogate
user ID without user ID and password authentication. This is active (it is not
commented out).

2. To change the runtime user ID, remove the comment delimiter (#) from in front
of the lines for the commented-out FORM statement you want to use and insert
the comment delimiter in front of the lines for the bottom FORM statement.
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Steps for changing the runtime user ID for retrieving certificates
Perform the following steps to change the runtime user ID for retrieving a certificate.

1.

In the pkiserv.tmpl file, find the RETRIEVECONTENT subsection of the
TEMPLATE section for the template whose user ID you want to change. Locate
the lines containing the FORM statements, such as those in the following
example:

Example:

<H1> Retrieve Your [tmplname]

<H3>Please bookmark this page

<p>Since your certificate may not have been issued yet, we recommend
that you create a bookmark to this location so that when you return to
this bookmark, the browser will display your transaction ID.

This is the easiest way to check your status.

# This ACTION forces userid/pw authentication and runs the task

# under the client's ID

#<FORM NAME=retrieveform METHOD=POST ACTION=

# "/PKIServ/ssl-cgi-bin/auth/cagetcert.rexx" onSubmit=

#

# This ACTION forces userid/pw authentication but runs the task

# under the surrogate ID

#<FORM NAME=retrieveform METHOD=POST ACTION=

# "/PKIServ/ssl-cgi-bin/surrogateauth/cagetcert.rexx" onSubmit=

#

# This ACTION is for non z/0S clients. The task runs under surrogate ID

<FORM NAME=retrieveform METHOD=POST ACTION=
"/PKIServ/ss1-cgi-bin/cagetcert.rexx" onSubmit=

Notice that the preceding lines contain three FORM statements. The first two
FORM statements are commented out (they are not active). These are for:

» Retrieving the certificate under the client’s ID

* Retrieving it under the surrogate 1D, but requiring user ID and password
authentication.

The third FORM statement is for retrieving the certificate under the surrogate
user ID without user ID and password authentication. This is active (it is not
commented out).

To change the runtime user ID, remove the comment delimiter (#) from in front
of the lines for the commented-out FORM statement you want to use and insert
the comment delimiter in front of the lines for the bottom FORM statement.

| Customizing e-mail notifications sent to users

You can optionally notify a user by sending an e-mail message when:

» A certificate request is rejected

» A certificate is ready for retrieval

» A certificate is ready to expire (unless it has already been renewed or revoked).

Once a day, PKI Services checks the issued certificate list (ICL) for expiring
certificates. (The ExpireWarningTime parameter (see the CertPolicy section in

[Table 20 on page 58) sets the time interval of how long before the certificate expires
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that the message is sent.) When PKI Services finds an expiring certificate, it sends
an expiration warning message to the client (unless the certificate has already been
revoked). Regardless of whether sending the expiration warning message is
successful, PKI Services makes only one attempt to send a notification message. If
the e-mail address is incorrect or the user renews the certificate and retrieves it
before the expiration message is sent, no expiration messages is sent.

If you are not sending e-mail notifications, see Step |6b on page 117|for directions.

If you are sending e-mail notifications, you need to:

» Have copies of the forms in the runtime directory. (For information about copying
the message forms to the runtime directory, see StepE on page 54|

« Customize the forms. (For details, see [‘Steps for customizing e-mail notification|
[forms” on page 132])

* Include the NotifyEmail field on certificate requests. This field is already included
in the pkiserv.tmpl certificate template file. If you are not sending e-mail
notifications, you need to delete the NotifyEmail lines in the pkiserv.tmpl file; for
details, see Step|6b on page 117[)

For more information about the NotifyEmail field, see[Table 29 on page 94| For
information about fields on request forms, see[Table 45 on page 160] For the
pkiserv.tmpl certificate template code sample, see|Chapter 24, “The pkiserv.tmpl|
[certificate templates file” on page 263|

The following examples (of notices you can send to users) are in the sample
directory:

From:dime-o-cert PKI
Subject:Certificate Ready For Pick Up

Attention - Please do not reply to this message as it was automatically sent by a service machine.
Dear %%requestor%%,

Thank you for choosing dime-o-cert PKI. The certificate you requested
for subject %%dn%% is now ready for pickup.

Please visit http://www.dimeocert.com/PKIServ/public-cgi/camain.rexx
to retrieve your certificate. You will need the transaction ID

listed below and your passphrase that you entered when

you submitted the request.

%%transactionid%%

Figure 4. readymsg.form
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From:dime-o-cert PKI
Subject:Certificate Request Rejected

Attention - Please do not reply to this message as it was automatically sent by a service machine.
Dear %%requestor%%,

Thank you for choosing dime-o-cert PKI. We are sorry to inform you that

your certificate request for subject %%dn%% has been rejected.

Please contact the PKI Services administrator at 1-800-xxXx-xxx.

You will need the transaction ID Tisted below.

%%transactionid%%

Figure 5. rejectmsg.form

From:dime-o-cert PKI
Subject:Certificate Expiration

Attention - Please do not reply to this message as it was automatically sent by a service machine.
Dear %%requestor%%,

Thank you for choosing dime-o-cert PKI. The certificate your requested for

subject %%dn%% expires at %%notafter%% local time. If you wish to renew

your certificate, please visit http://www.dimeocert.com/PKIServ/public-cgi/camain.rexx.
If this is a browser certificate, you must use the same workstation and browser that
you used when you requested the original certificate. If this is a server

certificate, you will have to submit a #10 certificate request.

Figure 6. expiringmsg.form

Notes:

1. PKI Services automatically provides the "To:"” value in the forms. You can
include "From:” or "Subject:” or both at the top of the file.

2. You must have a blank line between the Subject and the body of the form.

The following table summarizes the variables you can use in the forms when you
customize them. At runtime, PKI Services replaces these with their actual values.

Table 39. Descriptions of variables for forms

Variable Description

%%dN%% The subject’s distinguished name. (This is
valid in all the forms.)

Y%%notafterv%e% The certificate expiration date and time in
local time in the format YYYY/MM/DD HH:MM:SS.
(This is valid only in the expiring.form. It is
ignored in the other forms.)

%%requestor%% The requestor of the certificate. PKI Services
obtains this information from the Requestor
field the user submits on the original
certificate request. (This field is valid in all
the forms.)

Y%%transactionid%% The transaction ID (Certld) returned. (This is
valid for ready and reject forms only. It is
ignored in the expiring form.)
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The following table summarizes the substitution variables contained in the ready,
rejected, and expiring examples:

Table 40. Summary of substitution variables in forms

Referenced readymsg.form rejectmsg.form expiring.form
substitution

variables

%%dn%% X X X
Y%o%notafterd%e% (ignored) (ignored) X
%%requestor%% X X X
Y%%transactionid%% | X X (ignored)

Steps for customizing e-mail notification forms
Perform the following steps to customize the ready, rejected, and expiring forms:

1. Make sure the forms you want to use (readymsg.form, rejectmsg.form, and
expiringmsg.form) are present in the runtime directory. (By default, the runtime
directory is /etc/pkiserv/. For information about copying files, see Step

fpage 54)

2. Update the form. At minimum:
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a. Delete the first four (comment) lines (as shown in the following), so that the
first two lines in your file are the "From:” and "Subject:” lines:
# Licensed Materials - Property of IBM
# 5694-A01
# (C) Copyright IBM Corp. 2002
# Status = HKY7707

b. Specify your company (instead of dime-o-cert) in the From: line and in the
first line of the main paragraph .

c. If appropriate, update the subject.
Note: There must be a blank line between the subject and the body of the

note.

d. If you are updating a ready or expiring form, change the URL in the main
paragraph to customize it for your company.

e. If you are updating a reject form, change the telephone number in the main

paragraph to customize it for your company.

Make any other needed changes. (You can use variables in the body of the
form, but you cannot include %%transactionid%% in the expiring form or
Y%%notafter%% in the ready or reject form.)

3. Save the file.

z/OS V1R4.0 Security Server PKI Services Guide and Reference




Chapter 13. Customizing the administration Web pages

CGls for administration Web pages

CGls are REXX execs that gain control when the user clicks an action button. The
administrative CGls are connector REXX execs that render Web pages dynamically.

All of the administrative CGls are contained in the usr/Ipp/pkiserv/PKIServ/ssl-cgi-
bin/auth/directory.

The following table (which lists the REXX execs in logical order) summarizes the
actions the CGls perform:

Table 41. CGl actions for administrative Web pages

REXX exec

Action

Sample Web page

admmain.rexx

This displays the administration home page. The main heading
is "PKI Services Administration.” This Web page lets the
administrator work with a single certificate request or certificate
or search for certificate requests or certificates.

See |Figure 19 on
page 179

admpend.rexx

On the administration home page, the administrator can
search for certificate requests. This displays a Web page
whose main heading is one of the following:

» "Certificate Requests” Web page — This lists certificate
requests matching the criteria and allows the administrator
to process the certificate request(s).

* "Processing was not successful” Web page

For an example of the
"Certificate Requests”
Web page, see [Figure 23]
Ign page 1BSl

admpendtid.rexx

On the administration home page, the administrator can enter
a transaction ID to work with a single certificate request. This
displays a Web page whose main heading is one of the
following:

+ "Single Request’— This lists the certificate request that
matches the transaction ID and allows the administrator to
process that certificate request.

» Processing was not successful”

For an example of the
"Single Request” Web
page, see |Figure 20 on|

|Qage 18g.

admmodtid.rexx

This displays the "Modify and Approve Request” Web page
that appears when the administrator decides to modify a
request before approving it (on the "Single Request” Web

page).

See
page 182

admicl.rexx

On the administration home page, the administrator can
search for certificates. This displays a Web page whose main
heading is one of the following:

» "Issued Certificates” — This lists the certificate(s) that
match the search criteria and allows the administrator to
revoke or delete selected certificate(s).

* "Processing was not successful”

For a sample of the
"Issued Certificates” Web
page, see |Figure 23 on|
|p_age 185.

admiclcert.rexx

On the administration home page, the administrator can enter
a serial number to work with a single certificate. This displays
a Web page whose main heading is one of the following:

» "Single Issued Certificate” — This lists the certificate that
matches the serial number ID and allows the administrator
to revoke or delete that certificate.

» "Processing was not successful”

© Copyright IBM Corp. 2001, 2002

For a sample of the
"Single Issued
Certificate” Web page,
see

page 190
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Table 41. CGl actions for administrative Web pages (continued)

REXX exec

Action

Sample Web page

admacttid.rexx

Displays a Web page after the administrator processes a
single certificate request (approving it with or without
modifications, rejecting, or deleting it). This Web page has one
of the following as its main heading:

* "Processing successful”

* "Processing was not successful”

For a sample of the Web
page whose main
heading is "Processing
successful” see

|Figure 21 on page 181}

admacttid2.rexx

This displays a Web page after the administrator approves a
certificate request with modifications. The Web page has one
of the following main headings:

* "Processing successful”
* "Processing was not successful”

For a sample of the Web
page whose main
heading is "Processing
successful” see

|Figure 21 on page 181}

admpendall.rexx

After the administrator searches for certificate requests and
admpend.rexx displays the results, the administrator clicks a
button to approve, reject, or delete selected certificate
requests. This calls admpendall.rexx, whose main heading is
one of the following:

» "Processing successful” if the action was successful

* "Processing was not successful” if the action failed (for
example, if the administrator tried to delete certificate
requests that were already deleted”

» Processing partially successful” if not all of the selected
requests are processed successfully

* For an example of the
"Processing
successful” Web page,
see |Figure 24 o

* For an example of the
"Processing was not
successful” Web page,
see

» For an example of the
"Processing partially
successful” Web page,
see [Figure 26 o

admactcert.rexx Displays a Web page after the administrator tries to revoke or  None
delete one or more selected certificates. The Web page has
one of the following main headings:
* "Processing successful”
» "Processing was not successful”
admiclall.rexx After the administrator searches for certificates and admicl.rexx None

displays the results, the administrator clicks a button to revoke
or delete selected certificates. This calls admiclall.rexx, which
displays a Web page whose main heading is one of the
following:

* "Processing successful” if the action was successful
» "Processing was not successful” if the action failed

* Processing partially successful” if not all of the selected
certificates are processed successfully

Customizing the administration Web pages

The administration Web pages are not as customizable as the end-user Web
pages. You can customize page headers, footers, frames, links, colors, and so forth,
but you cannot change internal Web page content. Except for identifying the fields
that an administrator can change when approving certificate requests, the
administration Web page logic is fixed.

However, you can make changes in the following two subsections in the
APPLICATION section of the pkiserv.tmpl certificate template file:
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ADMINHEADER
Contains the general installation-specific HTML content for the header of all
the administration Web pages.

ADMINFOOTER
Contains the general installation-specific HTML content for the footer of all
the administration pages.

Steps for customizing the administration Web pages

Perform the following steps to customize the administration Web pages:

1. Add any desired Web page header for the administration pages to the
ADMINHEADER subsection of the PKISERV APPLICATION section. (The
ADMINHEADER subsection is near the end of the APPLICATION section.)

Example:

<ADMINHEADER>

<HTML>h<HEAD>

<TITLE>Web-Based Certificate Generation Administration</TITLE></HEAD>
<BODY>

</ADMINHEADER>

2. Add any desired Web page footer for the administration pages to the
ADMINFOQOTER subsection of the APPLICATION section. (The ADMINFOOTER
subsection is near the end of the APPLICATION section.)

Example:

<ADMINFOOTER>

<p> email: webmaster@company.com
</BODY>

</HTML>

</ADMINFOOTER>

Changing the runtime behavior for accessing administration pages

When the administrator tries to access the administration pages (by clicking the Go
to administration page button on the PKI Services home page), access to the
administration pages is controlled in one of the following ways:

» A popup window appears, requiring the administrator to enter a user name and
password. (See[Figure 18 on page 176| for a sample of the authentication popup
window.)

» Alternately, the administrator may have to authenticate by using a previously
issued browser certificate. In other words, the administrator would need to have a
certificate before visiting the administration Web pages.

By default, the first method is used. However, you can change the runtime behavior
so that the second method is used instead. If you decide to use the second
method, anyone intending to become a PKI Services administrator needs to request
and retrieve a one-year PKI browser certificate for authenticating to z/OS before
trying to access the administration pages.

Note: The one-year PKI browser certificate for authenticating to z/OS contains a
HostldMappings extension. (For more information, see |Chapter 17, “RACFI
fadministration for PKI Services” on page 199])
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Steps for changing control of access to administration pages

Perform the following steps to change the access control of the administration
pages to require authenticating by using a certificate:

1. Edit the pkiserv.tmpl certificate templates file and find the following lines in the
APPLICATION section:

# The following action will force userid/pw authentication for administrators
<FORM name=admform METHOD=GET ACTION="/PKIServ/ssl-cgi/auth/admmain.rexx">

# The following action will force client certificate authentication

# for administrators

#<FORM name=admform METHOD=GET

# ACTION="/PKIServ/clientauth-cgi/auth/admmain.rexx">

<p>

<INPUT TYPE="submit" VALUE="Go to Admin Pages">

</FORM>

The first FORM statement in these lines is active (it is not commented out with
# characters in front of the lines). This requires authentication by entering the
user name and password in a popup window. The second FORM statement is
commented out (using # characters). This requires authentication by using a
previously issued browser certificate.

2. Comment out the first FORM statement (add # characters in front of the FORM
and ACTION lines) and uncomment the second FORM statement (removing the
# characters in front of the FORM and ACTION lines).

(Optional) Steps for removing the administration page link from the
PKI Services home page

136

Optionally remove the administration page link from the PKI Services home page
and provide an alternative way for administrators to access the administration home

page.

Recommendation: Do these steps before going into production mode for added
security. It will prevent your general end-user population from trying to access the
administration pages if they are not authorized to do so.

To remove the administration page link and provide an alternative way to access
the administration pages, perform the following steps:

1. If you want to require your administrators to authenticate using a certificate,
make sure you have performed the steps in[‘Steps for changing control of|
[access to administration pages’| and that you have tested to ensure your
changes work.

2. Edit the pkiserv.tmpl file and remove the entire HTML <FORM>. . .</FORM> in
[‘Steps for changing control of access to administration pages’| (These are the
very same lines you edited in that section.)

3. Make the administration URL available to your administrators through an
alternate means. (For example, you can use a link in another internal web page
or in an e-mail message, and so on.)
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In the following URLs, webserver-fully-qualified-domain-name is the common
name (CN) portion of the public webserver's distinguished name; see[Table 12]
[on page 39 Web server redirection ensures that an SSL connection is
established.

» If you are allowing your administrators to authenticate by specifying a user 1D
and password, the URL is:

http://webserver-fully-qualified-domain-name/PKIServ/ss1-cgi/auth/admmain.rexx

* |If you want your administrators to authenticate using a client certificate, the
URL is:

http://webserver-fully-qualified-domain-name/PKIServ/clientauth-cgi/auth/admmain.rexx

Note: Your administrators still need to visit the PKI Services home page to
install the CA certificate into their browsers. See [‘Steps for accessing thel
[administration home page” on page 173 for more information.
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Chapter 14. Advanced customization

This chapter describes advanced customization methods that PKI Services
provides, including:

» Using certificate policies

» Updating the signature algorithm

* Using the PKI exit.

Using certificate policies

Certificates can contain a CertificatePolicies extension. This extension contains
policy information, such as the way in which your CA operates and the intended
purpose of the issued certificates. (For more information about this extension, see
the Internet Engineering Task Force (IETF) Web site (www.ietf.org) for RFC2459.)

By default, PKI Services does not include this extension in the certificates it creates.
However, you can define your own CertificatePolicies extension by modifying fields
in the CertPolicy section of the pkiserv.conf configuration file. The CertificatePolicies
extension contains one or more Policylnformation sequences. (Typical usage has
just one of these.) The Policylnformation sequence has the following format:

* Your Policy OID as registered with the appropriate standards organization (ISO or
ITU)

« Zero or more PolicyQualifiers sequences, each having the following information:
— Either a Certificate Practices Statement (CPS) URI
— Or a UserNotice sequence, which consists of one or both of the following:

- A notice (text string) intended to be viewed by customers using the
certificate such as copyright or other legal information

- Your organization’s legal name (text string) with one or more notice
numbers defined elsewhere, perhaps in your CPS

Unlike other extensions, which you can define on a per certificate template basis,
PKI Services supports the CertificatePolicies extension only on a global basis.
Either all the certificates PKI Services creates have the same CertificatePolicies
extension or none of them have it.

Steps for creating the CertificatePolicies extension
Perform the following steps to create your own CertificatePolicies extension:
1. Edit the pkiserv.conf configuration file and find the CertPolicy section.

2. Change the value of PolicyRequired to T (True) as in the following line:
PolicyRequired=T

3. If you want to have the extension marked critical (this is not recommended), set
the PolicyCritical equal to T (True) as in the following line:

PolicyCritical=T

4. Go to the OIDs section of the pkiserv.conf configuration file. By default (as
shown in the following example), the value of MyPolicy is 1.2.3.4. The value of
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MyPolicy should be a customer-specific (registered) Object ID identifying your
organization’s certificate. Replace the value of MyPolicy in the following line with
your Object ID. Make a note of the value (you need it for the next step).
Example:

[01IDs]
MyPolicy=1.2.3.4

Go back to the CertPolicy section and update the PolicyName1 line to change
MyPolicy to the value of MyPolicy in the OIDs section:

[CertPoTlicy]
PolicyNamel=MyPolicy

If you want to add qualifiers, perform the following steps:
a. Update the Policy10rg and Policy1Noticen fields in the following example:
PolicylOrg=My Company,Inc
PolicylNoticel=1
Policy10rg Your organization’s name, for example, International
Business Machines, Inc.

Policy1Notice1 through Policy1Noticen
Your notice numbers. (You may need more than one
Policy1Noticen line, depending on how many notice
numbers you have. Repeat the line as needed, by
incrementing the suffix number on the keyword, for example
Policy1Notice1, Policy1Notice2, and so forth.)

b. Change the value of the UserNoticeText1 line shown in the following. The
statement should be your notice text string, for example, Certificate for
IBM internal use only.

UserNoticeTextl=statement

c. Change the value of the CPS1 line shown in the following. The value should

be your CPS URI, for example, http://www.ibm.com/cps.html.

CPS1=http://www.mycompany.com/cps.html

If you do not want to add qualifiers, delete or comment out (by inserting a #
character at the start of the line) the preceding lines.

If you need multiple qualifiers, repeat the following fields as needed,
incrementing the suffix numbers, for example:

PolicyName2=MyOtherPolicy

Policy20rg=International Business Machines, Inc.
Policy2Noticel=5

Policy2Notice2=9

UserNoticeText2=Certificate is intended for testing only
CPS2=http://www.ibm.com/cps2.html
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Updating the signature algorithm

By default, PKI Services uses the SHA-1 with RSA encryption signature algorithm
for signing certificates and CRLs. If you need to use one of the older RSA
algorithms, you can change the SigAlg1 value in the CertPolicy section of the
pkiserv.conf configuration file. The signature algorithm must be one of the following:

» sha-1WithRSAEncryption=1.2.840.113549.1.1.5
* md-5WithRSAEncryption=1.2.840.113549.1.1.4
* md-2WithRSAEncryption=1.2.840.113549.1.1.2

Steps for changing the signature algorithm
Perform the following steps to change the signature algorithm:
1. Edit the pkiserv.conf configuration file and find the OIDs section.

2. If you want to change from SHA-1 encryption to MD-5, add the following line:
md-5WithRSAEncryption=1.2.840.113549.1.1.4

Otherwise, to change to MD-2, add the following line:
md-2WithRSAEncryption=1.2.840.113549.1.1.2

3. Find the CertPolicy section.

4. If you want to change from SHA-1 encryption to MD-5, change
sha-1WithRSAEncryption in the following line to md-5WithRSAEncryption. If you
want to change to MD-2, change sha-1WithRSAEncryption to
md-2WithRSAEncryption.

SigAlgl=sha-1WithRSAEncryption

Using the PKI exit

| Programming Interface information |

For the end-user functions except VERIFY, the PKISERV Web application CGls
support calling an installation-provided exit routine. The exit routine can perform
tasks such as the following:

» Provide additional authorization checking
» Validate and change parameters
» Capture certificates for further processing.

PKI Services provides the following files for the exit. Both files are, by default,
located in: /ust/lpp/pkiserv/samples/.

Table 42. Summary of information about important files for the exit routine

File name Description

pkiexit.c Code sample for the exit (in the C programming language). You
probably need to update the exit code before using it.

Makefile.pkiexit Makefile for pkiexit.c.
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If the exit exists, it must be a UNIX executable residing in the HFS, and it must
have appropriate permission assigned. To specify the exit, the UNIX programmer
sets the _PKISERV_EXIT environment variable (see page [307). On input it receives
standard UNIX parameters (that is, argc and argV{]). It communicates back to
PKISERYV through the return code and by writing to STDOUT.

Steps for updating the exit code sample
To update the exit code sample, pkiexit.c, perform the following steps:

1. Copy the sample exit and makefile to the current directory by entering the
following commands:

cp /usr/1pp/pkiserv/samples/pkiexit.c pkiexit.c
cp /usr/1pp/pkiserv/samples/Makefile.pkiexit Makefile

2. Compile and link to produce the executable, pkiexit, by entering the following
command:

make

3. Move the executable to its execution directory and set the permissions by
entering the following commands:

mv pkiexit /full-directory-name
chmod 755 /full-directory-name/pkiexit

4. Edit the Web server’s environment variables file by entering the following
command:

OEDIT /etc/httpd.envvars

and add the environment variable _ PKISERV_EXIT by adding the following line
to the file:

_PKISERV_EXIT=/full-directory-name/pkiexit

Using the exit for pre- and post-processing
The exit is called:
» For preprocessing before calling the IRRSPX00 SAF callable service
* For post-processing after returning from the callable service.

The following table summarizes the values of the first two arguments for pre- and
post-processing. (Additional arguments vary, depending on the function to perform.)
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Table 43. Values of arguments for pre- and post-processing

Time of processing | Argument 1 Argument 2

Preprocessing 0 The function number from the SAF callable
service in EBCDIC:

1 GENCERT
2 EXPORT

Post-processing 1 9 REQCERT
11 REVOKE

12 GENRENEW
13 REQRENEW

Return Codes

The sections that follow contain tables of expected return codes. If calling the exit
produces an unexpected return code, that is, one that is not listed, PKI Services
treats it as a failure. Processing for the request stops and an error message is
issued.
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GENCERT and GENRENEW - preprocessing

Purpose: Provide additional authorization checking and parameter validation and
modification.
Arguments:

argument 3...argument n
The parameters as input to the CGl plus values resolved by the CGl in
name=value form, for example, "CommonName=Sam Smith".

Return Codes:

Return Code Meaning
0 Continue with the request with possible modifications.
4 Continue with the request with possible modifications, but change it to

require administrator approval.

>=8 <50 Deny the request and return to the caller immediately.

STDOUT: Zero or more additional CertPlist parameters to add to the request in
name=value form, one per line. For those fields defined as non-repeating
(according to the documentation for the IRRSPXO00 callable service, for example,
CommonName), specifying the parameters here in effect replaces the CGl input
values.
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GENCERT and GENRENEW - post-processing

Purpose: Capture the Transactionld or failing return codes for further processing.

Arguments:

argument 3...argument n-3
The final set of parameters as determined by the preprocessing exit in
name=value form.

argument n-2
The RACF return code from the callable service.

argument n-1
The RACF reason code from the callable service.

argument n
The Transactionld. This is a string of undetermined value if the request was
unsuccessful.

Return Codes:

Return Code Meaning

0 Normal

STDOUT: Optional replacement Transactionld.
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REQCERT and REQRENEW - preprocessing

Purpose: Provide additional authorization checking and parameter validation and
modification.
Arguments:

argument 3...argument n
The parameters as input to the CGl plus values resolved by the CGl in
name=value form, for example, "CommonName=Sam Smith".

Return Codes:

Return Code Meaning
0 Continue with the request with possible modifications.
4 Continue with the request with possible modifications, but change it to

not require administrator approval.

>=8 <50 Deny the request and return to the caller immediately.

STDOUT: Zero or more additional CertPlist parameters to add to the request in
name=value form, one per line. For those fields defined as non-repeating
(according to the documentation for the IRRSPXO00 callable service, for example,
CommonName), specifying the parameters here in effect replaces the CGl input
values.
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REQCERT and REQRENEW - post-processing

Purpose: Capture the Transactionld or failing return codes for further processing.

Arguments:

argument 3...argument n-3
The final set of parameters as determined by the preprocessing exit in
name=value form.

argument n-2
The RACF return code from the callable service.

argument n-1
The RACF reason code from the callable service.

argument n
The Transactionld. This is a string of undetermined value if the request was
unsuccessful.

Return Codes:

Return Code Meaning

0 Normal

STDOUT: Optional replacement Transactionld.
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EXPORT - preprocessing

Purpose: Provide additional authorization checking and parameter validation and
modification.
Arguments:

argument 3...argument n
The parameters as input to the CGl in name=value form, for example,
"Transactionld=12345".

Return Codes:

Return Code Meaning
0 Continue with the export.
>=8 <50 Deny the request and return to the caller immediately.

STDOUT: Optional replacement Transactionld and ChallengePassPhrase
parameters in name=value form, one per line. If these values are provided, they
replace the user-provided values on the call to the SAF callable service. If
Transactionld is specified without ChallengePassPhrase, the user-provided
ChallengePassPhrase is used. If ChallengePassPhrase is specified without
Transactionld, the user-provided Transactionld is used.
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EXPORT - post-processing

Purpose: Capture the certificate or failing return codes for further processing.

Arguments:

argument 3...argument n-3
The parameters as input to the CGl in name=value form, followed by any
modified value provided by the preprocessing exit, also in name=value form.

argument n-2
The RACF return code from the callable service.

argument n-1
The RACF reason code from the callable service.

argument n
The base64—encoded certificate with header and footer. This is a string of
undetermined value if the request was unsuccessful.

Return Codes:

Return Code Meaning

0 Normal

STDOUT: Non-applicable.
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REVOKE - preprocessing

Purpose: Provide additional authorization checking and parameter validation.

Arguments:

argument 3...argument n
The parameters as input to the CGl in name=value form, for example,
"reason=1".

Return Codes:

Return Code Meaning
0 Continue with the request.
>=8 <50 Deny the request and return to the caller immediately.

STDOUT: Non-applicable.
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REVOKE - post-processing

Purpose: Capture the certificate or failing return codes or both for further
processing.
Arguments:

argument 3...argument n-2
The parameters as input to the CGl in name=value form, for example,
"reason=1".

argument n-1
The RACF return code from the callable service.

argument n
The RACF reason code from the callable service.

Return Codes:

Return Code Meaning

0 Normal

STDOUT: Non-applicable.
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Scenarios for using the PKI exit

152

The sample PKI exit supplied with PKI Services, pkiexit.c, written in the C language.
It is intended to demonstrate the power of the exit and to provide a guide for you to
write your own exit. The main routine of the program determines which subroutine
to call, based on the R_PKIServ function being called and whether this is a pre- or
post-processing call. The individual subroutines in the program handle the following
scenarios:

Scenario 1: Allow only selected users to request PKI browser
certificates for authenticating to z/0S

This scenario is for allowing only selected local z/OS users to request PKI browser
certificates for authenticating to z/OS. Additionally, this is for providing a customized
TITLE value for the subject’s distinguished name based on the user’s role in the
organization. Permission and the user’s role in the organization is indicated by the
user’s level of access to RACF FACILITY class resources called PROJ.MEMBER
and PROJ.PARTNER. The access values are as follows:

NONE No access for either resource. The user is not
permitted to request this type of certificate. The
certificate request is denied.

READ to PROJ.MEMBER The user is a team member and is permitted to
request the certificate. The TITLE value is set to
"Team Member.” Certificate requests for team
members are automatically approved. (No
administrator approval is required.)

UPDATE to PROJ.MEMBER The user is the team’s leader and is permitted to
request the certificate. The TITLE value is set to
"Team Leader.” A certificate request by the team
leader is automatically approved. (No administrator
approval is required.)

READ to PROJ.PARTNER The user is considered to be a general partner of
the team, not an active team member. The user is
allowed to request certificates, but the requests
require administrator approval before being issued.
The TITLE value is set to "Team Partner.”

UPDATE to PROJ.PARTNER The user is considered to be a trusted partner of
the team, not an active team member. The user is
allowed to request certificates, and unlike requests
of the general partner, the certificate request are
automatically approved. The TITLE value is set to
"Team Trusted Partner.”

The preprocessing exit call for the GENCERT and REQCERT functions (subroutine
preProcessGenReqCertExit) handles the logic described in the preceding. Here are
the steps:

* The request values are passed into the exit through argv in field-name=field-
value pairs, and the subroutine looks for the Template= and UserId= in the input
parameters.

* When the exit code finds a Template= value containing "PKI Browser Certificate
For Authenticating To z/OS”, the _check_resource_auth_np() system function
examines the user ID. This determines the user’s access to the preceding
profiles.
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— If the user has no access to either of these resources, return code 8 is set.
This causes the request to be denied.

— Otherwise the user’s TITLE is set by writing the TITLE=title-value string to
STDOUT.

By default, administrator approval is not required for the PKI browser certificate
for authenticating to z/OS.

— When the use has only READ access to PROJ.PARTNER, the function must
be changed to require administrator approval. This is done by setting return
code 4.

— For all other accesses the function does not need to be changed.

Scenario 2: Maintain a customized certificate repository
(database) independent of PKI Services

This scenario is for maintaining a customized certificate repository (database) that is
independent of PKI Services. After a successful submission of a certificate request,
PKI Services returns the transaction ID. This is saved in a new customer-provided
database entry. An alias for this database entry is then returned to the end user as
the transaction ID. Later, when the user wishes to pick up the certificate, the
user-entered alias name is used to retrieve the actual PKI Services transaction ID.
The retrieved certificate is saved in the database entry before being returned to the
user.

Three different exit calls handle the preceding logic.

» Post-processing for the GENCERT or REQCERT functions (subroutine
postProcessGenReqCertExit) returns a pretend alias entry name by suffixing the
actual transaction ID with either "SAF” or "PKI". This is where the database entry
should be created. (Note that the exit performs no actual database calls because
this would be too customer-specific.)

* Preprocessing for the EXPORT function (subroutine preProcessExportExit)
reverts the transaction ID to its original value. This emulates retrieval from the
database entry.

* Post-processing for the EXPORT function (subroutine postProcessExportExit)
saves the returned certificate to a database entry. This is emulated by writing it to
a file.

Scenario 3: Mandate a policy for certificate renewal only within

30 days of expiration
This scenario is for mandating a policy that allows users to renew their certificates

only when certificates are within 30 days of expiring. When the condition is met, you
can change the expiration date for the renew request so that the new certificate’s
validity period is extended by the number of days specified by the NotAfter
parameter. In other words, the new certificate should expire n days from the current
date, where n = number of days left in the old certificate’s validity period + number
of days specified by NotAfter.

The preprocessing exit call for GENRENEW and REQRENEW functions (subroutine
preProcessGenRegqRenewEXxit) handles the preceding logic. Here are the steps:

e The user’s certificate is extracted from the environment variable
HTTPS_CLIENT_CERT.

» The NotAfter value is extracted from the input parameters (argv), converted to a
number, and saved in the variable requestPeriod.
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» Subroutine determineExpiration is called to extract the expiration date from the
user’s certificate. This subroutine calls several lower subroutines to base64
decode the certificate, DER decode the binary certificate, and convert the
expiration date to a seconds value.

* Upon return from determineExpiration, the variable timeBeforeExp is the number
of seconds from now that the certificate expires. This is compared against the
number of seconds in 30 days (86400 * 30) to see if it is greater than 30 days.
— If it is greater than 30, the request is rejected by setting return code 8.

— If it is not greater than 30, the new NotAfter value is computed as
timeBeforeExp/86400 + requestPeriod.

* This new NotAfter value is set by writing it to STDOUT.

| End of Programming Interface information
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Part 4. Using PKI Services

This part explains how to use the PKI Services Web pages.

+ [Chapter 15, “Using the end-user Web pages” on page 157|shows the Web pages
for the end user and explains how to perform tasks such as requesting a
certificate, obtaining the certificate, and renewing or revoking a certificate.

« [Chapter 16, “Using the administration Web pages” on page 173 shows the
administration Web pages and explains how to process certificate requests and
certificates.
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Chapter 15. Using the end-user Web pages

This chapter describes how the end user can use the PKI Services Web pages.

Note: The PKI Services Web pages in this chapter may differ slightly from those on
the Web. If you need to see the exact content, view the pages on the Web.
Additionally, the pages may contain differences depending on the browser
you are using. This chapter assumes you are using Internet Explorer.

By default, the end user can:

» Install a CA certificate into the browser

* Request a new certificate

» Pick up a previously requested certificate

* Renew or revoke a previously issued browser certificate

The following table lists the types of certificates you can request:

Table 44. Types of certificates you can request

Type of certificate Use

One-year PKI SSL browser certificate End-user client authentication using SSL
One-year PKI S/MIME browser certificate Browser-based e-mail encryption

Two-year PKI browser certificate for End-user client authorization using SSL when
authenticating to z/OS logging onto z/OS

Five-year PKI SSL server certificate SSL Web server certification

Five-year PKI IPSEC server (firewall) Firewall server identification and key
certificate exchange

Five-year PKI intermediate CA certificate Subordinate (non-self-signed) Certificate

Authority certification

One-year SAF browser certificate End-user client authentication where RACF
(not PKI Services) is the certificate provider

One-year SAF server certificate Web server SSL certification where RACF
(not PKI Services) is the certificate provider

Note: If your installation has not customized the certificate templates, the PKI
Services Web pages in this chapter may still differ slightly from those on the
Web; if your installation customized the templates, the Web pages in this
chapter may differ greatly from those you view on the Web.

Steps for accessing the end-user Web pages

Perform the following preliminary steps to access the PKI Services Web pages:

1. Get your organization’s URL for accessing the PKI Services Web pages. Enter
this URL in your browser. This takes you to the PKISERYV certificate generation
application Web page (shown in the following figure):
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PKISERY Certificate Generation Application

Install our CA certficate mito yvour browser

Choose one of the following:

s Request a new certificate using a model

Select the certificate template to use as a model |1'Year PKI S5L Browser Certificate

Fequest Cedificate |

s Pick up a previously requested certificate

Enter the assigned transaction ID |
Select the certificate return type | PKI Browser Certificate |

Fick up Certificate |

» Renew or revoke a previously issued browser certificate

Fenew or Revoke Cedificate |

+« Administrators click here

Go to Administration Page ‘

ernal webmaster@your - Company. ¢ om

Figure 7. PKISERYV certificate generation application Web page

L |

2. If this is the first time you have accessed the forms on these Web pages, to
install the CA certificate into your browser. Click the Install our CA certificate

into your browser link and follow the directions.

The following is a sample of the directions to follow for installing the CA

certificate on Internet Explorer:

a. After you click the Install our CA certificate into your browser link, a
popup window called "File download” appears. Make sure the "Open this file
from its current location” radio button is selected (rather than "Save this file

to disk”). Then click the OK button. This displays the following popup

window:
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Certificate 7 |

General | Details | Certification Path |

@x’ Certificate Information

Thiz CA Root certificate i1z not trusted. To enable
trust, install this certificate into the Trusted Hoot
Certification Authorities store.

lzgued to:  Department ABC

Izzued by: Department ABC

Vald from 3/14/01 to 3/14/02

Inztall Certificate. . [szwern Staterment,..

Ok,

Figure 8. The Certificate popup window for installing the CA certificate

b. Click the Install certificate button. (This initiates a sequence of pop-ups in
which you need to click Next buttons and finally the Finish button,
culminating in a popup window that says, "The import was successful.”)

You are now ready to perform tasks, such as:

* Requesting a new certificate

» Picking up a previously requested certificate

* Renewing or revoking a previously issued browser certificate

Chapter 15. Using the end-user Web pages 159



Using the end-user Web pages

Summary of fields

When you request certificates, you provide information for the fields in certificate
request forms. The following table describes the fields in the end-user Web pages:

Table 45. Summary of fields in end-user Web pages

Field Description

Base64-encoded (This is for server or device enrollment only.) You create a certificate request on behalf of
PKCS#10 certificate another server (which could be a z/OS server or other type of server) or device for which
request you are requesting a certificate. You use software specific to that server to generate the

PKCS#10 request before going to the PKI Services Web site. Save the request in a file.
Then open the file in a text editor such as Windows Notepad and copy and paste the
contents into the text box on the enroliment form. A text area of 70 columns and 12 rows is
allocated for this certificate request. Here is an example of the certificate request:

MIIBiDCB8gIBADAZMRcwFQYDVQQDEwW5Kb2huIFEUIFB1YmxpYzCBnzANBgkghkiG
9wOBAQEFAAOBjQAwgYkCgYEAsCT1cJHAGPqi60jAyL+xNbt8z5ngmvg02V0030Yu
/mEnQtRM96e+2jbmDCRo5tWVk1G40Yf9ZVB5hiURMIFLzt fa4AVdEVtun8DH2pwe
wiNIZZcC1Zym5adurUmyDk64PgiiIPMQS/t0ttG4c5UBuWSKOb1J4VAf7ps+tlaG
t+cCAWEAAaAWMCAGCSqGSIh3DQEJDjERMBBWHQYDVROOBBYEFATKTovBBvnFgDAO
10IhtRinwRCIMAOGCSqGSIh3DQEBBQUAAAGBAILCVpwYvppIX3HHMPKZPNY8Snsz
AJrDsgAEH51W0IRGywhgKcLLxa9htoQai6cdc8RpFVTwk6UfdCOGxMn4aFb34Tk3
5WYdz0iHXg8MhHiB3EruwdWs+S7Fv3JhU3FLwU61FLfAjbVi+351i ENQymOR6mESW
CathprmGfKRsDE5E

Challenge passphrase  This is the passphrase you entered when requesting a certificate. You type the same
passphrase, exactly as you typed it on the request form. This is a case-sensitive text field of
up to 32 characters.

Common name Your name, such as John Smith. (You can use your first and last name, in that order.) This
is a text field of up to 64 characters.
Notes:

1. For SSL servers, the common name is the server’s fully qualified domain name, for
example, www. ibm.com.

2. The value is one of the relative distinguished names that is saved in the subject’s
distinguished name in the certificate.

Country The country where your organization is located. This is a 2-character text field.
Note: The value is one of the relative distinguished names that is saved in the subject’s
distinguished name in the certificate.

Cryptographic service (This is for the Internet Explorer browser only.) The Cryptographic Service Provider to

provider generate your public/private key pair. You select a value from the drop-down list. The default
selection is "Microsoft Enhanced Cryptographic Provider”; this provides 1024-bit key
encryption. The other choice is the "Microsoft Base Cryptographic Provider”; this provides
512-bit key encryption. Larger keys are more secure, but they also increase the time that is
needed for connecting to a secure session.

Domain name Domain name for alternate name. This is the host name of the machine where a certificate
will be installed. This is a text field of up to 100 characters.
Note: The value is one of the list of subject’s alternate names that is saved in the subject
alternate name extension in the certificate.

E-mail address for E-mail address for the distinguished name. This is a text field of up to 64 characters.

istinauish
distinguished name Notes:

1. The value is one of the relative distinguished names that is saved in the subject’s
distinguished name in the certificate.

2. If you specify a value for this parameter and for "Notification e-mail address,” the two
values must be the same.
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Table 45. Summary of fields in end-user Web pages (continued)

Field

Description

E-mail address for
alternate name

E-mail address for alternate name, including the @ character and any periods (.). This is a
text field of up to 100 characters.

Note: The value is one of the list of subject’s alternate names that is saved in the subject
alternate name extension in the certificate.

HostldMappings This is the user ID for authorization purposes in the following format:
extension subject-id@host-name
for example, DSmith@ibm.com. This is a text field of up to 100 characters.
IP address The IP address for the alternate name. This unique IP version 4 address specifies the

location of each device or workstation on the Internet, for example, 9.67.97.103. (PKI
Services supports only IP version 4 addresses.) The IP address is in dotted decimal format
and is a text field of up to 15 characters.

Note: The value is one of the list of subject’s alternate names that is saved in the subject
alternate name extension in the certificate.

Key protection

(This is for the Internet Explorer browser only.) This asks if you want to enable private key
protection. (The dropdown choices are Yes and No.)

Key size

(This is for the Netscape browser only.) This is the key size for your public/private key pair.
Select a value from the drop-down list. Larger keys are more secure, but they also increase
the time needed for connecting to a secure session.

Key usage

This indicates the intended purpose of the certificate. Possible values are:
handshake Protocol handshaking (for example, SSL)
dataencrypt Data encryption

certsign Certificate signing

docsign Document signing

Label

The label assigned to the requested certificate. This is a text field of up to 32 characters.

Locality

The city or municipality where your organization is located, such as Pittsburgh or Paris. This
is a text field of up to 64 characters.

Note: The value is one of the relative distinguished names that is saved in the subject’s
distinguished name in the certificate.

Not before (date)

A number of days, added to the current date (by default, you can select either 0 or 30),
before which the certificate is not valid.

Not after (date)

A number of days, added to the current date, after which the certificate expires. By default,
you can select either 1 year or two years for the time at which the certificate expires.

Notification e-mail
address

E-mail address for notification purposes. This is a text field of up to 64 characters.
Note: If you specify a value for this parameter and for "E-mail address for distinguished
name,” the two values must be the same.

Organization

The legally registered name (or trademark name, for example, IBM) of your organization.
This is a text field of up to 64 characters.

Note: The value is one of the relative distinguished names that is saved in the subject’s
distinguished name in the certificate.

Organizational unit

The name of your division or department. (There can be more than one organizational unit
field on a request form. For example, one could be for your department and another for your
division.) This is a text field of up to 64 characters.

Note: The value is one of the relative distinguished names that is saved in the subject’s
distinguished name in the certificate.

Pass phrase

You decide this value when requesting a certificate (and must later supply this value when
retrieving the certificate). You enter and then reenter this when requesting a certificate. This
is a case-sensitive text field of up to 32 characters. (There is no minimum number of
characters, and you can use any characters, but alphanumeric characters (A-Z, a—z, and
0-9) are recommended.
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Table 45. Summary of fields in end-user Web pages (continued)

Field

Description

Postal code

Your postal code or zip code. This is a text field of up to 64 characters.
Note: The value is one of the relative distinguished names that is saved in the subject’s
distinguished name in the certificate.

State or Province

The state or province where your organization is located. Your registration policies
determine whether you spell out the full name of the state or province or use an
abbreviation. This is a text field of up to 64 characters.

Note: The value is one of the relative distinguished names that is saved in the subject’s
distinguished name in the certificate.

Street Your street address. This is a text field of up to 64 characters.
Note: The value is one of the relative distinguished names that is saved in the subject’s
distinguished name in the certificate.

Title Your job title. This is a text field of up to 64 characters.

Note: The value is one of the relative distinguished names that is saved in the subject’s
distinguished name in the certificate.

Transaction ID

PKISERV Web pages assign this after you request your certificate. When it is displayed, you
need to record this number. This is a text field of up to 56 characters.

Uniform resource
identifier (URI)

Uniform resource identifier for the alternate name. This is a name or address referring to an
Internet resource; a URL is one kind of uniform resource identifier. This is a text field of up
to 100 characters.

Note: The value is one of the list of subject’s alternate names that is saved in the subject
alternate name extension in the certificate.

Your name

Your name (for tracking purposes). This can be in any format, for example, John Smith or
John. J. Smith. This is a text field of up to 32 characters.

Steps for requesting a new certificate

To request a new certificate, first go to the PKI Services home page (see[Figure 7]

on page 158).

Perform the following steps to request a new certificate:

1. Click the down arrow to the right of the field beside "Select the certificate
template to use as a model.” This displays a list of certificate templates from
which you can select.

Note: The following list shows the certificate templates that PKI Services
provides by default. This list may differ from the certificate templates your
installation provides because your installation can customize the
certificate templates and Web pages.

» 1-year PKI SSL browser certificate

* 1-year PKI S/MIME browser certificate

« 2-year PKI browser certificate for authenticating to z/OS
* 5-year PKI SSL server certificate

» 5-year PKI IPSEC server (Firewall) certificate

» 5-year PKI intermediate CA certificate

* 1-year SAF browser certificate

* 1-year SAF server certificate
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2. Click one of the items in the list. The drop-down list then collapses so that only
the certificate you selected appears in the field and is highlighted.

3. Click the Request certificate button. A form where you fill in information is
displayed.

Note: You may need to click through some additional panels specific to your
browser (for example, clicking Next on Netscape or answering "Do you
want to proceed” on Internet Explorer) before the certificate request form
appears.

4. Fill in the necessary information in the certificate request form. For example, if
you are requesting a one-year SSL browser certificate, the following form
appears:
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1 Year SSL. Browser Certificate

Choose one of the following:
» Request a New Certificate
Enter walues for the following field{s)

Common MName

Email address for distngmshed name (optional)

Tour name for tracking this request (optional)

Ematl address for notfication purposes (ophonal)

Pass phrase for securing this request. You will need to supply this walue when retrieving your certificate

Eeenter your pass phrase to confirm

Zelect the following key mformation

Cryptographic Serwice Prowider | Microgoft Enhanced Cryptographic Provider «1.0 j

Enable strong private key protection? I Mo ‘l

Submit cerificate request | Clear |

« Pick Up a Previously Issued Certificate

Retrieve your certificate |

email: webmaster@vour-company. com

[
|
| Figure 9. One-year SSL browser certificate request form

Note: The form that appears depends on the certificate you are requesting and,
in some instances, the fields that appear on the form depend on the
browser you are using.

a. Inthe case of the one-year SSL browser certificate, fill in your
common name (see [Table 45 on page 160|for descriptions of fields)
and passphrase (twice). If you are using Netscape, select a key size
from a drop-down list. Alternately, if you are using Internet Explorer,
click the drop-down lists to select your cryptographic service provider
and to specify whether to use strong private key protection.

b. When you are satisfied with the information you have entered, click
the Submit certificate request button.
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5. If the request is successful, you see a page like the following, which tells you
your transaction ID.

B
Request submitted successfully

Here's your transaction ID. You will need it to retrieve your certificate.
Press 'Continue' to retrieve the certficate.

1T+ FuoOH+dVknd WErf3lo+ ‘

Continue |

emal webimasterFlyour- comp any. com

Figure 10. Successful request displays transaction ID

a. Make a note of the Transaction ID. (You can copy and paste the Transaction
ID to a file so that you have it for future reference, or you can write it in the
box below. The reason for keeping a record of the Transaction ID is that,
depending on how you go to the Web page to retrieve your certificate (see
[Figure 11 on page 166)), you may have to fill in the transaction ID on that
Web page.)

|Transaction ID: |

b. Click the Continue button. This displays the following Web page:
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A
L] L]
Retrieve Your PKI Browser Certificate
Please bookmark this page
Smce your certificate may not have been 1ssued wet, we recommend that you create a bookmark to this location so that
when you return to this boolomark, the browser will display your transaction ID. This 15 the easiest way to check your
status.
Enter the assigned transaction 1D
IFyou specified a pass phrase when submitting the certificate recuest, type it here, exactly as you typed it on the request
form
Retrieve and Install Cerificate ‘
To check that your certificate installed properly, follow the procedure
below:
Netscape V6 - Click Edit->Preferences, then Privacy and Securtty-> Certificates. Click the IManage Certificates button
to start the Certificate Manager. Your new certificate should appear in the Your Certificates ist. Select it then click View
to see more mformation.
Netscape V4 - Clck the Securtty button, then Cerbificates-> Yours. Your certficate should appear m the bst. Select it
then click Verify.
Internet Explorer ¥5 - Click Tools->Internet Options, then Content, Certificates. Y our certificate should appear m the
Personal list. Click Advanced to see additional information.
Harme page
email: webtmaster @y our-company. com 3

Figure 11. Web page to retrieve your certificate

c. Bookmark this Web page.

Notes:

1) After you submit the request for a certificate, your PKI Services
administrator may need to approve the request before you can pick up
your certificate. The amount of time that this takes can vary from a few
minutes to a few days, depending on your installation. You bookmark
this Web page so that you can return to it at a later time.

2) If your installation has enabled e-mail notification and you supplied a
valid e-mail address when submitting your certificate request, then you

will receive an e-mail message when your certificate is ready for pick-up

or if the PKI Services rejects your certificate request.

d. From this Web page, you can start the steps to retrieve your certificate (see

“Steps for retrieving your certificate from the bookmarked Web page” on|

Home button).
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Retrieving your certificate

You can retrieve your certificate:

* From Web page you bookmarked in Step [5¢c on page 166| (This Web page

contains your transaction 1D, so you do not have to enter it.) The steps that
follow are for retrieving your certificate from the bookmarked Web page.

+ From the PKI Services home page (see|Figure 7 on page 158|and [‘Steps for|
[retrieving your certificate from the PKI Services home page” on page 169).

If your company has enabled e-mail notification for non-SAF certificates and you
supplied a valid e-mail address when submitting your certificate request, you will
receive an e-mail to notify when your certificate is ready for retrieval (or if your
certificate request has been rejected).

Steps for retrieving your certificate from the bookmarked Web page
Perform the following steps to retrieve your certificate from the bookmarked Web
page:

1. Go to the bookmarked Web page. (See|Figure 11 on page 166})

2. If you entered a passphrase when requesting your certificate, enter the
passphrase.

3. Click the Retrieve and install certificate button. If you are using Netscape, go
to Step If you are using Internet Explorer and the retrieval of a
certificate is successful, this displays the Web page shown in[Figure 19 (This is
for a browser certificate. For a server certificate, [Figure 13 on page 16§ shows
an example of the Web page.)

Internet Explorer certificate
install

Click "Install Certificate” to store your new certificate nto your browser

Install Certificate |
Home page |

Figure 12. Browser certificate installation Web page
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=
Here's Your Certificate. Cut and Paste it to
a File

MITCEJCCAZOgAwIBAGIEL] ANEgkghkiGOwlELAQUF ADEVHOswCQYDVOOGEwI 6 JEW
MEQGAITEEXMNOQWESAZhlemUgls L0eTEVHENGAITEChMMQZ 9t GFue3BEJbmMuMECw
FOVYDVOOLEwSEZXBhenRt ZWSOIEFCQz e Fu0wMTEMDkwMD AwMDEaF wlwkl j EvMDey
MzUSHNT1laMBRxF z AVBGNVEB AN TD kpwaGdgUsdgUEVib G LI M IGEMADGC S g3 Th3DOER
AQUALGGHNADCEiQEEgOCwIPVyke AT +gLosMD IV?EL1 U3 sProeCat+o7 ZE07ehi 747540
1Ez3p77alluTMIGiml ZWSUThgSh/ 1 1TH luJREwk w01 9rgBVORWE 6fwMfanE=zCI0h1
lulVWnEblp2 6t 3h IOTEg+CEIg8=BEL+3320bhe 1 TySZIrBvnhEh/ ume 63Woa3 SwlD
AOAEoO0YwRDAOEGNVHOSEALTSEEANCEalvEQYDVROOEAGECAIKTovEEVvRKENESGL1TA
IwQYHESAFNLP IpNeo 23 REpFaxQ 7S 7 wXleMHF MAOGC 3G Ih3DQEEEQUARLGEAE YT
htES/EQLOCV00kIEEDIHhEpyLLnMk jdTgEeCxoHTJ+t Tnr HEgqado yGooSukKEEQTnS
hREuEB+2 FoguedMpuwTolwwds E0RETHAImWEZ oLt e XGk0e3+/ 022 ioSwhl3Hhotnh
NiocdChHESgYVumEal7gEZ BiVEAdgqootmOvIo9ERI 7+

emall webmaster@your-company. c ot

Figure 13. Server certificate installation Web page

4. Click the Install certificate button. If the certificate installs successfully, you get
a popup window that says, "Your new certificate installed successfully.”

5. Check that your certificate installed correctly:
* For Netscape, click the Security button, then Certificates -> Yours. Your
certificate should appear in the list. Select it and click Verify.
* For Internet Explorer, Click Tools -> Internet Options, then Content,
Certificates. Your certificate should appear in the Personal list. Click
Advanced to see additional information.
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Steps for retrieving your certificate from the PKI Services home page
Before you begin:

To retrieve your certificate from the PKI Services home page, you must first know
your transaction ID. You should have recorded this when your certificate request
was successful. (See [Figure 10 on page 165|)

Perform the following steps to retrieve your certificate from the PKI Services home
page:

1.

Enter your transaction ID and select the certificate type using the drop-down.
Then click the Pick up certificate button on the PKI Services home page. (See
[Figure 7 on page 158}) This displays the Web page that [Figure 11 on page 166|
displays.

Enter your passphrase (this is the challenge passphrase) if you specified one
when requesting your certificate.

Click the Retrieve and install certificate button. If you are using Netscape, go
to Step E If you are using Internet Explorer and the retrieval of the certificate is
successful, this displays the Web page that [Figure 12 on page 167 shows. (This
is for a browser certificate. For a server certificate, |[Figure 13 on page 168|
shows an example of the Web page.)

Click the Install certificate button. If the certificate installs successfully, you get
a popup window that says, "Your new certificate installed successfully.”

Check that your certificate installed correctly:

» For Netscape, click the Security button, then Certificates -> Yours. Your
certificate should appear in the list. Select it and click Verify.

* For Internet Explorer, Click Tools -> Internet Options, then Content,
Certificates. Your certificate should appear in the Personal list. Click
Advanced to see additional information.

Steps for renewing a certificate

Perform the following steps to renew a certificate:

1.

On the PKI Services home page (see [Figure 7 on page 158), click the Renew
or revoke certificate button. This displays a popup window with a list of
certificates, such as the following figure shows:
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- |dentification

& The ‘Wweb zite you want to view requests identification.

Select the certificate to uze when connecting.

Feter ozt

Peter F. Yozt

Mare Info... | Wit Eertificate...l

0] I Cancel

Figure 14. Popup window listing certificates

2. The popup window may list more than one certificate. It lists certificates by
nicknames of how they are installed in the browser. Therefore, you may not be
able to identify the PKI Services certificate you want to renew. Highlight the
entry you think is the right one and click the OK button. If the certificate you
selected is one that PKI Services issued and it is not expired or revoked, this
displays the following Web page:
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=
Renew or Revoke a Browser Certificate

Here is the certificate you selected:

Regquestor | Certificate 1D / Certificate Names/ Validity Usage |Status | Dates
Serial #:2
Template: 1 Year PEI 351 Browser Certificate

Created: 2002/05/02

plr@mycomp . com|[Subject: MATL=pfr@myconp. com, CN=F eter handshakce | Active
Yost,OUU=Class 1 Internet Certificate CA,O=The Firm Modified: 2002/05/02
Issuer: OTJ=PEI Department, O=IBMW, C=us

Validity: 2002/05/02 00:00:00 - 2003/05/01 23:59.59

If this is the correct certificate, choose one of the following:
{otherwise you need to restart your browser to pick another certificate)
» Renew the above certificate

Email address for notification purposes {optional)

Pass phrase for secuning this recquest. Tou will need to supply this value when retrieving vour certificate

Eeenter your pass phrase to confirm

|
Fenew |

o Revolke the above ceriificate

Fewvoke ||ND Fieason j
Home Page |

email: webmaster (@Y our- C o any. ot

| Figure 15. Renew or revoke a certificate Web page

Notes:
a. If this is not the PKI Services certificate you want to renew, you need to
close your browser (because the browser caches information) before again
clicking the Renew or revoke certificate button as in Step [1 on page 169
| b. If the certificate has the MAIL attribute in the subject’s distinguished name,
I the value of NotifyEmail must match it.
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3. Under the "Renew the above certificate” section, enter your passphrase in the
two fields requesting it.

4. Click the Renew button.

5. If the renewal request is successful, this displays a Web page that says
"Request submitted successfully” and displays the transaction ID. Click the
Continue button on this Web page.

6. This takes you the Web page from which you retrieve your certificate (see

Figure 11 on page 166 for an example of this Web page and [‘Steps for
retrieving your certificate from the bookmarked Web page” on page 167|for the
directions to follow).

Steps for revoking a certificate

Revoking a certificate means that you cannot continue to use the certificate. You
might want to revoke your certificate if you suspect your private key has been
compromised.

Perform the following steps to revoke a certificate:

1. On the PKI Services home page (see [Figure 7 on page 158), click the Renew
or revoke certificate button. This displays a popup window with a list of
certificates, as in|Figure 14 on page 170}

2. The popup window may list more than one certificate. The way it lists
certificates by nicknames of how they are installed in the browser. You may not
be able to identify the PKI Services certificate you want to revoke. Highlight the
entry you think is the right one and click the OK button. If the certificate you
selected is one that PKI Services issued and it is not expired or revoked, this
displays the "Renew or revoke a browser certificate” Web page (see
[renewing a certificate” on page 169).

Note: If this is not the PKI Services certificate you want to revoke, you need to

close your browser before again clicking the Renew or revoke
certificate button as in Step |1 on paée 1GQI

3. Make sure the certificate you want to revoke is the one described at the top of
the Web page. You can click the drop-down list (of reasons) to select a reason if
you wish. Click the Revoke button.

4. This displays a Web page that says "Request submitted successfully” You can
click the Home page button to return to the PKI Services Home page.

172  2/0S V1R4.0 Security Server PKI Services Guide and Reference



Chapter 16. Using the administration Web pages

This chapter presents background information about certificate requests and
certificates and explains how the administrator can use the administration Web
pages to perform the following tasks:

* Process a certificate request
Approve a request without making changes
Approve a request with changes
Reject a request
Delete a request
* Process a certificate
— Revoke a certificate
— Delete a certificate
* Perform searches for certificate requests and certificates

Note: The PKI Services Web pages in this chapter may differ slightly from those on
the Web. If you need to see the exact content, view the pages on the Web.
Additionally, the pages may contain differences depending on the browser
you are using. This chapter assumes you are using Internet Explorer.

Steps for accessing the administration home page

Perform the following preliminary steps to access the administration home page:

1. Get your organization’s URL for accessing the PKI Services Web pages. Enter
this URL in your browser. This takes you to the PKI Services home page (as
shown in the following figure):
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PKISERY Certificate Generation Application

Install our CA certficate mito yvour browser

Choose one of the following:

s Request a new certificate using a model

Select the certificate template to use as a model |1'Year PKI S5L Browser Certificate

Fequest Cedificate |

s Pick up a previously requested certificate

Enter the assigned transaction ID |
Select the certificate return type | PKI Browser Certificate |

Fick up Certificate |

» Renew or revoke a previously issued browser certificate

Fenew or Revoke Cedificate |

+« Administrators click here

Go to Administration Page ‘

ernal webmaster@your