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NaturalX Configuration Examples

This section gives you an example of how to configure DCOM for NaturalX on each available platform, providing
examples for both client and server configuration.

This section covers the following topic:

® DCOM Configuration on Windows 2000/XP

DCOM Configuration on Windows 2000/XP

This section describes how to configure NaturalX applications on Windows 2000/XP. All settings are applied with
the tool DCOMCNEFG. The dialog examples shown in the following sections appear as with DCOMCNFG under
Windows 2000(TSH: ware das so korrekt?)

e Configuring NaturalX Servers
e Configuring NaturalX Clients

Configuring NaturalX Servers

1. Invoke the Distributed COM Configuration Properties dialog box.
2. In the "Default Properties” tab, activate the checkbox "Enable Distributed COM on this computer".
3. Set "Default Authentication Level" to "Default" and "Default Impersonation Level" to "Identify".
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Distributed COM Configuration Properties

Applications  Default Properties DefaultSe:urity]DefauItPrDtD:DIs]

Iv Enable Distrbuted COK an this computer

[ Enable COM Internet Services on this computer

Default Distributed COM cammunication properties

The Authentication Level specifies security at the packet lewel.

Default Authentication Lewel;

Default j

The Impersonation Lewvel specifies whether applications can determine
who is calling them, and whether the application can do operations
using the client's identity.

Detfault Impersonation Lewvel:
|Identify ~|

[ Prowvide additional security far reference tracking

CE. Cancel
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This allows NaturalX servers to retrieve the client’s user ID. Before executing a request, the server will then

move the client’s user ID into the Natural system variable *USER in order to let Natural Security checks run against
this user ID.

Now you can set up the default security configuration.
Distributed COM Configuration Properties

Applications | Default Properies  Default Security DefauItF"rDtDculsl

Default Access Permissions

“'ou may editwhao is allowed to access applications that do not provide
their own setlings

Edit Default...

Default Launch Permissions

“'ou may editwho is allowed to launch applications that do not prowvide
their own settings.

Edit Default...

Default Configuration Fermissions

“'ou may editthe list of users that are allowesd to modify OLE class
configuration infarmation. This includes installing new OLE servers and
adjusting the canfiguration of existing OLE servers.

Edit Default... |

I, Cancel |

4. In the "Default Security" tab, choose Edit Default in the Default Access Permissions box.
The Registry Value Permissions dialog box appears.
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5. Use the Add function to define which users and groups can access NaturalX servers.

Note:
The registry value "DefaultAccessPermission" must contain at least the account SYSTEM.

In most cases you will define a group of all users to whom you want to grant access and enter this group here. In
the example, the built-in group "Everyone” is entered. This grants access to every user that is defined on the server
machine. If the built-in account "Guest" is enabled in the User Manager, this setting grants access to users not

defined on the server machine (guests) as well.

Registry Value Permissions

Fegistry value: DefaultdccessFermission

Owner: tsh (Schwade, Thomas)

Mame:
@ Ewveryone
G SVSTEM Allow Access
Type of Access: |Alluwﬁccess j
K. Cancel | Add. . ‘ Femowe Help |
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6. Edit the default launch permissions.
The registry value "DefaultLaunchPermission™ must contain at least the accounts SYSTEM and
INTERACTIVE and the group Administrators.

Registry Value Permissions

Fegistry Value: DefaulllLaunchFPermission

Cwner:  Account Lnknown

MName:
47 INTERACTIWVE Allowy Launch
@F’CTSH\,&dministratDra Allowy Launch
4 SYSTEM Allow Launch
Type of Access: |e’-‘~.l|u:nw Launch j
0K, Cancel | Add... ‘ Femuove Help |

Now you can set up the configuration for a specific NaturalX server.
7. In the "Applications" tab, locate your NaturalX server in the Applications list box (in the example "Natural
classes for Employees server").
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8. Select your server and choose "Properties"”.

Distributed COM Configuration Properties

Applications | Default Properties DefaultSecurity]DefauItF"rDtDculsl

Applications:

bdsi custom action server -]
tzohelp

b=zoHelp AWy Search Dialog

bzoHelp Key mearch Dialog

MEWSA Local Event Concentrator Class

Matural Classes for Emplovees server

Matural Classes for natdord senser
Matural Classes for natdorm senser
Matural Classes for sysexnxx server
Matural Classes forxmll server
nEtman

Mettdeesting

Metscape. Help 1

MNewPCCIF. Application

FEWS T

Mtrns Swc

OffFrow

Dutlook Message Attachment d

Froperies...

CIE, Cancel
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9. In the "Location tab", activate the checkbox "Run application on this computer".

MNatural Classes for Employees server Properties

General Location lSecurit‘yl Identit‘yl Endpoints

The fallowing settings allow DCOM to locate the correct computer for this
application. If vou make maore than one selection, then DCOK uses the first
applicable one. Client applications may owverride your selections.

[ Run application on the computer where the data is [ocated

v Fun application an this computer

[ Run application on the following computer:

CIE, Cancel
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10. In the "Security" tab, make sure that the access permissions are set to "Use default access permissions”.
11. Activate the "Use custom launch permissions" check box and choose "Edit" to modify the application-specific
launch permissions.

MNatural Classes for Employees server Properties

General | Location Security l Identit‘yl Endpoints

i+ |lse default access permissions

" Lse custom access permissions

Y'ou may editwho can access this application.

" Lze default launch permissions

* |lse custom launch permissions

o may editwho can launch this application.

Edit...

* Lse default configuration permissions

" |lse custom configuration permissions

“'ou may editwho can change the canfiguration infarmation for this
application.

Ik Cancel | Apphy

The registry value "LaunchPermission" will contain at least the accounts SYSTEM and INTERACTIVE and the
group Administrators.
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12. Add the users and groups to be allowed to launch your NaturalX server.
In most cases, you will define a group of all users to whom you want to grant launch and enter this group here.
In the example, the built-in group "Everyone" is entered. This grants launch to every user that is defined on the
server machine. If the built-in account "Guest" is enabled in the User Manager, this setting grants launch to users not

defined on the server machine (guests) as well.

Registry Value Permissions

Fegistry Walue: LaunchFermission

Owher:  Account Lnknown

Mame:
& Everyone Allowy Launch
o INTERACTIVE Allowy Launch
B PCTSHyADministrators Allow Launch
§# S YSTEM Allow Launch
Type of Access: |AII|:|W Launch j
Ik Cancel | Add.. Femaowe Help |

13. In the "Identity" tab, define the account under which the NaturalX server will be launched.
e If you select "The launching user", a server process will be launched for each client. The server process
will be launched under the account of the client user.
e If you select "The interactive user", only one server process will be launched for all clients.

Note:

This is true only for classes that have been registered in Natural as "ExternalMultiple". If a class is
registered as "ExternalSingle", a server process is created for each object of this class that is created.
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The server process will be launched under the account of the user that is interactively logged in on the
server machine. If no user is currently logged in on the server machine, this setting behaves like "The launching

user".

e |If you select "This user" and select a specific user account, only one server process will be launched for all
clients.
Note:
This is true only for classes that have been registered in Natural as "ExternalMultiple". If a class is
registered as "ExternalSingle", a server process is created for each object of this class that is created.

The server process will be launched under the specified user account.

Matural Classes for Employees server Properties

General Lucatiun] Security Identity l Endpaints

which user account do wou want to use to run this application?

" The interactive user

f¢ The launching user

" This user;

0] 4 Cancel Apply
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Configuring NaturalX Clients

1. Invoke the "Distributed COM Configuration Properties" dialog box.

2. In the "Default Properties” tab, activate the checkbox "Enable Distributed COM on this computer”.
3. Set "Default Authentication Level" to "Default” and "Default Impersonation Level" to "ldentify".

This allows NaturalX servers to retrieve the client’s user ID. Before executing a request, the server will then
move the client’s user ID into the Natural system variable *USER in order to let Natural Security checks run

against this user ID.

Distributed COM Configuration Properties

Applications  Default Properties DefaultSe:urity]DefauItPrDtD:DIs]

Iv Enable Distrbuted COK an this computer

[ Enable COM Internet Services on this computer

Default Distributed COM cammunication properties

The Authentication Level specifies security at the packet lewel.

Default Authentication Lewel;

Default j

The Impersonation Lewvel specifies whether applications can determine
who is calling them, and whether the application can do operations

using the client's identity.

Detfault Impersonation Lewvel:

|Identify ~|

[ Prowvide additional security far reference tracking

CE. Cancel

Now you can set up the configuration to access a specific NaturalX server.
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4. In the "Applications" tab, locate your NaturalX server in the Applications list box (in the example "Natural
classes for Employees server").

Distributed COM Configuration Properties

Applications | Default Properties | Default Security | Default Protocols |

Applications:

bsi custom action server -]
bd=ohelp

bzoHelp AW Search Dialog

bMzoHelp Keyw Search Dialog

bSVEA Local Event Concentratar Class

Matural Classes for natdord senrser
Matural Classes for nat<form server
Matural Classes for sysexnx serser
Matural Classes forxmll server
netman

Methdeeating

Metscape.Help

MewFCCIF Application

REWS T

Mtrms Swc

OffProw

Cutlook hMessage Attachment d

Matural Classes for Employvees server

Froperfies..

CE. Cancel

5. Select your server and choose "Properties".
6. In the "Location" tab, activate the checkbox "Run application on the following computer".
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7. Enter the name of the remote machine on which the NaturalX server is installed.

Matural Classes for Employees server Properties

General Location lSecurit_fl Identit_fl Endpaoints

The following settings allow DCOR to locate the correct camputer for this
application. If you make maore than one selection, then DCOK uses the first
applicable one. Client applications may owvertide wour selections.

[ Bun application on the computer where the data is located

[ Run application on this computer

v Run application an the following computer:

vulcann.iceland.:nm| Browse...

Ik Cancel Apphy
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