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Users

You can define user names, passwords and other user-specific properties in a user profile. The user profile
is activated when the user connects and logs on to the Entire Screen Builder Server.

This chapter covers the following topics:
® User Types
® Overview of Defined User Profiles
® Adding a User Profile
e Updating a User Profile
e General Properties
® Allowed Scripts
® Startup Script
® Groups
e Terminal Viewer and GUI Viewer Properties

e Terminal Viewer Properties
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User Types
Entire Screen Builder distinguishes the following types of users:
® Anonymous User

® Defined User

Anonymous User

All users who connect to the Entire Screen Builder Server with anonymous logon enabled are anonymous
users. Logon information is not required when connecting to the server.

Normally, anonymous users do not have a user profile. However, the administrator can create a special
user called "anonymous" with profile settings for all users connecting anonymously. This feature allows
the administrator to set values such as startup scripts and a default session.

If you want to limit the sessions that are available to the anonymous users, create a group first and then
add the user "anonymous" to this group. The group properties will then be picked up as usual.

If you do not want to use the user and group concepts, make subdidhascripts for all users and

Allow all sessions for all userdiave been activated in teerver setting®therwise, there will be no
sessions and no scripts for users connecting anonymously. After installation, these two properties are
activated by default.

See theOverview of Client Control Propertigs theUser Exitsdocumentation for further information on
anonymous logon.

Note:
The user "anonymous" cannot be used in the User Authentication dialog box which is used to log on to the
Entire Screen Builder Server.

Defined User

Logon information is required when users want to connect to the Entire Screen Builder Server using their
own profiles. The administrator creates the user profiles for the users who want to use their own profiles.
SeeAdding a User Profildelow for further information.

The user then has to specify the user name as defined in the user profile in the User Authentication dialog
box. If defined by the administrator, the user must also provide password.

A user may have a personal profile and may be a member of one or more groups.



Overview of Defined User Profiles Users

Overview of Defined User Profiles

When you select the "Users" object in the tree-view frame, a list of all defined user profiles appears in the
detail-view frame.

€ Defined Users: (3]

kal: Karin Olivier
test: Test user

tpi:

Delete hadify Copy

Commands

The following command buttons are available:

Add New User Available in command frame. Add a new user profile. See
Adding a User Profile

Delete Available in detail-view frame. Delete the selected user prafile.
You will be asked to confirm the deletion.

Modify Available in detail-view frame. Display and/or modify the
selected user profile. Sépdating a User Profile

Copy Available in detail-view frame. Copy the selected user prof
Specify a name in the resulting dialog and choos&dve
button.

e.
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Adding a User Profile

You do not have to stop the Entire Screen Builder Server. You can also add user profiles when the server
iS running.

¥ To add a user profile
1. Select the "Users" object in the tree-view frame.
2. Choose thadd New Userbutton.

The User Name dialog appears.

User Name

& Marme: ||

e Cancel

3. Specify a name for the user.
4. Choose th©K button.
The Create User dialog appears.
5. Specify all required properties (see the property descriptions below).

6. Choose th&pdate Userbutton at the bottom of the detail-view frame.

Updating a User Profile

You do not have to stop the Entire Screen Builder Server. You can also update a user profile when the
server is running.

¥ To update a user profile
1. Select the desired user in the list of defined user profiles.
2. Choose th&lodify button.
The Modify User dialog appears.
3. Modify all required properties (see the property descriptions below).

4. Choose th&lpdate Userbutton at the bottom of the detail-view frame.
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General Properties

Froperty “alue
€ User name: tpi
€ User description: I

& Pazsword: |

EI Password reguired: I~ Required

Eil Default session: Iil:nrn1 j
User name

A user name can be up to 32 alphanumeric characters (case-insensitive) long and must not
contain blanks. It must not already exist. This can only be specified when adding a new user
profile. Later, this text box cannot be modified.

User description
A brief description for the user (e.g. last name and first name or a title).
Password

The password ensures the security of the user’s Entire Screen Builder environment. It consists
of 1 to 32 alphanumeric characters. The password is case-sensitive. It is used when the user logs
on to the Entire Screen Builder Server.

Password required

When this check box is selected, the password must be supplied at logon.
Default session

Select the default host session from this drop-down list box.

If Allow all sessions for all userdias been activated in therver settingghis drop-down list
box shows all defined host sessions. If it has not been activated, this drop-down list box only
shows the host sessions which are defined for the group to which the user belongs.

GUI viewers: The default session is used when the session ID 0 (zero) has been specified in the
HTML page and there is no startup script for the user.

Terminal Viewer: The default session is automatically selected in the Open Session dialog box.
SeeStarting a Host Sessidn theTerminal Viewerdocumentation.
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Allowed Scripts

You can allow any script that has previously been added fardideictionfolder. See th&cript Files
documentation.

#§ Allowed scripts:

Add/Delete

When scripts have already been allowed for the user, they are shown in the list box.

If Allow scripts for all users has been activated in teerver settingshe settings in the user profile are
overwritten. Each script can then be selected as the startup script (see below).

If Allow scripts for all users has been deactivated, the allowed scripts are considered. In this case, it is
only possible to select a startup script that has been allowed.

¥ To allow or disallow scripts
1. Choose thédd/Delete button.

The Add/Delete Script dialog appeatrs.

AddDelete Script

Lyvailable ltems: Selected ltems:

[01opensession ‘. Add -=
DZgetscreentext
D3typestring
D4GetUserlnput
D5Sendkey
OEhessageBox

07 SetDataTransfer
050utputh=sg =- Delete
09Pause
10ClozeSession hd

Add All -=

Ok |

All scripts in theproductionfolder that have not yet been allowed are shown in the Available Items
list box on the left. Scripts that have already been allowed are shown in the Selected Items list box on
the right.
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2. Choose one of the following command buttons:

Add Add the selected available item to the list of allowed scripts.

Add All | Add all available items to the list of allowed scripts.

Delete Delete the selected item from the list of allowed scripts.

3. Choose th&®K button.

Startup Script

CI Use startup script below: ™ Active

€ Startup script: IIII'Inpensessinn j

Use startup script below

When this check box is selected, the startup script specified below will be used.

Startup script
From the drop-down list box, select the name of the script file that is to be executed immediately

after the user has logged on to the Entire Screen Builder Server. The drop-down list box
provides for selection the script files stored inpheductionfolder.

See alsoGeneral Information on Script Filda theScript Filesdocumentation.

Groups
You can add the user to any group that has previously been defingardsips

& Groups:

AddiDelete

When the user has already been added to one or more groups, they are shown in the list box.
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» To add or remove the user to/from a group
1. Choose thAdd/Delete button.

The Add/Delete Group dialog appears.

AddDelete Group

Available ltems: Selected ltems:

group] Add -=
graup?
graupd
Add All -=
<- Delete

8]24 |

All groups to which the user has not yet been added are shown in the Available Items list box on the

left. Groups to which the user has already been added are shown in the Selected Items list box on the
right.

2. Choose one of the following command buttons:

Add Add the user to the selected available group.
Add All Add the user to all available groups.
Delete Delete the user from the selected group.

3. Choose th®K button.
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Terminal Viewer and GUI Viewer Properties

These properties only apply to the Terminal Viewer and the GUI viewers.

Terminal %iewer And GUI Viewer Only

I PC speaker beep on errors and ™ Yes
warnings:

I key scheme editing allowed: W ez

[0 P-key scheme editing allowed: ¥ ves

PC speaker beep on errors and warnings

When this check box is selected, the PC speaker beeps when an error occurs or when a warning
is issued.

Key scheme editing allowed

When this check box is selected, the user is allowed to create and modify key schemes. See
Working with Key Schemésthelndividual Session Settingtcumentation.

When this check is not selected, the corresponding command is disabled in the viewer.

P-key scheme editing allowed
When this check box is selected, the user is allowed to create and modify P-key schemes. See
Modifying the P-Key Scheme for a BS2000 Host Sessite Individual Session Settings

documentation.

When this check is not selected, the corresponding command is disabled in the viewer.
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Terminal Viewer Properties

These properties only apply to the Terminal Viewer.

Terminal “iewer Only

(0 Autolock: ||:|
#F Cursor size: [ Srnall |

#F Text blink rate: |}'5|:|
#F Cursor blink rate: |25|:|
L0 Debug permission: WV Granted

CI Color scheme editing allowed: | vas

I Font editing allowed: MV Yes

IO Input history: [~ Yes

& Language: IEninsh =l
Autolock

Specify the length of time, in minutes, that the user can be inactive before the session is locked.
Valid input is any integer from 1 through 60.

When the session is locked, "locked" appears in the title bar of the viewer. If you choose
Lock/Unlock Sessionfrom theUtilities menu, the Entire Screen Builder Logon dialog box
appears. To unlock your session, enter your password, if required, and chddkelihtton.

Cursor size

Select the cursor size from this drop-down list box. This parameter applies only to Entire Screen
Builder and does not affect other Windows applications.

This has no effect on the cursor size if the INS key is pressed. In insert mode, the cursor is
always shown as a large block.

Text blink rate

Specify the text blink rate in milliseconds. Valid input ranges from 100 to 2000. If you specify
an invalid value, the default value 750 is used. This overwrites the value defined in the host
session.

10
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Cursor blink rate

Specify the cursor blink rate in milliseconds. Valid input ranges from 100 to 2000. If you
specify an invalid value, the default value 250 is used. This overwrites the value defined in the
host session.

Debug permission

When this check box is selected, the user is allowed to use the script debugfab&pgng a
Script Filein theScript Filesdocumentation.

When this check is not selected, tebugbutton in the Select Script dialog box is disabled.
Color scheme editing allowed

When this check box is selected, the user is allowed to create and modify color schemes. See
Modifying the Color Scheme for a Host Sesiotielndividual Session Settings
documentation.

When this check is not selected, the corresponding command is disabled in the viewer.
Font editing allowed

When this check box is selected, the user is allowed to select a different foMio@seng the
Font for a Host Sessian thelndividual Session Settinglocumentation.

When this check is not selected, the corresponding command is disabled in the viewer.
Input history

When this check box is selected, the Terminal Viewer stores up to 50 user entries. These entries
are provided for selection in the input history window of the Terminal Viewer. It is then

possible to execute a previously entered command once more or insert previously entered text in
a field. Sednput Historyin theTerminal Viewerdocumentation.

Language

Select the language in which the user interface of the Terminal Viewer is to be displayed. The
user interface is not shown in the selected language until you quit the Terminal Viewer and start
it once more.
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