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System Management Hub

The System Management Hub is used to administrate the Entire Screen Builder Server. This also includes
the administration of host sessions, color schemes, key schemes, user profiles and group profiles.

The administration component for the Entire Screen Builder Server is implemented as a client-server
application which runs in the System Management Hub, the standard, GUI-based, central point of
administration for Software AG’s products. It is installed with Entire Screen Builder.

Data that is sent between the Entire Screen Builder Server and the System Management Hub is not
encrypted. It is assumed that there are secure links between your Entire Screen Builder Server and the
client workstations on which you run the System Management Hub.
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System Management Hub

This documentation is organized under the following headings:

-

Getting Started

Administrators

Managing the Entire
Screen Builder Server

GUI Version

Terminal Version

XML Version

Tunneling Server

Image Server

Host Sessions
Color Schemes

Key Schemes
BS2000 P-Key
Schemes

User and Group
Concept

Users

Groups

How to start the System Management Hub and how to access
the administration component for the Entire Screen Builder
Server. General information about the graphical user interface
and how to refresh the display.

How to authorize other users to administrate the Entire Screen
Builder Server.

How to start and stop the Entire Screen Builder Server, define
server settings, send messages to all connected clients, activate
tracing and add new license files.

This module is the graphical user interface for the Entire
Screen Builder Server. It is responsible for getting the character
screens and for creating a specific graphical user interface
protocol to be sent to a GUI viewer using the transformation
rules defined by the developer.

This module is the character user interface for the Entire
Screen Builder Server. It is responsible for getting the character
screens to be sent to the Terminal Viewer.

This is the zero client footprint module for the Entire Screen
Builder Server. It is responsible for converting the character
screens to XML which can be displayed in a browser following
transformation into HTML using a stylesheet.

This server is used for the communication between the Entire
Screen Builder Server and the Web servers.

This is the internal image server that can be used by the GUI
viewers to get the images.

How to define and administrate host sessions.
How to define color schemes for the different host sessions.

How to define key schemes for the different host sessions (that
is, how to assign host keys to your PC keyboard).

How to define P-key schemes for sessions of type BS2000.

General information on user and group profiles. How to control
session and script access, and how to change session
parameters.

How to define user names, passwords and other user-specific
properties in a user profile.

How to assign a user to one or more user groups. The user
inherits all authorizations and session profiles defined for the

group(s).
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The information defined with the System Management Hub is written to different files:

® Server configuration
Under Windows, this information is stored in the registry. In the UNIX environment, it is stored in
the fileewvreg.reg

® Host session configuration
This information (including key schemes and color schemes) is stored in thewgenfig.xml
which is stored in Entire Screen Buildedatafolder.

® User and group profiles
This information is stored in therofilesfolder which is also stored in Entire Screen Builddesa
folder.

You must not modify the above information manually using an external editor.

Note:

By default, two user interfaces are installed for the System Management Hub: a Web interface and a batch
interface. The Entire Screen Builder Server only supports the Web interface which is based on HTML and
JavaScript. See the System Management Hub documentation for further information.
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Getting Started

This chapter covers the following topics:
® Starting the System Management Hub
® About the Graphical User Interface
® Accessing the Administration Component for the Entire Screen Builder Server

o Refreshing the Display

Starting the System Management Hub

The System Management Hub runs in a browser. For supported browsers, see the System Management
Hub documentation.

You invoke the System Management Hub with the following URL:
http://machine-name:system-management-hub-port-number/smh/login.htm

Under Windows, you can simply access the System Management Hub as described below. The correct
URL is automatically provided in the shortcut.



System Management Hub

» To access the System Management Hub

Getting Started

1. From the Start menu, chod®egrams > Software AG Entire Screen Buildem.n.n > System

Management Huh

This displays an HTML page containing the following in your browser:

Welcome to the
Software AG
System Management Huh

Managing all Software AG products
on all platforms.

[ Sofhmare A% | Contact | About ]
Copyright () 1999-2003 Sofhware AG,
Uhlandstr.12, D-64297 Darmstadt.
All rights resenrad.

Note:

The System Management Hub provides different skins with different colors. To define another skin,
chooseSettingsin the above HTML page.

2. Enter your user name and password.

This is the user name and password for the machine on which the Management Independent Layer of
the System Management Hub is running.

When a domain is required with the user name, enter it as follows:

domain-name \ user-name

3. Choose theogin button.

l=zer name:

Pazsword;

Lagin

Clear

Help | Setting=

The main HTML page for the System Management Hub is now shown.
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About the Graphical User Interface

é Managed Hosts Host =
# B PCKOL1 eur.ad sag F PCKOLT.eur.ad sag

The graphical user interface for the System Management Hub is divided into several frames:

® Navigation/tree-view frame (top left)
Contains all hosts and products known to the System Management Hub. You can expand or collapse
the tree structure by clicking the plus or minus sign in front of an object. Alternatively, you can
single-click on an object to select it - in this case, details about this object are displayed in the
detail-view frame, but the object is not expanded. If you double-click on an expandable object, the
object will be expanded and details about the object are displayed in the detail-view frame.

When using the keyboard, you can expand or collapse the tree structure by selecting an object and
pressing RIGHT-ARROW or LEFT-ARROW.

e Command frame (bottom left)
The content of the command frame depends on the object you select from the tree-view frame and on
the current status of that object. Only those commands that are available for the selected object are
displayed. If you select another object, the content of the command frame will be refreshed
accordingly.

® Display/detail-view frame (right)
Used to display details of selected objects or to accept user input.

To proceed from one frame to another using the keyboard, use the TAB key.

To change the size of either of the frames, move the mouse pointer over the border separating the frames
until the pointer changes, showing two arrows pointing in opposite directions. Then drag the border using
the mouse until the frames have the desired size.
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Accessing the Administration Component for the Entire
Screen Builder Server

The administration component for the Entire Screen Builder Server is shown in the tree-view frame.

¥ To access the administration component
1. Expand the object that shows the host name.

The object "Entire Screen Builder" is now shown in the tree. This is the administration component
for the Entire Screen Builder Server. $3éanaging the Entire Screen Builder Serf@r further
information.

2. Expand the object "Entire Screen Builder".

This displays additional objects which can further be expanded.

@& Managed Hosts
= [ PCKOLT.eur.ad. sag

r??-l Administrators
EEilEntire Screen Builder

EEI--UE GLI Sersion

&l Terminal Yersian

=0 WML Wersion

BN Tunneling Server

- Image Server

4 Host Sessions

A Color Schemes

0 Key Schemes

1 BS2000 P-Key Schemes
e | Groups

-8 Users

0 g =System Management Hub

| R o R o S - SO SO

For detailed information on these objects, see the corresponding sections later in this documentation.

When the Entire Screen Builder Server has been stopped, the icons for GUI Version, Terminal
Version, XML Version, Tunneling Server and Image Server appear black and gray.

Caution:
If you close the browser window in which the System Management Hub is running or switch to another
URL, you will also terminate the Entire Screen Builder administration component.
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Refreshing the Display

TheRefreshbutton is always available in the command frame. It is used to refresh the contents of the
tree-view frame and the detail-view frame. Thus, you can check whether the status or information has
changed.

Caution:
If you use the browserRefreshcommand, this will terminate the Entire Screen Builder administration

component.

¥ To refresh the display

® Choose th&kefreshbutton in the command frame.
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Administrators

The installation authorizes the user who is currently logged on to use the System Management Hub and
the Entire Screen Builder Administration.

You can authorize other users to administrate the Entire Screen Builder Server. Note that these users must
also be authorized for the System Management Hub.

This chapter covers the following topics:
® Overview of Defined Administrators
® Adding an Administrator

® Deleting an Administrator
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Overview of Defined Administrators

When you select the "Administrators" object in the tree-view frame, a list of all products is shown in the
detail-view frame.

&. Managed Hosts

= pc3 software-ag. de

E| A dministrators

-Eﬁﬂ Entire Screen Builder
55’ system Management Hub

=150 Entire Screen Builder

5% =System Management Hub
- ] sunext

I+

Expand the object "Entire Screen Builder" (directly below the "Administrators" object). The
administrators defined for Entire Screen Builder are now shown. When you select a specific administrator,
the detail-view frame shows the products for which this administrator has been registered.

&. hanaged Hosts
= B pc3.software-ag. de

EI@.Q Administrators

=350 Entire Screen Builder _ _
. ﬁ’: Registered for the following product(s):

Detail Administrator

30 Administrator admini

ey mydamain/myname

EE. 3 Systemn Managerment Hub Icon Product
'};): | Bl  Entire Screen Builder
o mydamain/myname % System Management Hub

i85l Entire Screen Builder
w B aystern Management Hub
#- 7 sunex

10
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Adding an Administrator

You do not have to stop the Entire Screen Builder Server. You can also add administrators when the
server is running.

» To add an administrator
1. In the tree-view frame, select the "Administrators" object (i.e. the name next to the plus sign).
2. In the command frame, choose &dd Administrator button.

The Add Administrator dialog appears.

Add Administrator
User Marme;
Icon Product Administrator
Bl Entire Screen Builder r
%  Systern Management Hub r

I Cancel Help

3. Specify the name of the user that you want to add. The user must be one of the following:
® A known user on the local node.

® A known user in a domain. In this case, you have to specify the domain name with the user ID:

domain-name | user-name

4. Select thédministrator check boxes for Entire Screen Builder and for the System Management
Hub.

In order to administrate Entire Screen Builder, a user must also be authorized for the System
Management Hub.

5. Choose th®K button.

A message is now shown in the detail-view frame, indicating that the defined user has been
processed to be added for the selected products.

6. Choose th€losebutton.

11
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Deleting an Administrator

You do not have to stop the Entire Screen Builder Server. You can also delete administrators when the
server is running.

» To delete an administrator
1. In the tree-view frame, expand the "Administrators" object.

2. In the tree-view frame, expand the "Entire Screen Builder" object.

. Select the administrator that is to be deleted.

w

4. In the command frame, choose Balete Administrator button.

The Delete Administrator dialog appears.

2 Administrator

B Adrministrator adrmin

=elect the productis) where the administrator will be deleted:

lcon Product Delete

Bl Entire Screen Builder r

9%  Systern Managerment Hub r
0] | Cancel | Help |

5. Select th®eletecheck box(es) for the product(s) for which the administrator is to be deleted.

6. Choose th®K button to confirm the deletion.

A message is now shown in the detail-view frame, indicating that the user has been deleted as an
administrator for the selected products.

7. Choose th€losebutton.

12
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Managing the Entire Screen Builder Server

This chapter covers the following topics:
® Starting and Stopping the Entire Screen Builder Server

® Server Settings

Sending Messages

Traces Setup

License Files

Starting and Stopping the Entire Screen Builder Server

The properties of the Entire Screen Builder Server can only be modified when the Entire Screen Builder
Server has been stopped. Edit controls are then available. Not all properties are shown when the Entire
Screen Builder Server has been started.

When you stop the Entire Screen Builder Server, any running connections are terminated. As long as the
Entire Screen Builder Server is stopped, it is not possible for the viewers to connect to a host session. You
can send a message to all connected users to inform them that the Entire Screen Builder Server will be
stopped (se8ending Messagd®low).

¥ To stop the server and modify the properties
1. In the tree-view frame, select the "Entire Screen Builder" object (i.e. the name next to the plus sign).
2. In the command frame, choose 8tep button.

A message indicating that the server has been stopped is shown in the detail-view frame. This may
take a while.

3. In the detail-view frame, choose & button.
The server settings can now be edited in the detail-view frame.
4. Modify the desired properties (sgerver Settingbelow).

5. Choose th&pdate Configuration button.

13
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» To start the server
1. In the tree-view frame, select the "Entire Screen Builder" object (i.e. the name next to the plus sign).
2. In the command frame, choose 8tart button.

A message indicating that the server has been started is shown in the detail-view frame. This may
take a while.

3. In the detail-view frame, choose Q& button.

When the server has been started, the server settings cannot be edited in the detail-view frame.

Server Settings
The server settings can only be modified when the Entire Screen Builder Server has been stopped.

® General Properties

System Defaults for Terminal Viewer

Modules

Commands

14



System Management Hub Managing the Entire Screen Builder Server

General Properties

General Property “alue
@ Senice status: Stopped
‘A Configuration file path: |k3:RF'rc|gram Files\Software AG\Entire Screen Builder S\Datainsweor

Browse. .. |
% Administration port number: IEEHEE

RL Monitoring port number: |22345
% LINE data transfer port number: |22341

* Mumber of threads per |3

processor

‘3 Translation tables folder. |C:HF‘rugram Files\Software AG\Entire Screen Builder S\Tables
Browse...

‘3 Script files folder: |C:HF‘rugram Files\Software AGVEntire Screen Builder SVScripts
Browse...

¥ Maximurmn nurmber of |15

concurrent scripts:

Allow scripts for all users: ¥ Active
Allow all sessions for all users: [ Arctive

PC speaker beep on errors and [~ Active
warnings:

3 Min. working set size [in ME]: |1
3 Max. working set size [in MB]: |15

‘3 Profiles folder: |C:HF‘rugram Files\Software AGA\Entire Screen Builder SWDatatProfiles
Browse...

{3 Temporary files path: |C:HF‘rugram Files\Software AG\Entire Screen Builder S\Termp
Browse...

€ MULHTML character encoding: |Windnws-1252

15
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Service status

Shows the current status of the Entire Screen Builder Server (i.e. stopped or running). This
property cannot be modified.

Configuration file path

The full path to the configuration fileswconfig.xml
Administration port number

The number of the port where the Administration module listens.
Monitoring port number

The port number for Entire Screen Builder's Server Management tool. This is the snap-in for the
Microsoft Management Console (MMC). See al3efining the Entire Screen Builder Server
the Server Managemeittocumentation.

UNIX data transfer port number

The number of the port where the UNIX data transfer module listens. This module is used for
the data transfer between Natural and Entire Screen Builder.

Number of threads per processor

The Entire Screen Builder Server will create the specified number of worker threads to handle
the communications to hosts and clients and to generate screens.

The default value is 3, but this value should be increased when the responsiveness of the server
drops (i.e. the time for a new screen to be processed for a client increases but the server
processor time as seen in the Windows NT Task Manager remains low).

Translation tables folder
The full path to the folder in which thenslation tableare stored.
Script files folder

The full path to the folder in which the script files are stored. Se8dhpt Filesdocumentation
for further information.

Maximum number of concurrent scripts

Each JavaScript requires its own thread to run in, so this value defines the number of scripts that
can be started by different clients. Once the specified number of concurrent scripts has been
reached, further requests to run scripts will be queued until another script has completed.

This number should never be set to more than about 100. It is ideally kept to below 20 (the
default value is 16). If you have many scripts that run frequently and request data from clients,
you should increase this to the maximum value.
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Allow scripts for all users

When this check box is selected, all scripts are automatically allowed for all users. Activate this
property if you do not use theser profilefeature. Note that this overwrites thettings for
scriptsin the user profiles.

Allow all sessions for all users

When this check box is selected, all sessions are automatically allowed for all users. Activate
this property if you do not use tigeoup profilefeature. Note that this overwrites thettings for
sessionsn the group profiles.

PC speaker beep on errors and warnings

When this check box is selected, the PC speaker beeps when an error occurs or when a warning
is issued. This is a default setting which doesoverwrite thesettings in the user profile

Min./Max. working set size

These properties are not supported on UNIX. On UNIX, these text boxes are therefore set to
read-only.

The minimum and maximum working set size values are used to reserve a fixed section of
memory for the Entire Screen Builder Server. This reduces the number of page faults generated
by the operating system and enhances the performance of the server. If the maximum memory
requirement of the server is calculated using the values below, you can use these values as the
minimum and maximum entries.

The number of concurrent connections per server depends on the amount of physical memory on
the system. Approximately 75K of RAM is required per concurrent user. You should add
approximately 4MB for server overhead and approximately 10MB of additional spare memory

for system overheads.

The values set here are used in a call to the Windows function
SetProcessWorkingSetSize . For a more exact description of this function, see the
following Microsoft website:
http://msdn.microsoft.com/library/default.asp?url=/library/en-us/dliproc/base/setprocessworkingsetsize.asp
Profiles folder
The full path to the folder in which theserandgroupprofiles are stored.
Temporary files path

The full path to the folder in which the temporary Entire Screen Builder files are stored.

17
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XML/HTML character encoding

The character encoding to be used for the XML Version and for data transfer with HTML and
XML. Entire Screen Builder uses "windows-1252" as the default encoding.

If you want to change the encoding for a specific host sessioesezal Propertiedn the
sectionHost Sessions

Important:

The PC codepage used for thenslation tabledetermines the character encoding for XML and
HTML files and for the XML Version.
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System Defaults for Terminal Viewer

These options apply to anonymous users.

=ystem Defaults For Terminal Yiewer

Input history (applies to anonymous users): v Active

€ Language (applies to ananymous users): |Eng|ish j

Input history

When this check box is selected, the Terminal Viewer stores up to 50 user entries. These entries
are provided for selection in the input history window of the Terminal Viewer. It is then
possible to execute a previously entered command once more or insert previously entered text in

a field. Sednput Historyin theTerminal Viewerdocumentation.
If you want to enable the input history for a defined userUsees
Language
The language in which the user interface of the Terminal Viewer is to be displayed. The user

interface is not shown in the selected language until you quit the Terminal Viewer and start it
once more.

If you want to change the language for a defined uset)sees

19
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Modules

Modules (mark checkbox for autoload)

B~ culversion
El W Terminal Version
El W wL version

When a module has been loaded and is working, its icon in the tree-view frame appears with color.
Otherwise, the icon is black and gray.

Mark the check boxes for the modules that are to be loaded automatically when the Entire Screen Builder
Server starts up.

GUI Version

For further information on this module, 8&J1 Versionlater in this documentation.

Terminal Version

For further information on this module, seerminal Versiorater in this documentation.

XML Version

For further information on this module, s¢kIL Versionlater in this documentation.
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Commands

The available command buttons depend on the service status (i.e. whether the Entire Screen Builder
Server has been stopped or is running). Command buttons that are currently not available are gray.

Start Start the Entire Screen Builder Server. A message indicating the statug is
then shown in the detail-view frame.

Stop Stop the Entire Screen Builder Server. A message indicating the statug is
then shown in the detail-view frame.

Send Message Send a message to all currently connected clientdh&ew.

Traces Setup Configure and activate tracing. Saslow.

License Files Add new license files. Sdeelow.

21
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Sending Messages

When the server is running, you can send messages to all clients that are currently connected.

» Tosend messages
1. In the tree-view frame, select the "Entire Screen Builder" object (i.e. the name next to the plus sign).
2. Choose th8end Messagéutton in the command frame.

The following dialog appears:

& Type message to send to connections

Send Cancel

3. Enter the desired message.
For example: "Server will be rebooted in 10 minutes".

4, Choose th&endbutton.

22
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Traces Setup

This function is intended for problem analysis. It should only be used under supervision of your technical
support. Tracing should be deactivated at all other times as it impacts the performance of the server.

There are two types of traces which can be activated and deactivated independently of each other: server
traces and communication traces.

The traces folder can only be changed when the Entire Screen Builder Server has been stopped. However,
to activate or deactivate tracing or to configure the communication traces or server traces, the Entire
Screen Builder Server must have been started.

¥ To change the traces folder
1. Make sure that the Entire Screen Builder Server has been stopped.
2. In the tree-view frame, select the "Entire Screen Builder" object (i.e. the name next to the plus sign).
3. Choose th&races Setupbutton in the command frame.

TheTraces Setupdialog appears.

‘3 Traces folder. C:\Pragram Files\Software AG\Entire Screen Builder S\ Traces Browse. . |

Server Traces

Froperty “alue
I Status Dizabled
I Level Mone
CI Type Mane
I Selection Mone

Communication Traces
Froperty “alue
(v Monitoring Status Off

Lpdate Data

4. Specify the full path to the traces folder.

Or:
Choose th&rowse button to select the folder from another dialog.

23
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5. Choose th&pdate Databutton.
» To activate server traces
1. Make sure that the Entire Screen Builder Server has been started.
2. In the tree-view frame, select the "Entire Screen Builder" object (i.e. the name next to the plus sign).
3. Choose th&races Setupbutton in the command frame.

The Traces Setup dialog appears. The upper part of the dialog applies to server traces.

Server Traces

Froperty “alue
I Status Enabled
CI Level Errars
CI Type Connections
LI Selection Functions

=etup

4. Choose th&etup button.

The following dialog appears:

Traces Setup
Froperty “alue

‘- Traces folder: D:\Program FilesiSoftware AG\Entire Screen Builder S\Traces
LI Trace level: & Exhaustive © Critical © Diagnostic © YWarmings © Errors
O Trace type: " Cannection © System
CI Trace selection: " Functions © Full

=elect Functions |

Activate Deactivate |

5. Modify the properties as advised by your technical support.

6. Choose thActivate button.

24
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» To activate communication traces
1. Invoke the Traces Setup dialog as described above for the server traces.

The lower part of the dialog applies to communication traces.

Communication Traces

FProperty “alue
% Monitoring Status O
Activate Deactivate

2. Choose thActivate button.

25
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License Files

When the server is running, you can add new license files to your Software AG license file directory.

¥ To add a new license file
1. In the tree-view frame, select the "Entire Screen Builder" object (i.e. the name next to the plus sign).
2. Choose theicense Filesbutton in the command frame.

The following dialog appears:

License Files Setup

Froperty Walue
‘3 Software AG license file directory D:WProgram FilesiCommon FileshSoftware AGW key
€ License file ETwaE21. xml
€ License file EnYS21. xml
€ License file EViAE21 ml
€ License file MSWE21 xml
Froperty “alue
{23 Mew Entire Screen o

Builder license file
Browse. .. |

Load Mew License File

3. Specify the full path to the location containing the new license file as well as the name of the file.

Or:
Choose th&rowse button to select the license file from another dialog.

4. Choose theoad New License Filebutton.

The specified license file is now copied to the Software AG license file directory which is also
indicated in the above dialog. At the same time, the new license file is loaded to the Entire Screen
Builder Server and is used.

Note:

If you load the license file for the Entire Screen Builder SBEWnnn.xmito an existing production
environment, the SDK has higher priority and the Entire Screen Builder Server then runs in development
mode.
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GUI Version

This module is the graphical user interface for the Entire Screen Builder Server. It is responsible for
getting the character screens and for creating a specific graphical user interface protocol to be sent to an
Entire Screen Builder GUI viewer (Web Viewer or Windows Viewer) using the transformation rules
defined by the developer.

The following topics are covered below:
® GUI Version Settings
® | og Connections

Note:
When the Entire Screen Builder Server has been stopped, only the settings can be displayed. The object
"Log Connections" is not available.
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GUI Version Settings

In the tree-view frame, select the "GUI Version" object (i.e. the name next to the plus sign).

When the Entire Screen Builder Server has been stopped, the following dialog appears:

U Version ¢

2 Timeout: ID

-ettings

Fropery YWalue

‘3 Rules |k3:HF'r|:|gram Fileg\Software AG\Entire Screen Builder S\Repository

repository: o
FOwWSE. .

Lpdate Caonfiguration

Listen address

B DEFAULT (port 22367)

add | Edit Delste

Properties

The following properties can only be modified when the Entire Screen Builder Server has been stopped.
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Rules repository

The directory containing the rules used for the Entire Screen Builder Server.

When specifying a network drive, you cannot useBtmvse button. You have to enter the
network drive and path information in tReiles repositorytext box.

If the rules repository is to be accessed using a network drive, an account must be associated
with the Entire Screen Builder Service. The account must have access rights to the network
drive on which the repository is stored. Make sure that the password of this account never
expires. Otherwise, the repository cannot be accessed.

To associate the account with the Entire Screen Builder Service go to Services in the Control
Panel, selecsoftware AG Entire Screen Builder Serviceand display the properties. In the
resulting dialog box, specify the account on the Log On page.
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Timeout

Timeout in seconds for automatically disconnecting idle connections (0 means infinite). A
connection is considered idle when there is no data traffic between the client and host.

Listen address

Since a computer can have several Ethernet cards, Entire Screen Builder provides a mechanism
for listening to differnet IP addresses in the same system.

You can choose th&dd button to define an additional address.

Edit Listen Address

Froperty “alue
IP IFP address: |

Y Port nurnber: I

Ok | Cancel

® |P address
Specify the IP address to which a GUI Version thread is listening. If you do not specify an
IP address, the GUI Version listens to the default IP address configured in the system.

® Port number
The number of the port where a GUI Version thread listens.

Commands

The following command buttons are only available when the server is running.

Load Load the module if it is unloaded. The detail-view frame informs yqu
whether the module has been loaded successfully.

Unload Unload the module if it is loaded. The detail-view frame informs ygu
whether the module has been unloaded successfully.

Send Message Send a message to the clients currently connected through this module.

See als@ending Messages
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Log Connections

By default, statistics information is deactivated. Statistics can only be activated when the server has been
started. Se8tarting and Stopping the Entire Screen Builder Server

You can activate this type of statistics to create a log entry for each client workstation that connects to the
Entire Screen Builder Server. The log entry contains the IP address of the client workstation and the type
of session that was used to connect.

Under Windows, the log entry is stored in the Windows Event Viewer. In the UNIX environment, the log
entry is stored in the filewvserver.txt

Select "Log Connections" which is located under the "GUI Version" object.

0g Connections
Froperty “Walue
G Monitoring Status On
Commands
Activate Activate this type of statistics.
Deactivate Deactivate this type of statistics.
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Terminal Version

This module is the character user interface for the Entire Screen Builder Server. It is responsible for
getting the character screens to be sent to the Terminal Viewer.

The following topics are covered below:
® Terminal Version Settings
® | og Connections

Note:
When the Entire Screen Builder Server has been stopped, only the settings can be displayed. The object
"Log Connections" is not available.
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Terminal Version Settings
In the tree-view frame, select the "Terminal Version" object (i.e. the name next to the plus sign).

When the Entire Screen Builder Server has been stopped, the following dialog appears:

Terminal Yersion Settings

Lizten address

B DEFAULT (port 22340)

add | Edit Delete

Properties
Listen address

Since a computer can have several Ethernet cards, Entire Screen Builder provides a mechanism
for listening to differnet IP addresses in the same system.

You can choose th&dd button to define an additional address.

Edit Listen Address

Fropetty “alue
IP |F address: |

R Port nurnber: I

Ok | Cancel

® |P address
Specify the IP address to which a Terminal Version thread is listening. If you do not
specify an IP address, the Terminal Version listens to the default IP address configured in
the system.

® Port number
The number of the port where a Terminal Version thread listens.
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Commands

The following command buttons are only available when the server is running.

Load Load the module if it is unloaded. The detail-view frame informs yqu
whether the module has been loaded successfully.

Unload Unload the module if it is loaded. The detail-view frame informs ygu
whether the module has been unloaded successfully.

Send Message Send a message to the clients currently connected through this module.

See als&ending Messages

Log Connections

By default, statistics information is deactivated. Statistics can only be activated when the server has been
started. Se8tarting and Stopping the Entire Screen Builder Server

You can activate this type of statistics to create a log entry for each client workstation that connects to the
Entire Screen Builder Server. The log entry contains the IP address of the client workstation and the type

of session that was used to connect.

Under Windows, the log entry is stored in the Windows Event Viewer. In the UNIX environment, the log
entry is stored in the filewvserver.txt

Select "Log Connections” which is located under the "Terminal Version" object.

o Connections
Froperty “alue
G Monitoring Status Cn
Commands
Activate Activate this type of statistics.
Deactivate Deactivate this type of statistics.
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XML Version

This is the zero client footprint module for the Entire Screen Builder Server. It is responsible for
converting the character screens to XML which can be displayed in a browser following transformation
into HTML using a stylesheet.

The following topics are covered below:
o XML Version Settings
® | og Connections

Note:
When the Entire Screen Builder Server has been stopped, only the settings can be displayed. The object
"Log Connections" is not available.
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XML Version Settings

In the tree-view frame, select the "XML Version" object (i.e. the name next to the plus sign).

When the Entire Screen Builder Server has been stopped, the following dialog appears:

AML Wersion Settings

Praperty Walue
‘3 Rules repository. = \Program Files\Software AGVEntire Screen Builder SWMLReposit:
Browse. ..
€ Timeout: IEDEI
=kip application ¥ Active
detection:
Delete Characters Property Yalue
Activate delete characters: [ Active
€ Characters to be deleted: I

Update Canfiguration |

Listen address

B8 DEFAULT (port 22380)

add | Edi Delete
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Properties

The following properties can only be modified when the Entire Screen Builder Server has been stopped.

36

Rules repository

The directory containing the XSL style sheets.

When specifying a network drive, you cannot useBtmvse button. You have to enter the
network drive and path information in tReiles repositorytext box.

If the rules repository is to be accessed using a network drive, an account must be associated
with the Entire Screen Builder Service. The account must have access rights to the network
drive on which the repository is stored. Make sure that the password of this account never
expires. Otherwise, the repository cannot be accessed.

To associate the account with the Entire Screen Builder Service go to Services in the Control
Panel, selecsoftware AG Entire Screen Builder Serviceand display the properties. In the
resulting dialog box, specify the account on the Log On page.

Timeout

Timeout in seconds for automatically disconnecting idle connections (0 means infinite). A
connection is considered idle when there is no data traffic between the client and host.

Skip application detection

If you are not using the Preview SDK to identify screens or to define the characters to be deleted
in the XML Version, it is recommended that you select this check box to turn off application
detection. This will enhance server performance.

Activate delete characters

Select this check box if you want to define the characters that are not to be displayed by the
viewer.

In mainframe, UNIX and OpenVMS applications, specific characters are used to differentiate
between unprotected and protected fields. Under Windows these characters are not required.
When you specify the characters that are used in your legacy application in the text box below,
these characters are no longer shown.

As the browser edit controls do not allow an "Overwrite" mode, we recommend that you define
the delete character(s).

A delete character can also be defined with the Control Attributes rule of the Preview SDK.

Characters to be deleted

Specify the characters to be deleted in this text box.

If one, and only one, of the characters defined for this rule is contained in an output field, this
output field will not be shown. If the output field contains other characters in addition to this
character (either defined or undefined), this rule will not be applied. This rule can be used, for
example, to delete fields containing the underscore () character. Blanks are ignored.
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Listen address

Since a computer can have several Ethernet cards, Entire Screen Builder provides a mechanism
for listening to differnet IP addresses in the same system.

You can choose th&dd button to define an additional address.

Edit Listen Address

Froperty “alue
IP |F address: I

Y Port nurmber: I

] 4 | Cancel

® |P address
Specify the IP address to which an XML Version thread is listening. If you do not specify
an IP address, the XML Version listens to the default IP address configured in the system.

® Port number
The number of the port where an XML Version thread listens.

Commands

The following command buttons are only available when the server is running.

Load Load the module if it is unloaded. The detail-view frame informs you
whether the module has been loaded successfully.

Unload Unload the module if it is loaded. The detail-view frame informs you
whether the module has been unloaded successfully.

Send Message Send a message to the clients currently connected through this module.
See als@ending Messages
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Log Connections

By default, statistics information is deactivated. Statistics can only be activated when the server has been
started. Se8tarting and Stopping the Entire Screen Builder Server

You can activate this type of statistics to create a log entry for each client workstation that connects to the
Entire Screen Builder Server. The log entry contains the IP address of the client workstation and the type
of session that was used to connect.

Under Windows, the log entry is stored in the Windows Event Viewer. In the UNIX environment, the log
entry is stored in the filewvserver.txt

Select "Log Connections" which is located under the "XML Version" object.

0g Connections
Froperty “Walue
G Monitoring Status On
Commands
Activate Activate this type of statistics.
Deactivate Deactivate this type of statistics.
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Tunneling Server

The tunneling server, which is part of the Entire Screen Builder Server, is used when the tunneling
mechanism has been enabled for the Entire Screen Builder viewers (Web Viewer, Windows Viewer and
Terminal Viewer). See th®verview of Client Control Propertiés theUser Exitsdocumentation.

The tunneling server is used for the communication between the Entire Screen Builder Server and the
Web servers (such as Apache or Microsoft Internet Information Server).

Tunneling Server Settings

To display the properties, select the "Tunneling Server" object (i.e. the name next to the plus sign) in the
tree-view frame.

When the Entire Screen Builder Server has been stopped, the following dialog appears:

Tunneling Server
Property Walue
IP IP address: |Fi|jjl{r:||_1

L Port nurber: IEESEE

2 MNumber of threads per IED
processar

Lpdate Caonfiguration

Properties
The following properties can only be modified when the Entire Screen Builder Server has been stopped.
IP address

The IP address or host name of the machine on which the Entire Screen Builder Server is
running.

Port number

The number of the port where the tunneling server listens.
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Number of threads per processor

The Entire Screen Builder Server will create the specified number of worker threads to handle
the tunneling requests from the Web servers.
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Image Server

The image server, which is part of the Entire Screen Builder Server, is an internal server that can be used
by the Entire Screen Builder GUI viewers (Web Viewer and Windows Viewer) to get the images. This
internal image server has limited functionality. It only supports the GET request. You can also use any
other Web server (HTTP server) for this purpose.

The image server that is to be used is defined in the client control prop#tpi8srver and
HttpPort . See thé@verview of Client Control Propertigs theUser Exitsdocumentation.

The information in this section only applies to the internal image server. It does not apply to an external
Web server.

Detailed descriptions of the settings and objects under "Image Server" are provided below:
® |mage Server Settings
® Alias List

Note:
When the Entire Screen Builder Server has been stopped, only the settings of the image server can be
displayed. All other objects are not available.
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Image Server Settings

To display the properties, select the "Image Server" object (i.e. the name next to the plus sign) in the
tree-view frame.

When the Entire Screen Builder Server has been stopped, the following dialog appears:

Imag

Froperty
IP P address:

Walue

|PCKOLY

% Faort number: ISDDDD

¥ Number of threads per IQD
processor

LIpdate Configuration

Properties
The following properties can only be modified when the Entire Screen Builder Server has been stopped.
IP address

The IP address or host name of the machine on which the Entire Screen Builder Server is
running.

Port number
The number of the port where the internal image server listens.
Number of threads per processor

The Entire Screen Builder Server will create the specified number of worker threads to handle
the image requests from the GUI viewers.

42



System Management Hub Image Server

Alias List

This list contains all aliases defined in the internal image server. An alias points to a folder containing the
images for the transformation rules that have been defined with the SDK. Select "Alias List" which is
located under the "Image Server" object.

Alias List

Mumber of displayed alias: 1
/ESE Repository! === C:A\Program Files\Software AGA\Entire Screen Builder S\Repository,

Add hladify Rermove
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» To add an alias
1. Choose thAdd button.

This displays the following:

Alias

narme:

24 Alias |

folder;
Browse. ..

(0] 4 Cancel

2. Specify an alias name.
3. Specify the path to the folder containing the images.
4. Choose th©K button.
» To modify an alias
1. Select the alias in the alias list.
2. Choose th#&lodify button.
3. Modify the alias name and/or the alias folder.
4. Choose th&pdate button.
» To remove an alias
1. Select the alias in the alias list.

2. Choose themovebutton.
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Host Sessions

This object is used to define and administrate host sessions.

You can define all settings for a session. These include the type of host session (e.g. Telnet TN3270) and
many other properties that define the behavior of the session.

Note:

The standard 24x80 terminal screen model (model 2) is supported for all types of viewers. For the GUI
viewers, no other terminal screen models are supported at this time. The Terminal Viewer, however, also
supports the 3270 terminal models 3, 4 and 5.

Communication-specific properties are required to successfully open a host session. Therefore, these
properties do not have default values. You must set them explicitly to allow the successful establishment
of the session. Other session properties are predefined or carry default values.

You can define a number of different sessions. For each session, you can define different properties. Each
session must have a different name.

This chapter covers the following topics:
® Overview of Defined Host Sessions
® Adding a Session
® Updating a Session
® General Properties
e Communication Properties for Telnet TN3270
e Communication Properties for Telnet VT
e Communication Properties for BS2000
e Communication Properties for Natural UNIX
® Display Properties for Telnet TN3270
® Display Properties for Telnet VT
® Display Properties for BS2000
e Terminal Properties
e Terminal Viewer Properties
e Data Transfer Properties

® National Properties
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See alsoSupported Communication Methddghelnstallation and Configuratiomlocumentation.

Overview of Defined Host Sessions

When you select the "Host Sessions" object in the tree-view frame, a list of all defined host sessions is
shown in the detail-view frame.

Host Sessions
Froperty Yalue Session D
4 Service status Stopped
El MatUnix Matural ML 3
i T Telnet %T - Terminal Yiewer anly 4
B ibrm Telnet TMI270 1
El si1d BS2000 2
Commands

When the Entire Screen Builder Server has been stopped, the following command buttons are available in
the command frame:

Add Telnet TN3270 Session Add a Telnet 3270 session.

Add BS2000 Session Add a BS2000 session.
Add Natural UNIX Session Add a Natural UNIX or Natural OpenVMS session.
Add Telnet VT Session Add a Telnet VT session.

In addition to the above command buttons, the following command buttons are available when a host
session is selected in the tree-view frame:

Copy Session Copy the selected session. Specify a name in the resulting
dialog and choose tigave New Sessiobutton.

Delete Session Delete the selected session. You will be asked to confirm the
deletion.
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Adding a Session

It is only possible to add a session when the Entire Screen Builder Server has been stopped.

¥ To add a session
1. Select the "Host Sessions" object in the tree-view frame.
2. Choose thadd button for the desired session type (Add Telnet TN3270 Session
3. In the resulting dialog, specify all required properties (see the property descriptions below).

4. Choose th8ave New Sessiobutton at the bottom of the detail-view frame.

Updating a Session
It is only possible to update a session when the Entire Screen Builder Server has been stopped.

When the server is running, you can only view the properties. In this case, the values ON or OFF are
shown instead of the check boxes that appear when updating.

» To update a session
1. Select the desired session in the tree-view frame.
2. In the resulting dialog, modify all required properties (see the property descriptions below).

3. Choose thtlpdate Sessiorbutton at the bottom of the detail-view frame.
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General Properties

These properties are valid for all session types.

Seneral Property “Walue
ah Session type: Telnet TNIZ70
ID Session [D:

a .
B Session name: I

€ Color scheme: |ihm32?9 -
& Key scheme: Isagkeyﬂ ~|
& MLUHTML character |Windnws-1252

encoding:
Session type

Displays the session type. This property cannot be modified.
Session ID

Displays the session ID. This property cannot be modified. A session ID is automatically created
for each host session that is added.

This session ID is used by the GUI viewers. It corresponds to the connection number property in
the viewers. The viewer sends the session ID to the Entire Screen Builder Server with the
connect request. The Entire Screen Builder Server then accesses the configuration file and uses
the session ID as a key for getting the session properties (host name or host IP address, port
number, etc.). The connection with the host is then established using the corresponding session
properties.

Session name
The name that has been defined for this session. It may contain blanks.
Color scheme

Select the desired color scheme from this drop-down list boxC8lee Schemefor further
information.

Not available for Natural UNIX sessions.
Key scheme

Select the appropriate key scheme for the current session type from this drop-down list box. See
Key Schemef®r further information.
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XML/HTML character encoding

When creating a new session, the character encoding froserher settings used as a
default.

Note:
This text box is blank for sessions that have been created with an earlier version of Entire
Screen Builder. In this case, the default encoding frorséheer settings used.

You can specify the encoding that is to be
e written to downloaded XML and HTML files (see below),
e used by the XML parser to interpret XML files correctly during upload,
e used by the XML Version.

Note:
The encoding is not used for the upload of HTML files.

For download, the encoding is written to the file exactly as it has been specified it in this text

box (including all possible errors). The application that is used to open the downloaded file (for
example, Internet Explorer or Excel) uses the defined character set for displaying the contents of
the file. The contents of the file (letters, numbers, special characters) are not converted to
another format. The encoding is written to the downloaded file as follows:

e XML
The encoding is written to the encoding declaration which is part of the XML text
declaration. Example:

<?xml version="1.0" encoding="windows-1252"?>

For further information on character encodings, see
http://lwww.w3.0rg/TR/REC-xml#charencoding

e HTML
The encoding is written to the META declaration. Example:

<meta http-equiv=Content-Type content="text/html; charset=windows-1252">

For further information on character encodings, see
http://lwww.w3.org/TR/html4/charset.html#h-5.2

If a character encoding is not specified for a session, the encoding which is currently defined in
theserver settingss written to the encoding declaration (XML) or META declaration (HTML)
during download.
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The following table lists some important character sets:

Character Set Description

ISO-8859-1 ISO Latin 1

UTF-8 Unicode

windows-1250 Windows Central Europe
windows-1251 Windows Cyrillic
windows-1252 Windows Western Europe
windows-1253 Windows Greek
windows-1254 Windows Turkish
windows-1255 Windows Hebrew
windows-1256 Windows Arabic
windows-1257 Windows Baltic
windows-1258 Windows Vietnamese
windows-874 Windows Thai

Note:

The character encoding for data transfer with HTML and XML can be overwritten with the
script file methodsetXMLEncoding .
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Communication Properties for Telnet TN3270

See alsoTelnet 3270(E)n thelnstallation and Configuratiomlocumentation.

Communication Property  %alue
IP Host name / IP address: |

%% Port number: |23

(3 Terminal type: |IEM3278-2 (24x80); all types of Viewer |
(1) End of screen delay: |5

O TH3Z70E protocol: W Active

EO AS/A00 session: ™ Active

€ Device name (if TN3270E I
protocal active):

Host name / IP address

Specify the address of the host with which you want to communicate. The TCP/IP address
format is w.x.y.z, where w, X, y and z are numbers which can have 1 to 3 digits. Example:
23.218.4.90.

Alternatively, if you have a name server installed in your network, you can specify the name of
the host to which you want to connect.

Port number

Specify the desired port number. The TCP/IP port number must be the same as the Telnet port
number defined on the host.

Terminal type

Select the desired terminal type from this drop-down list box. Available are the standard
terminal types 3278 and 3279 and the enhanced terminal types 3278E and 3279E. All standard
and enhanced terminal types are available with different screen sizes.

End of screen delay

This option only applies to line mode. It determines the length of time in tenths of a second that
the viewer will delay before assuming that the screen is complete (end of screen). Valid input
ranges from 0 to 30. This timer is reset each time data is transmitted from the mainframe. It is
used to detect a logical end of screen, since no physical data signals the end of screen. If you
specify an invalid value, the default value 6 is used.
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TN3270E protocol

When this check box is selected, TN3270E is used for communication. A prerequisite is that the
Telnet server is capable of processing TN3270E. Otherwise, the TN3270 protocol is used.

AS/400 session

52

For AS/400 hosts connected via Telnet 3270, PF keys require a leading PA key to be sent to the
host in order to be recognized.

When this check box is selected, the session is defined as an AS/400 session. PF keys are then
sent in AS/400 style. The PF keys PF1 through PF12 are sent as PA1+PF1 through PA1+PF12,
and the PF keys PF13 through PF24 are sent as PA2+PFL1 through PA2+PF12.

This applies to the following features:
e the basic rulé-unction Keys
® the host communication meth&®ndKey of the script language.
® the screen interface meth8éndKey of the user exits.

Note:
Entire Screen Builder provides a key scheme with a special layout for AS400 host systems. See
Key Schemes

Device name

Applies only when th@N3270E protocolcheck box has been selected. Specify one of the
following:

® Display LU name
When a display LU name has been specified, the Telnet server tries to open this specific
LU session. If this LU is already used, an error message is shown.

® Resource name
When a resource (e.g. an LU pool) has been specified, the Telnet server tries to open any
LU from the specified LU pool.

When you specify a name, the Telnet server uses this name to open a session with this LU name
or a LU from a pool with this name. If no specific LU with this name and no LU pool with this
name is defined on the Telnet server, an error message is shown.

When you leave this text box empty, a "generic" session is created. In this case, any generic
display LU of the Telnet server is used. A prerequisite is that at least one generic session has
been defined on the Telnet server.
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Communication Properties for Telnet VT

This type of communication can only be used with the Terminal Viewer.

See alsoTelnet VTin thelnstallation and Configuratiomlocumentation.

Communication Property “alue
IP Host name / |P address: I

L Port nurber: |23

(9 Terminal type: IW'IDD -
(0 End of screen delay: |5

v Return key send option: |C|q + MULL j

Host name / IP address

Specify the address of the host with which you want to communicate. The TCP/IP address
format is w.x.y.z, where w, X, y and z are numbers which can have 1 to 3 digits. Example:
23.218.4.90.

Alternatively, if you have a name server installed in your network, you can specify the name of

the host to which you want to connect.

Port number

Specify the desired port number. The TCP/IP port number must be the same as the Telnet port

number defined on the host.
Terminal type
Select the desired terminal type from this drop-down list box.

End of screen delay

This option determines the length of time in tenths of a second that the viewer will delay before
assuming that the screen is complete (end of screen). Valid input ranges from 0 to 30. This timer
is reset each time data is transmitted from the mainframe. It is used to detect a logical end of
screen, since no physical data signals the end of screen. If you specify an invalid value, the
default value 6 is used.

Return key send option

Select the data from this drop-down list box that is to be send to the host when the return key is
pressed.
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Communication Properties for BS2000

See alsoBS2000 TCP/IRn thelnstallation and Configuratiomlocumentation.

Communication Property YWalue
IP Host name: I

%% Port number: |1|:|2
a4 Station name: I

a4 BS2000 application: |$D|ALDG

(L) End of screen delay: E

© BS2000 P-key scheme: [~ None — =}
Host name

Specify the address of the host with which you want to communicate. The TCP/IP address
format is w.x.y.z, where w, X, y and z are numbers which can have 1 to 3 digits. Example:
23.218.4.90.

Alternatively, if you have a name server installed in your network, you can specify the name of
the host to which you want to connect.

Port number

Specify the desired port number. The TCP/IP port number must be the same as the port number
defined on the host.

Station name

If you do not specify a station name, Entire Screen Builder automatically creates an internal
name (e.g. STN1, STN2 etc.) when this session is opened. This is recommended if you want to
establish several connections to the BS2000 host using the same host session.

Optional. You can also specify the name of the station which is used to connect to the host. The
station name may include the following characters: Ato Z, 0to 9, $, # and @. The first
character must not be a number. The hame can be up to 8 characters long. When you specify a
station name, only one host session with this name can be active. When this host session is
opened once more, the previously opened host session is automatically closed.

When using station names, you should create several host sessions with different station names.
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BS2000 application

Specify the name of the application on the BS2000 host to which you want to connect.
$DIALOG is provided as the default name. The name can be up to 8 characters long. The
connection will be established using an "open" command with no parameters.

If this field is empty, you are prompted for a BS2000 application name when you open the host
session. You can then enter the "open” command followed by the application name (for example
"0 $DIALOG"). This is helpful if you want to use different BS2000 applications.

End of screen delay

This option only applies to unformatted screens. It determines the length of time in tenths of a
second that the viewer will delay before assuming that the screen is complete (end of screen).
Valid input ranges from 0 to 30. This timer is reset each time data is transmitted from the
mainframe. It is used to detect a logical end of screen, since no physical data signals the end of
screen. If you specify an invalid value, the default value 6 is used.

BS2000 P-key scheme

Select the desired P-key scheme from this drop-down list boBS2@00 P-Key Schenmies
further information.

When a P-key scheme has been defined, this P-key scheme is automatically loaded when a
connection with the host is established.

55



Host Sessions System Management Hub

C

Th

ommunication Properties for Natural UNIX

ese communication properties apply to Natural UNIX and Natural OpenVMS hosts.

See alsoNatural UNIXin thelnstallation and Configuratiomlocumentation.

Communication Property “alue

ID User D I

ID Password: |

LI Use lagon credentials abave: [T Active

a4 Serice name: I

IP Host name; |

& Port number: |23
O Compressed: [~ Active
User ID
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Specify the user name that is to be used to log on to the system.
Password

Specify the password that is to be used to log on to the system.
Use logon credentials above

When this check box is selected, the above logon ID and password are used to log on to the
system. See alstising the Viewers with Natural on UNIX and OpenVMS Hiostise
Installation and Configuratiomlocumentation.

Service name

The service name must be the same as the service name defined on the hustalBeep
Natural for Entire Screen Builder on UNIX Hogtsthelnstallation and Configuration
documentation for further information.

Host name

Specify the address of the host with which you want to communicate. The TCP/IP address
format is w.x.y.z, where w, X, y and z are numbers which can have 1 to 3 digits. Example:
23.218.4.90.

Alternatively, if you have a name server installed in your network, you can specify the name of
the host to which you want to connect.
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Port number

The TCP/IP port number must be the same as the port number defined on the host. See
Installing Natural for Entire Screen Builder on UNIX Hostghelnstallation and
Configurationdocumentation for further information.

Compressed

When this check box is selected, the compression method is enabled. This improves
performance and reduces line load.
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Display Properties for Telnet TN3270

Display Property “alue
LI Ignore extended attributes: ™ Active

Ignore extended attributes

When this check box is selected, the extended color attribute bytes sent by the host are ignored.
This means that the colors are not taken from the data stream; only the field colors are used for
display. Other extended attributes are displayed (e.g. blinking oder underlined).

Display Properties for Telnet VT

Display Froperty “alue
(3 Line size: IEHII characters per line |
Line size

Specify whether 80 or 132 characters are to be displayed per line.

Display Properties for BS2000

Display Property “alue
Em Display NIL characters: W Active

Display NIL characters

When this check box is selected, the BS2000 NIL characters (dots) are shown instead of blanks.
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Terminal Properties

These properties do not apply to the session type Natural UNIX.

Terminal Praperty YWalue
Il Enable nonconversational writes: [ Active
Il Accept empty startup host screens: [ Active

Enable nonconversational writes

Normally, the viewer waits for a complete screen from the host and the keyboard unlock
condition before displaying a new host screen. This avoids screen flickering. Some host
applications, however, send screens to the terminal repetitively or without unlocking the

keyboard. When this check box is selected, the viewer immediately displays every new screen it

receives.

Accept empty startup host screens

Select this check box, if an empty startup screen causes a timeout during the initialization of the

session.
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Terminal Viewer Properties

These properties only apply to the Terminal Viewer.

Terminal “iewer Property “Walue
& Session font: Courier Mew
¥ Cursor size: |Sma|l j
#§ Cursor blink rate: |25|:|
¥ Text hlink rate: |F"5EI
X Allow alphanumeric input in numeric fields: ™ Active
I Enable insert mode toggling: I~ Active
I Autoskip to next unpratected field: ™ Active
I Enable right to left support: I~ Active
Note:

The above screenshot applies to sessions of type Telnet TN3270.
Session font

Currently, a fixed TrueType font (Courier New) is used as the default for the client. The session
font can be changed locally in the client. $&adifying the Font for a Host Sessiamthe
Individial Session Settingbocumentation.

Cursor size
Select the cursor size to be used for this session from the drop-down list box.
Cursor blink rate

Specify the cursor blink rate in milliseconds. Valid input ranges from 100 to 2000. If you
specify an invalid value, the default value 250 is used.

Text blink rate

Specify the text blink rate in milliseconds. Valid input ranges from 100 to 2000. If you specify
an invalid value, the default value 750 is used.

Allow alphanumeric input in numeric fields
Not available for sessions of type Telnet VT.

When this check box is selected, you can enter alphanumeric characters in numeric entry fields
while in terminal emulation (for example, to enable you to enter plus or minus signs).
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Enable insert mode toggling
Not available for sessions of type Telnet VT.

When this check box is selected, the INSERT key in terminal emulation mode acts like the INS
key in other Windows applications (such as Word); it changes from insert mode to overwrite
mode. When this check box is not selected, the INSERT key only switches to insert mode; a
new screen from the host resets the mode to overwrite mode.

Autoskip to next unprotected field
Not available for sessions of type Telnet VT.

When the last possible character has been entered in an unprotected field, further behavior of the
cursor depends on the field attribute and this check box. When this check box is selected, the
cursor jumps to the next unprotected field. When this check box is not selected, the cursor jumps
to the next position or jumps to the next unprotected field if the field contains the skip attribute.

Enable right to left support

Only available for sessions of type Telnet TN3270.

When this check box is selected, right-to-left mode is supported in terminal emulation.
Prompt user for logon credentials

Only available for sessions of type Natural UNIX.

When this check box is selected and a session is opened with the Terminal Viewer, a logon
dialog box appears prompting for user name and password for the UNIX or OpenVMS host
before the session is opened.

The logon is processed as described in the sedgorg the Viewers with Natural on UNIX and
OpenVMS Hostm thelnstallation and Configuratiomlocumentation.
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Data Transfer Properties

These properties are valid for all session types.

Data Transfer Property Yalue
I keep trailing blanks at the end of downloaded records: ™ Active
O Send a form feed to the printer after download: ™ Active
X Faorm feed handling in MCD upload: ™ Active
I Ignore leading form feed in download report: ™ Active

Keep trailing blanks at the end of downloaded records

Normally, Entire Screen Builder does not write to disk trailing blanks at the end of downloaded
records. However, when this check box is selected, the trailing blanks are also written to disk,
thus creating fixed length records in NCD format.

Send a form feed to the printer after download

Normally, Entire Screen Builder routes downloaded data to the printer transparently. However,
when this check box is selected, a form feed is sent to the printer at the end of the download.

Form feed handling in NCD upload

When you upload an ASCII file containing the ASCII form feed character (x'12’) from the PC
to the host, this ASCII character is converted to an EBCDIC space character (x’'40).

To convert the ASCII form feed character to something other than a space on the host, you must
mark this check box and edit the translation table for the appropriate communication method.
The defined form feed character will then be used. The translation tables can be found in the
tablesfolder of Entire Screen Builder.

Ignore leading form feed in download report

When you are downloading a report, an empty page preceedes the report. However, when this
check box is selected, an empty page is not generated.
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National Properties

This property does not apply to the session type Natural UNIX.

Mational Property “alue
€ Translation table: MI2T0Latin j

Translation table
Select the translation table to be used for host communication from the drop-down list box.

A translation table defines the translation of characters from the codepage that is used on the
host to the codepage to which the PC is set up (Windows ANSI), and vice versa.

The names of the translation tables that are provided in the drop-down list box are the names of
the translation table files in thablesfolder of Entire Screen Builder. Each name of a

translation table file supplied with Entire Screen Builder indicates the type of communication.
Several names are followed by a country or region indicator (for example, "us", "gr" or "Latin").
When a country or region indicator is not provided, this is a default table which does no
translation because translation is not required. Translation tables are identified by the extension
"tra". A comment in the top section of each file gives information about its contents. All
translation tables supplied with Entire Screen Builder, eXd8@70_rus.trause the standard

encoding "windows-1252" for the PC codepage.

Important:
The PC codepage used for the translation tables determindsatiaeter encodingpr XML and
HTML files and for the XML Version.

In a translation table there are actually two tables: one for sending and one for receiving. For
example, the fillN3270Latin.tracontains the two Latin (Western European) translation tables -
ASC2(Ansi)EBCDICLatin and EBCDICLatin(Ansi)2ASC - which can be used for the
communication method Telnet TN3270. The definitions for each table are located directly
below the name of the corresponding table.

The following conventions are used for the table names in the translation table files:

® ASCZhostcodepage-and-language
Used to translate data from the PC codepage to the host codepage.

® hostcodepage-and-languagaSC
Used to translate data from host codepage to the PC codepage.

If you want to create your own translation tablesstcodepagandlanguageshould be
meaningful names. "ASC2" or "2ASC" as part of the name is interpreted as a keyword. The first
translation table in each file must be the ABG@codepage-and-languatgble.
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Default translation tables for the different session types (in the above drop-down lost box):

Session Type

Translation Table

BS2000 Bs2000_us
Telnet TN3270 | N3270Latin
Telnet VT VXXX
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Color Schemes

You can define color schemes for the diffelfeost sessions

Note:
The color scheme can also be defined directly from the Terminal Viewek&#b#ying the Color
Scheme for a Host Sessiorthelndividual Session Setting®cumentation

This chapter covers the following topics:
® Predefined Color Schemes
® Overview of Defined Color Schemes

® Renaming a Color Scheme

Predefined Color Schemes

Entire Screen Builder is installed with certain default assignments for supported host systems. The
following color schemes are supplied:

Color Description
Scheme

SagBlue Blue background.

bs2cols Default color scheme for sessions of type BS2000. Mixed background.

ibm3279 Default color scheme for sessions of type Telnet TN3270. Black background.

monochrome] White on black background.

monochromel Black on white background.

sagcolors Gray background.

VTColors Default color scheme for sessions of type Telnet VT and Natural UNIX. Black
background.
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Overview of Defined Color Schemes

When you select the "Color Schemes" object in the tree-view frame, a list of all defined color schemes
appears in the detail-view frame.

Property YWalue
Semvice status otopped
SagBlue
YTCalors
bsZ2cols
ibm3z279
monachrame]

rmonochrome?

QW00 OOOE

sagcolors

Commands

When the Entire Screen Builder Server has been stopped and a color scheme has been selected, the
following command buttons are available in the command frame:

Copy Color Scheme Copy the selected color scheme. Specify a nhame in the
resulting dialog and choose tBave New Color Scheme
button.

Delete Color Scheme Delete the selected color scheme. You will be asked to confirm
the deletion.

The default color schemes "ibm3279", "bs2cols" and "VTColors" cannot be deleted or renamed.

Important:
When you delete or rename a color scheme, any session using this color scheme will then use the default
color scheme for the corresponding type of session.

Note:

It is not possible to add color schemes using the System Management Hub. It is only possible to rename or
copy a color scheme. If you want to add color schemes, you have to use Entire Screen Builder's Server
Management tool; se&dding a Color Schema theServer Managemeidtocumentation.
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Renaming a Color Scheme
It is only possible to rename a color scheme when the Entire Screen Builder Server has been stopped.
When the server is running, you can only view the properties.
» To rename a color scheme
1. Select the desired color scheme in the tree-view frame.

2. In the resulting dialog, rename the color scheme.

Colar Scheme Property “alue
a4 Color scheme type: 3270
ID Caolor scheme |D: 2

"B Color scheme name: ||SagEiIue

Update Calor Scheme | Cancel Update Color Scheme

3. Choose th&lpdate Color Schemeébutton.
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Key Schemes

Using key schemes, you can assign host keys to your PC keyboard. You can define key schemes for the
differenthost sessionsThis can be one of the key schemes as provided with Entire Screen Builder or a
key scheme you have defined yourself.

Note:
The key scheme can also be defined directly from the viewerdA&#ifying the Key Scheme for a Host
Sessiorin thelndividual Session Setting®cumentation

This chapter covers the following topics:
® Predefined Key Schemes
® Overview of Defined Key Schemes
e |nformation About a Key Scheme
e Adding a Key Scheme
® Adding Keys to a Key Scheme
® Adding Actions to a Key Combination
® Terminal Emulation Keys

® | ocal Function Keys

Predefined Key Schemes

Entire Screen Builder is installed with certain default assignments for supported host systems. The
following key schemes are supplied:

Key Description
Scheme

as400keys | Layout for AS400 host systems.

bs2keysl |Default key scheme for sessions of type BS2000. Layout for Siemens BS2000 host
systems.

natkeysl |Default key scheme for sessions of type Natural UNIX. Layout for Natural on UN|X
and OpenVMS.

sagkeysl |Default key scheme for sessions of type Telnet TN3270. PC-style layout for 327Q host
systems.

sagkeys2 |IRMA-style layout for 3270 host systems.

VT220PC |Default key scheme for sessions of type Telnet VT. Layout for UNIX and OpenVMS
VT220 host systems.
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Overview of Defined Key Schemes

When you select the "Key Schemes" object in the tree-view frame, a list of all defined key schemes
appears in the detail-view frame.

Key Sct

Froperty “alue

%% Service status Funning

Bl YT220PC Key scheme for Telnet T

Bl asd00keys Key scheme for Telnet THAZ70

Bl bsZkeys key scheme for BS2000

Bl natkeys] Key scheme far Matural UNEX

Bl sagkeys Key scheme for Telnet THAZ70

Bl sagkeys? key scheme for Telnet THIZ70
Commands

When the Entire Screen Builder Server has been stopped, the following command button is available in
the command frame:

Add Key Scheme |Add a key scheme. Séelding a Key Schenfer detailed information.

In addition to the above command button, the following command buttons are available when a key
scheme is selected in the tree-view frame:

Copy Key Scheme Copy the selected key scheme. Specify a name in the resulting
dialog and choose tligave New Key Schembutton.

Delete Key Scheme Delete the selected key scheme. You will be asked to confirm the
deletion.
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Information About a Key Scheme

When you select a key scheme in the tree-view frame, information about the key scheme appears in the
detail-view frame.

Key Scheme Property  “alue
ID Key scheme type: Key scheme for Telnet TN3270
ID Key scheme |D: 1

&k Key scheme name: |sagkeys1

lIpdate key Scheme | Cancel Update Key Scheme

When the Entire Screen Builder Server has been stopped, you can rename the key scheme.

When you expand the node for a key scheme, a list of all currently defined keys appears in the tree-view
frame.

B3 Key Schemes
B T220PC
HEID asd00keys
H LI hsPkeys
fEI natkeys
S sagkeysi
..|D F1

#1D F2

..||;u =

E
E
E
E
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Each node for a key can further be expanded. This displays the nodes for possible key combinations.
When you expand the node for a key combination, all defined actions for this key combination are shown.
Each action represents one key or string to be sent to the host. The following is an example for the key
combination CTRL+F7:

..|D F4
1D F5
1D
+ 1D e Froperty Yalue
=D F7
et T 4 Sewice status Stopped
; Sh'?t ! ID Scheme type: Key scherme for Telnet THIZ70
t- 2 Shi
__\}— Alt ID Scheme |D: 1
El\'7 dn Scheme name: sagkeys
A Action O & Key name; F?
€ Action 1 € Action O STRING: AVS
¥ Action 2 € Action 1 HOSTKEY: CR
& Action 3 & Action 2 HOSTKEY: CR
& Action 4 & Action 3 STRING: H
¥ Artion 5 & Action 4 HOSTKEY: CR
-4 Action B; € Action 5 STRING: B
=D Fg € Action & HOSTKEY: CR
Commands

The available command buttons are determined by the object which is currently selected in the tree-view
frame.

Key Scheme

When a key scheme (for example, "bs2keys1") is selected, the following command buttons are
available in the command frame:

Add Key Add a new key to the selected key scheme. See

Adding Keys to a Key Scheme

Copy Key Scheme Copy the selected key scheme. Specify a name in the
resulting dialog and choose tBave New Key

Schemebutton.

Delete Key Scheme Delete the selected key scheme. You will be asked to

confirm the deletion.

The default key scheme "sagkeys1" cannot be deleted or renamed.

Important:
When you delete or rename a key scheme, any session using this key scheme will then use the
default key scheme "sagkeys1".
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Key

When a key (for example, F7) is selected, the following command button is available in the
command frame:

Delete Key Delete the selected key. The key is deleted
immediately. You are not asked to confirm the
deletion.

Key Combination

When the node for a key combination (for example, "Ctrl") is selected, the following command
buttons are available in the command frame:

Add Key Property Add a new key or string (action) to be sent to the
host. Se&dding Actions to a Key Combination

Delete All Key Properties| Delete all keys or strings (actions). The keys or
strings are deleted immediately. You are not asked to
confirm the deletion.

Key Property

When a key property (for example, "Action 1") is selected, the following command buttons are
available in the command frame:

14

Insert Key Property Insert a new key or string (action) to be sent to thg
host below the selected action. Sakling Actions to
a Key Combination

Delete Key Property Delete the selected key or string (action). The key or
string is deleted immediately. You are not asked tp
confirm the deletion.
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Adding a Key Scheme
It is only possible to add a key scheme when the Entire Screen Builder Server has been stopped.
P Toadda key scheme

1. Select the "Key Schemes" object in the tree-view frame.

2. Choose thadd Key Schemebutton.

3. In the resulting dialog, select the type of key scheme from a drop-down list box.

Key Si

Key Scheme “alue

Froperty
ID Key scheme Key scheme for Telnet ThE27T0
type:
ah Key scheme
name:
oave New Key Scheme Cancel Mew ey Scheme

4. Enter a name for the new key scheme.
5. Choose th8ave New Key Schembutton.

6. Add all required keys to the key scheme as described below.
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Adding Keys to a Key Scheme
It is only possible to add keys to a key scheme when the Entire Screen Builder Server has been stopped.
Caution:

The shortcut keys that are displayed next to a menu command in a viewer window (e.g. CTRL+V for
pasting text) are not available when the active key scheme uses them for different purposes.

¥ To add a key
1. Inthe tree-view frame, select the key scheme to which you want to add a key.
2. Choose thadd Key button.

3. In the resulting dialog, select the desired key from the drop-down list box.

Lo Key:

Save Mew Key Cancel Mew Key

4. Choose th8ave New Keybutton.

The new key is now shown in the tree-view frame. The nodes for the key combinations ("Single
Key", "Shift", "Alt" and "Ctrl") are automatically provided for each new key.

5. Add all required actions to a key as described below.
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Adding Actions to a Key Combination

It is only possible to add actions to a key combination when the Entire Screen Builder Server has been
stopped.

An action represents one key or string to be sent to the host. You can define several actions for each key
combination. Thus you can define, for example, a logon sequence consisting of several steps that are
executed by pressing a single key.

To add an action, you choose one of two buttons:

e Add Key Property
Available when a key combination (for example, "Ctrl") has been selected. This adds a new action
below the last defined action in the list.

® Insert Key Property
Available when a key property (for example, "Action 1") has been selected. This inserts a new action
below the selected action.
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» To add an action to a key combination
1. In the tree-view frame, select a key combination or key property.
2. Choose thAadd Key Property or Insert Key Property button.

The following dialog appears:

Add: Key Type Host key Local Function  String
Action 7
LI Key [HOSTKEY =] |none =] |none - |
property:
mave New ey Property | Cancel Mew ey Property |

3. From the&Key Type drop-down list box, select the type of key you want to define.

e HOSTKEY
A key to be sent to the host (for example, CR).

See alsoTerminal Emulation Keys

e [OCALFN
A key for a function that is to be executed on the client (for example, a TAB key). The key is
not sent to the host.

See alsotocal Function Keys

® STRING
A string to be sent to the host.

4. Depending on the key type defined in the previous step, select a host key or a local function from the
corresponding drop-down list box, or specify a string in the corresponding text box. Do not define all
three of them at the same time.

5. Choose th&ave New Key Propertybutton.
The new action is now shown in the tree-view frame.

Caution:
Do not define a host key, local function and a string at the same time.
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Terminal Emulation Keys

A distinction is made between terminal function keys and physical function keys:
® Terminal Function Keys

This terms refers to all host keys that start a terminal function. Different host systems have different
terminal functions and associated keys. Examples for IBM 3270 hosts: PF1, PF2, ATTN, PAL.
Examples for Siemens hosts: K1, FKT1, DUE1.

® Physical Function Keys

This terms refers to all keys on the physical keyboard (that is: the PC keyboard) that can be used as
function keys. Examples: F1, F2, CTRL+F3, CTRL+A, ALT+B. Entire Screen Builder has a unique
name for each function key.

Terminal Function Keys

Some terminal function key names are found on all host systems, others are specific to a given host
system. Entire Screen Builder supports the following:

3270 Function Key Names

9750 Function Key Names

Natural UNIX and Natural OpenVMS Function Key Names
0S/400 Function Key Names

VT Function Key Names
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3270 Function Key Names

The following key hames can be assigned to your PC keyboard in order to transmit the corresponding
3270 key to the host:

ATTN
CLEAR

CR
DEVCNCL
EEOF
ERASEINP
PA1 to PA3
PF1 to PF24
RESET
SYSREQ

If any of the following key names is assigned to your PC keyboard, Entire Screen Builder will
automatically wait for a response from the host before continuing:

ATTN
CLEAR

CR

PA1 to PA3
PF1 to PF24
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9750 Function Key Names

The following key hames can be assigned to your PC keyboard in order transmit the corresponding 9750
key to the Siemens BS2000 host:

AFG

AFZ
DUE1
DUE?2
EFG

EFZ
ENDM
FKT1 to FKT24
K1 to K14
LSP

LVD

LZE

LZF

MAR
P1to P20
RU

SBA

SDZ
SML
SMO
SMR
SMU
SNZ

SZA
TABL
TABR
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Natural UNIX and Natural OpenVMS Function Key Names

The following key hames can be assigned to your PC keyboard in order to transmit the corresponding
Natural UNIX or Natural OpenVMS key to the host:

NAT CR
NAT_PF1 to NAT_PF48

0S/400 Function Key Names

The following key names can be used in the host communication nie¢moliKey of the script
language:

AS_PF1to AS_PF12

For OS/400 type sessions, the single keys PF1 to PF12 are sent to the host. They reflect the Telnet
TN3270 keyboard setting:

PF1 5250 HELP key

PF2 3270 keyboard help
PF3 Clear display

PF4 Print display

PF5 Display attributes
PF6 Test request

PF7 Page up (roll down)
PF8 Page down (roll up)
PF9 Attention (ATTN)
PF10 Keyboard error reset
PF11 System request (SYSREQ)
PF12 Record backspace

VT Function Key Names

The following key hames can be assigned to your PC keyboard in order transmit the corresponding
VT-type key to the host:

AKEY1 to AKEY15
CTRL_Ato CTRL_Z
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Physical Function Keys

Physical function keys are all keys and key combinations that can be used as function keys by
Entire Screen Builder. Using the System Management Hub, you can assign an emulation key to a function
key. When the function key is pressed in the viewer, the assigned action is executed.

All physical function keys have symbolic names in Entire Screen Builder. These symbolic names are
displayed in the System Management Hub.

The following tables list the Entire Screen Builder physical function keys and indicates the combinations
in which these keys can be used.

Key single key Shift Ctrl Alt
0 through 9 X X
A through Z X X
CR X X X X
ESC X"

F1 through F12 X X X X
GRAY-DELETE X X X X
GRAY-END X X" X
GRAY-HOME X X" X
GRAY-INSERT X X X X
GRAY-PGUP X e X
GRAY-PGDN X X* X
TEENTER X

* This key combination is only available for the Terminal Viewer.

Note:
TEENTER is the right CTRL key.
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Numeric keypad (NUMLOCK must be enabled for the "NUMPAD_" keys):

Key single key Shift Ctrl Alt

CENTER X

END

GRAY *

GRAY /

GRAY -

GRAY +

X | X | X |X|X
X | X | X | X | X
X | X | X | X|X

GRAYCR

HOME

NUMPAD_O

NUMPAD_1

NUMPAD_2

NUMPAD_3

NUMPAD_4

NUMPAD_5

NUMPAD_6

NUMPAD_7

NUMPAD_8

NUMPAD_9

NUMPAD_DOT

PGDN

XIX|X XXX |X|IX[X|X|X|X|X|X|X|X|X|X|X]|X

PGUP
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Special 3270 type keyboard function keys:

Key single key Shift Ctrl Alt
ATTN X
CRSEL

EREOF

EXSEL

F13 through F24
NONAME
OEM_CLEAR
PAl

PLAY

ZOOM

X[ X[ X | X | X | X|X|X|X

Note:

Entire Screen Builder supports the above function keys of the 3270 type keyboards only if the keys
generate the correct key events in the Windows operating system. You may need the appropriate device
driver for your keyboard from the keyboard supplier.
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Local Function Keys
Local function keys are used to execute functions on the client. There is no communication with the host.

The following local functions can be assigned to your PC keyboard:

Local Function |Description

BACKTAB Set the cursor to the beginning the previous input field.

BEGINOFFIELD |Set the cursor to the beginning of the current input field.

EEOF Erase all text from the current cursor position to the end of the input field.
ERASEINP Clear all input fields.

HOME Set the cursor to the beginning of the first input field on the screen.

PREVIOUSLINE | Set the cursor to the beginning of the first input field in the previous line.

NEWLINE Set the cursor to the beginning of the first input field in the next line.
RESETSTATUS |Reset the BS2000 status line. Can only be used for sessions of type BS20p0.

TAB Set the cursor to the beginning the next input field.
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BS2000 P-Key Schemes

P-keys (programmable keys) are only available for sessions of type BS2000.

Note:
The P-key scheme can also be defined directly from the viewerd@&kiying the P-Key Scheme for a
Host Sessioim thelndividual Session Setting®cumentation

This chapter covers the following topics:
® Overview of Defined P-Key Schemes
® Adding a P-Key Scheme

e Defining the P-Key Content

Overview of Defined P-Key Schemes

When you select the "BS2000 P-Key Schemes" object in the tree-view frame, a list of all defined P-key
schemes appears in the detail-view frame.

E
Froperty “alue
%% Service status Stopped
EI Admint 1
EI Admin 2
O Test 3
Commands

When the Entire Screen Builder Server has been stopped, the following command button is available in
the command frame:

Add BS2000 P-Key Scheme | Add a P-key scheme. SAdding a P-Key Schenfier detailed
information.

In addition to the above command button, the following command buttons are available when a P-key
scheme is selected in the tree-view frame:

Copy BS2000 P-Key Schemg Copy the selected P-key scheme. Specify a name in the resulting
dialog and choose ttigave New P-Key Schemieutton.

Delete BS2000 P-Key Schem Delete the selected P-key scheme. You will be asked to confirnp the
deletion.
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Adding a P-Key Scheme
It is only possible to add a P-key scheme when the Entire Screen Builder Server has been stopped.
P Toadda P-key scheme

1. Select the "BS2000 P-Key Schemes" object in the tree-view frame.

2. Choose thadd BS2000 P-Key Schembutton.

3. In the resulting dialog, enter a name for the new P-key scheme.

4. Define all required P-keys as described below.

5. Choose th&ave New BS2000 P-Key Scherbatton.

Defining the P-Key Content

It is only possible to define the content of a P-key when the Entire Screen Builder Server has been
stopped.

The following dialog appears when you add a P-key scheme.

ES2000 P-Key Sche

B=2000 P-Key Scheme Property “alue

B P-key scheme name:

O P
O F2 |
O F3 |
O P4 |
|
|
|
I

o Fo
O Fo
o F
& Fo.

When the server has been stopped, this dialog also appears when you select an existing P-key scheme in
the tree-view frame.
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» To define the P-key content

1. Add one of the following in the text box for the desired P-key:
® a command string, or
® a 9750 terminal function (s&¥50 Function Key Namgor

® a mixture of both.

All 9750 function codes must be enclosed in brackets. For example:

<AFG>

If a code has more than 6 characters (including the brackets), it is treated as pure text.
The P-key content can be up to 500 characters long.

2. Choose th&pdate BS2000 P-Key Schemisutton.

87



User and Group Concept System Management Hub

User and Group Concept

The viewers can connect to the Entire Screen Builder Server either anonymously or with named users.

The user profile is then created based on administrator-defined user and group settings stored in the server
configuration files. This profile controls access to the server resources (e.g. sessions and scripts) and
certain personalized settings (e.g. color profile).

This chapter covers the following topics:
® Profile Creation Parameters
® Controlling Session Access with the User and Group Mechanism
® Controlling Script Access with the User Mechanism

e Changing Session Parameters with the User and Group Mechanism
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Profile Creation Parameters
The parameters controlling profile creation are:
1. The followingserver settingsAllow scripts for all users andAllow all sessions for all users
2. The client control proper#nonymousLogon .
3. Theuserprofile.
4. Thegroupprofile.

The server settingdllow scripts for all users andAllow all sessions for all userhave the highest
priority. If true, they allow complete access to scripts and sessions regardless of other settings in the group
and user profiles.

The client control propertgnonymousLogon defines whether you connect as a named or anonymous
user.

The administrator can also create a user profile called "anonymous" to control the access for
AnonymousLogon sessions.

Note that the user name "anonymous" cannot be entered in the viewers - the client control property
AnonymousLogon must be set to true.

The installation values for the server settiddJsw scripts for all users andAllow all sessions for all
userstogether with the default for the client control propé&mtonymousLogon are all true. This

reflects the behavior of the previous versions of Entire Screen Builder (4.1.1 and 4.2.1) so that after an
upgrade installation to version 4.3.1, the server works in the same way as before.

To limit access to sessions, you must set the server &tve all sessions for all usergo false. Once
this value is cleared, only defined users included in defined groups will have access to the server. This
includes the anonymous user which must be added and then included in a group.

To limit access to scripts, you must set the server Vlowr scripts for all usersto false. Once this
value is cleared, users will only be able to run scripts defined for them.

One exception to this are the debug scripts held in the fetdigts\test Any user withDebug
permissionset to true can access all test scripts - this feature is only available for the Terminal Viewer.

The minimum user and group profiling required is the creation of the user called "anonymous" and one
group with the user "anonymous" as a member. You then define the allowed sessions in the group and the
allowed scripts in the "anonymous" user profile. In this scenario, all users have to connect with the client
control propertyAnonymousLogon set to true.
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Controlling Session Access with the User and Group
Mechanism

The following steps are required to control session access:
1. Set the server setttiddlow all sessions for all userdo false.
2. Define named users and, if required, the "anonymous" user.
3. Create one or more groups.
4. Define the allowed sessions for the groups.
5. Add the users to the group(s).

Connections made from the GUI viewers will be allowed only if the requested host session has been
allowed for that user. This includes the connection ID O (the default session for the user).

All groups that the user is a member of will be checked for the session.
If the user connects from the Terminal Viewer, @gen Sessiodialog box will contain only the sessions
allowed in the groups to which this user belongs.
Controlling Script Access with the User Mechanism
The following steps are required to control script access:
1. Set the server settiddlow scripts for all usersto false.
2. Define named users and, if required, the "anonymous" user.
3. Define the allowed scripts for each user.
The scripts shown in theelect Scriptlialogs for all viewers are limited to those allowed for the current

user profile. If an attempt is made to start a script to which access is not allowed, this will be rejected.

Changing Session Parameters with the User and Group
Mechanism

Certain session parameters can be configured on a group basis. This is done@atffitheed Sessions
in the group profile. You can then override session parameters defined for the host, for example, the key
scheme. If no session parameters are configured, the defaults for that session will be used.

In the user profile, several Terminal Viewer specific entries can be set, for example, allowing debug
permission.

You should try to avoid using Configured Sessions when more than one group containing the same
sessions has the same users as members. In this case, the server will use the first group it finds containing
the session configuration - this may result in inconsistent results.
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Users

You can define user names, passwords and other user-specific properties in a user profile. The user profile
is activated when the user connects and logs on to the Entire Screen Builder Server.

This chapter covers the following topics:
® User Types
® Overview of Defined User Profiles
® Adding a User Profile
e Updating a User Profile
e General Properties
® Allowed Scripts
® Startup Script
® Groups
e Terminal Viewer and GUI Viewer Properties

e Terminal Viewer Properties
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User Types
Entire Screen Builder distinguishes the following types of users:
® Anonymous User

® Defined User

Anonymous User

All users who connect to the Entire Screen Builder Server with anonymous logon enabled are anonymous
users. Logon information is not required when connecting to the server.

Normally, anonymous users do not have a user profile. However, the administrator can create a special
user called "anonymous" with profile settings for all users connecting anonymously. This feature allows
the administrator to set values such as startup scripts and a default session.

If you want to limit the sessions that are available to the anonymous users, create a group first and then
add the user "anonymous" to this group. The group properties will then be picked up as usual.

If you do not want to use the user and group concepts, make subdidhascripts for all users and

Allow all sessions for all userdiave been activated in teerver setting®therwise, there will be no
sessions and no scripts for users connecting anonymously. After installation, these two properties are
activated by default.

See theOverview of Client Control Propertigs theUser Exitsdocumentation for further information on
anonymous logon.

Note:
The user "anonymous" cannot be used in the User Authentication dialog box which is used to log on to the
Entire Screen Builder Server.

Defined User

Logon information is required when users want to connect to the Entire Screen Builder Server using their
own profiles. The administrator creates the user profiles for the users who want to use their own profiles.
SeeAdding a User Profildelow for further information.

The user then has to specify the user name as defined in the user profile in the User Authentication dialog
box. If defined by the administrator, the user must also provide password.

A user may have a personal profile and may be a member of one or more groups.
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Overview of Defined User Profiles

When you select the "Users" object in the tree-view frame, a list of all defined user profiles appears in the
detail-view frame.

€ Defined Users: (3]

kal: Karin Olivier
test: Test user

tpi:

Delete hadify Copy

Commands

The following command buttons are available:

Add New User Available in command frame. Add a new user profile. See
Adding a User Profile

Delete Available in detail-view frame. Delete the selected user prafile.
You will be asked to confirm the deletion.

Modify Available in detail-view frame. Display and/or modify the
selected user profile. Sépdating a User Profile

Copy Available in detail-view frame. Copy the selected user prof
Specify a name in the resulting dialog and choos&dve
button.

e.
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Adding a User Profile

You do not have to stop the Entire Screen Builder Server. You can also add user profiles when the server
iS running.

¥ To add a user profile
1. Select the "Users" object in the tree-view frame.
2. Choose thadd New Userbutton.

The User Name dialog appears.

User Name

& Marme: ||

e Cancel

3. Specify a name for the user.
4. Choose th©K button.
The Create User dialog appears.
5. Specify all required properties (see the property descriptions below).

6. Choose th&pdate Userbutton at the bottom of the detail-view frame.

Updating a User Profile

You do not have to stop the Entire Screen Builder Server. You can also update a user profile when the
server is running.

¥ To update a user profile
1. Select the desired user in the list of defined user profiles.
2. Choose th&lodify button.
The Modify User dialog appears.
3. Modify all required properties (see the property descriptions below).

4. Choose th&lpdate Userbutton at the bottom of the detail-view frame.

94



System Management Hub Users

General Properties

Froperty “alue
€ User name: tpi
€ User description: I

& Pazsword: |

EI Password reguired: I~ Required

Eil Default session: Iil:nrn1 j
User name

A user name can be up to 32 alphanumeric characters (case-insensitive) long and must not
contain blanks. It must not already exist. This can only be specified when adding a new user
profile. Later, this text box cannot be modified.

User description
A brief description for the user (e.g. last name and first name or a title).
Password

The password ensures the security of the user’s Entire Screen Builder environment. It consists
of 1 to 32 alphanumeric characters. The password is case-sensitive. It is used when the user logs
on to the Entire Screen Builder Server.

Password required

When this check box is selected, the password must be supplied at logon.
Default session

Select the default host session from this drop-down list box.

If Allow all sessions for all userdias been activated in therver settingghis drop-down list
box shows all defined host sessions. If it has not been activated, this drop-down list box only
shows the host sessions which are defined for the group to which the user belongs.

GUI viewers: The default session is used when the session ID 0 (zero) has been specified in the
HTML page and there is no startup script for the user.

Terminal Viewer: The default session is automatically selected in the Open Session dialog box.
SeeStarting a Host Sessidn theTerminal Viewerdocumentation.
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Allowed Scripts

You can allow any script that has previously been added fardideictionfolder. See th&cript Files
documentation.

#§ Allowed scripts:

Add/Delete

When scripts have already been allowed for the user, they are shown in the list box.

If Allow scripts for all users has been activated in teerver settingshe settings in the user profile are
overwritten. Each script can then be selected as the startup script (see below).

If Allow scripts for all users has been deactivated, the allowed scripts are considered. In this case, it is
only possible to select a startup script that has been allowed.

¥ To allow or disallow scripts
1. Choose thédd/Delete button.

The Add/Delete Script dialog appeatrs.

AddDelete Script

Lyvailable ltems: Selected ltems:

[01opensession ‘. Add -=
DZgetscreentext
D3typestring
D4GetUserlnput
D5Sendkey
OEhessageBox

07 SetDataTransfer
050utputh=sg =- Delete
09Pause
10ClozeSession hd

Add All -=

Ok |

All scripts in theproductionfolder that have not yet been allowed are shown in the Available Items

list box on the left. Scripts that have already been allowed are shown in the Selected Items list box on

the right.
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2. Choose one of the following command buttons:

Add Add the selected available item to the list of allowed scripts.

Add All | Add all available items to the list of allowed scripts.

Delete Delete the selected item from the list of allowed scripts.

3. Choose th&®K button.

Startup Script

CI Use startup script below: ™ Active

€ Startup script: IIII'Inpensessinn j

Use startup script below

When this check box is selected, the startup script specified below will be used.

Startup script
From the drop-down list box, select the name of the script file that is to be executed immediately

after the user has logged on to the Entire Screen Builder Server. The drop-down list box
provides for selection the script files stored inpheductionfolder.

See alsoGeneral Information on Script Filda theScript Filesdocumentation.

Groups
You can add the user to any group that has previously been defingardsips

& Groups:

AddiDelete

When the user has already been added to one or more groups, they are shown in the list box.
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» To add or remove the user to/from a group
1. Choose thAdd/Delete button.

The Add/Delete Group dialog appears.

AddDelete Group

Available ltems: Selected ltems:

group] Add -=
graup?
graupd
Add All -=
<- Delete

8]24 |

All groups to which the user has not yet been added are shown in the Available Items list box on the

left. Groups to which the user has already been added are shown in the Selected Items list box on the
right.

2. Choose one of the following command buttons:

Add Add the user to the selected available group.
Add All Add the user to all available groups.
Delete Delete the user from the selected group.

3. Choose th®K button.
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Terminal Viewer and GUI Viewer Properties

These properties only apply to the Terminal Viewer and the GUI viewers.

Terminal %iewer And GUI Viewer Only

I PC speaker beep on errors and ™ Yes
warnings:

I key scheme editing allowed: W ez

[0 P-key scheme editing allowed: ¥ ves

PC speaker beep on errors and warnings

When this check box is selected, the PC speaker beeps when an error occurs or when a warning
is issued.

Key scheme editing allowed

When this check box is selected, the user is allowed to create and modify key schemes. See
Working with Key Schemésthelndividual Session Settingtcumentation.

When this check is not selected, the corresponding command is disabled in the viewer.

P-key scheme editing allowed
When this check box is selected, the user is allowed to create and modify P-key schemes. See
Modifying the P-Key Scheme for a BS2000 Host Sessite Individual Session Settings

documentation.

When this check is not selected, the corresponding command is disabled in the viewer.
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Terminal Viewer Properties

These properties only apply to the Terminal Viewer.

Terminal “iewer Only

(0 Autolock: ||:|
#F Cursor size: [ Srnall |

#F Text blink rate: |}'5|:|
#F Cursor blink rate: |25|:|
L0 Debug permission: WV Granted

CI Color scheme editing allowed: | vas

I Font editing allowed: MV Yes

IO Input history: [~ Yes

& Language: IEninsh =l
Autolock

Specify the length of time, in minutes, that the user can be inactive before the session is locked.
Valid input is any integer from 1 through 60.

When the session is locked, "locked" appears in the title bar of the viewer. If you choose
Lock/Unlock Sessionfrom theUtilities menu, the Entire Screen Builder Logon dialog box
appears. To unlock your session, enter your password, if required, and chddkelihtton.

Cursor size

Select the cursor size from this drop-down list box. This parameter applies only to Entire Screen
Builder and does not affect other Windows applications.

This has no effect on the cursor size if the INS key is pressed. In insert mode, the cursor is
always shown as a large block.

Text blink rate

Specify the text blink rate in milliseconds. Valid input ranges from 100 to 2000. If you specify
an invalid value, the default value 750 is used. This overwrites the value defined in the host
session.
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Cursor blink rate

Specify the cursor blink rate in milliseconds. Valid input ranges from 100 to 2000. If you
specify an invalid value, the default value 250 is used. This overwrites the value defined in the
host session.

Debug permission

When this check box is selected, the user is allowed to use the script debugfab&pgng a
Script Filein theScript Filesdocumentation.

When this check is not selected, tebugbutton in the Select Script dialog box is disabled.
Color scheme editing allowed

When this check box is selected, the user is allowed to create and modify color schemes. See
Modifying the Color Scheme for a Host Sesiotielndividual Session Settings
documentation.

When this check is not selected, the corresponding command is disabled in the viewer.
Font editing allowed

When this check box is selected, the user is allowed to select a different foMio@seng the
Font for a Host Sessian thelndividual Session Settinglocumentation.

When this check is not selected, the corresponding command is disabled in the viewer.
Input history

When this check box is selected, the Terminal Viewer stores up to 50 user entries. These entries
are provided for selection in the input history window of the Terminal Viewer. It is then

possible to execute a previously entered command once more or insert previously entered text in
a field. Sednput Historyin theTerminal Viewerdocumentation.

Language

Select the language in which the user interface of the Terminal Viewer is to be displayed. The
user interface is not shown in the selected language until you quit the Terminal Viewer and start
it once more.
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Groups

Once a profile for a user has been defined, the user can be assigned to one or more user groups. The user
inherits all authorizations and session profiles defined for the groups to which he or she is assigned.

This chapter covers the following topics:
® QOverview of Defined Groups
e Information About a Group
® Adding a Group
e Updating a Group
e General Properties
® Users
® Allowed Sessions

® Configured Sessions
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Overview of Defined Groups

When you select the "Groups" object in the tree-view frame, a list of all defined groups appears in the
detail-view frame.

Groups Properties
Froperty “alue
%% Service status Stopped
¥ Mumber of Groups 4
£ groupl Description for Group?
£ groupZ Description for Group2
& group3 Description for Group3
£ testgroup Sroup for testing
Commands

The following command button is available in the command frame:

Add New Group Add a new group. Sekdding a Group
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Information About a Group

When you expand the "Groups" object and then select a group in the tree-view frame, a list of all defined
users and allowed sessions appears in the detail-view frame.

Group Details
Froperty “alue
£ testgroup Group for testing
€ kol larin Olivier
€ test Test user
€ tpi
Allowed sessions
il BS2000

Ei B

Commands

The following command buttons are available in the command frame:

Delete Group Deletes the selected group. You will be asked to confirm the
deletion.

Modify Group Display and/or modify the selected group. Spelating a Group

Copy Group Copies the selected group. Specify a name in the resulting dialpg
and choose th8avebutton.
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Adding a Group

You do not have to stop the Entire Screen Builder Server. You can also add groups when the server is
running.

» To add a group
1. Select the "Groups" object in the tree-view frame.
2. Choose thadd New Group button.

The Group dialog appears.

Sroup

& Marme:

e Cancel

3. Specify a name for the group.
4. Choose th®K button.
The Add New Group dialog appears.
5. Specify all required properties (see the property descriptions below).

6. Choose th&pdate Group button at the bottom of the detail-view frame.

Updating a Group

You do not have to stop the Entire Screen Builder Server. You can also update groups when the server is
running.

» To update a group
1. Expand the "Groups" object and select the desired group in the tree-view frame.
2. Choose th&lodify Group button.
The Modify Group dialog appears.
3. Modify all required properties (see the property descriptions below).

4. Choose th&pdate Group button at the bottom of the detail-view frame.
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General Properties

Add Mew Group

Froperty “Walue
£ Group name: testgroup

€ Group description:

Group name

The name can only be specified when adding a new group. Later, this text box cannot be
modified.

Group description

A brief description for the group.

Users
You can add any user that has previously been definedJ<tee

€ Users:

AddiDelete

When users have already been added to the group, they are shown in the list box.
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¥ To add or remove users to/from the group
1. Choose thAdd/Delete button.

The Add/Delete User dialog appears.

AddiDelete Lsers

Available ltems: Selected tems:

kol Add -=
Is
test
tpi
A Al -
=- Delete

Ok |

All users that have not yet been added to the group are shown in the Available Items list box on the
left. Users that have already been added are shown in the Selected Items list box on the right.

2. Choose one of the following command buttons:

Add Add the selected available user to the group.
Add All Add all available users to the group.
Delete Delete the selected user from the group.

3. Choose th&®K button.
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Allowed Sessions

You can allow any session that has previously been definetH@t&essions

If Allow all sessions for all user$ias been activated in teerver settingghis overwrites the settings for
the groups.

Important:
You have to allow at least one session for the group. Otherwise, the users in this group cannot start a host
session.

ol Allowed sessions:

Add/Delete

When sessions have already been allowed for the group, they are shown in the list box.

» To allow or diallow sessions for the group
1. Choose thadd/Delete button.

The Add/Delete Sessions dialog appears.

AddiDelete ¢
Available ltems: Selected ltems:
ibrm Add -=
sild
Add All -=
<- [elete

Ok |

All sessions that have not yet been allowed for the group are shown in the Available Items list box on
the left. Sessions that have already been allowed are shown in the Selected Items list box on the right.
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2. Choose one of the following command buttons:

Groups

Add Allow the selected available session.
Add All Allow all available sessions.
Delete Disallow the selected session.

3. Choose th&®K button.

Configured Sessions

You can modify some of the session properties (for example, color scheme and key scheme).

If Allow all sessions for all userdias been activated in teerver settingseach session can be
configured. The allowed sessions (see above) are not considered in this case.

If Allow all sessions for all userdias been deactivated, the allowed sessions are considered. In this case,

it is only possible to configure the sessions that have been allowed.

Two steps are required: first, you select a session for configuration and then you configure the session (see

below).

ah Configured sessions:

AddiDelete |

Configure |

When sessions have already been selected for configuration, they are shown in the list box.
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¥ To select a session for configuration

1. Choose thAdd/Delete button.

The Add/Delete Configurable Sessions dialog appears.

Add/Delete Configurable Sessions

Ayailable ltems; Selected ltems:

ibm 1 Add -=
sild
Add All -=
<- [elete

Ok |

The sessions that have not yet been selected for configuration are shown in the Available Iltems list

box on the left. Sessions that have already been selected for configuration are shown in the Selected
Items list box on the right.

2. Choose one of the following command buttons:

Add Add the selected available session.
Add All Add all available sessions.
Delete Delete the selected session.

3. Choose th®K button.
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» 10 configure a session
1. Choose th€onfigure button.

The Configured Sessions in Group dialog appears.

S510NS in Group testgroup

il Murn

: i narne | sild
Session name ;- ibm?l

Select Back Delete Profile

2. Select the session to be configured.
3. Choose th&electbutton.

The Configure Session dialog appears. For example:
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Configure Session sild

Terminal “iewer Property “alue
¥ Text blink rate: 50
#§ Cursor blink rate: |25|:|
#§ Session font: |Courier New

Froperty “alue
& Color scheme: |I:|52|::|:|Is j
€ Key scheme: |h52keys’l =
€ BS2000 P-key scheme: | Mang - |

pdate Session | Cancel Update |

4. Modify all required properties.
A detailed description of these properties can be found in the sefdgirSessions

The following properties apply only to Terminal Viewer sessidest blink rate, Cursor blink
rate andSession font

The propertyBS2000 P-key schemis only shown for sessions of type BS2000.
5. Choose th&lpdate Sessiorbutton to save your modifications.
» To delete a configured session
1. Choose th€onfigure button.
The Configured Sessions in Group dialog appears.
2. Select the session to be deleted.

3. Choose thBelete Profile button.
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